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Abstract

Attribute Based Access Control (ABAC) is one the most efficient, scalable, and well used access control. It’s based on
attributes not on users, but even when the users want to get access to some resource, they must submit their attributes
for the verification process which may reveal the privacy of the users. Many research papers suggest blockchain-based
ABAC which provides an immutable and transparent access control system. However, the privacy of the system may
be compromised depending on the nature of the attributes. A Zero-Knowledge Proof, Ethereum-Based Access Control
(ZK-ABAC) is proposed in this paper to simplify the management of access to the devices/objects and provide an efficient
and immutable platform that keeps track of all actions and access management and preserve the privacy of the attributes.
Our ZK-ABAC model utilizes smart contracts to facilitate access control management, Zero-Knowledge Succinct Non-
Interactive Argument of Knowledge (ZK-SNARK) protocol to add privacy to attributes, InterPlanetary File System
(IPFS) network to provide distributed storage system, and Chainlink to manage communications and data between on/
oft-chain systems. Comprehensive experiments and tests were conducted to evaluate the performance of our model,
including the implementation of ZK-SNARK on the Ethereum blockchain. The results demonstrated the scalability
challenges in the setup and proving phases, as well as the efficiency gains in the verification phase, particularly when
scaled to higher numbers of users. These findings underscore the practical viability of our ZK-ABAC model for secure
and privacy-preserving access control in decentralized environments.
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AHHOTaNMA

Cucrema pa3rpaHHuYeHUs AOCTyna Ha ocHOBe aTpuOyToB (Attribute-Based Access Control, ABAC) — onna u3
Hanbosee H3PHEKTUBHBIX U MIMPOKO HCIIOIb3yEeMbIX CHCTEM KOHTPOJIS JOCTyIa, 00ecneunBalomas MacTabupyeMoCTb.
Korzma monp3oBarenyt XOTAT MOIXYYUTh JOCTYH K HHPOPMAIMOHHOMY PECypcy, UM HEOOXOIUMO HPEIOCTaBUTh CBOU
aTpuOyTHI IS TIpoliecca BepUPUKALIUY, YTO MOXET, B CBOIO OYepe/b, PACKPBITh UX JINYHBIE JaHHbIE. Bo MHOrMX
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Enhancing attribute-based access control with Ethereum and ZK-SNARK technologies

UCCIIEIOBATENILCKUX paboTax MpeyiaraeTcsi KOHTPOJIb JI0CTYIa, OCHOBaHHBIN Ha aTpuOyTax, UCIIOIb3YIOIIUHI OJ0KUCHH,
4TO 0OecHeunBaeT 3alMIIEHHYI0 0T HcKakeHuit (Zero-Knowledge, ZK) 1 npo3padHyio cucTeMy KOHTPOJIsl JOCTYIIa.
OpnHako KOH(PHUICHIUATBHOCTh CUCTEMBI MOXKET OBITh HapyIleHa B 3aBUCHMOCTH OT XapakTepa arpuOyToB. B padote
MIPEAJIaraeTcsl NCTOIb30BaTh CUCTEMY KOHTPOIS JocTymna Ha ocHoBe Ethereum m mokasarenscTB 6e3 pasriameHus
(ZK-ABAC). Cuctema ynpoImaeT yrnpaBlieHHE JOCTYIIOM K yCTpolcTBaM/00beKTaM, obecrednBacT d(QEKTHBHYIO
1 3aIIMIIEHHYIO0 OT MCKKEHHH IaT(h)opMy, KOHTPOIHUPYIONIYIO BCe ACHCTBHUS U yIpaBIeHHE HOCTyIoM. [Ipu sTom
coXpaHsieTcs KOHQHUICHINAIBLHOCTE aTpuOyToB. [Ipearaemas Moaeab KOHTPOJIS JOCTYIa Ha OCHOBE TEXHOJIOTUHI
ZK-ABAC wucnonb3yer cMapT-KOHTPAKTHI Ui ynpasieHus: goctymnom. [Iporokon ZK-SNARK obecnieunBaer
KOH(HACHINAIBHOCTE aTpuOyTOB mojb3oBatenell. Cucrema InterPlanetary File System npumensieTcst st co3nanust
pacrpeeneHHON CUCTeMbI XpaHeH s TaHHbIX, a Chainlink uist yripaBieHus CBA3bI0 M JaHHBIMH MKy BHYTPEHHUMM/
BHEIIHUMHU OlIOKJeiH-crcTeMaMu. JIJ1st olleHKH paboToCIIOCOOHOCTH MPEeUI0KEHHON MOJIETN MPOBEAEHbI SKCIIEPUMEHTHI
U TecThl, BKItouas ucnonb3zoBanne ZK-SNARK c Grnoxueitn-rexnonorueit Ethereum. Pe3ynbrarsl sxcriepuMeHTOB
MIPOIEMOHCTPHUPOBAIH TPOOIEMBI MaCIITAONPYEMOCTH Ha dTalax HACTPOMKH U NMPOBEPKH, a TaK)Ke MOBLINICHHE
s¢dexTHBHOCTH Ha HTare Bepu(UKAUK IPH MACIITAOUPOBAHMY JUIsl OOJBIIETo YHciia rmojib3oBareneil. [lomydeHnsre
pe3ynbTaThl HOATBEPIMIIN NMPAKTHIECKyIo 3 dekTuBHOCTE npempioxkeHHoi moxenn ZK-ABAC s 6ezomacHoro
YIIPaBJICHUS JOCTYTIOM C COXpaHEHNEM KOH(QHICHIIMAIEHOCTH B ACLEHTPAIH30BaHHbIX Cpelax.

KunioueBble ciioBa
KOHTPOJIb JOCTYyIa, OCHOBaHHBII Ha aTpudyrax (ABAC), ZK-SNARK, nokasatenbcTBo 0€3 pasriamicHus,
KOH(HICHIINATLHOCTD, OJIOKUCHTH
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Introduction

The importance of user privacy has garnered increasing
attention, particularly in the era of social media and the
alleged privacy violations by large technology companies
seeking market dominance. Incorporating privacy
features into access control systems has become a critical
requirement, especially when dealing with highly sensitive
information, financial records, and public blockchain
platforms where data is immutable and visible to all
participants. Furthermore, the integration of Attribute-
Based Access Control (ABAC) with blockchain technology,
which leverages the immutability characteristic of
blockchains, necessitates a method to preserve user privacy
when submitting attributes to smart contracts for access
authorization. Zero-Knowledge Proofs (ZKPs) emerge as a
solution to this challenge, providing a mechanism to verify
user attributes for ABAC without disclosing those attributes
on the blockchain, thereby maintaining privacy.

ZKPs have rapidly evolved from theoretical concepts
to practical tools, revolutionizing several aspects of
digital systems [1-3]. In the realm of data management,
ZKPs have become instrumental in ensuring storage
integrity. They allow verification of data authenticity and
completeness without exposing sensitive information,
a crucial capability for industries handling confidential
records. In the financial sector, ZKPs are transforming
digital asset transfers [4]. By enabling users to prove
ownership and conduct transactions without revealing
personal details or transaction amounts, ZKPs strike a
balance between privacy and transparency in blockchain-
based finance. Moreover, ZKPs are addressing one of
the most pressing challenges in blockchain technology:
scalability [5, 6]. By allowing complex computations to be
performed oft-chain and efficiently verified on-chain, ZKPs
significantly reduce the computational load on blockchain
networks. This breakthrough paves the way for increased
transaction throughput without compromising security or
decentralization. As ZKP technology continues to advance,

these applications in storage integrity [7], private digital
asset transfers, and blockchain scalability are expected to
drive significant innovations in secure and efficient digital
systems.

The integration of ZKPs with blockchain technology
has been the focus of numerous research initiatives. Among
these, several systems have particular relevance to our
work. One notable example is a study that explores the
application of blockchain and Zero-Knowledge Succinct
Non-Interactive Argument of Knowledge (ZK-SNARK) in
adding privacy to a healthcare system for Internet of Things
(IoT) [8]. This innovative approach leverages the inherent
anonymity of blockchain to protect user privacy, while
employing ZK-SNARK-based authentication mechanisms
to prevent unauthorized access to sensitive medical data.
The study [9] introduces a blockchain-based Access Control
(AC) system for IoT that uses Zero-Knowledge Rollups
(ZK-rollups) to address issues of low transaction speed
and high latency in high-traffic environments. By batching
AC authorization requests into a single zero-knowledge
proof, the system enhances trustworthiness and efficiency.
Experiments show that the system significantly reduces
authorization time, particularly in high-traffic scenarios,
while also preventing malicious behaviors.

The issue of this system alone is where should we store
the data related to the access management, security policies,
and user management, this issue is resolved by using a
decentralized InterPlanetary File System (IPFS) which is
designed for distributed peer-to-peer sharing which solve
the centralization problem. IPFS offers a decentralized
way of storing and sharing data, enhancing efficiency
and speed by retrieving files from the nearest node. It
resists censorship, reduces redundancy, and provides a
more robust, version-controlled system for a persistent and
resilient internet. This technology is particularly beneficial
for decentralized applications, content distribution, and
digital archiving [10]. We can communicate with this
IPFS network by using Chainlink which connects existing
systems to any public or private blockchain and enables
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secure cross-chain communication, in this way we shift
storing data on-chain to off-chain IPFS in secure way using
Chainlink and provide better performance on Ethereum
network [11].

Proposed Model

The proposed model for a Zero-Knowledge Proof,
Ethereum-Based Attribute-Based Access Control (ZK-
ABAC) system, integrated with the Ethereum blockchain
IPFS through Chainlink, presents a novel approach that
provides efficient, transparent, and decentralized access
control while preserving the privacy of user attributes.
This model leverages traditional ABAC to ensure scalable
access control, with the entire management and mechanism
process executed by the Ethereum network via smart
contracts, thereby imparting immutability to the system. All
requisite data for the model is stored on the decentralized
IPFES, and the entirety of communication between on-chain
and off-chain components is governed by smart contracts.

Smart contract is the core element in the model since it
controls the whole process, verifies the attributes provided
by the users, grants/denies the access, and manages access
policies and all other data related to IoT devices on IPFS
[12]. Instead of attributes we use ZK-SNARK to verify the
attributes without revealing them.

One of the innovative aspects of this model is the
integration with Chainlink, a decentralized oracle network.
This integration allows the smart contracts to interact with
off-chain data sources and services securely and reliably.
Specifically, attributes and device information, which are
crucial for the ABAC system, are stored on IPFS servers.
Chainlink oracles provide a bridge between these off-chain
data stored on IPFS and the on-chain smart contracts on
Ethereum. This ensures that the AC system can access up-
to-date and accurate information about users and devices,
which is essential for making correct access control
decisions [13, 14].

Many research study different types of blockchain
integrating with different types of access control [15-18].
However, no research addresses the privacy of users
whose identities could potentially be revealed through the
attributes (e.g., roles, positions, locations) used to gain
access to resources. Our main contribution is applying
ZKP to this system so we can assure privacy. The main
focus is pointed at structuring the system and making ZKP
integration its main core.

ZK-SNARK is a complex cryptographic construct.
To understand how they could be used in conjunction
with an ABAC system, it’s important to delve into some
technical aspects and equations that underpin ZK-SNARK.
ZK-SNARK is built on a foundation of polynomial
equations that are essential for their operation. These
equations transform a computation, such as checking
attributes for ABAC, into a set of equations within a
finite field. A prevalent method for representing these
polynomial equations is through Quadratic Arithmetic
Programs (QAPs). QAPs play a crucial role in verifying
the accurate execution of the ABAC policy check.
Additionally, ZK-SNARK employs elliptic curve pairings
which are instrumental for efficient proof generation and

verification. These pairings link the polynomial equations
to cryptographic components, enhancing ZK-SNARK
functionality.
There are three major steps for our proposed model.
Step 1. System Setup. In which we configure
the system and initializing it to integrate the required
technologies used in this mode which includes:

— Defining ABAC Policies: is the core of the access
control mechanism, by defining the attributes that the
ABAC model will process and deal with, also defining
the policies that will manage the access control
procedure. Those policies and object data is stored on
IPFS;

— Ethereum Smart Contracts: is responsible for
communicating with the users and the required objects,
handling the ABAC checks, and managing data on
IPFS servers. These contracts contain the logic to verify
access based on user attributes;

— ZK-SNARK Setup: is about performing the trusted
setup for ZK-SNARK to generate public parameters
(proving and verification keys) and developing a
ZK-SNARK circuits that can take user attributes
and generate a proof without revealing the attributes
themselves.

User Attribute Tokenization

Step 2. This step is about representing the attributes
by tokens to be processed when the access is triggered and
initializing the ZK-SNARK proofs which includes:

— Issue Attribute Tokens: Users receive tokens
representing their attributes. These tokens are stored
on Ethereum and can be verified by the smart contract;

— ZK-SNARK Proof Generation: Users generate
ZK-SNARK proof that they possess tokens with the
required attributes. This proof asserts the presence of
attributes without revealing what they are.

Step 3. Access Request. This step is the actual process
after setting up the environment, which includes:

— Submit Access Request: When a user wants to access
a resource, they interact with the Ethereum smart
contract. They submit their ZK-SNARK proof along
with the access request;

— Smart Contract Verifies Proof: The smart contract
uses the ZK-SNARK verification key to verify the
proof. If the proof is valid, it confirms that the user has
the necessary attributes;

— Grant or Deny Access: Based on the result of the ZK-
SNARK proof verification, the smart contract grants or
denies access to the resource.

This model is represented in Fig. 1.
Integrating technologies like ZK-SNARK, IPFS, and

Chainlink with ABAC on Ethereum provides a distributed,

efficient, and privacy-preserving access control mechanism.

The Proposed Model Architecture

We will dive into details about configuring this model
and integrating all the mentioned technologies together to
draw the full image of the proposed model.

Define attributes

The first step to implement our model is to define the
attributes and policies according to ZK-SNARK proofs.
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Fig. 1. System flow

Those policies should be presented as polynomial equations
to be used in the ZK-SNARK setup phase.

Many studies discussed how to define attributes in a
generic way that generalizes the nature of attributes that can
apply and serve wide range of different systems [13, 19].
Attributes can be grouped, symbolized as 4 € {S, O, P, E},
where 4 = {name: value}:

— S'signifies the subject attribute, which can be presented
as an ID, profession... etc.

— O pertains to the object attribute, which can be IP
address, category, device...etc.

— P relates to the permission attribute, like read, write,
delete, or executing.

— E is the environment attribute, like time, date, physical
location... etc.

Represent Policies as Polynomial Equations

Having the attributes presented as set of variables:
A€ {S, O, P, E}. Each variable can take multiple values
based on the specific attribute it represents. For example,
S; for different roles, O; for different objects, etc. Taking
into consideration that the policy to access a certain
object should be presented by one (or more) value for
every attribute, the user request should be built using at
least one value for each attribute type. Therefore, missing
one attribute should make the access process invalid.
Moreover, the policy can contain several values for the
same attribute type. We should aim for a balance where
the polynomials are complex enough to ensure security but
not so complex that they become inefficient to compute.
Therefore, we consider the access policy to be presented
by set of quadratic polynomials, one polynomial for each
attribute, and these can be combined to form the overall
policy representation.

ZK-SNARK often uses QAPs to turn the check of
validity of the access into a set of quadratic equations.
QAPs can efficiently represent complex computations and
are suitable for a wide range of ABAC policies.

Based on the previous, we propose the polynomial
equation for the access policy to be built as follows:
— Each attribute type (Subject, Object, Permission,
Environment) is represented by a set of possible values;
— Let 4 represents an attribute type (e.g., Subject), and 4;
represents each possible value of 4.
We propose generic equation for each attribute type as
follows:
— For an attribute 4 requiring to be a specific single value A4,

Py=(A4-4p%

— For an attribute 4 requiring multiple values
Ay, Aa, ..., A, (AND operation)

n

Py= ZI(A — A%

=

— For an attribute 4 allowing any one of several values
Ay, Aa, ..., A, (OR operation)

n

Py= HI(A —4)).
pk
Constructing a new access policy should be set of four
attribute types (four quadratic equations) depending on the
rule itself:

Ps+Po+ Pp+ Pp=0.

For example, let’s consider a policy where Subjects
S or S3 have Permissions P; and P, on Object O; with
Environment E7. The polynomial equation representing
this access policy should be constructed using quadratic
equation for each attribute type as follows:

(S=81) (§=83) + (P~ P1)> +(P—Pp)* +
+(O—-01)2+(E-E7)?=0.
Depending on the required access conditions, the admin

can create a specific policy using the previous logic and
link it to a specific object.
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ZK-SNARK Circuit Design and Setup

In the development of our ZK-SNARK system for
ABAC policy verification, the circuit design is a crucial
component. This circuit is meticulously engineered to
assess the formulated polynomial equations that represent
the ABAC policies. It operates by accepting user attributes
as inputs and computing the corresponding polynomial
value. The design ensures that if all specified attribute
conditions within a policy are satisfied, the polynomial
evaluation results in zero, signifying adherence to the
policy. The system trusted setup is integral to its security
architecture, involving the generation of essential
cryptographic materials, specifically the proving key and
the verification key, both of which are crucial to the ZK-
SNARK framework.

The trusted setup procedure begins with the selection
of cryptographic parameters, including appropriate elliptic
curves and other foundational elements that underpin the
security of the ZK-SNARK. In a secure environment, secret
random values are then generated to create the proving
and verification keys, ensuring true randomness in this
critical step. The proving key, which is typically large,
enables users to create proofs demonstrating compliance
with ABAC policies without revealing their attributes. This
key must be securely distributed to users. Simultaneously,
the verification key generated using the same secret
randomness allows the Ethereum smart contract to verify
the proofs submitted by users. Unlike the proving key, the
verification key is much smaller and is deployed within the
Ethereum smart contract.

After generating the keys, the secret randomness used
in their creation is securely and irreversibly destroyed
to prevent the possibility of generating false proofs. The
proving key is then distributed to users through secure
channels, ensuring that every user who needs to generate
proofs has access to it, while the verification key is
embedded within the Ethereum smart contract responsible
for verifying access requests. Secure record-keeping of the
cryptographic parameters and keys (excluding the secret
randomness) is maintained for system maintenance and

: procedure GenerateAccessProof (UserAttributes,

lient, ProverKey, EthereumSC Address)

auditing purposes. Finally, the ZK-SNARK system is fully
integrated with the policy management system, allowing
for proofs to be generated based on the latest policies stored
on IPFS and verified through Ethereum.
To summarize, ZK-SNARK is built on three main
phases: Setup, Prove, and Verify:
— The Setup phase generates a pair of keys used by the
prover and verifier.

Setup(IY) — (i, vi)- (1)

— The Prove phase takes the proving key, a statement to
be proved (in terms of public inputs), and private inputs
(known as the witness), and produces a proof 7.

Prove(py, x, w) — m. 2)

— The Verify phase uses the verification key, the public
inputs, and the proof to determine whether the proof is
valid, i.e., whether it correctly demonstrates the truth of
the statement without the verifier needing to know the
private inputs.

Veriﬁ/(vk, X, TE)—> {Oa 1}’ (3)

where [* is the security parameter (indicating the size and
strength of the cryptographic setup); py is the Proving Key
which will be used by the prover; vy is the Verification Key
which will be used by the verifier; x represents the public
inputs to the statement being proved; w is the witness or
private inputs known only to the prover; 7 is the proof that
the prover constructs, demonstrating that the inputs satisfy
the statement without revealing the witness.

The output is a binary value, where 1 indicates that the
proof is valid and 0 indicates that it is not.

After successfully generating the required key, we can
represent ZK-SNARK circuit design by the next algorithm
in Algorithm 1 — ZK-SNARK Proof Generation with
Detailed Implicit Policy Equation.

ObjectID, IPFS

1

C

2 Fetch the policy for the requested object using ObjectID from IPFS.
3: PolicyData « IPFS Client.Fetch (ObjectID)

4: IsValidPolicy « VerifyPolicyHash(PolicyData, EthereumSC Address)

5 if IsvalidPolicy then

6: ZK-SNARK Proof « ZK-SNARKProvingAlgorithm(UserAttributes,
ProverKey)

9

: AccessRequest «~ package (ZK-SNARK Proof, ObjectID)

8: AccessGranted - EthereumSC.VerifyProof (AccessRequest,
EthereumSC Address)

9: if AccessGranted then

10: return Access token from Smart Contract
11: else

12: return Access denied

13: end if

14: else

15: return Invalid policy data

16: end if

17: end procedure
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The algorithm for ZK-SNARK Proof Generation with
Implicit Policy Equation is designed to enable a user to
generate a zero-knowledge proof for accessing a specific
object based on predefined access control policies. The
algorithm operates within an environment where policies
are stored on IPFS and verified through Ethereum, where:
— UserAttributes: The attributes of the user, such as their

role, permissions, and other relevant details.

— ObjectID: The unique identifier of the object that the
user wants to access.

— IPFS_Client: A client interface to interact with IPFS for
retrieving policy data.

— ProverKey: A cryptographic key obtained from the ZK-
SNARK trusted setup phase, used for proof generation.

— EthereumSC_Address: The address of the Ethereum
Smart Contract used for verifying the proof.

Smart Contracts, IPFS, and Chainlink Oracle

In our paper we will focus only on the ZK-SNARK
verification process for our model and not on the smart
contracts or IPFS and Chainlink integrations. About Smart
Contracts, there are many studies about it and it’s been
discussed in detail how many smart contracts needed and
the structure of those contracts to facilitate the process
[20, 21, 13]. Also we already conducted detailed research
about that part in another article, including IPFS and
Chainlink integrations [22].

The system employs a series of smart contracts to
manage access control and data handling, leveraging the
strengths of blockchain, IPFS, and Chainlink.

— AccessRequestContract handles user access requests
by processing submitted attributes, retrieving relevant
policies, and initiating the policy evaluation process.

— AdminPolicyManager allows administrators to
manage policies, including adding, updating, viewing,
and deleting them, ensuring that the system rules are
up-to-date and properly enforced.

— IoTDataManager is responsible for managing the
resources allowing for the registration, updating, and
deletion of resources, as well as retrieving specific
resource information.

— PolicyEvaluator plays a critical role by evaluating user
attributes against the stored policies to grant or deny
access based on compliance.

— IPFSDataHandler interfaces with the IPFS network to
store and retrieve data, enhancing data availability and
security through decentralized storage.

— ChainlinkOracleAdapter facilitates secure
communication with off-chain data sources using
Chainlink oracles, enabling the system to access
external data reliably.

These smart contracts collectively create a robust
and efficient access control system, ensuring secure,
transparent, and decentralized management of resources
and data. Therefore, this work is a continuation of our work
regarding smart contracts and the other setups.

Experiments and results

The experiments and tests to evaluate the performance
of our model have been conducted on a PC equipped with
an Intel 17 processor (2.60 GHz) and 16 GB of RAM for

the prototype implementation. For the development of
smart contracts, the Solidity language was used. These
smart contracts were created using Solidity and deployed
on the Goerli testnet, which serves as a testing platform for
Ethereum smart contract development.

In our experiments, we utilized ZoKrates in conjunction
with the Grothl16 proving scheme to explore and
validate the efficacy of implementing ZK-SNARK on
the Ethereum blockchain [23-25]. ZoKrates provided a
streamlined development environment enabling to define
and compile privacy-preserving arithmetic circuits using
its specialized domain-specific language. These circuits
formed the backbone of our experimental setup, allowing
us to generate zero-knowledge proofs efficiently. We then
leveraged Groth16, renowned for its succinct proofs and
efficient verification properties, to ensure the integrity
and non-disclosure of sensitive computation data within
our tests. This integration was crucial for demonstrating
the potential of ZK-SNARK in enhancing privacy and
scalability in blockchain applications.

We tested the functions presented in formulas (1)—
(3). We measured the time cost of the three functions by
building different circuits based on different number of
users and calculated the required time for each function to
complete off-chain, the result is shown in Table.

And the chart presenting the result is shown in Fig. 2.

Analysis of Results
— As the number of users increases, the time taken for

both setup and proving phases increases significantly.

This indicates that the computation and resource

requirements scale with the number of users, which is

expected since each user would require a unique proof.
— The setup time increases more dramatically than the

proving time. For instance, between 100 and 10,000

users, setup time increases by over 90 times, while

Table. ZK-SNARK cost time by Number of Users

Number of Users Setup Prove Verify
100 0.285 0.190 0.194
500 1.345 0.966 0.201
1,000 2.887 1.789 0.209
5,000 9.446 4.102 0.285
10,000 26.224 11.325 0.206
30
H
8
O 10
0
100 1,000 10,000
Number of Users
— Setup — Prove Verify

Fig. 2. Setup, Prove, and Verify cost time by number of users
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proving time increases by about 60 times. This suggests

that the initial parameter generation is highly resource-

intensive and might become a bottleneck at scale.

— The verify phase does not scale in the same way as the
setup and prove phases. The verification time remains
relatively consistent and increases only marginally
with the number of users. This is characteristic of ZK-
SNARK, where verification is typically quick and does
not significantly depend on the number of users.

— The fact that the verify phase times are small and stable
is highly advantageous for scenarios where many
independent verifications need to occur, such as on a
blockchain network.

This experiment demonstrates the scalability challenges
of ZK-SNARK in terms of setup and proving times. While
verification remains fast regardless of the user count, the
setup phase, in particular, may pose challenges for large-
scale implementations due to its super-linear growth in
time requirement. It’s crucial for applications that utilize
ZK-SNARK to consider these performance implications,
especially for systems that require frequent setup or proving
operations.

We also conducted an experiment about only the Verify
process when executing it on Ethereum, we already did an
experiment about smart contracts performance in general
[22], and now we’re testing the verification process on
Goerli testnet. We adjusted the smart contract used for
verification (PolicyEvaluator) to use ZoKrates for testing
the time cost for the verification instead of the normal
process described in [22], and the result is shown in Fig. 3.

Analysis of Results
— ZK-SNARK Efficiency: The orange line representing

the verification time using ZK-SNARK is consistently

below the blue line, which suggests that using ZK-

SNARK for verification is more time-efficient than the

traditional verification method.

— Scalability: As the number of requests increases, both
methods show an increase in cost time. However, the
increase in the time cost for the traditional verification
method is more pronounced, which indicates that the
verification with ZK-SNARK scales better with the
number of requests.

— Performance at Scale: At lower numbers of requests
(e.g., 10 to 100), the difference in verification time
between the two methods is relatively small. However,

Cost Time, s

10 100
Number of Requests

1,000

- PolicyEvaluator
(without ZK-SNARK)

- PolicyEvaluator
(with ZK-SNARK)

Fig. 3. Cost time for verification with ZK-SNARK and without
ZK-SNARK

as the number of requests grows (e.g., from 500 to

1000), the difference becomes much more significant.

This suggests that the benefits of ZK-SNARK become

more apparent as the system is scaled up.

— Goerli Testnet Context: It’s important to note that
these tests were performed on the Goerli testnet which
is an Ethereum test network. Real-world conditions
on the Ethereum mainnet might lead to different
performance characteristics due to network congestion
and gas prices, although the relative performance
between the two methods might be expected to remain
consistent.

The use of ZK-SNARK (via ZoKrates) for the
verification process in smart contracts significantly reduces
the verification time, especially as the number of requests
increases. This can lead to performance improvements
in blockchain applications that require a large number of
verifications. The lower time cost associated with ZK-
SNARK verification can lead to more efficient smart
contract operations, which can be particularly beneficial
for applications with high throughput requirements.

All other tests related to the Smart Contracts in our
work are included in the previously published paper [22].

Conclusion

This paper presents a pioneering approach to Access
Control in the realm of IoT and beyond, through the
integration of ABAC with blockchain technology, ZK-
SNARK, IPFS, and Chainlink oracles. Our proposed ZK-
ABAC system represents a significant advancement in
addressing the critical challenge of preserving user privacy
while maintaining a robust, immutable, and transparent
access control mechanism.

Our ZK-ABAC model innovatively combines the
flexibility and efficiency of ABAC with the robustness
and transparency of blockchain technology. By employing
Ethereum smart contracts, the system ensures a
decentralized and tamper-proof record of access control
policies and transactions. The utilization of ZK-SNARK
is pivotal in safeguarding user privacy; it enables users to
prove their attribute-based access rights without revealing
the actual attributes, thus maintaining confidentiality in
every interaction, and the results show that the verification
process is more efficient and less time consuming than
the normal process and makes it suitable for on-chain
applications.

Furthermore, the integration of the IPFS network
facilitates a distributed storage solution, ensuring that
access control policies are not only decentralized but also
resilient and scalable. This feature is particularly crucial in
addressing the concerns of centralized data management
and single points of failure, which are common in
traditional access control systems.

In conclusion, the ZK-ABAC model stands as a
testament to the potential of combining blockchain
technology, zero-knowledge proofs, distributed storage, and
oracle networks to revolutionize access control systems.
It paves the way for future research and development in
this field, setting a new standard for privacy-preserving,
decentralized access control in the digital age.
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