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Abstract

Malware analysis is the process of dissecting malicious software to understand its functionality, behavior, and
potential risks. Artificial Intelligence (Al) and deep learning are ushering in a new era of automated, intelligent, and
adaptive malware analysis. This convergence of Al and deep learning promises to revolutionize the way cybersecurity
professionals detect, analyze and respond to malware threats. This paper proposed a Deep Neural Network (DNN)
model built from features selected by ANalysis Of Variance (ANOVA) F-test (DNN-ANOVA) to increase accuracy by
identifying informative features. ANOVA is a feature selection method used for numerical input data when the target
variable is categorical. The top k£ most relevant features are those whose score values are greater than a certain threshold
equal to the ratio between the sum of all features scores and the total number of features. Experiments are conducted
on CIC-MalMem-2022 dataset. Malware Analysis is performed using binary classification to detect the presence or
absence of malware and multiclass classification to detect not only the malware but also its type. According to the test
results, DNN-ANOVA model achieves best values of 100 %, 99.99 %, 99.99 %, and 99.98 % in terms of precision,
accuracy, F1-score and recall respectively for binary classification. In addition, DNN-ANOVA outperforms the current
works with an overall accuracy rate of 85.83 %, and 73.98 % for family attacks and individual attacks respectively in
the case of multiclass classification.

Keywords

malware detection, deep learning, ANOVA feature selection, binary classification

For citation: Hadjila M., Merzoug M., Ferhi W., Moussaoui D., Bouidaine A.B., Hachemi M.H. Obfuscated malware
detection using deep neural network with ANOVA feature selection on CIC-MalMem-2022 dataset. Scientific and

Technical Journal of Information Technologies, Mechanics and Optics, 2024, vol. 24, no. 5, pp. 849-857. doi:
10.17586/2226-1494-2024-24-5-849-857

© Hadjila M., Merzoug M., Ferhi W., Moussaoui D., Bouidaine A.B., Hachemi M.H., 2024

Hay4HO-TeXHNYECKNI BECTHUK MHDOPMALMOHHbBIX TEXHONOMUIA, MEXaHUKN 1 oNTukn, 2024, Tom 24, N2 5
Scientific and Technical Journal of Information Technologies, Mechanics and Optics, 2024, vol. 24, no 5 849


http://ntv.ifmo.ru/
http://ntv.ifmo.ru/en/
mailto:mhadjila.2009@gmail.com
https://orcid.org/0000-0002-6554-3925
mailto:mohammed.merzoug@univ-tlemcen.dz
https://orcid.org/0009-0002-9117-047X
mailto:wafaa.ferhi@univ-tlemcen.dz
https://orcid.org/0009-0005-7574-8368
mailto:djilali.moussaoui@univ-tlemcen.dz
https://orcid.org/0000-0003-3478-263X
mailto:albaraa.bouidaine@univ-tlemcen.dz
https://orcid.org/0009-0005-2204-9117
mailto:hicham.hachemi@univ-usto.dz
https://orcid.org/0000-0003-3967-6609

Obfuscated malware detection using deep neural network with ANOVA feature selection...

VJIK 004.491

Oo0OHapykeHHe CKPBITOI0 BPEOHOCHOI0 NMIPOrPAMMHOI0 o0ecneyeHust
€ NCNIOJIb30BaHNeM ITy0OKOM HelipoHHOM ceTH ¢ BbIOopoM npu3HakoB ANOVA
Ha HaOope nanHbIX CIC-MalMem-2022

Mypan Xamxunal>l, Moxammen Mepsyr2, Badga ®epxu3, Jxunanu Myccayu?,
Aab Bapaa Byiinen>, Moxammen Xumam Xamemu®

1.2.34.5 Vuusepceurer Trnemcena, Tnemcen, 13000, Amkup
6 Yausepcurer Opana, Opawn, 31000, Amkup

! mhadjila.2009@gmail.com™?, https://orcid.org/0000-0002-6554-3925

2 mohammed.merzoug@univ-tlemeen.dz, https://orcid.org/0009-0002-9117-047X
3 wafaa.ferhi@univ-tlemcen.dz, https://orcid.org/0009-0005-7574-8368

4 djilali.moussaoui@univ-tlemcen.dz, https://orcid.org/0000-0003-3478-263X

5 albaraa.bouidaine@univ-tlemcen.dz, https://orcid.org/0009-0005-2204-9117

6 hicham.hachemi@univ-usto.dz, https://orcid.org/0000-0003-3967-6609

AHHOTaNMA

AHanu3 BpeJIOHOCHOTO MPOTPAMMHOI0 00€CIeueHus] BKII0YAeT HCCIe 0BaHNe (PyHKIIMOHANBHOCTH, TOBEACHHUS
1 TOTCHIHATbHBIX PUCKOB. MICKyCCTBEHHBIH MHTEIIEKT U INTyOOKoe 00ydeHHEe OTKPHIBAIOT BO3MOXHOCTHU
aBTOMAaTU3UPOBAHHOTO, HHTEJICKTYaIbHOTO M aJalTHBHOTO aHAJIM3a BPEAOHOCHOTO IMPOrPaMMHOT0 00ecIeueHusI.
B pabore mpennaraercst Mmoxens Tirybokoit HeliponHoii cetu (Deep Neural Network, DNN), co3nannast Ha ocHOBe
NIPU3HAKOB, BEIOPAHHBIX ¢ moMolnbio F-recta nucnepcnonnoro anamusa (ANalysis Of VAriance, ANOVA), mis
HOBBIILICHNUS] TOYHOCTH PACIIO3HABAHMS ITyTeM BbIsiBIIeHUs nH(opMaTuBHbIX pu3HakoB. DNN-ANOVA npencrasisier
c000if MeTOJ BHIOOpA MPU3HAKOB, MCIIOJB3YCMbIN I aHAJIN3a YMUCIOBBIX BXOJHBIX JAAHHBIX, KOIJa IIeJeBas
HepeMeHHas sBisieTcs kareropuainbHoi. K Hanbonee peneBaHTHBIM IIPU3HAKAM OTHOCSATCS T€, 3HAUCHUS OLEHKU
KOTOPBIX MPEBBIMIAIOT ONPECTCHHBIN OPOT, PAaBHBIH OTHOIIEHHIO CYMMBI OLIEHOK BCEX MPH3HAKOB K O0IIEMY YHCITY
MPU3HAKOB. DKCIIEPUMEHTHI BBINOTHEHBI Ha Habope manHbix CIC-MalMem-2022. [IpoBenen ananu3 oOHapyKeHHS
WU OTCYTCTBUSI BPEIOHOCHOTO IIPOTPaMMHOT0 00ECHEUEHH s C UCIIONb30BaHNEeM OMHAPHOH KIIacCH(DUKAIINHY, a TAKXKe
MIOJIMHOMHAIIBHON KITaccU(UKaluy Uit onpeneneHus ero tuna. CormacHo pesynsraraMm F-tecra, monenms DNN-ANOVA
Jocturaet Hamrydiux 3HadeHuii: 100 % — precision, 99,99 % — accuracy, 99, 99 % — F1-score u 99,98 % — recall
Juist GuHapHoi knaccudukanuu. Kpome toro, DNN-ANOVA npeBocxomuT Texyiiue paboTsl ¢ 0OIMM [TOKa3areieM
ToYHOCTH (accuracy) 85,83 % 11t rpynnoBsix atak ¥ 73,98 % Juist MHAMBUYa bHBIX aTaK B CIy4ae MOJIMHOMHAIBLHON
KJIaccupHUKaImu.

KiroueBble cii0Ba
0o0OHapy>KeHHE BPEIOHOCHOTO MPOrpaMMHOro odecnedenus, rmybokoe o0ydenue, BbIoop npusHakoB ANOVA, GnHapHas
KJaccuuKanus, NOTMHOMHUATbHAS Kiaccu(ukamnys, Habop JaHHBIX

Ceblika 148 uutupoBanus: Xamkuiaa M., Mepsyr M., @epxu B., Myccayu /1., byiinen A.b., Xamemun M.X.
OOHapyXKeHUE CKPBITOrO BPEIOHOCHOTO MPOTPAMMHOTO 00ECIIEYeHHS C MCIOIb30BaHUEM ITyOOKOH HEHpOHHOU
cetu ¢ Beibopom npuzHakoB ANOVA Ha Habope nanubix CIC-MalMem-2022 // HayuyHo-TeXHHYECKUI BECTHUK
NHGOPMAIMOHHBIX TEXHOJOTUH, MexaHuku u ontuku. 2024. T. 24, Ne 5. C. 849-857 (ma anri. s3.). doi:

10.17586/2226-1494-2024-24-5-849-857

Introduction

Malware, or malicious software, refers to various
programs designed to harm devices, steal data, or monitor
user activities without their knowledge [1]. It includes
worms, viruses, trojans, ransomware, and spyware, which
can infect networks and devices [2]. Malware spreads
through methods like USB drives, collaboration tools,
and drive-by downloads, and is used for purposes, such as
stealing passwords [3], accessing confidential data [4], and
deceiving governments.

The rapid increase in internet-connected devices
has posed significant challenges for malware analysts,
researchers, and antivirus companies [5]. Cybercriminals
increasingly use the internet for illegal activities, such
as financial fraud, data theft, and unauthorized access to
systems. In response, researchers have developed new
security measures to combat evolving malware. The term
“malware” now broadly encompasses any malicious
program that compromises the confidentiality, integrity,
and availability of systems, networks, or services, whereas

previously all such programs were referred to as computer
viruses.

The cyber world is essential to daily life, enabling
services like networking, banking, and shopping. However,
it also brings significant threats, with malware being one of
the most dangerous. The growing volume and complexity
of malware make it increasingly difficult to identify and
classify [6]. Traditional methods like signature-based
detection, along with static and dynamic analysis, are
becoming less effective against new malware variants.
As a result, there is growing interest and ongoing research
in developing more effective methods for malware
classification and detection [7].

Artificial Intelligence (AI) has experienced various
cycles of interest and decline since its beginnings in the
late 1940s, but recent advancements in Machine Learning
(ML) and Deep Learning (DL) have solidified its role as
a transformative technology. Al now impacts nearly every
aspect of life, including information security [8], where it
is particularly valuable in combating the vast and costly
threat of malware. Al-powered algorithms can analyze
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file behavior to detect and classify malware, reducing the
workload on security analysts and speeding up detection.
Despite its effectiveness, Al has limitations such as false
positives, but its role in malware detection is expected to
grow as the technology evolves [9].

This paper proposes developing a deep neural
network to detect and classify malware using the CIC-
MalMem-2022 dataset. To improve accuracy, the study
involves a pre-processing step that includes feature
selection using the ANalysis Of Variance (ANOVA) F-test
to identify the most relevant features. The analysis covers
both binary and multiclass classification, targeting family
and individual malware attacks. The Python scikit-learn
library is used for implementing the feature selection
method.

Related works

Several studies have explored malware analysis
using ML. One such study [10] evaluates various ML
classifiers for anomaly detection, malware detection,
and Intrusion Detection Systems (IDS). The authors
also propose a methodology to integrate these ML
models into a real-world network security framework,
discussing the challenges faced during implementation
and the solutions developed to address them. The
authors in [11] focus on using ML to detect malware by
analyzing memory dumps. They created a new dataset
that includes various ransomware types (like BlackCat
and REvil) and benign samples. Different ML models
were tested, with XGBoost performing the best. The study
in [12] introduces a Multi-Attack Detection Framework
(MMAD) combining DL methods — Convolutional
Neural Network (CNN), Deep Neural Network (DNN),
E2E architectures, Recurrent Neural Network (RNN),
and Multi Level Platform (MLP) — to detect 11 malware
types effectively. Review [13] summarizes and evaluates
recent ML and DL contributions to malware detection and
suggests future research directions. Sharjeel et al. in [14]
propose a DL-based classification method for malware
detection in IoT environments. Their methodology includes
preprocessing (data cleaning, scaling, etc.), applying an
ensemble of CNN and Long Short-Term Memory (LSTM)
techniques, and comparing model performance. Xiaofei et
al. [15] introduce a new malware detection model using
dimensionality reduction and auto-encoder techniques
tested on an Android dataset with promising results. Akhtar
and Feng [16] developed a malware detection system
using Decision Tree (DT), CNN, and Support Vector
Machine (SVM). DT achieved the highest accuracy at
99 %, followed by CNN at 98.76 %, and SVM at 96.41 %.
Shafin et al. [17] proposed a system combining CNNs
and bidirectional LSTMs to detect obfuscated memory
malware on resource-constrained devices, using models
called CompactCBL and RobustCBL. Mezina and Burget
[18] introduced an extended convolutional neural network
for classifying obfuscated malware in memory dumps,
outperforming traditional classifiers like Decision Tree,
SVM, and Random Forest in both binary and multi-class
classification.

ANOVA F-Test Feature Selection

Feature selection is the process of reducing the number
of input variables to those that are believed to be most
useful for predicting the target variable. The goal is to
decrease both the computational cost of modeling and,
in many cases, to enhance the model performance [19].
Feature selection is typically straightforward when dealing
with real-valued input and output data, as it can be done
using methods like Pearson’s correlation coefficient.
However, it can be more challenging when working with
numerical input data and a categorical target variable [20].
When dealing with numerical input data and a categorical
target variable, two of the most commonly used feature
selection methods are the ANOVA F-test statistic and the
mutual information statistic [21]. ANOVA is a parametric
statistical hypothesis test for determining whether the
means from two or more samples of data come from the
same distribution or not. The results of this test can be
used for feature selection where those features that are
independent of the target variable can be removed from
the dataset [19].

Methodology

Dataset description

The obfuscated malware dataset is designed to evaluate
memory-based detection techniques for concealed
malicious software. It includes common malware types
like Spyware, Ransomware, and Trojan Horses, making
it suitable for testing detection systems [22]. To closely
mimic real-world conditions, the dataset uses a debug mode
during memory dumps, ensuring the process is not visible,
similar to an average user’s experience during a malware
attack. The dataset is balanced with 50 % benign and 50 %
malicious samples, totaling 58,596 records, evenly split
between 29,298 benign and 29,298 malicious memory
dumps.

The CIC-MalMem-2022 dataset includes three main
malware families: Spyware, Trojans, and Ransomware.

— Spyware. Infiltrates systems without user consent,
monitors activities, and collects data, posing serious risks
like identity theft and data breaches [23-25].

— Trojan. Disguises itself as legitimate software to
deceive users and gain unauthorized access, often used to
steal financial information [26, 27].

— Ransomware. Encrypts or locks systems,
demanding payment to restore access. Typically financially
motivated, but can also have political or ideological
motives. Prevention and increasing attack difficulty are
key protective measures [28-31].

Data pre-processing

Before starting pre-processing task, it is typically to
use a separation of data into training and test set. The
training set is into validation set and training set. Test
size and validation_split arguments are set to 0.2 and
0.2 respectively.

In this work, CIC-MalMem-2022 dataset contains
55 features and two targets called “Class” and “Category”.
“Class” target is used for binary classification while
“Category” target is used for multiclass classification.
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A bar chart of the feature importance scores for each
input feature is created (Fig. 1). This clearly shows that
some features might be the most relevant (according to test
statistic) when comparing to others and that are the most
relevant. Since the used dataset has numerical inputs and a
categorical output, we opted for the ANOVA method where
a threshold value for selecting the most relevant features is
given according to the following formula:

N-1
Threshold = Y score(i)/N,
i=0
where score(?) is the test statistic value for feature i (value
indicated on the y-axis of Fig. 1), and N is the number of
features where the value is different to “nan”.

For each dataset feature, score parameter represents the

F-statistic calculated as [32]:

F = MSB/MSE,

where MSB is the Mean Sum of Squares between the
groups, and MSE is the Error Mean Sum of Squares.

MSB is calculated by dividing the Sum of Squares
(SS) between the groups by the between group degrees of
freedom. MSB is given by the following:

MSB = SS(Between)/(m — 1),

where SS(Between) is the Sum of Squares between the
group means and the grand mean.

There are m — 1 degrees of freedom associated with the
factor of interest when m groups are compared.

MSE is calculated by dividing the Sum of Squares
within the groups by the error degrees of freedom. MSE is
given by the following:

MSE = SS(Error)/(n —m),

where SS(Error) is the sum of squares between the data
and the group means. There are n — m degrees of freedom
of error when 7 total data points are collected and m groups
are compared.

The k most relevant features are calculated with the
following equation:

k= {Features|score > Threshold}.

In the dataset, the 16 most relevant features were
selected using the ANOVA F-test. These features were
retained based on their high relevance scores, as shown
in Fig. 1, which also includes a threshold value. Since all
features are numerical, feature scaling was essential to
normalize the data, making the values comparable. The
categorical target variable, “Class” was encoded for binary
classification (Benign = 0, Malware = 1). For multiclass
classification, the “Category” target values were encoded
as 0, 1, 2, and 3, representing benign, trojan, ransomware,
and spyware, respectively. For more detailed classification,
the “Category” values were encoded from 0 to 15.

Proposed architecture

The model is a sequential neural network with four
hidden layers. The first hidden layer has 512 neurons and

150,000+

$100,000-

S

wn

50,000 h
| !

0 20 40
Features

Fig. 1. Bar Chart of the Input Features vs. the ANOVA F-test
Feature Importance

expects 16 input variables, while the subsequent layers
have 256, 128, and 64 neurons. The output layer varies
depending on the classification task: 1 neuron for binary
classification, 4 neurons for detecting malware families,
and 16 neurons for detecting individual malware types.
The ReLU activation function is used for hidden layers,
with sigmoid for binary output and softmax for multiclass
output. L2 regularization is applied to prevent overfitting.
The model is trained for 500 epochs with a batch size of
256, using accuracy as the evaluation metric and Adam
optimizer with a 0.001 learning rate. The loss functions
used are binary cross-entropy and categorical cross-entropy,
depending on the task.

Results and discussion

Binary classification

The CIC-MalMem-2022 dataset is a balanced dataset
with 58,596 records, equally split between benign and
malicious samples. It is designed for binary classification,
distinguishing between benign and malware instances using
the “Class” target variable. The model built for this task
achieved near-perfect performance, with 100 % precision,
99.99 % accuracy and F1-score, and 99.98 % recall on the
test set. The confusion matrix (Fig. 2) confirms the model
effectiveness, showing very few errors in classifying the
samples, making it highly reliable for malware detection
in cybersecurity.

Multi-class classification

The CIC-MalMem-2022 dataset, designed for
obfuscated malware testing, includes malware families
like Trojan Horse, Spyware, and Ransomware, making
it suitable for multiclass classification. Two types of
multiclass classification are discussed: one for identifying
the malware families (Trojan, Spyware, Ransomware) and
another for classifying individual attacks within each family.

Detection of malware families. The CIC-MalMem-2022
dataset includes a target variable called “Category” which
contains values for benign samples and three malware
families: trojan, ransomware, and spyware. The malware
names were standardized by renaming all entries starting
with “ransomware-" “spyware-", and “Trojan-" to
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Confusion Matrix

Actual
Benign

Malware

Benign Malware
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Fig. 2. Confusion matrix for binary classification

Table 1. Number of Instances in case of malware families

Type Number of instances
Benign 29,298
Spyware 10,020
Ransomware 9,791
Trojan 9,487
“ransomware”, “spyware”, and “trojan”, respectively,

resulting in four classes: one for benign samples and three
for the malware families.

Table 1 summarizes the occurrence of different types
of instances in the “Category” target. The dataset contains
29,298 benign instances, followed by 10,020 spyware
instances, 9,791 ransomware instances, and 9,487 trojan
instances.

The DNN-ANOVA model achieved an accuracy of
85.83 %, with precision, recall, and Fl-score all at 86 %,
indicating strong performance and a good balance between
precision and recall. The confusion matrix shown in Fig. 3
provides a visual representation of the model accuracy for
multiclass classification, specifically in detecting malware
families, such as trojan, ransomware, and spyware.

Detection of individual malwares. The “Category”
target in the CIC-MalMem-2022 dataset includes 58,596
records, evenly split between benign and malicious
samples. The malicious records are categorized into three
main families — trojan, ransomware, and spyware — each
further divided into subfamilies with five types of attacks.
Overall, the “Category” target can take 16 values: one for
benign samples and 15 for individual malware types. Fig. 4
illustrates the distribution of these malware families.

Table 2 details the number of instances for various types
of malware and their subtypes in the “Category” target. The
most common type is benign with 29,298 instances. Among
the malicious types, “spyware-transponder” is the most
frequent with 2,410 instances, followed by “spyware-gator”
with 2,200 instances. For ransomware, the most common
subtype is “shade” with 2,128 instances, and for trojans,
“refroso” is the most prevalent with 2,000 instances.

Confusion Matrix

=3
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©
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Benign Ransomware Spyware Trojan
Predicted

Fig. 3. Confusion matrix for malware families detection

Simulation results show that DNN-ANOVA model
achieves accuracy of 73.98 %, and precision, recall, and
F1-score, all of 74 %. Fig. 5 shows the confusion matrix for
individual attacks detection of the defined dataset.

Comparative study

This section provides a comparative study of our
work with previous research. Table 3 compares Mezina
and Burget [18], RobustCBL [17], CompactCBL [17] and
DNN-ANOVA (proposed work) with respect to accuracy,
precision, recall and F1-score. The DNN-ANOVA model
has the highest accuracy, precision, recall, and F1-score

Complete dataset breakdown

Zeus, 195

Emotet, 196
Refroso, 200

Scar, 200

Reconyc, 157

/ 180Solutions, 200
(74 Coolwebsearch,
200
‘« Gator, 200
w Transponder, 241

TIBS, 141

Benign, 2916

Conti, 200

MAZE, 195
Pysa, 171

Ako, 200
Shade, 220

Fig. 4. Complete dataset breakdown!

LT, Carrier, P. Victor, A. Tekeoglu, and A. H. Lashkari, “CIC-
MalMem-2022: Malware Memory Analysis Dataset,” Canadian
Institute for Cybersecurity, University of New Brunswick,
2022. [Online]. Available: https://www.unb.ca/cic/datasets/
malmem-2022.html (accessed: 02.08.2024).
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Table 2. Number of Instances in case of individual malwares

Type Number of instances
Benign 29,298
Spyware-Transponder 2,410
Spyware-Gator 2,200
Spyware-180solutions 2,000
Spyware-CWS 2,000
Spyware-TIBS 1,410
Ransomware-Shade 2,128
Ransomware-Ako 2,000
Ransomware-Conti 1,988
Ransomware-Maze 1,958
Ransomware-Pysa 1,717
Trojan-Refroso 2,000
Trojan-Scar 2,000
Trojan-Emotet 1,967
Trojan-Zeus 1,950
Trojan-Reconyc 1,570

True labels

Benign-o 0O 0 0 O
20 16 23

Spyware-Transponder -
Spyware-Gator -
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with 85.83 %, 86 %, 86 %, and 86 %, respectively.
RobustCBL [17] and CompactCBL [17] have almost the
same performance measures, whereas Mezina and Burget
has the lowest measures.

The performance metrics of the different models for
different classes of malware (malware families) are shown
in Table 4. All models have perfect accuracy, precision and
recall for the benign class. For the ransomware class, DNN-
ANOVA has the highest accuracy, precision, and recall,
whereas Mezina and Burget [18] has the lowest accuracy,
precision, and recall. For the spyware class, DNN-ANOVA
has the highest accuracy, precision, and recall, while
RobustCBL [17] has the lowest accuracy, precision, and
recall. Regarding the trojan category, DNN-ANOVA has
the highest precision and shares with RobustCBL [17]
the best F1-score, though it falls slightly behind in recall.
Conversely, Mezina and Burget [18] record the minimal
scores in accuracy, precision, and recall for this class.

Table 5 shows the performance metrics for different
models in the case of individual malwares detection. The
comparison is made in terms of accuracy, precision, recall,
and Fl-score. DNN-ANOVA has the highest accuracy,
precision, recall, and F1-score at 73.98 %, 74 %, 74 %, and
74 %, respectively. Robust-CBL [17] and CompactCBL
[17] have lower performance metrics, with RobustCBL
[17] having slightly higher precision, recall, and F1-score
than CompactCBL [17].

Confusion Matrix
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Fig. 5. Confusion matrix for individual malware detection
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Table 3. Attack family detection performance comparison, %

Accuracy Precision Recall Fl-score
Mezina & Burget [18] 83.53 75.79 75.18 75.13
RobustCBL [17] 84.56 85.00 85.00 84.00
CompactCBL [17] 84.22 84.00 84.00 84.00
DNN-ANOVA 85.83 86.00 86.00 86.00

Table 4. Attack families detection performance for each class, %
Class Mezina & Burget [18] RobustCBL [17] DNN-ANOVA
Precision Recall Fl-score | Precision Recall Fl-score | Precision Recall Fl-score
Benign 100 100 100 100 100 100 100 100 100
Ransom-ware 62 66 64 67 62 64 70 68 69
Spyware 67 76 71 69 77 73 72 81 76
Trojan 73 57 64 71 67 70 74 66 70
Table 5. Attack family detection performance comparison, %

Accuracy Precision Recall Fl-score
RobustCBL [17] 72.60 73.00 73.00 72.00
CompactCBL [17] 71.42 72.00 71.00 71.00
DNN-ANOVA 73.98 74.00 74.00 74.00

Conclusion also its type. The proposed model is trained and assessed

In this paper, a Deep Neural Network was proposed to
detect and classify malwares. A pre-processing task was
necessary to first select the most relevant features using
ANalysis Of Variance (ANOVA) F-test feature selection
strategy where the k£ most relevant features are those whose
score values exceeds a certain threshold evaluated as the
ratio between the sum of all features scores and the total
number of features. Once features are selected, target
variable was encoded. Malware analysis is done either by
binary classification to determine if there is malware, or by
multiclass classification to detect not only the malware but
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