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AHHOTALUA

Ipeamer uccaenoBanus. lccienoBana BO3SMOKHOCTB UCIIONB30BAHMS B KPUNTOTPAQUUESCKIX CXeMaX JUTHIITHYCCKAX
KPHBBIX HaJl [10JIEM PalliOHAIBHBIX YKCeI HEHyIeBOro panra. Meroa. BriepBble pe/10:keHO TOCTPOECHHUE KPUIITOCUCTEM,
0€30I1aCHOCTh KOTOPBIX OCHOBaHA Ha CJIIOYKHOCTH PEIICHHS] MaTeMaTHYeCKOH 3a/1adl O PIOK3aKe Ha AJUTUITHYCCKUX
KPUBBIX HaJ PallMOHAJIBbHBIMU YHMCIaMU HEHYJIEBbIX paHroB. OCHOBHBIE pe3ysbTaTbl. ONUCaH HOBBIM MOAX0MN
HCTIOb30BaHMS UTMITHYECKUX KPUBBIX ISl KpUOTOrpaQuuecKrx cxeM. BBIMONMHEeH psiji 9KCIEPUMEHTOB ISl OLICHKU
MOBEJCHHUS BBICOT TOYEK JUTMNTUYECCKUX KPUBBIX OeckoHeuHOro mopsaka. [IpeacraBieHa Moaens KPUITOCHCTEMBI,
CTOMKOM K BEIYMCIICHUSAM Ha KBAHTOBOM KOMITBIOTEPE M OCHOBAHHOW Ha MCIOIb30BAHUH PAIMOHATBHBIX TOYEK KPUBOM
OeckoHeYHOTO TopsaaKa. [IpoBeneHo nccnenoBanme KpunTorpaduaeckoil CToMKocTr 1 3)h(HEKTHBHOCTH MpeAIaracMon
cxeMbl. Peanmi3oBaHa aTaka Ha IOMCK CEKpeTa B KPUIITOCHCTEME, IIOKa3aHO, YTO CIIOKHOCTh aTaKd KCIIOHCHIIHAIbHA.
IIpakTHyeckass 3HAYUMOCTb. PaccCMOTpeHHOE peleHre MOXKeT OBITh MPUMEHEHO IPH MOCTPOCHUHU peatbHBIX
KPHIITOTpapUIECKUX CXeM M HPOTOKOJIOB.
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Abstract

The possibility of using elliptic curves over the rational field of non-zero ranks in cryptographic schemes is studied.
For the first time, the construction of cryptosystems is proposed the security of which is based on the complexity of
solving the knapsack problem on elliptic curves over rational numbers of non-zero ranks. A new approach to the use
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of elliptic curves for cryptographic schemes is proposed. A few experiments have been carried out to estimate the
heights characteristic of points on elliptic curves of infinite order. A model of a cryptosystem resistant to computations
on a quantum computer and based on rational points of an infinite order curve is proposed. A study of the security and
effectiveness of the proposed scheme has been carried out. An attack on the secret search in such a cryptosystem is
implemented and it is shown that the complexity of the attack is exponential. The proposed solution can be applied in
the construction of real cryptographic schemes as well as cryptographic protocols.
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BBenenue

B Hacrosiee BpeMsi MHOTHE TTOMYJISIPHBIE KPHUIITO-
CHUCTEMBI C OTKPBITHIM KJIIOUOM OCHOBAHBI Ha 3ajadax
(akropnzanuy OOIBIINX LEIBIX YUCENT U JTUCKPETHOTO
norapu)MupoBaHUS B KOHEUHBIX rpynmnax. Hampumep, B
MYJIBTUIUTMKATUBHON TPYIIE KOHEYHOTO TIOJIS M TPYIIe
TOYEK Ha UIMINTHYECKONW KPUBOHM HaJl KOHEUHBIM MOJIEM.
OnIMnTHYEeCKNe KPUBBIE PECTaBIIOT 0COObII HHTEpEC,
TaK Kak B TIOCTPOCHHBIX KPUIITOCHCTEMAX HCIOJb3YIOTCS
KJIFOYM MEHBIIETO pa3Mepa MpU TOM K€ ypoBHe Oe3orac-
HOCTH IO CPaBHEHUIO C aHAJIOTaMH U3 JPyruX ooOnacrtei
kpunrorpaduu [1].

Ha nansblii MOMEHT He cymecTByeT 3()(HEeKTHBHBIX
QITOPUTMOB, PEIIAIOIINX 3a/1ady JAUCKPETHOTO Jiorapud-
MHUPOBAHUS B I'PYIIIE TOYEK NIIUITHYSCKOW KPUBOH 3a
TTONMHOMHAIBHOE BPeMsl. DTO MO3BOJISIET paboTaTh B IOJISIX
MEHBIIETO pa3Mepa, CIeJ0BaTeIbHO U TeHEPUPOBATh KITO-
Y MEHBIIIETO pa3Mepa IPH TOM k€ YpOBHE O€30MacHOCTH
110 CPABHEHUIO C aHaJIoraMu. BeIoiHeHHE TPyNIoBOro
3aKOHA Ha JUIMNTUYECKUX KPUBBIX O3BOJIAET PEaIN30BbI-
BaThb U MPUMCHATH YK€ U3BCCTHBIC aJITOPUTMBI B KPUIITO-
rpadun.

OnvH M3 KJIACCHYECKHUX MPOTOKOJIOB Ha AJIHIITHYE-
CKHX KpUBBIX — npotokon Huddu—Xennamana [2], mo-
3BOJISTIOIIMH OCYIIECTBIISATh BHIPAOOTKY OOIIETO CeKpeT-
HOTO KJIfo4a. B 3aBHCHMOCTH OT M3HAYaJIbHBIX yCIOBHH,
HanpuMep, €CiIi MOJIb30BAaTENIM HE YCTAaHOBMIIN OOIIUI
KITEOY, CYIIIECTBYIOT Pa3JINUHbIC BAPHAHTHI PEIICHNS TAaKHX
3amgad. Tak, B kpunrocucteme Meccu—Omypsi [3] Omaroma-
ps CBOMCTBAM SIUTUNTHYECKNX KPHUBBIX OCYIIECTBIACTCS
KOMMYTaTHBHOE MIH(POBAHHE: MOIb30BATEIN HEPENAIOT
JIpYT IPYyTy COOOIIECHHMS, HE CO37[aBas MIPH STOM OOIIETro
KIto4ya. Ha snmunTuueckux KPUBBIX TaKiKe MOXKET OBITh
peanu3oBaHa cxeMa Dib—I amans [4], B KOTOpoii ocymiecT-
BITIOTCS 00J1ee (P PEKTUBHBIC BRIUUCIICHUS, TI0 CPABHEHHIO
CO CXeMOW Ha MOJYJIbHOH apupMeTHKe. ITO CBA3aHO C
TEM, YTO OTlepalusi BO3BEJACHHS B CTENEHb CBOAUTCS K
CJIOKEHHIO TOUCK.

Kpome KoHEUHBIX TIOJIeH, KpUBBIE MOKHO paccMarpu-
BaTh M HaJ| ITOJIEM PallMOHABHBIX YUCEN. DIUINITHIECKNE
KpUBBIC HAJl PallMOHAIBHBIM TOJEM 0071amaroT 0co0oit
TpyIIoBO# cTpykTypoii. Jlym Mopnemnn (1922 rox) BeIABH-
HYJI THIIOTE3Y O KOHEUYHOCTH YHCIIa PAMOHAIBHBIX TOUEK
JUTsI KpUBBIX TIepBoro pona [5], a Auape Beitnb (1928 rom)
BBeJ o0oOmieHne runote3sl [6]. Bnocnencrsuu Obuta

cthopmynupoBaHa Teopema Mopaenna—Beiins o Tom, 9To
KPHBBIE HaJl pAllMOHAIIBHBIM IT0JIEM 00pa3yloT KOHEYHOIIO-
POXICHHYIO abeNeBy IPyIIY, H30MOP(GHYIO TPYIIITaM TOYeK
Kpy4YeHHs U Touek OeckoHeuHoro mopsaka. B 1935 roxy
Haiiren u Jlyti [7] moka3anu, KakuM 00pa3oM MOXKHO
HaWTH TOYKHU MOATrpynmnsl kpydeHus. 1978 rony bappu
Masypom ObUIO MOTYYEHO, YTO MOArPYIINa TOYEK KPYyUCHUsI
KoHe4yHa 1 Masia. OTMETHM, 4TO IOArpyIIa TOYeK OecKo-
HEYHOTO MOps/IKa UCCIIeI0BaHA HEAOCTATOUHO, KOJIMUECTBO
TOYEK T€HEPaTOpPOB JJaHHOH MOArPYMIIBI 33/Ja€T PaHT KpH-
BO. B HacTosIee BpeMsl U3BeCTHA KPUBasi C MAKCUMaJIb-
HBIM paHroM 28 [8], a OONBIIMHCTBO KPUBBIX UMCIOT PaHT
0 nnu 1. 3agava nojcyera TOUHOTO paHra KpUBOil sIBIsiETCA
CJIOXHOM, a TIOMCK KPUBBIX BHICOKOTO PAaHTa OCTAETCs OT-
KPBITON TIPOOIEMOH.

B HacTosmeit paboTe mpemiokeHo TOCTPOSHUE MOJIe-
JIM KPUITOCUCTEMBI C UCIOJIb30BAHUEM 3a/lauil O PIOK3a-
Ke [9] Ha PIIUNTHYECKUX KPUBBIX HAJA PAllMOHAIBHBIMU
YHUCIaMU.

3anada o prok3ake siBisiercss NP-monHoi U HaxoguT
NpUMEHEHHEe BO MHOTHX obnactsix. [lepBoe yrnomunanue
0 Hel MoxHO HaWTu B Tpyaax Januura [10] u MaTbroza
[11], B oOmiem cirydae oHa 3aKITIOUACTCS B TIOMCKE TaKUX
m; U3 MHOxXecTBa M = {my, m,, ... m,}, KOTOpbIE IIpH
YMHOXEHUHN HA M3BECTHBIE KO3(D()UIIMEHTHI 13 MHOKECTBA
K= {ky, ky, ... k,,} B cymme matot nienoe uncino C:

m
C=Ymyk,.
i=1

BriepBbie KpunrocucremMa, OCHOBaHHasl Ha 3a1ade O
prok3ake, OplIa mpemioxkera Pamsdom Mepkiom n Map-
THHOM XenMmaHoM [12], Tae ucronbp30BaHa CBEPXBO3-
pacTaromas Mociaei0BaTeIbHOCTh CEKPETHOIO KII0Ya.
C moMoIIbI0 KII04a OCYIIECTBICHA paciiu(poBKa Tek-
CTa, a B KAYeCTBE OTKPBITOTO KJI0Ya MCIOJIb30BaHa He-
CBEPXBO3pACTAIOIIasl II0CIIE0BATEIILHOCTD, 10 KOTOPOi
pacmudpoars yncio C 6e3 3HaHUS CEKPETHOTO KIoua
HeBO3MOXkHO. CymiecTByeT a3 QeKTHBHAs allPOKCUMHU-
pytomast LLL-ataka Ha 1aHHYIO KPUNITOCUCTEMY, IA€ C
MOMOIIBIO PEIYIHPOBAHHOTO Oa3uca PeIeTKN MOsBIs-
€TCsl BO3MOXKHOCTh PELINTh 33/ady YIIaKOBKH PIOK3aKa C
OTIPEJICNICHHON BepOsATHOCTHI0. OJJHAKO aHHAS aTaka He
MPUMEHNMA K SJUTUIITHYECKAM KPHBBIM, TaK KakK, B OTINYHC
OT KJIACCHYECKON KPUNTOCHCTEMBI PIOK3aKa, BMECTO YHCEI
HCTIONB3YIOTCS TOUKH KpuBOH [13].
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nOCTpoeHVIe KpVII'ITOrpaCbVI‘-IeCKVIX CXeM, OCHOBaHHbIX Ha 3/ 1IMNTUYEeCKMX KPUBBLIX HaA, pauOHaIbHbIMU YCaMn

(I)OpMy.Tll/lpOBKa MaTeMaTH4YeCKOil 3ag1aum

IMycte E(Q) — snnuntudeckast KpuBasi HaJl MOJeM
parmonanbhbix uncen (Q), 3agannas ypaBHeHHEM B 0600-
mieHHoi (hopme Beliepmrpacca:

V2taxy +ay=x3+ax?+ax+ ag,

e koabdurment a; € Q st i € {1,2,3,4,6}, nepeMeHHbIe
x,yeQ.

ITo teopeme Mopnenna—Beitns [13] rpynmna Touek
Ha TaKOW KPUBON — KOHEYHO CTCHEPHPOBaHHAs abelicBa

rpymmna:
E(Q) = E(Q)IOFS @ Zr’

rne E(Q),,,s 1 Z" — rpynisl TOYEK Kpy4eHUst KPUBOH 1
0CCKOHEYHOTO TOPAIKAa COOTBETCTBEHHO; /' — PAaHT 3JI-
JIMITUYECKON KPUBOM.

I'pynmna Touek KpydeHUs: KPUBOW MOXKET OBITH Tpen-
CTaBJICHA CIIEAYIOUIMM 00pa3oM:

E(Q),,,s = {Touka P € E(Q) 1 uncno n € N Taxkoe,
gyro nP = 0},

rne O — Touka Ha OeckoHeuHOCTH. [1o Teopeme Masypa
[14] mopsimok Tako# rpymmsl He mpeBbImaer 16, Tak-
K€ M3BECTHO, KakuM rpymnmnam uzomopdua E(Q),,, .
HaunGonpimmit nHTEpeC Npu MOCTPOSHUH KpuUntorpadpu-
YEeCKHX CXEeM MpeACTaBsieT rpymma Z”. Eciu panr KpuBoi
paBeH HYJIO, TO Takas CXeMa HePHUMEHNMA B KPUIITOTpa-
(uH, TaKk KaK KOJIMYECTBO PAIIMOHAIBHBIX TOYEK Ha KPHBOM
KOHEYHO U He MPEBbIIIAeT 16, 4T0 MO3BOJISIET OCYILECTBUTh
9JIEMEHTAPHBIN TIepedop ToUeK.

Opnnaxo npu r > 0 Takue KpuUBbIe 00JanaroT cle-
ayromeil ocobennocteio. [lycts Ha xpuBoit E(Q) {7},
T,, ..., T,} — MHOXECTBO TOYEK KPYUYECHUS KOHEUHOI'O
nopsinka, a {Py, P,, ..., P,} — MHOXeCcTBO TO4YeK OecKo-
HewHoro nopska. Tora mmo6as Touka E(Q) nmeer Bu:

Q:alT1+a2T2+...+anTn+b1P1+b2P2+...

b, (1)
rae {ay, ..., a,}, {by, ..., b.} € Z, n cinoxeHue ToUCK ocy-
LICCTBISCTCS 110 TPYNIIOBOMY 3aKOHY.

OcHoBHas MaTeMaTHuecKast mpobnema, Ha CI0KHOCTH
KOTOPOIf MOYKHO CTPOHUTH KPUITOCHCTEMBI — IIOMCK KOA(-
¢unwmenTos {ay, ..., a,}, {by, ..., b,}, TP N3BECTHBIX TOUKE
Q u rpynne E(Q)/2E(Q). Eciu He cylIecTByeT ajaropurma,
C TIOMOIIBI0 KOTOPOTO JIaHHAs 33j1a4ya MOXKET OBbITh pellie-
Ha 32 MOJMHOMHAIBHOE BPEMs, TOT/Ia €e HCIOJIb30BaHNe
JONyCTUMO. J{JIsl OLleHKH HeOOXOMMO YYUTHIBATH CIIEIIU-
(uueckre cBOWCTBA ITMIITHYCCKUX KPUBBIX HAJ| PAIHO-
HaJIBHBIMH yciaaMi. OJJHAM U3 TaKUX CBOWCTB SIBISIETCS
BBICOTA TOYKH.

[TycTh BBICOTA ApOOH % e Q, HO(m, n) = 1, toe

HOJI — nanbonpmmii o0l 1emTels, 3aaaeTcs Kak [15]:
m
(%) = tog(max fmi, i}

BrIcOTOl TOUKH AITUNTHYECKOM KpHBOﬁ Ha3bIBaKOT BbI-
COTYy €€ 3Ha4YCHUS 10 KOOPpANHATE X. CHCHH(iJI/IKOﬁ rnpomuec-

ca MOCJICA0BATEIIBHOTO CIIOKEHUS TOYCK KPUBOM SIBIIICTCS
MIPEACKA3yEeMBIi POCT BBICOTHI KOOPAMHAT TOYKH.

Taxoke CyIIeCTByeT MOHATHE O KAHOHIMYECKON BBICOTE
h Touku P Ha kpusoit E(Q) [15]:

. _ h(2"P)
h(P) = lim———.
n—oo 471

JJ1s KaHOHUWYECKOM BBICOTHI BEPHO, YTO /sl BCEX
PeEQ)umel:

h(mP) = m2h(P).

Takum 00pa3om, 3Ha4YEHHE BBICOTHI TOYKH MOXKHO arl-
MIPOKCHMHPOBATh KBAJPATHIHON (PyHKITHEH.

BricoTa 103BOISIET MONYYUTh HEKOTOPYIO HH(OP-
MaIuo 0 Ko3phuIMeHTax, HO HE 00 MX 3HAYCHHIX.
CrenoBarenbHO, YeM OOJIbIlle PaHT AIUIMITUYECKON KpH-
BOH, TEM CIJIOJKHEE MOUCK KO3 PUIEeHTOB B ypaBHeHHH (1)
n3-3a OOJIBIIETO YMCIIa BO3MOYKHBIX BAPHAHTOB.

[IpoBenem oneHKY HEOOXOANMOTO KOJIHMYECTBO TOUYEK
0ECKOHEYHOT0 TOpsIIKa YISl JOCTHKEHHS YPOBHS Oe301ac-
HOCTH, IIPU KOTOPOM BpeMsI IIOUCKA TAKUX KOADPHUIIMCHTOB
Oyzxet OoIbIIIe TOTHHOMHAIBHOTO.

B ypaBHeHuu (1) 370yMBIIUICHHUKY U3BECTHBI KOOPIIH-
HAaTbl TOYKH (), COOTBETCTBEHHO, EMY H3BECTHO M 3HAYCHUE
BBICOTBI.

B ciyuae, xorna 7 = 0, 4ucII0 palMOHAIBHBIX TOYEK HA
KpuBOii koHeuHo. Kak cienyeT u3 Teopemsl Masypa, mopsi-
JIOK MOATPYIIIBI TOYEK KPYUYEHHsI HE MOXKET ObITh OOIIbIle
16, a mopsiiku caMuX TO4eK He mpeBbimaroT 12. Torna
HEoOX0qMMO Tepedparb OMH WK J1Ba ko3 duimenTa y
cymMbl Touek noarpymst £(Q),,,.., 9TO BBITOIHAETCS 3a
muneiHoe Bpemst O(1).

Ecmu r = 1, ypaBaenue (1) nmprobpeTaer BU:

Q=a1T1 +a2T2+ +anTn+b1P1.

B nanHOM ciyyae mo 3HaueHH0 /() BO3MOXKHO OIpe-
JeIUTh HeOONbIION TUana3oH A 3Ha4eHHs b; U HalTH
KO3(QPUIIMEHT 32 TOJIMHOMUAILHOE BPEMSI.

Ecnu r > 1, 3Has BbicOTYy TOUKU (J, HET BO3MOXKHO-
CTHU OIpeleNIuTh, kakue koddpduuuenTs {ai, ..., a,},
{by, ..., b,} ucronp3oBanuce B ypaBHeHHH (1).

Bribepem KpuByIO ¢ 7 = 2 U TPUBHAIHHOHN MOATPYIIIOI
Touek KpyueHus. Torma ypaBHeHue (1) MOXKHO Tiepenucarb
B BHUJIE:

Q:b1P1+b2P2'

3ajada 3710yMBIIUICHHUKA — HOUCK KOA(Q(UIIEHTOB b
U by. O4EBUIHO, YTO C YBEIMYCHHEM KOJIMYECTBA TOUYCK
OECKOHEYHOTO TOpsIIKa (MM paHra KpUBOIL), a ClIieoBa-
TEJIFHO, U K03()(OULMEHTOB, YBEITHYMBACTCS CIOKHOCTD
THIOKCKa.

OI[eHKa BBIYUCJIUTENbHOM CJI0KHOCTH MOUCKA
KO3(1)(l)I/lIII/l€HTOB U TOYEK B YPABHCHUU

PacemoTpum mogpobuee ypaBaernue (1). [ycTs 3mo-
YMBIIUICHHUKY W3BECTHBI TOYKH KPYYCHUS, TOUKH Oec-
KOHEYHOTO IOPSAIKA M UTOTOBas TOUKa (MJIM €€ BBICOTA).
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Torna 3aa4a 3710yMBIIUICHHUKA — HAWTH KOI(DPHUIIUCHTHI
{ay, ...,a,}, {b1, ..., b} .

OueBHUIHO, YTO MO’KHO ONITUMH3HMPOBATH MOJHBIN Iie-
pebop kodhHHUIMEHTOB, TaK KaK 3HAHUE HTOTOBO BHICOTHI
JaeT IONOJIHUTEIbHYI0 HHPOPMALHIO O KOd(DPHUIHEHTAX.
Jist IPOCTOTHI IOJIOKHUM, YTO TPYIIA TOYCK KPyUCHHS
TpuBHaNbHA. [ oncka ko3 puIneHToB mpeiaraeTcs
HCTIONIF30BATH CIIEAYIONINH aITOpPUTM TIOUCKA (AJTOPUTM).

AJropuTM. AITopuT™M noucka kon(duireHToB ypaBHe-
aust (1) mpu yciioBry, 4TO MOATPYyIIa TOYEK KpydeHus 7'
TpHUBHAJIbHA

OYHKUUA Iepebop_no_touxam(Q, r, {Py, ...
Bxonnble nannbie:  Q — neneBas TOUKa,
7 — KOJIMYECTBO TOYCK

s Pr})

OECKOHEYHOTO
MOpsIIKa,
{Py, Py, ..., P,} — nHabop Touek
0GECKOHEYHOTO TIOPSI/IKA.
HAYAJIO
ECII r==2

ip=1
TIOKA h(i, * Py) < h(0)
i1::i1+1
12:0
TIOKA h(iy * Py) < h(Q)
TIOKA (i, % Py + iy X Py) > h(0)
i] :=i1—1
TIOKA h(iy % Py + iy % Py) > h(Q)
iz::i2+1
ECIIM Q== i, x P, + iy ¥ P,
BEPHYTb {{i,, P,}, {ir, P,}}

BEPHVYTbH 0
MNHAUE
i=0

ITIOKA h(i x P,) < h(Q)
res := Ilepebop_no_toukam (Q —i x P, r—1,
{Ph "'ﬂPr—l})
ECJIA res #0
BEPHYTb res U {{i, P,}}
i=i+1
BEPHYTH 0

KOHEIL]

3amMeTuM, 4TO aJrOPUTM MOKCKA PEKYPCUBHO mepeOu-
paeT Bce BO3MOXKHBIE KO3(p(PHUIHEHTH I1d TOYeK OecKo-
HeuHoro nopsiika. Toraa, B cirydae AByX TOYEK, JaHHbBII
anmroputm Oynet nepebupars O(N(A(Q)) 3Hauenuii. Kaxmast
JIOTIOJTHUTEIIbHAS ToYKa OyJeT yBEJIUYHBaTh CIOKHOCTh
nepebopa emnie B O(N(A(Q)). Takum 00pazom, MOXKHO Ce-
JIaTb BbIBOM, YTO BBIYUCIUTE/IbHAA CJIOKHOCTDH aJlrlOpUTMa

orcKa Oy/ieT paBHa O((h(Q))%l).

Mogens kpunrorpaguueckoii cxemsl,
MOCTPOEHHOMH HA YIMNTHYECKNX KPUBBIX
Ha/l PAMOHAIbHBIMH YUCTIAMHU

[TocTpoum kpuntorpadMuecKie CXeMbl U IPOTOKOJBI.
[IpuBeneM mMoneNnb KPUITOCUCTEMBI, OCHOBAaHHOM Ha 3a7a-

4e 0 prok3ake. BeibepeM smmnTuueckyro kpusyro E(Q) ¢
r> 1, nabopamu Touek kpyuenus {71, ..., 7,,} u OeckoHeu-
Horo nopsiaka {/y, ..., I.}.

3amaauM CeKpeTHBIN KITF0Y KaK CBEPXBO3PACTAOIIYIO
HOCIEN0BATENbHOCTD TOUEK Py, Py, ..., P,, Ipu ycioBuwy,
YTO TaKWE TOYKH 3a/Ial0TCS KaK Ha0Op JIMHEHHBIX KOMOH-
HaIUH:

Pi=q\Ty+...+q, T, kI + ...+ k1,5 q, ke {0, 1}.

[Tox cBepxBo3pacraromeil NOCIeA0BaTENILHOCTBIO TO-
yek Py, P,, ..., P, OyneM HOHUMATb:

i-1
Vie {2...n}, h(P)>h(3 P)).
J=1
3amaauM cekpeTHoe Mpeodpa3oBaHue @, VIOBICTBOPS-
OLLEE CIEAYIOLUM CBOWCTBAM:
1) coxpaHsgeTcs omepamus CIOKECHHS Hall TOYKAMU dII-
JUTITAYECKON KpuBOH, T. €. (P + Q) = ¢(P) + ¢(Q);
2) cBepxBO3pacTaronias Mociaea0BaTeIbHOCTh TOYEK
Py, P,, ..., P, npeobpasyeTcs B HECBEPXBO3PaCTal0-
LIyro (P(Pl), (P(PZ)n (A} (P(Pn)a
3) mpeobpa3oBaHUil MOTOOHBIX () TOHKHO CYIIECTBOBATh
JIOCTaTOYHOE KOJIMYECTBO, YTOObI M30eKaTh aTaky Ie-
pedopom.
OTKpPBITBIM KJTIOYOM SIBIISIETCS MOCIIEI0BATEIBHOCTD

0P, 9(P2), .., 9(P,).

Jis mmpoBaHus COOOICHUS m= (b1, by, ..., b,), THE

b; € {0, 1}, Berancaum touky: C =Y b;@(P;).
i=1

HAnsa pacmuppoBaHUsS COOOIMEHUS BBHIYUCIUM
Q= ¢ 1(C). Tpu yciaoBuu, 4To i OT 1 10 1, OITYIHUM:

1) ecau h(Q) > h(P;), To b; =1, nunaue b; = 0,
2) 0=0-P.

B pesynbrare pacummdpoBanus moiydyuM cooOIIeHue
m=(by, by, ..., by).

OcHoBHas npo0JiemMa Takoil MoJiesin — OOoJIbILNE pa3-
MepBl KITFOYeH, TaK Kak HeOOXOAMMO XPaHUTh KOOPJIMHATEI
TOYEK, pa3Mepbl 3HAYCHUIH KOTOPHIX JTOCTATOYHO BEITUKH
nipu OOJNBIINX 3HAYCHUAX K03 UIIeHTOB. MOXKHO yTBEp-
JKJIIaTh, YTO TaKasi KPUNTOCHCTEMa 00JIadaeT CTOMKOCTHIO
K KBAaHTOBOMY KOMITBIOTEPY, a TAKXKe 3a7ada O PIOK3aKe
HE MOXET OBITh BCKPHITA C MoMoIIbi0 anroputma LLL
(JIenctpa—Jlenctpa—JloBaca), Tak kak pabora BemeTcs ¢
TOYKaMU AIITUNITHYECKON KPUBOM.

Pe3ysbTaThbl 3KCIIEpUMEHTOB

JIyist IpOBEPKHU TOYYESHHBIX PE3YJIBTATOB M OLEHKH
MPUMEHEHUS KPUBBIX Pa3IMYHBIX PAHTOB B KPUITOIpa-
(hum BBINIOTHEH psiJ] SKcriepuMeHTOB. OCHOBHBIC JKCIIe-
PHMEHTBHI TIPOBEJICHBI C IIETIbI0 UCCIIET0BAHMS TIOBEICHUS
BBICOT, a TAKXKE YPOBHS 030MACHOCTH UCIIOIB3yeMOM 3a-
Ja4d yIakoBKH prok3aka. [yt MoxenupoBaHus pa3pabo-
TaHBI IPOrpaMMBbl Ha si3bike Python ¢ ucmnonszoBannem
nporpammHoro obecnieuerns SAGE Math Ha mepconais-
HOM KOMITBIOTEPE CO CIEIYIOMINMY XapaKTePUCTHKAMM:
npomeccop AMD Ryzen 7 5800H, NVIDIA GeForce
RTX 3070 Laptop GPU, oneparusnas mamsats 32 I'b,
SSD 2024 I'b.
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Puc. 1. 3aBUCUMOCTH BBICOT OT/ICNIBHBIX TOUEK {P, ..

n

b
h(n(P;+ P))
<P+ P &
1° PZ + P3 o'.
100 000 'P3 +P4 ....
-4 P4 + P5 ‘a'.
1 P5 + Pl o’.
60 000 7
20000 4
0 20 40 60 80 100

., Ps} (a) u cymmBI 1ByX 13 Hux (b) Ha smumanTudeckoii kpusoii £(Q)

OT YMHOKAFOIIETo KO3 dHuItueHTa n

Fig. 1. The dependences of the individual points {Py, ..

., Ps} heights (a) and the sum of two of them () on the elliptic curve E(Q)

on the multiplying factor n

Jnst onpeneneHust anmnpoKCUMUpPYoIied QyHKIUM a1st
BBICOT TOYEK B 3aBUCHMOCTH OT IIOMHOXKAIOIIETo Koa(hhu-
LIMEHTa OCYIIECTBIICH CIIE/YIOIINI SKCIIepuMeHT. BriOpana
kpusas E(Q): y2 +y=x3 —79x + 342 ¢ paurom r =5 u
TouKaMu OeckoHeuHoro nopsiaka Py = (3,11), P, = (7,11),
P;=(10,23), Py = (-6,24), Ps = (4,9). Ha puc. 1 noka3san
POCT BBICOT KaXKJJ0i TOUKH M CYMMBI IByX TOYCK TIPU YMHO-
JKCHUHU Ha pa3MudHbIe KodpumueHTs! oT 1 10 100.

Kax BHJJHO U3 ITOTy4YECHHBIX Pe3yJIbTaTOB, HAOMIOAACTCS
KBaJIPATHYHBIH POCT BHICOT, B TO JK€ BPEMs JJIS KaXKIOH
TOYKH POCT HE3HAYUTEIBHO oTiyaercs. OTcrona cienyer,
YTO MPH MOUCKe K03 uIHeHToB B ypaBHeHnu (1) mocra-
TOYHO CJIO)KHO OIPEACINTh, Y KaKOil TOUKH ObLIT HAHOOJb-
K KOIPUIIUEHT.

Paccmorpum cienyromyro 3aaady. Ilycte Ha KpuBOi
E(Q) Touxa Q 3anana B BHJE:

Q=b,P;+byP,.

3adukcupyem cymmy ko3punuenros b + b, = 100,
[IOCJICIOBATEIbHO YBEIUYHUBAs KOIPPUIHUEHT b; U yMEHb-
mrast ko3dunuent b,. Ha puc. 2 nokasaHna 3aBUCHMOCTb
BBICOTBI CYMMBI IIPHU U3BMCHEHWU COOTHOLICHUA YMHOXaro-
IHUX KO3(QPHUIIEHTOB.

3aMeTHM, 4TO MUHHMAJIbHOE 3HaY€HHE NTOrOBOH BBI-
COTHI pHC. 2 HAaONIOAAeTCs NMPU IIPUMEPHOM PABEHCTBE
K03 PUIUEHTOB b| = b,, B TO BpeMsl KaK MaKCHMaJIbHbIE
3HAYCHUSI TIOYYar0TCs, KOraa Ko GHIHEHTH! CHIIBHO pa3-
nrgarotcsi. OIHAKO MPUMEPHO OJIHA M T YKE BBICOTA TOUYKU
MOXKET TOJIy4aThCs OOJBIIMM YHCIIOM Pa3JIMuHbIX BapH-
aHTOB, HAIIPUMEDP, Koraa KOA(PPHUINEHTH! AI0T MEHBIIYIO
niy GonbLIyio cyMMbl. HeoOXoanMo UMeTh B BUILY, YTO IIPH
TOJIy4YCHHU U OOJIBIIIOTO 3HAYEHHUS BBICOTHI TOUYKH KpHBOﬁ
C MOMOII[BIO PACYETOB TPYAHO OIPEACIUTh, C TIOMOIIBIO
KaKkuX MIMEHHO KOA((QHUIUEHTOB OHa OblIa MOTyyYeHa.

[IpoBenem cpaBHEHHE anropuTMa MOJHOTO Tepedbopa
BCEX 3HAUCHMH U MPEIOKEHHOTO aJrOPUTMa TIOMCKA, IS

OLICHKH CIIOKHOCTH pelIeHHs 3a1a4u. B tabnuue moxasa-
HO BpeMs, NOJIy4eHHOE B IIPOLECcCe MOACITHUPOBAHUS IS
Pa3HBIX KPUBBIX U C Pa3JIMYHbIM O'PAaHUYECHHEM CBEPXY Ha
KO3 PUIMEHTHI ypaBHEHNUS. 38 OTHOCUTEIBHYIO SANHUILY
MPUHSTO BPEMsI PEILIeHUs 3a/1a4l TIOMCKa KO (UIIMEHTOB ¢
MOMOILBIO AITOPUTMA TIOMCKA IS SJUTUIITHYECKONH KPUBOM
E(Q): y2+xy=x3+1 ¢ r=2 1 MaKCUMaJIbHBIM 3HAYEHHEM
ko3¢ ¢urmentos 10.

Kak BuHO M3 TaOIUIIBL, TPEATIOKEHHBII aITOPUTM MO~
MCKa paboTaeT ropaszo OBICTpee aJropuTMa IIOJTHOTO Tepe-
6opa IpH UCTIOIBb30BaHUN KPHUBBIX 00JIEe BHICOKHX PAHIOB.
OTmMeTnM, YTO NMPEIOKEHHBIN aJTOPUTM UMEET 3KCIIO-
HEHIMAJIbHYIO CJIOKHOCTB, YTO HE MO3BOJISIET (P PEKTHBHO
peuiarh 3a7a4y MoMcKa yMHOKAIOIMX KOY(DPHUIINEHTOB.

h(nP; + (100 — n)P))

onP1+(1007n)P2
'I’IP2+(100*I7)P3
.}’IP3+(100—}’1)P4
1] ‘}’lp4+(100—}’1)P5
1 -nP5+(1007n)P1

50000

&
..

N

00

01 20

40 60 80
Puc. 2. 3aBUCHMOCTb BBICOTBI OT U3MCHEHHUSI COOTHOLIICHHUS
YMHOXaromux ko3GduiuenTos by, b, U CyMMBbI IBYX TOUEK
HPH COXPAaHECHUH 3HAYCHHST CYMMBbI
Fig. 2. The dependence of the height on the change in the ratio
of multiplying coefficients by, b, for the sum of two points
while maintaining the sum value
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Tabnuya. OueHKa BpEeMEHH PELICHHS 3a/1a4H [OUCKa KO PUIIEHTOB

Table. Solution time estimation of the coefficient search problem

Bpewmst perienust 3a1a4u MoucKa
MakcumasbHOE 3HaYeHHe KOS (PHIIHCHTOB C IOMOLIBIO
DmunTHYeCKas KpuBast Panr
KOO GHULHEHTOB AJIITOPUTMA TOJIHOTO MPEUIOKEHHOTO
nepebopa, OTH. e11. AJIrOpUTMa MOKCKa, OTH. 1.

10 2,1459 1
PV +xy=x3+1 2

15 5,6280 1,7683

10 34,3741 30,1693
12=x3-52x+100 3

15 136,7492 81,2948

10 12508,3143 5724,5763
Y t+y=x3—T7% +342 5

15 98604,8883 33741,7067

3akJ0ueHue KOHEYHOITOPOXKIEHHOU Tpymiibl. JlaHHast 0COOEHHOCTH OT-

B pabore npoBeneHo ncciegoBaHNe TPUMEHIMOCTH
AUIMNTUYECKUX KPUBBIX HaJ PAlMOHAIBHBIMA YHCIIAMHU
B kpunrorpaduu. IToaydeHsl BaXHBIE TEOPETHUYECKHUE
pe3ynbTaThl — MaTeMaTndeckas 3a1ada, KOTOPYIO0 MOXKHO
HCIIONIB30BATh ITPH MIOCTPOSHUN aCHMMETPHYHBIX KPHUIITO-
rpaduuecKux CXeM, a TakKe MOJENIb KPUITOCHCTEMBI,
HCIIONB3YyIolIel paccMarpuBaeMblie KpuBble. OCHOBHAs
OTJIMYUTENIbHAsE 0COOCHHOCTh TAKUX CXEM — HaJM4ne Ha
KPHUBBIX HaJl PAl[HOHAIBHBIM T10JIEM TOYEK OECKOHEYHOTO
MOPsIIKA, TIO3BOJISIIOLIMX F€HEPUPOBATh YHUKATIBHbBIE TOUKH
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KPBIBACT HOBBIC BOSMOXKHOCTH ISl 3a/1a4 KpUnrorpaduu,
YUUTBIBASI PsIIT HEPEIICHHBIX TIPOOJIEM B 00JIaCTH SIUIHIITH-
YEeCKUX KPUBBIX HaJl palliOHAILHBIMU YnciaaMu. OTMETHM,
YTO OCHOBHOU HEJOCTATOK MPEUIOKCHHBIX KpUITOrpadu-
YECKUX CXEM — pa3Mep CEKPETHOro KJIo4ya J0CTaTOYHO
BEJIMK 10 CPABHEHHUIO C COBPEMEHHBIMH KPUIITOCUCTEMAMH,
MOCTPOCHHBIMH Ha 3JUIANITUYCCKAX KPUBBIX HaJl KOHEU-
HBIMU MOJAMHU. B pamkax nanbHeHIIUX MCCleI0BaHUM
TUTAHUPYETCSl YMEHBIIICHIE Pa3MepOB KITIOUEH, HCIOTb3Ys
CBOICTBA IUIUNITHYCCKAX KPUBBIX U UX PAIIMOHATHHBIX
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