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AHHOTALUA

IIpeamet ucciaegoBanus. B HacTosmee BpeMsi 3HAUYNTEIBHBIH 00beM aTak Ha MH()OPMAaIMOHHBIE CHCTEMBI
COCTaBJISIFOT MHOTOATAITHBIE [IEJIeBbIE aTaKH. 3a4acTylo KIIOYEBBIMH CYyOBEKTaMU aTaKU CTAHOBSITCSI BHYTPEHHHUE
HapyIINTeNIN — HWHcaiaepsl. JlelcTBUS MHCaliiepa OTIINYAoTCsl OT aKTMBHOCTH JISTHTUMHOTO Toyib3oBaresst. Torna
BO3MOXKHO ()OPMHPOBAHUE MOJICIIH MOBEACHUS MOJIB30BATEIIS, OTIMYUS OT KOTOPOIl MOTYT OBITh KIacCH(DUIIPOBAHEI
KaK COOBITHS WM HHIMACHTHI HHYOPMALOHHON Oe3onacHocTH. CyIIecTBYIONIHE TTIOAXO0/IbI K 0OHAPYKEHHIO aHOMAITHI
B aKTUBHOCTH MOJIL30BATEIsI MPE/IIOIaraloT UCIIONb30BaHNE OTACNIBHBIX XapaKTePUCTHK €ro TMOBeAeH s, 6e3 ydaeTa ux
B3aMMO3aBHCUMOCTEH U 3aBHCUMOCTEH OT Pa3IMYHBEIX (haKTOPOB. 3amada MCCIEAO0BAHHUS COCTOUT B (HOPMUPOBAHUN
KOMIDIEKCHOH XapaKTEePUCTHKH ITOBEICHNUS MOJIB30BATENS IIPH MCIIOJIb30BAHIN KOMITBIOTEpa — «IIH(YPOBOH METPHKI,
JUIsL OOHApyKEeHHs COOBITHIT ¥ HHIIMACHTOB NH(pOpMaImoHHOH OezonacHoctH. MeTon. [Ipenioxken Meton 0OHapyKeHHs
HHIUJICHTOB HH(OPMAMOHHOH 0€30I1aCHOCTH MOCPEICTBOM (hOPMHUPOBAHUS LIM(PPOBOIT METPHKH MOJIH30BATEIS 32 CUET
QHAJTH3a ero MOBEICHYSCKNX XapaKTePUCTHK U NX 3aBUCUMOCTEH, BRIOPAHHBIX B KaUeCTBE MPEAUKTOPOB. Pa3paboTaHHbIit
METo[ IpeAanoaraeT GopMHpPOBaHHE MOJEIHN MOCPEICTBOM MAIIMHHOTO 00y4yeHus Oe3 yuurens. PaccMoTpeHbl
AJITOPUTMBI: OTIOPHBIX BEKTOPOB JUISl OHOTO KJIacca, M30IUPYIOLIET0 J1eca U AUTMICOUIaTbHOM alpOKCUMALUN JaHHBIX.
OCHOBHOII METPHKOI KadecTBa Mozesel BEIOpaH KOd(D(UIIMEHT Koppensiuuu MaThioca, OAHAKO OBLIH PacCMOTPEHBI
1 JIpyTHe T0Ka3aTenu. BeImonHeH cpaBHUTEIbHBIN aHanMn3 Mojeneil, 00ydeHHBIX BRHIOpPAaHHBIMH alTOPUTMAaMH C
Pa3NUYHBEIMU ITapaMeTpaMH 110 MeTpuKaM KadecTBa. OCHOBHBIE Pe3yJbTaThl. BEITOTHEH SKCIEPHMEHT C IENIBI0
TIOJTy9IeHHSI OLIEHKH pa3padOTaHHOTO METO/Ia M CPaBHEHHMS ero 3G (EKTHBHOCTH ¢ OiypkaliM aHaoroM. [t oOydeHus
1 OLICHKH MOJiesIeil B paMKaX HCCIIeyeMbIX METOZOB HCIIOIB30BaHbI pealIbHbIC TaHHbIE O MOBeAeHNH 138 monb3oBarertei.
ITo pe3ynbraTam CpaBHHTEIBHOTO aHANN3a, pa3pabOTaHHBII METO IIPOJIEMOHCTPHPOBAIT OTIIMYHBIE TIOKA3aTEN N [0 BCEM
PaccMOTPEHHBIM METPUKaM, B TOM YHCIIe TIOBBIIICHHE KoddduimenTa koppessinun MaTeioca Ha 0,6125. [IpakTnyeckast
3HAYMMOCTb. Pa3paboTaHHBIIl METOZ MOXKET OBITh HCIIOIb30BaH JUIS HEPEPHIBHOH ayTeHTH(UKALIMY OJIb30BaTENs B
CpeACTBAx 3alIUThl HHYOPMALUH OT HECAHKIIMOHMPOBAHHOTO JOCTYIIA W BHIABICHUS HHIIHICHTOB HH(POPMAIIOHHOI
0€30I1aCHOCTH, CBSI3aHHBIX C ACHCTBUAMH HHCAHIEPOB.
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Abstract

Nowadays a significant amount of attacks on information systems are multi-stage attacks. In many cases the key subjects
of attacks are insiders. The actions of an insider differ from the activity of a legitimate user, so it is possible for the
latter to form a model of his behavior. Then the differences from the specified model can be classified as information
security events or incidents. Existing approaches to anomaly detection in user activity use separate characteristics of
user behavior, without taking into account their interdependencies and dependencies on various factors. The task of the
study is to form a comprehensive characteristic of the user's behavior when using a computer — a “digital pattern” for
detecting information security events and incidents. The essence of the method is in the formation of a digital pattern
of the user’s activity by analyzing his behavioral characteristics and their dependencies selected as predictors. The
developed method involves the formation of a model through unsupervised machine learning. The following algorithms
were considered: one-class support vector machine, isolating forest and elliptic envelope. The Matthews correlation
coefficient was chosen as the main metric for the quality of the models, but other indicators were also taken into
consideration. According to the selected quality metrics, a comparative analysis of algorithms with different parameters
was conducted. An experiment was carried out to evaluate the developed method and compare its effectiveness with
the closest analogue. Real data on the behavior of 138 users was used to train and evaluate models within the studied
methods. According to the results of the comparative analysis, the proposed method showed great performance for all
the considered metrics, including an increase in the Matthews correlation coefficient by 0.6125 compared to the anomaly
detection method by keystroke dynamics. The proposed method can be used for continuous user authentication from
unauthorized access and identifying information security incidents related to the actions of insiders.
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BBenenune

B cBsi3u ¢ pocToM 3PEKTUBHOCTH U pacrlpocTpaHe-
HUEM CPEACTB 3allUThl HH(POPMAIH, MACCOBBIC aTaKH
cTaHoBsATCA Bce MeHee 3dpdexTuBHbIMU. CoxpaHsieTcs
TEHICHIMSI POCTa CIOKHOCTU Kubdepatak [1-6], kpome
TOTO, TIPOMCXONUT UX SBOJIIONHNS — IOSIBIICHUE HOBBIX,
Gotee CIOXKHBIX B OOHAPYKEHNU. 3HAYUTEIHHYIO OMac-
HOCTB MPEICTABILIOT LesieBbie aTaku (Advanced Persistent
Threat, APT)!. APT-aTaku OTIMYarOTCst OT MACCOBBIX aTaK
110 MHOTHM I1apaMeTpaM, KJIIOUEBBIMHU UX OTIHUYHSIMU SIB-
JISIFOTCS: AIUTEIBbHOCTD B TIOATOTOBKE U NMPOBEICHHUH, a
TAaK>XC B 06Hapy>1<eHI/m; HaICJICHHOCTD 3JIOYMBINIJICHHHUKA
Ha JOCTHKEHHE KOHKPETHOU IIEJIH.

[IepBbIif 3Tan NpOTUBOACHCTBUS aTakaM — OOHapy-
xenue. CormtacHo TaHHBIM KommaHuu «Gartner, uist 00-
Hapy>KeHHs atak HanOosee d(P(PEKTUBHBIM SBISIETCS HC-

I Anti-Malware. 3amura ot menesbix arak. 2021 [Diekr-
porubrii pecypc]. URL: https://www.anti-malware.ru/
event/2021/03/30 (nara oopamenus: 01.02.2022).

nonb3oBanue: Network Traffic Analysis (NTA), Endpoint
Detection and Response (EDR) u User and Entity Behavior
Analytics (UEBA)23. Otmerum, uto UEBA uacto ciyur
KOMITOHEHTOM JPYTHX CPEACTB 3allUThl HHGOPMALUH, B
ToM umncie NTA u EDR. MHorue crenuaiuctbl OTMe4a-
0T, YTO MEXaHH3MbI OOHAPYKEHHUS, OPHCHTHPYEMbIC Ha
KOHEYHBIEe yCTPOUCTBA, MPEJOCTABIISAIOT OOJIbIE JaHHbIX,
HO3BOJIAIOIIMX JETEKTUPOBATH LieJIeBbIE aTaKy Ha HanboJIee
paHHHMX dTaIax, Tak Kak yallle BCero TOUKOi BX0Ja 1 KOHE-
HOIA LIEJIBIO SIBJIAETCS KOHEYHOE YCTPOHCTBO!.

3ameTnm, 4To OoJiee MOJIOBUHBI MHIIUICHTOB Oe3orac-
HOCTH B Pa3JINYHBIX OpPraHU3alMIX CBS3aHBI C JESATEIb-

2 BTB Security. Common and best practices for SOCs: results
of the 2019 SANS SOC survey. 2019 [DaexkrponHsiii pecypc].
URL: https://www.btbsecurity.com/blog/sans-soc-2019 (mara
obpamenust: 01.02.2022).

3 SecurityLab.ru by Positive Technologies. Monens 3pe-
aoctu SOC or Gartner. 2019 [Onexrponnsiii pecypc]. URL:
https://www.securitylab.ru/blog/personal/Business_without
danger/346702.php (nara oopamenus: 01.02.2022).
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MeToa o6HapyXeHUs MHUMOEHTOB MHMOPMAaLMOHHOM 68€30MaCHOCTY N0 aHOMAJIUSIM. ..

HOCTBIO HEJIOSLIBHBIX coTpynuukoB [7]1:2. Tlo maHHBIM
Ponemon Institute, 3a 2020 rox 62 % WHIKUACHTOB HH(OP-
MaIMOHHOI 0€30MacCHOCTH CBSI3aHBI C JICHCTBUSAMH TaK
Ha3bIBaeMbIX HHcaliaepos3. [Ipu 3ToM ymep6 oT Takux
WHIIICHTOB TIpeBBICH 11 MITH J0IUTapoB, mprdeM Ooiee
4 MITH U3 HUX NPUXOJUTCS HA YMBIIUICHHBIC TIPECTYITHBIC
neiicteus!.

JesaTenpHOCTs HHCAliiepa — WHIUASHT WHPOPMAIU-
OHHOM 0€301TaCHOCTH, TIPH KOTOPOM JICHCTBHS COTPYIHUKA
OpTraHM3aIHi HE COOTBETCTBYIOT €r0 HOPMaM OOBIYHOTO
noBenenus. [lonp3zoBarenu, Oyayuu COTpyIHUKAMHU Op-
TaHMU3alllH, CIEAYIOT ONPEACTICHHOMY paclopsaaKy pabo-
Yero JHs, XapakTep UX paboThl MOXKET UMETh HEKOTOPbIE
0COOCHHOCTH B ONpe/ICJICHHBIE THU HEJIEH, B padoTe OHH
HCHONB3YIOT KOHKPETHbIE NpuoskeHus. Kax bl moab30-
BaTellb UMEET YHUKAIIbHBIN KIIABUATYypHBIN Mouepk [8, 9]
U CBOMCTBEHHBIH eMy Ha0op mpuBbuek. OTMETHM, 9TO
KJIABUATYypPHBIN TTOYEPK MOTH30BATEIS MOKET MCHITHCS B
3aBUCHMOCTH OT BPEMEHHU CyTOK B CBSI3U C XPOHOTHIIOM
Brazaensa [10].

B coBokymnHoOCTH nepedyrcieHHble 0codeHHoCTH (op-
MHUPYIOT «IIH(POBYI0 METPHUKY» TIOJIb30BATEIsS, XapaKTe-
PU3YIOIIYIO ero rmoseaeHue. Torna aHoMaIuy B IOBEICHUH
MOTYT CBHJIETEILCTBOBATh O MOTCHLUAIBHOM HHIUACHTE
0€3011acCHOCTH.

Casi3aHHbIe pa00ThI

B paborax [3—6] oTMedeHO, UTO B YCIOBHIX pOCTa
CIIO)KHOCTH KnOepaTak He0OXOIMMBI METOABI U CHCTEMBI
00HapyKeHUs] BTOPKEHHUH «HOBOTO MOKOJEHHS» (next
generation IDS, advanced IDS), ucnosib3yronime KoH-
TEKCTHYIO BBICOKOYPOBHEBYIO MH(pOpPMALINIO 00 00beKTe
3amuThl. B KauecTBe Takoi HHPpOpMALUK PEKOMEHIOBAHO
ncrosb30BaHKe «obOpasa xku3Hm» (Pattern-of-Life) oobekra
3amuThl. «O0pa3 JKU3HU» — COBOKYITHOCTH HH(POPMAINT
0 YHCITe TTOTh30BaTeNeH (KOHEUHBIX YCTPOHCTB), UCTIOIH30-
BaHUS MU CETEBBIX PECYPCOB M BPEMEHHU CYTOK.

B [8] paccMOTpeHBI CTIOKHOCTH U 3HAYMMOCTH METOIOB
HEIPEepPHIBHON ayTeHTU(HUKAINA TI0 KIaBHATyPHOMY II0-
4yepKy. [lomoOGHbIC METOBI CITOCOOHBI CYIIECTBEHHO TIOBBI-
CUTH 001U ypOBEHBL O€30TTACHOCTH U Ha JAHHBI MOMEHT
HaxomsTCs Ha cTaguu GpopmupoBanus. B [9] npennoxken
METO/| HETIPEPBHIBHON ayTEHTHU(UKAIUH T10JIb30BATENS 110
KJIaBUATypHOMY MOYEpKY, OCHOBAHHbIH Ha KOMOMHAIIUU
CBEPTOYHON U PEKyppPEHTHOI HEHPOHHBIX CEeTel, a B pa-
6ote [11] — Ha MeToAaX MaTeMaTHYECKON CTATUCTHKH.

B [12] oTMeuyeHa 3Ha4MMOCTh aBTOMATU3AMH PELICHUN
10 3aIUTe KOHSYHBIX YCTPOMCTB, B TOM YHCIIE IO OOHA-

1 Ponemon Institute. 2020 Cost of insider threats global report.
2020 [Dnexrponnstii pecypc]. URL: https://www.exclusive-
networks.com/uk/wp-content/uploads/sites/28/2020/12/UK-VR-
Proofpoint-Report-2020-Cost-of-Insider-Threats.pdf (zata 06-
pamenns: 01.02.2022).

2 IBM Security. The Cost of Insider Threats. 2020 [JnekT-
pounslii pecypce]. Pexum mgoctymna: https://www.ibm.com/
security/digital-assets/services/cost-of-insider-threats/#/ (nara
obpamenus: 01.02.2022).

3 Anti-Malware. 3amuTa ot neneBbix arak. 2021 [Dek-
TpoHHbId pecypc]. URL: https://www.anti-malware.ru/
event/2021/03/30 (mara oopamenus: 01.02.2022).

PY’KEHHIO MHIIUICHTOB MH(POPMAIIMOHHON 0€30MacHOCTH,
B IIEPBYIO OYepe/b MPHU ITOMOIIN METOI0B MAIIMHHOTO
o0OydJeHusI.

B paborax [8, 9, 11] onncanbl MeToAbI HETPEPHIBHOM
ayTeHTHU(QUKAIUH 110 KJIABHATypPHOMY IOYEPKY, OJHAKO
yKa3aHHBIE METOJbI MPEIOIAraloT ero UCIOJIb30BaHUE
6e3 ydera Apyrux KOMIIOHEHTOB METPUKH W HE yUHUTHIBA-
10T 3aBUCHMOCTH KJIAaBHATYPHOTO MOYEPKa OT Pa3InYHBIX
(haKTOpOB, YTO MOTEHIMAIBHO IMPUBOANUT K CHUKCHUIO
addexkruBHOCTH METOOB. B [3—6] npeiokeHo ucnosb-
30BaHNE KOHTEKCTHOH BBICOKOYPOBHEBOW MH(pOPMAIIUU O
JIOKaJbHOM ceTH JUIsi OOHAapyKEHUsI BTOPIKEHUH Mocpei-
CTBOM BBISIBIICHUSI aHOMaJIbHOM CETEBOI aKTMBHOCTH, U €€
NPUMEHEHNE B CHCTEMaX 0OHapyKeHHs! BTOPIKEHUH YPOBHS
CETH, YTO HE MO3BOJISICT OOHAPYKMBATh MHIMJICHTH Ha
KOHEYHBIX yCTPOMCTBAX.

B nacrosmieit padoTe mpensokeH METOA UCIOIb30-
BaHUs NU(PPOBON METPUKHU KaK BBICOKOYPOBHEBOW HMH-
(dhopmanmu 06 aKTHBHOCTH ITOJTH30BATEIs HA KOHCYHOM
ycTpoiicTBe. MeTo BKIIIOUAET aHAJIN3 KIaBUaTYypHOTO
Hoyepka 1 BIMSAIOMINX Ha HET0 (hJakTOPOB ISl OLIPEeeIICHUS
aHOMaJIbHOM aKTUBHOCTH U O6Hapy)KeHI/IH WHIOHUACHTOB
nuHpopMamoHHo Ge3onacHocTH. B pesynbrare BO3MoK-
HO TIOBBICUTB 3()()eKTUBHOCTH OOHAPYKEHHSI MHILIUICHTOB
UH()OPMAMOHHON 0€30IacCHOCTH, 00YCIOBICHHBIX aK-
THUBHOCTBIO MHCAMJIEPOB, a TaKKe aBTOMaTU3UPOBATh ATOT
MPOLIECC Ha KOHEYHBIX YCTPOHCTBAX.

Ipennaraemslii MeToq

CyHOCTh IpeiaraeMoro MeTojia COCTOUT B (hOpMu-
poBaHiK LU(POBOIT METPUKH TTOb30BATEIIS 32 CUET aHAJIH-
32 €ro MOBEACHUECKUX XapAKTEPUCTUK U UX 3aBUCHMOCTEH,
BBIOpaHHBIX B KAU€CTBE MPEIUKTOPOB IJIsi IOCTPOCHHS
s¢dexruBHON Mozenu. J[narpaMMa MeTona B HOTAIIUU
IDEFO0 npuBenena Ha puc. 1.

B kagecTBe MpeANKTOPOB MOJENN BBIOpaHBI CIEAy-
IOIIME KOMITOHEHTHI U(PPOBONH METPUKH IOJIb30BATEIISL:
BpEMs CyTOK; €Hb HEJIEIH; CKOPOCTh M TMHAMUKA HA)KaTHsI
Ha KJIAaBMIIM KJIABMATyphl M MbIIIU. BBuay cnenndukn
B3aMMOJICHCTBUSI C PA3TIMYHBIMHU IIPOLIECCAMH, [UISI KayKJI0TO
HCITOJIB3yEeMOI'0 TOJIb30BaTeNIeM Tpoliecca HeoOxoauma
pa3paboTka OTaeIbHON Momeau. Torma oCyIIecTBIsAeTCs
BKJIFOYCHUC B Ha6op JaHHBIX UMCHH aKTHUBHOI'O NPOLEC-
ca, KOTOPOMY COOTBETCTBYET MH(OPMALUS O TOBEJICHUH
MOJIb30BaTEN.

Jliist cOopa IaHHBIX B COOTBETCTBHHM C yKa3aHHBIM Ha-
6OpOM MPEeNKTOPOB BHIMIOIHIETCS OTCIC)KUBAHUE CIIe-
JTYIOIUX COOBITHH: TEpEKII0UYeHNEe aKTHBHOTO IPOIec-
ca, MepeBO/] KJIABUII KIIABHATYyPbl U MBIIIN B BEPXHEE U
HIDKHEE TostoxkeHns. PopMHUpOBaHUE MATTEPHA TEKYIIIETO
MOBEJICHNS TI0Ib30BATENS OJKHO BBITOIHATHCS JI0 Me-
PEKIIIOUEHUS MIPOIecca MM 3aBEPIIAThCs 110 UCTCUCHUHN
BpeMeHH (popMmupoBaHus marTepHa. g gaxpHEHIIero
IMPUMCHEHUA CO6paHHbIX JaHHBIX CJICAYCT HOPMAJIN30BaATh
BCE YHCJICHHBIE NIPEUKTOPHI. biiok-cxema anropurma c6o-
pa JaHHBIX Ipe/CTaBlIeHa Ha puC. 2.

OTmeTuM, 4To TIpu paboTe MOJIB30BATENST BO3ZMOXKHEI
CTy4JaifHbIe TIePEKIIIOUCHHUS aKTUBHOTO IIPoLiecca, YTo MpH-
BOJIUT K BO3HHKHOBEHHIO BEIOPOCOB, @ IMEHHO MATTEPHOB C
HYJICBBIMH 3HAUCHUSIMU YHCIICHHBIX MPETUKTOPOB, OMHCHI-

762

Hay4yHO-TexHn4eckuii BECTHUK MHDOPMALMOHHBLIX TEXHONOMMIA, MEXaHUKN 1 onTukn, 2022, Tom 22, N2 4
Scientific and Technical Journal of Information Technologies, Mechanics and Optics, 2022, vol. 22, no 4



[.A. Ecunos, H. AcnaHoBa, E.B. LLlabana, [.C. LLetnHuH, W.10. Nonos

@opmar TpeboBaHus

®dopmar narrepHa Habopa K Habopy
MOBEIACHNUS IOJIb30BaTEIIS JAaHHBIX  JaHHBIX
JleticTBus
110J1b30BATENSA Ilarrepn
— 3| ®dopmupoBaHue TEKYIICTO
marTepHa TeKyuiero| [IOBCACHUs
MOBEJICHUS
——>|  TIONB30BATENA A | OOyuaromuii
HUnenrndurarop 5 DODMUPOBAHIE Habop
MOJIB30BATES o PMHD JIaHHBIX
»|  oOyuaromero
Ha0bopa TaHHBIX A2
Hudposas merpuka
ObyueHe TI0JIb30BATEIIS
q MOJIENH
A3
[ y
Pemenne
OO0HapyxeHue
—
HMHIUJCHTOB
A4
Anroputm Anroputm Anroputm
(hopmupoBaHusI MAIIUHHOTO 00yYeHHs OOHapY)KeHHsT HHIIUICHTOB

TaTTCpHA MOBCACHUA

Puc. 1. lnarpamma MeTosia OOHApYKEHUS HHIMICHTOB HH()OPMAaLMOHHOH 0e30MacHOCTH 110 aHOMAUSIM B OMOMETPHYECKUX
MOBEICHYECKHX YepTax MOJIb30BaTEIIs

Fig. 1. Diagram of the method of detecting information security incidents based on anomalies in the user’s biometric behavioral
characteristics

BAIOIIMX B3aUMOZEHCTBHE TOJIb30BATEIIS C KOHTPOJIEPAMHU.
Taxwue rarTepHbI JOKHBI OBITH HCKIIIOYEHBI U3 00yJarolie-
ro Habopa JaHHBIX Tepe]] 00y4eHHEM MOJIEIIH.

Merton mpearnonaraeT 00ydeHne MOEIH JUTS KaX/I0T0
HCIIONIB3YEMOT O T0JIb30BaTeNeM npotecca. [ ¢popmupo-
BaHUsI MOZIEIH TPEIINOIaracTcsl MIPUMEHEHNE aIropuT™Ma
MaIIMHHOTO O0y4YeHHs 0e3 y4uTessl, HalpaBJIeHHOTO Ha
BBIsIBIICHHE aHomanuii [13, 14].

st oOHapyKeHUs MHIUJCHTOB MH()OPMAIIMOHHOM
6e30MacHOCTH OCYILIECTBISACTCS BBIOOP MOJENH B COOT-
BETCTBHH C UMEHEM POLIecca B TEKYIIEM MaTTepHe MOBe-
JIeHUs1 TToJIb30Bareiss. KoMnoHeHTsl inpoBOl METPUKH,
BBIOpaHHBIE B KAY€CTBE MPEAUKTOPOB, SBIISIOTCS BXOIHBI-
MU IapamMeTpaMH MOJIEJH Ul KJIacCU(PUKAIMK TTaTTepHa
TIOBE/ICHMSI.

Torma MoryT ObITH OOHAPYKEHBI CIIETYIOIIIE AHOMAITUH
B TIOBEJICHNH T10JIb30BATEIIS:

— aKTUBHOCTH B HETUIHMYHBIC JJIS [TOJIH30BATEISI BPEMs

CYTOK U IeHb HEJIEIH;

— HCHONB30BaHUE HETUITUYHOIO JUIS MOJIb30BATENs PO-

TPaMMHOTO 00€CTICUSHHUS;

— HETHUITMYHBIN JJI TI0JIb30BaTE/Il aKTUBHOI'O IIporecca

U BPEMEHHU CYTOK KJIaBUATYPHbII IIOYEPK.

Hccnenyemblie MeTOAbI MAIIMHHOTO 00yYeHUSs

s oGydeHust MOJeNT pacCCMOTPEHBI METOIBI MAIIINH-
HOTO 00y4YeHHS: ONMOPHBIX BEKTOPOB; METOIBI HA OCHOBAX
TUTOTHOCTH PACHpPEACICHNUS U TEH30pa TaHHBIX.

MeTo OITOPHBIX BEKTOPOB BKIIFOYAET ITPEUMYIIECTBEH-
HO aJITOPUTMBI 00yUeHHs C yuuTeaeM. VICKIIodeHusIMU SIB-
JISIFOTCS QITOPUTMBI OMTOPHBIX BEKTOPOB AJIsl OJJHOTO KJlacca

(One-Class Support Vector Machine, OCSVM) [15, 16] u
Juist ortucanust TaHHbIX (Support Vector Data Description,
SVDD) [15, 17]. 3amerum, gto anroputm SVDD pac-
CUUTHIBACT runepchepy MUHUMAIBHOTO Paanyca, BHYTPH
KOTOPOH pacrosaraimTcs 00beKThl, COOTBETCTBYIOIINE
HOpMe, cHapyxu — aHomanui [15]. Torma SVDD moxHO
OTHECTHU K METOJ[aM Ha OCHOBE TEH30pa JaHHbIX. AJITOPUTM
OCSVM omnpenenseT rTUNeprnoBEpXHOCTD, Pa3IEISIFONTIYIO
HOpMaJbHbIE U AHOMAJIbHBIE OOBEKTHI [15].

MeToibl MAITMHHOTO 00Y4€HHsI HAa OCHOBE IIOTHOCTH
pacrnpeneseHns BKIOYAOT MHOXKECTBO alllTOPUTMOB, U3
KOTOPBIX OBUIM pacCMOTpPEHBI HanboJjee MOMyJIsipHbIE, B
TOM YHCIIe aArOpUTMBI k-Ommkaimux coceneil (k-Nearest
Neighbors, ANN), soxanbHbIl ypoBeHb BbiOpoca (Local
Outlier Factor, LOF) u n3onupyromero neca (Isolation
Forest). CornacHo CpaBHUTEIBFHOMY aHAIU3Y aJITOPUT-
MoB [ 18], anroput™m Isolation Forest iemoncTpupyer 6omee
BBICOKHE 3HAYEHHS 110 METPUKAM Ka4eCTBa M IOCTUTAET BbI-
COKHX [TOKa3aTesiet mpu pabote ¢ MHOTOMEPHBIMH JaHHBIMU.

13 MeTo10B MaIlIMHHOTO 00y4eHHs Ha OCHOBE TEH30pa
nanubix [19] pacemotpens! anroputMbl SVDD u snmum-
counansHoOi anmnpokcumaruu ganubix (Elliptic Envelope,
EE) [20, 21]. O6a anropuT™Ma UMEIOT CXOXHH MPUHIUII
oOHapyKEHUsI aHOMAJIUH, OTHAKO eciiu ajaroputM SVDD
paccunTtbiBaet runepcdepy, To Elliptic Envelope Bbrumc-
JsIeT MHOTOMEpHBIN aunncons. Tak kak cdepa — yvact-
HBII CITyYail 3JIIuIconaa, To Beiopan anroputm Elliptic
Envelope.

B wurore, anst dopmMupoBaHusa nupoBOd METPUKH
M0JIB30BATENS BHIOPAHBI CIEAYIONINE aIrOPUTMBI Ma-
mmHHOTO 00yueHms: OCSVM, Isolation Forest n Elliptic
Envelope.
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Fig. 2. Data collection algorithm flowchart
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AJNTOPUTMBI OBIIH peaiM30BaHbl Ha SI3bIKE PO PAMMU-
posanust Python npu nomonm 6nubamnorexn sklearn [22].
Omnpenenenne aaropuTMa 1 €ro napamMeTpoB, JEMOHCTPH-
pYIOIINX JYUYIIMH pe3yibTat, ObUIO BBIITOJHEHO B XOJE
MIPOBENICHUS IKCIICPUMEHTA.

Bbi6op MeTpuK KayecTBa

J1J1s1 OLICHKH Ka4eCcTBa MPEeIaraeMoro MeToia BEIOpaHbI

METPUKH:

— KOppEKTHOCTH (accuracy) [23];

— TOYHOCTE (precision) [23];

— moiHoTa (recall) [23];

— F-mepa (F-score) [23];

— ko3 punueHT koppensunu Matrioca (Matthews

Correlation Coefficient, MCC) [24].

[Ipu BbIOOpE METPUKH YUYTEHBI 3HAYCHHS BPEMEHHBIX
XapaKTepUCTHUK, TAKUX KaK BpeMs 00ydeHus u kiaccudu-
Karust. PaccMoTpuM MeTpHKH moapoOHee.

MeTtpuKa accuracy IOKa3bIBaeT JI0JIF0 BEPHO Ki1accudu-
LUPOBAHHBIX 00bEKTOB. OTMETUM, UTO accuracy He sIBIISCT-
Cs1 ITOKA3aTeIbHOM NPU 3HAYUTEITBHO PA3IIYAFOIIIUMUCS 10
MOIITHOCTH KJIACCAMU 00BEKTOB. J[pyrue MEeTPHUKH JINIICHBI
Mo7I00HOT0 HEI0CTATKA.

Recall ompenernser BOSMOXHOCT WACHTH(DUKAINH 00h-
€KTOB HEKOTOPOTO KJlacca alropuTMoM. Precision mokasbl-
BAaeT CIIOCOOHOCTH OTIIMYATh OOBEKTH HEKOTOPOTO Kiacca
0T 00BEKTOB OCTAJIBHBIX KJIacCOB. F-score mpencrasisi-
eT co00il eMHYI0 METPHUKY Ka4eCTBa, YUUTHIBAIOUIYIO
precision u recall. Onnako F-score yuuTbIBaeT METPUKH
precision u recall TOJIbKO ISl «IIOJIOKHUTEIBLHOTO)» Kilacca.

MCC sBasieTcs enie OIHONW METPUKOW KauecTBa JIBO-
WYHOW KJIacCU(UKAINHU, HC TOJBEPKCHHON BIIHSHHIO
HecOaJlaHCHPOBAaHHBIX 10 MOIMHOCTH KiaccoB. [Ipu 3Tom
yKa3aHHasi MCTPHKA IaCT BBICOKUHN PE3ybTaT TOJIBKO B TOM
ciiydae, Korja KiacCu(pHUKAaTOp CMOT KOPPEKTHO MpeicKa-
3aTh OOJBIIMHCTBO «ITOJIOKUTEIBHBIX» U «OTPULIATEIb-
HBIX» 00BEKTOB [24].

JI1st olieHKM Mojienielt paccurTaeM nepeyrciieHHbIe Me-
TPUKH MIPH YCIOBUH, YTO B KAUYECTBE PEIIAFONICH METPUKU
JUTSL OLICHKH OyneT ucroib3oBaHa metpuka MCC.

®opMupoBaHue Ha00pa JaHHbIX

Ha MoMeHT ucclie[oBaHus He CYIIECTBOBAIO OTKPBITBIX
HaOOpOB JIaHHBIX, COJCPIKAIINX HEOOXOANMBIE CBEICHHS
B COOTBETCTBHUH C BBIOPAHHBIMH NapamMeTpamMu HUPpPOBOi
MmeTpukH. Kak ciencrsue, B CHily crienn(pUIHOCTH HE0O-
XOJMMBIX JUIsl TOCTPOCHHSI MOJIENN JaHHBIX HEOOXOIUMO
(hopMupoBanre cOOCTBEHHOTO HAOOpa JaHHBIX.

B ¢opmupoBannm Habopa TaHHBIX IPHHAMAIH yIacTHE
138 genoBek. [[g axcriepruMeHTa BRIOpPAaHBI TPH MIPHIIOKE-
HUSI pa3nniHbIX TUIOB. COOpP TaHHBIX BBIMIOIHEH B COOT-
BETCTBHUH C aJITOPUTMOM, IPUBEIEHHBIM Ha puC. 2.

MomHoCcTh HabOpa JaHHBIX cocTaBmiia 388 168 mar-
TEpHOB (CTPOK) peajabHOTO MOBEICHUS MOJIH30BATEISI B
TEUEHHN CeCcCUH paboThl. J{s mpoBeseHus SKCIIepuMeH-
Ta BBINOJHEHO paszelieHne Habopa JaHHbBIX CIEAYIOIIUM
obpaszom: 310 534 (80 %) crpok mis oOyueHus u 77 634
(20 %) — nnsa TecTHpoBaHUS. 3aMETHM, YTO BCE CTPOKH,
COOTBETCTBYIOIINE aHOMAJIBLHOMY TOBEJICHHIO, OTHECEHBI
K TECTOBOMY HaOOpy JaHHBIX.

Br10op ajropurmMa M ero napamMeTpoB

s onpenenenust Hanbonee 3G GeKTUBHON MOICTH
BBITIOJTHEHO 00YYEeHUE MOJIENIN ITOCPEICTBOM IPUMEHEHHS
Pa3JIMYHBIX AJITOPUTMOB MAIIMHHOTO OOyYCHHS U BapbH-
poBaHus uX napaMmerpoB. Haubosbnine nokasarenu 1o
METpPUKaM KayecTBa MOJCINICH M0 KaKAOMY allTOPUTMY
npecTaBiIeHb B Ta0M. 1.

Cormacuo Taba. 1, mydmuid pe3ynprar 1mo BEIOpaH-
HBIM METpHKaM KadecTBa mocturaet anroput™m OCSVM.
BrmonxanM cpaBHeHHE BpeMeHH 00ydeHHs U Kiaccupu-
Kalliu alropuT™MoB (Tabm. 2). YkazaHHbIE XapaKTePUCTUKH
paccuntaem Ha 100 uTepanuii yka3aHHBIX OTIEpAIUi.

Tabnuya 1. CpaBHATEIBHBIH aHAIN3 METPHK Ka4eCTBa aJlTOPUTMOB MAIIHHHOTO O0yYeHHUS

Table 1. Comparative analysis of quality metrics for machine learning algorithms

Mertpuxu
AnropuT™MbI [Tapametpsr
Accuracy Precision Recall F-score MCC

OCSVM ¢yukuus siapa (kernel): RBF 0,9218 0,9143 0,9951 0,9530 0,7464

v (nu): 0,012

v: 0,197
Isolation Forest 4ICIIO IepeBheB (n_estimators): 66 0,7805 0,9092 0,8049 0,8539 0,4321

3arrymiienre (contamination): 0,230
Elliptic Envelope samrymienue: 0,287 0,7106 0,9011 0,7154 0,7976 0,3400

Tabnuya 2. CpaBHUTEIBHBINA aHAJH3 BPEMEHHBIX XapaKTEPUCTHK aIrOPUTMOB
Table 2. Comparative analysis of time characteristics of algorithms
Anroput™ Bpewms o0yuenus, ¢ Bpewms knaccudukanum, ¢
OCSVM 22,5131 0,0510
Isolation Forest 95,6583 10,3003
Elliptic Envelope 213,3738 0,1050
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Tabnuya 3. CpaBHUTEIIBHBIN aHAIN3 METOIOB

Table 3. Comparative analysis of methods

ITapamerp Meron
10 U(pPOBOH METPUKE 10 KJIaBUATYyPHOMY IIOYEPKY
Mertpuku Accuracy 0,9218 0,5689
Precision 0,9143 0,8480
Recall 0,9951 0,5592
F-score 0,9530 0,6740
MCC 0,7464 0,1339
Bpewms, ¢ o0ydeHus 22,5131 83,3031
KIIacCU(PUKAIUT 0,0510 5,4050
B pesynbrare aHanuza nojgy4eHo, YTO MUHUMAaJIbHBIX 3akiaoueHue

3HAYCHUH 3aTPayeHHOT0 BPEMEHM IO O0CHM OIepaIusam
nocruraet anroput™M OCSVM, BbIOpaHHBIi 110 UTOTY CpaB-
HHTEJIBHOTO aHaIM3a AJ1 00y4eHHs MOJeIei HOpMaIbHOTO
MOBEJICHMUS.

CpaBHeHHe NMPENJI0KeHHOT0 METOa ¢ 0OHAPYKEHUEM
aHOMAJIUI M0 KJIABHATYPHOMY MOYEPKY

Jiist cpaBHEHUSI IPETIOKEHHOTO METO/a ¢ METOAOM 00-
HapYXCHUS aHOMAJIHI TI0 KJIABHATYPHOMY TIOUEpPKY TIPOBE-
JICHO 00ydYeHne MoJeNelt st 000MX yYKa3aHHBIX METOIOB.
Br16op anroputma 00y4eHHs MOAETH U €TO IapaMeTpOB
T OOHApYKEHUSI aHOMAJIHH 110 KIIAaBHATyPHOMY TTOYEPKY
BBITIOJTHEH C UCIIOJIB30BAHUEM TEX XK€ aJTOPUTMOB Ma-
IIUHHOTO 00y4YeHHUs U HaOOpOB AaHHBIX I 00yUCHHS
U TecTHpoBaHMs. B kadecTBe anroputma oOydeHHS BBI-
Opan Isolation Forest ¢ unciiom nepeBbeB, paBHbIM 86, 1
napameTpom 3amrymuaeHus — 0,469, Tak kak Takas Mo-
JIeITb TTPOJIEMOHCTPUPOBaJa HaNOOJIbIINE TIOKA3aTeNn Ka-
YecTBa.

CpaBHUTEIJIBHBIN aHAJIN3 METOJIOB OOHAPYKEHHS aHOMa-
JUH 110 T POBOI METPHUKE U 10 KIIABHATYPHOMY ITOYCPKY
0 METPHUKAaM KauyeCTBa U BPEMEHHBIM XapaKTEePHCTHKAM
TpuBeZCH B Ta0I. 3.

Cormacuo Tabm. 3, MeTon oOHapyKeHHS M0 NHU(POBOHA
METpPHKE IEMOHCTPHUPYET Oosiee BHICOKHE TOKA3aTEeNN 110
BCEM MeTpuKaM KadecTsa. [Ipudem s merona obHapyxe-
HUSI aHOMAJIMH TI0 KJIAaBHATYPHOMY TTOUepKY HaOIroaaeTcst
3HaUUTEJIbHAS 10711 OLIMOOK TIepBoOro pona — oosee 37 %.
MuHMManbHBIX 3HAYE€HUI 3aTPayeHHOr0 BPEMEHH Ha yKa-
3aHHBIEC ONEPALUH TAKXKE JOCTUTACT METOJ OOHAPYKEHUS
MHIUACHTOB 110 U(POBON METPUKE.
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[TpennoxxeHHBIN MeTOJ OOHAPYIKEHUSI UHIUICHTOB
MH(POPMAIIMOHHOH 0E30MaCHOCTH 10 aHOMAJIMSAM B OHO-
METPHYECKHX MOBEACHYECKNX Yeprax (1ndpoBoii MeTpu-
Ke) ITOJIb30BaTeNsl JOCTUTaeT KOd(PHUINEHTa KOPPEISLUH
Mbreioca B 0,746363 u nokazarenst F-mepst B 0,953008,
YTO TPEBBIIIACT aHAIOTHYHBIC MTOKA3aTeIn MeToa OOHa-
pY’KEHHsI aHOMAJINi, OCHOBAHHOTO Ha KJIaBUATYpPHOM IT0-
yepke. [lockonbKy mpu MpoBeCHNH HKCIIEPUMEHTA ObLTH
UCTIOJIb30BaHbl JJAHHBIC, COOTBETCTBYIOIINE aKTHBHOCTH
peanbHBIX M0JIb30BaTeNeil IpH paboTe ¢ Pa3INYHBIMU MIPHU-
JIOKCHUSIMH, ITOCTPOCHHAsI MOJIEIIb SIBIISICTCS yCTOMUUBOM
JUISl TECTOBBIX U PEaJIbHBIX JJAHHBIX.

MeTon MOXeT ObITh HCIOIB30BAH JJI1 HENPEPHIBHOM
ayTeHTH(HUKAMU M0JIb30BATENs B CPEICTBAX 3aIUTHI
MH(POPMALIUU OT HECAHKIIMOHUPOBAHHOIO JTOCTYTIa, 4TO
MO3BOJIUT KOHTPOJIUPOBATh HE TOJBKO MPEJOCTaBICHUE
JIOCTyIa B Hauajie, HO U B TEUEHUE BCETO BPEMEHU IMOJ-
JIepKaHMsI CeCCUU. YKazaHHas MOAM(UKALUS TTO3BOJINT
0OHapyXHBaTh (JaKThl BMEIIATEIILCTBA B CECCHIO JISTUTHM-
HOTO TI0JIb30BATel, a TaKXKe (PaKThl HEaBTOPHU30BAHHOM
nepesadn JOCTyMNa, TEM CaMbIM PacIIMPHUB (DYHKIIMOHAI
YKa3aHHBIX CPEJICTB 3aIIUTHI HHPOPMALIUH.

B nanbpHeilimeit paboTe BO3MOXKHO TEOPETHUECKOE
obocHoBaHKe 3PHEKTUBHOCTH MPEIIOKCHHOTO METO/IA, a
TaKXKe UCCIIeJOBaHNE MPUMEHUMOCTH JIPYTUX aJITOPUTMOB
MAaIIMHHOTO 00yueHHs. Bo3MoXkHO paciimpenue mudhpoBoit
METPUKHU MOJIb30BATENsl aKTUBHOCTBIO MPOLIECCOB U CETe-
BBIX IIOPTOB, B3aMMOZEHCTBUEM MOJIb30BATENS U POLIECCOB
¢ (haitoBoi cHCTEeMOl M COOBITHUSIMH OIIEPAlMOHHON CH-
CTEMBI, YTO MTO3BOJIUT c(hOPMHUPOBATH LIN(PPOBOTO ABOHHNKA
TI0JIb30BATENS U CMECTUTH (POKYC C ayTCHTU(HUKALINU Ha
00OHapy>KeHHE MHIIN/ICHTOB U OIpe/IeJICHIE aHOMAJIHH B €T0
MOBE/ICHNH, a TAKXKE B PabOTE €ro aBTOMaTH3NPOBAHHOTO
pabouero mecra.
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