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Abstract

The problem of ensuring the security of control systems is an important and urgent problem. It consists of eliminating
the impact of failures and attacks on control objects and the environment, etc. Prevention of critical failures is important.
The purpose of this study is to analyze the similarities between the consequences of attacks on complex technical systems
and failures of these systems. In the course of the work, a hypothesis about the similarity of the impact of failures and
information attacks on a complex technical system is presented. Both information attacks and failures cause anomalous
dynamics of the control object. Analysis of the deviation of the dynamics of the control object from the normal mode
of operation will allow us to detect and isolate information attacks and failures. The paper examines the influence of
information attacks on the dynamics of automatic control systems. Comparison of abnormal dynamics of control objects
during attacks and device failures is carried out. The similarity of the consequences of information attacks and failures of
the control system are analyzed, a method for identifying attacks based on the methods developed for detecting failures is
developed. Computer modeling of the influence of information attacks and failures on the control system of a DC motor
has been carried out. The simulation results allow making a conclusion about the applicability of the failure detection
algorithms for detecting attacks. It is shown that failures and information attacks can lead to dangerous consequences for
the control system. It seems relevant to study the intersection of the field of information security and failure detection.
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KPUTHYECKUX OTKA30B. BBINOIHEH aHaIN3 CXOACTB MOCIEACTBUI aTak Ha CIOMKHBIC TEXHUUECKUE CUCTEMBbl U OTKa30B
9THX cucTeM. PaccMoTpeHo BiusiHIE HHYOPMALMOHHBIX aTaK Ha JTUHAMHKY CHCTEM aBTOMAaTHYEeCKOro yrpaBieHus. B
xoy1e pabOThI PEJICTABIECHA TUIIOTE3a O CXOZCTBE BIMSAHUSA OTKa30B M MH()OPMAILMOHHBIX aTaK Ha CJI0KHYIO TEXHUYECKYIO
cucteMy. Kak nH(OpMaIoHHbIe aTaky, TaK ¥ OTKA3bl BBI3BIBAIOT OTKJIOHEHNS ANHAMUKH 00BEKTA yIpaBIeHHU. AHAIN3
OTKJIOHEHHMS IMHAMHKHU 00BEKTA YIPABICHHS OT HOPMATBGHOTO PeXXUMa (DYHKIIHOHUPOBAHMS MO3BOJIUT JETEKTHPOBATh 1
H30JIMPOBATh HH(OPMAIOHHEIE aTaKH 1 0TKa3bl. [IpoBeieHo cpaBHeHNE aHOMAIBHON ANHAMUKHE OOBEKTOB yIIPaBICHHS
IIPY aTakax M OTKa3aX yCTPOMHCTB, 0OHAapy)KEHBI 3aBUCHMOCTH, M C/IeJIaHbI BBIBOJBI. [IpoaHaIN3MPOBAHO CXOACTBO
MOCIIeACTBUIT MH()OPMAMOHHBIX aTak U OTKa30B CUCTEMBI YIIPaBJICHHs, pa3padoTaHa METOMKA NACHTU(HKAINH aTaK
Ha OCHOBE METO/IOB, Pa3pabOTaHHbIX ISl IETEKTUPOBAHUS OTKA30B. BBINOIHEHO KOMIBIOTEPHOE MOJIEINPOBAHNE
BJIMSIHUSL MH(OPMAIIMOHHBIX aTaK M OTKAa30B Ha CHCTEMY YNpPABJICHUs ABHIraTelieM MOCTOSHHOTO TOKA, IPUBEICHBI
pe3ynbTaThl B Bujie rpagukoB. Pe3ynbraTsl MOIEIHPOBAaHHS MTO3BOJISIOT CAEIATh BHIBOJ O MPUMEHUMOCTHU aJITOPUTMOB
JIETEeKTHPOBAHNUS OTKA30B ISl OOHapy»KeHus arak. [loka3aHo, 4To 0TKa3bl 1 HH(OPMAIMOHHbIE aTaKH MOTYT IIPUBECTH K
OIACHBIM MOCIEACTBHUAM AT CHCTEMBI YIPABICHHUA. AKTya bHBIM MPEICTABIISETCS NCCIIeIOBAHNE TIePeCceueH s 00IacTi
UH()OPMAIIMOHHOH 0€30MIaCHOCTH U ICTEKTHPOBAHHS OTKA30B.
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Introduction

Information systems protection is becoming urgent
and requires increased attention in connection with the
development and use of global computing systems and
networks, information complexes, and remote-control
systems.

However, the pace of research in fault-tolerant
functioning and cyber-physical systems security
significantly lags far behind the field of development
of information technologies. Today, the functioning of
technical systems leads to an increase in the volume of
processed information which reduces their work reliability.
As a result, to ensure systems fault-tolerant functioning,
there are not enough tools and methods. Consequently,
the risk of various vulnerabilities and information threats,
faults, and attacks increases.

Technical systems should improve the following
properties: adaptability, fault tolerance, security, and
simplicity of use.

Prime examples of modern technical systems are the
Internet of Things, multi-agent digital production systems,
unmanned vehicles, and intelligent robotic systems.
The structure and function logic of such systems are
significantly different from classical information systems.
Therefore, the existing methodologies for ensuring security
and fault-tolerant functioning for complex systems are not
sufficiently effective.

The relevance of solving the problem of ensuring the
secure and fault-tolerant functioning of technical systems
is caused by the importance of improving their correct
operation, especially in critical infrastructure. Thus, victims
may be commercial organizations that have received
financial damage with a successful attack or fault and the
population and the environment of the entire state. In this
regard, it is necessary to consider both cybersecurity and
the quality of all pro-cases.

This paper aims to analyze the combination of
techniques for ensuring information and operational
security of technical systems.

Even at the early development of technical systems,
researchers noted a similarity in the description of security
technologies evolution and control theory systems
evolution. The focus of both approaches is on keeping
the system within a certain set of states. In this regard,
managing the security of complex systems capable of
changing their state and self-regulation has gained great
importance.

The problem of ensuring the safety of the functioning of
control systems is to exclude the influence of failures and
attacks on control objects and the environment, i.e., in the
elimination of critical failures. This study aims to analyze
the similarities between the consequences of attacks on
complex technical systems and failures of these systems.

Information and functional security

Attack and fault concept

Information security is a set of protecting information
means from accidental or intentional impact. Regardless of
what is the basis of the impact: natural factors or artificial
reasons, information owner incurs losses.

The key areas for assessing the damage and impact of
threats and attacks on information security are:

— Enterprise operation (can slow down processes and
operations work, it is typical not only for commercial,
but also for government organizations).

— Decrease in profits and other funds (company part in the
market, revenue, and margin).

— Deterioration in product quality or developed service.

— Negative impact on the company’s image (change in
the market position, among sponsors), impact on the
company’s goal, business project.

A fault is an event that means complete or partial
disruption of the object, element, or system performance.

Faults are classified and characterized by different types
and parameters. For example, it can be categorized by type:
parametric or functional. In the first case, object parameters
change within unacceptable limits. In the second case, there
is complete or partial functions termination.
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Also, fault can be distinguished by nature: random and
systemic. Accidental faults occur in unforeseen situations
(defects, failures, personnel errors, breakdowns in the
control system). Systemic failures occur in the cases of
natural and unavoidable facts, for example, with erroneous
commands or secondary failures.

Reliability is the property of an object to continuously
perform specified functions for the required time in given
modes and operating conditions.

Fault tolerance is the system’s ability to maintain its
properties and perform specified functions even in the
event of individual components fault or faults at system
modules levels.

It should be noted that the behavior of the system may
be similar during an attack or fault. This allows concluding
that the methods used to detect, identify, isolate, and
adaptively compensate negative effects can be combined
to solve a complex problem in a destructive environment.
The developed algorithms and approaches can provide
the accurate determination of destructive impact type and
investigate the high level of system security, reduce the
number of vulnerabilities, and maintain the quality of
technical systems functioning throughout the operation phase.

Maintaining stable functioning and ensuring
information security comes to the fore during the attack
for dynamic protection. The solution of this problem may
consider technical systems ability to change their structure
to counter destructive impacts.

The scientific problem relevance depends on the
growing need for modern methods of technical system
intelligent control which can ensure the implementation
of the high demands placed on them in the work process.
Such requirements are related to security, reliability, and
fault tolerance in case of destructive impact.

From a safety standpoint, both in the event of a
destructive information impact and in case of failure of

Functional security
management

Informational
security :
management

a system component, its operation should be stopped
while maintaining stability, or the performance should
be reduced to the prescribed limits if a dangerous failure
is inadmissible. To do this, it is necessary to timely
detect and isolate information attacks and failures. By
isolation we mean the definition of the type of failure
and its localization. Hence, there exists the need to create
technologies for reliable isolation of information attacks
and failures in complex technical systems. In the theory
of automatic control, several approaches have been
developed that provide detection and isolation of failures
based on available measurements and description of the
dynamics of control objects. However, no such conceptual
schemes, applicable to a wide range of systems, have been
proposed for identifying information attacks. In this study,
a hypothesis is put forward about the similarity of the
influence of failures and attacks on the components of a
technical system which in the future will make it possible
to develop approaches for detecting and isolating attacks
based on the theory of reliability and the scientific and
methodological apparatus of the theory of automatic control.

The main triad of information security (IS) is
availability, integrity, and confidentiality of the data of the
technical system. The property of functional security (FS)
is to ensure the correct execution of system functions, and
in the event of failures, to transfer the control object to a
safe state. The analysis of the properties of IS and FS in the
complex (Fig. 1) has become relevant in connection with
the development of cyber-physical systems that interact
with objects of the real world using global networks and
cloud services. These systems can be vulnerable both in the
real (physical) world and at the information level, and these
levels are inextricably linked in their architecture.

Thus, it is required in modern technical systems to
ensure reliability in relation to both information attacks and
failures. The solution of this problem can be developing

FS and IS life cycle

T

Countermeasures T

Fig. 1. The structure of requirements for functional and information security of technical systems
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a methodology for the simultaneous detection of attacks
and failures and their isolation. It is required to determine
which failure or attack occurs in the system in order to take
the most effective measures to compensate for the negative
effects.

Literature review

This section provides an overview of the works that are
related to the detection of failures and attacks on control
systems (Table 1).

Since both failures and information attacks can lead
to dangerous consequences for the control system, it is
relevant to study the intersection of the information security
area and failure detection. The research is based on the
hypothesis about the similarity of failures and information
attacks on a complex technical system. Both information
attacks and failures cause anomalous dynamics of the
control object. Analysis of the deviation of the control
object dynamics from the normal mode of operation makes
it possible to detect and isolate information attacks and
failures.

Table 1. Comparison of attacks from the point of view of theory of automated control and IS

Reference Review

[1,2] The emergence of complex systems class was facilitated by the need of processes qualitative reorganization in many

areas, implying the intellectual automation of complex operations using robotic systems. Increased attention to
technical systems is associated with the concept of Industry 4.0 representing the fourth industrial revolution which
involves the deep integration of advanced information technologies in physical processes.
Modern technical systems and technological facilities are equipped with increasingly sophisticated control tools
that enable them to maintain normal operation and increase process efficiency while meeting safety requirements.
Complexity of synthesizing algorithms for coordinated interaction of components increases with higher complexity
of systems. Thus, malfunctions and vulnerabilities that can lead to faults, attacks, casualties, and accidents increases.
There are special algorithms based on model adaptive approaches, fault-tolerance control methods; and software and/or
hardware redundancy to solve system control problems. These solutions are highly specialized for individual systems,
are not scalable and do not allow integration at different levels of management (low — operational, medium — tactical,
high — strategic).

[3] The ability to provide desired performance of technical systems both in the absence and in the presence of faults is an
important task in many control systems. One of the techniques for monitoring system performance is Fault detection,
isolation, and re-configuration (FDIR).

In the paper various FDIR methods are considered classified based on reliable fault detection methods, statistical
decision-making methods, and reconfiguration management methods.

Technical systems in practice are distorted due to the presence of noise, unknown disturbances, and uncertainties in
the system model. Consequently, many methods for determining faults are aimed to create stable residual that can be
insensitive to noise and uncertainties, but sensitive to faults and attacks. Such methods can be grouped into several
basic approaches:

[4, 5] 1) full-state observer-based methods;

[6-8] 2) unknown input observers;

[9-11] 3) parity relations approach;
[12] 4) optimization-based approach;
[13-15] 5) Kalman filter-based approach;
[16] 6) stochastic approach;
[17] 7) system identification approach;
[18,19] 8) nonlinear systems approach;
[20, 21] 9) discrete event systems/hybrid systems approach;
[22, 23] 10) artificial intelligence techniques.
[24] In the article, detailed review of existing methods for troubleshooting and fault-tolerant operation is presented.
[25-28] The principles of fault-tolerance control can be based on a re-configuration of the system, adaptive methods of fail-
safe control of nonlinear systems and active methods of fail-safe control.

[29] The first studies on attacks identification in technical systems date back to the early 2000s. The article provides an
overview of the current state of the industry.

[30] The attacks have complex and multi-level schemes, they are multi-step and extended over time, and can also consider
individual characteristics of the technical system. Most defense systems oriented on physical- and cybersecurity
operate independently of each other.

[31] Existing information security methodologies do not consider specifics of technical systems and are not able to ensure
the functioning of such systems under conditions of destructive influences.

[32,33] Attacks can affect system physical state, they can be scalable, easily automated and replicated. Attacks affect:
confidentiality (maintaining the security of users’ data in systems);
integrity (modification of data or resources without permission);
availability (failures in computer technology, equipment, management, etc.);
reliability (user authentication in the system).
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Table 1. Continuation

Reference

Review

[34, 35]

Basically, when attacking complex technical systems, attackers use the so-called APT attacks (complex targeted
attacks, advanced persistent threat attack) consisting of several stages and include attacks of a lower level of
complexity. In general, such attacks can be divided into levels and these levels can be classified according to the
method presented in the given articles:

Social engineering to obtain confidential information or distribute malicious software, and one of the main goals is
to reduce the level of trust in the system and “damage” the reputation. Phishing attacks are used to gain access to
information channels.

Hacking, as one of the first steps to attack the system. When using hacking, an attacker looks for vulnerabilities in
software and hardware, uses errors in protection mechanisms or other shortcomings of the system under attack (attacks
through third-party channels).

Interception of data circulating in the system (Man-in-the-Middle, injection).

Selection of credentials to obtain passwords and access to all resources of the victim.

Exploitation of web vulnerabilities, theft of information from web resources.

DDoS attacks that can lead to the execution of arbitrary code, unauthorized control of industrial equipment and failure
of its operation. At the same time, most vulnerabilities can be exploited remotely without authentication, and their
exploitation does not require special knowledge and a high level of skills from the attacker.

Use of malicious software to collect data from computers inside the system. It is this method that is used in most
complex targeted attacks for integration into the target system.

In general, from the point of view of technical systems, the most dangerous attacks are Advanced Persistent Threats
(APT) attacks, Man-in-the-Middle attacks, channel attacks, and injection.

[36]

Article provides assessment of the possible impact on electric network and its ability to withstand potential faults after
attack. It emphasizes the importance of cyberinfrastructure security combined with applications security to mitigate
and prevent cyberattacks. A multi-level approach to risk assessment is introduced.

[37]

Review explores heterogeneous data streams from autonomous technical systems. Aspects of security and
confidentiality in the management of big data for such systems are considered as well as the latest problems in the
data field confidentiality are considered.

[38, 39]

The successful implementation of attacks on complex systems is closely integrated with various industries. It can
lead not only to financial damages but also to human casualties because of technological and environmental disasters.
At the same time, the number of attacks on industrial facilities is steadily growing. These reasons and criticality of
systems operation disruption demonstrates the relevance of the research.

[40]

There are several approaches for fault detection: parity relationships, observer based and identification methods.
Parity relationship approaches are based on hardware or temporal redundancy. Hardware redundancy solutions require
duplication of sensors and actuators. This leads to additional technological and financial costs. The approach based
on time redundancy proposes to analyze not the current mismatch of the sensor data with the expected ones, but with
the mismatches at the preceding current moment certain time interval.

[41]

Observer-based approaches propose to analyze the residual signal. The residual signal is a mismatch between sensor
data and it estimates the plant state variables obtained by observers. The problem of fault isolation is solved based
on structured residual sets, directional residual vectors and special residual signal generators or filters that sensitive
only for special residual signals corresponding to respective faults. Observer-based methods are effective for sensor
and actuator faults detection.

[42]

Identification-based approaches are used for component fault detection and isolation where a component fault is a
deviation of physical parameters from their nominal value.

[43]

Authors propose two fail-safe methods for calculating reconciliation sensors for installations with increased sensitivity,
as well as two methodologies for designing a failure detection system. The first is based on a formulation with a linear
parameter change, and the second is based on the linear fractional transformation paradigm.

[44]

Various approaches are used to detect information attacks — an overview of control systems attacks presents four
types of attacks (response and measurement injection, command injection and denial of service) and analyzes the
consequences of these attacks on the nodes of the control system.

[45]

The paper presents an analysis of vulnerabilities and detection of attacks which was carried out on programmable
logic controllers (PLCs), as one of the most important components, on the test bench, and a set of rules was created
to detect active start/stop attacks. The analysis used a mirroring method to prevent the detection system from placing
additional stress on the existing system and adversely affecting system performance.

Authors have proposed an algorithm for detecting and preventing DDoS attacks based on network changes and it is
used to overcome the problem of DDoS attacks and protect routing tasks. Through various transactions, a fault can be
identified in each sensor node. The DDoS attack identifier is decoupled from network failures based on the error value.

In this work, a mathematical basis for monitoring attacks on cyber-physical systems is proposed, and a description of
the fundamental limitations of monitoring from a system-theoretical point of view and a graph theory point of view.

In the paper the authors proposed methods and measures to counter cybersecurity threats in various approaches to
the system design.
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Classification of attacks and failures

By cybersecurity, we mean ensuring information
and functional security of a cyber-physical system’s
functioning — a technical system that includes a physical
component and a virtual one (algorithms, calculations,
channel data transmission medium). The main threats to
cybersecurity breaches in complex technical systems are
(Fig. 2):

— information attacks;

— failures in the operation of system nodes, including
hardware and software failures and errors.
Considering various classification signs of failures

and attacks according to their influence on the dynamics
of the control system from the nature point of view of
changes in the parameters that determine the technical
state of the object, it is possible to distinguish abrupt or
gradual deviations. An abrupt change in parameters can
be caused by a critical defect that changes the system’s
structure (for example, a breakdown of a mechanical part
or a failure of a power source) or an information attack
(for example, an attacker substitutes the values measured
by sensors). A gradual change in parameters is typical
for equipment deterioration and change in its parameters
due to operating conditions. An example would be the
change in resistance of a heating element due to thermal
expansion, which affects heating. Similar features can be
used to isolate failures and attacks.

From the point of view of the interrelation of destructive
processes, they can be independent (only one element
of the system works incorrectly, which does not disable
others) and dependent (the failure of one element entails
several others’ failure and the system as a whole). From
the functional safety point of view, the latter case is the
most critical.

The reasons for equipment failures can be classified as
structural, production, and operational (Table 2). According
to this classification, compliance with the attribute will not
be essential for the dynamics of the system which reduces
its value for the task set in the study.

An idle state can persist for a long time, be short-term,
or occur periodically under similar conditions. The first
case is typical for both attacks and failures. If after taking
measures to prevent the attack, the inoperable state persists,
then its reason is the failure, and vice versa. The second
case is more typical for information attacks, the third — for
technical failures caused by a certain mode of operation of
the control object.

Input Component
Fault Disturbance  Fault

! l |

Plant

Controller

Sensor

Sensor Fault Noises

Fig. 2. Typical structure of an automatic control system
and possible destructive factors

For the reliable functioning of control systems, it is
necessary to ensure continuous monitoring of its state, a
method for detecting failures and attacks, and also a set
of measures to compensate and prevent their influence.
This approach will provide a guaranteed level of cyber
security in case of hardware and software failures and
destructive influences by integrating the scientific and
methodological apparatus for identifying and isolating
failures for similar tasks when attacking complex technical
systems.

Analysis of the impact of attacks
and failures on the dynamics of control systems

Let us analyze the impact of information attacks on
the dynamics of control systems and represent how the
anomalous dynamics is interpreted from the fault detection
and isolation algorithms perspective (Table 3). Consider
an attacker acting on a controller, plant, and sensors as a
source of information attacks.

An attacker can remotely penetrate a controller
(a device that calculates control signals and implements
control laws). In this case, he can restart the controller
or stop its work. During the restart, the controller values
are reset (for example, the outputs of the control law’s
integrators are reset to zero), and the controller will be
stopped for a while (initialization). When the controller is
stopped, the control signal becomes a constant (including
zero). From the theory of automatic control point of view,
plant dynamics looks like an input disturbance inverse
to the control signal. These destructive effects can be
identified by actuator fault detection and isolation methods.
The following signs can also detect this type of attack:
there are no controller output signals (signal is equal to
zero or last value of controller), the control signal becomes
constant when the sensors data changes.

In the local controller penetration, the attacker intercepts
control, i.e., the control signal becomes independent from
the sensor data. An approach similar to the described above
can be used to detect this type of attack. Possible signs of
controller local penetration include a jump-like change of
the control signal; the controller output does not correspond
to the value calculated on the base of the input data and
signals from the sensors; the dynamics of the plant does
not correspond to the controller input signal (tracking or
stabilization error).

In the case of a local sensor penetration, an attacker
alters its measurements. From the automatic control point
of view, it is a noise in the measurement channel. However,
the amplitude of the noise can reach the limits of the sensor
measurement range. Algorithms of sensor faults detection
and isolation can be used to detect this type of attack.
The following signs correspond to this attack: a rapid
increase of the noise amplitude; an abrupt change of the
sensor signal; the signal measured by the sensor does not
correspond to the predicted value calculated based on the
control signal and the plant model.

The controller stops its operation when a remote
denial of service attack is implemented. The same features
characterize this attack as remote penetration of the
controller.
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Table 2. Classification feature and its meaning

Classification feature Values (naFure qf change) of the Type of failure Reasons
classification feature
The nature of the change | Abrupt change in one or more parameters | Sudden Internal defects, operator errors,
in the parameters that operational disturbances, local penetration
determine the. technical Gradual change in one or more | Gradual Aging of materials, corrosion, wear of
state of the object
parameters parts, etc.
Interrelation of failures | The failure of an element is not caused | Independent —
by damage or failure of other elements
of this object
Element failure due to damage or failure | Dependent Damage and failures of other elements of
of other elements an object or system
Origin of failure Violation of established rules and | Structural Errors in the development and design
(or) design standards, imperfection of of an object, underestimation of safety
accepted design methods margins, violation of GOST standards,
etc.
Violation of the established process | Manufacturing Failure to comply with documentation
of manufacturing or repairing an standards, use of low-quality materials
object, imperfection of manufacturing and components, insufficient level of
technology production quality control, etc.
Violation of the established rules and (or) | Operational Errors of low-qualified service personnel,
operating conditions ignoring / violation of the rules of
technical documentation as well as aging
and wear of equipment for the above
reasons
Stability of an inoperative | Stable persistent Stable Change of object parameters, irreversible
state damage to system elements
It remains for a short time, after which the | Self-eliminating | Short-term external influences, short-term
operability is self-healing or restored by | (sporadic failure) | change in object parameters
the operator without repairs
It has the same character, arises and | Intermittent External interference and impacts that go
removes itself many times beyond the permissible technical limits
and are reversible

Table 3. Comparison of attacks from the point of view of theory of automated control and IS

Attack Object Action According to fault
Remote penetration Controller Remote restart or shutdown | Input disturbance equal to inverse of input signal
Local penetration Controller Control Intercept Input disturbance with amplitude up to input signal range
Sensor Data modification Output noises with amplitude up to sensor measurement
range
Remote denial of service | Controller Full stop Input disturbance equal to inverse of input signal
Sensor Full stop Output noises with amplitude up to sensor measurement
range
Jamming and data | Sensor Jamming or data spoofing Output noises with amplitude up to sensor measurement
spoofing on sensor range
Decommissioning of | Component | Destructive effect, manifested | Dramatic deviation between measured and predicted
component in the unstable functioning of | dynamics of the plant
the component

In remote denial of service, signals from the sensor are
stopped (nothing, zero, or the last sent value comes as a
measurement signal). The same approaches and features
for local sensor penetration can be applied to detect this
type of attack.

During sensor jamming or data substitution, the sensor
signal does not correspond to measured physical values.
The following signs can accompany this attack: a sharp
increase of the noise amplitude; an abrupt change of the
sensor signal; the measured output of the plant does not
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correspond to the predicted one based on the model of the
plant. Sensor fault detection and isolation algorithms are
effective for the detection of this attack.

In the case of an attack that entails the failure of one of
the plant components, its dynamics becomes unpredictable.
This attack can be determined by the method of elimination:
if all previous faults and attacks are excluded, and the
component’s dynamics do not correspond to the nominal,
then the dynamic model is incorrect. Therefore, one of the
components has failed. Also, it is possible to build a set of
models with faults. The attack detection can be based on
the similarity of the system’s behavior and faulty system
dynamics.

Modeling attacks on a control system

Consider DC motor. Its dynamics is described by
equations:
LY+ RI=U-E,
LY+ RI=U-E,
Jo =M~ M,

where ® is an angular velocity; / is a current; L is an
armature inductance; R is an armature resistance; U is an
input voltage; £, = ko is a back-EMF; £, is a constant; J =
J,+J,, inertia momentum; J, is a rotor inertia momentum;
J,, 1s a load inertia momentum; M = k, [ is a motor force
momentum; k,, is a constant; M, = kro is a friction
momentum; and kfis a friction coefficient.

Rewrite model under faults in state space representation:

X=Ax+Bu+f,
y=Cx+f,

where xT = [® {] is a state vector.

_ *kf/J km/J al a2
—k,JL —R/L a3 a4

> B _[ 0 ]’
1/L

[, 1s an impact of attack on the controller, f; is an impact of
attack on the sensor.

Assume that motor equipped with a velocity sensor.
Therefore:

c=[1 o]

Attack on the executive device

Controller that calculates the supply voltage with an
integrated or connected driver is an actuator for a DC
motor. Fig. 3 shows the signal of the DC motor angular
velocity sensor during attacks on the controller, where ® is
a sensor data without attack; ®,,,., is a sensor signal under
controller local penetration; and ®,,,,,, 1S @ sensor signal
under controller remote penetration. Local penetration
simulates the case when attacker intercepted control of the
motor and applied excess voltage from 5 to 10 seconds. The
controller was disconnected from 5 to 10 seconds under
remote penetration.

The dynamics of the output in the considered cases
is identical to the dynamics in the case of actuator fault.
Therefore, abnormal behavior during attacks on the

o " e
—
20 == OWremote
0 [: Ojocal
0 10 20 t,s

Fig. 3. Readings of the DC motor speed sensor during attacks
on the controller

controller can be detected using the state observers-
based methods of fault detection. Attack isolation can be
implemented using methods of actuator fault isolation, for
example, [41].

Attack on the sensor

Consider the effect of sensor attacks on motor velocity
transients. Fig. 4 shows examples of the angular velocity
sensor signal during attacks on it. Graph o illustrates
transients without attacks.

Graph o, 1llustrates jammed sensor data from 1.6
to 1.5 seconds. A sensor jamming can be caused by local
penetration or a remote denial of service. Case of sensor

data replacement on @,/ is presented in Fig. 4.

(O]
40 JE————
20 s @
== Ogpuck
g > (Dreplace
0 0 1 2 3 ts

Fig. 4. Readings of the angular velocity sensor when attacking it

Simulation results show that sensor signals during
information attacks are similar to signals during failures.
Thus, we can conclude that the sensor signals are similar in
the cases of faults and attacks. Therefore, such methods of
sensor fault detection and isolation, as based on observers
and generators of residuals, hardware and time redundancy,
can be used to detect attacks on the sensor.

Component failure/component attack

An attack on one of an automatic control system
component can lead to parametric and structural
disturbances. Fig. 5 graphs of velocity sensor under normal
functioning (®) and under sufficient deviation of motor
parameters (®,,,) are presented below.

Fig. 5. Attack on a component
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The similarity of the behavior of the system under
component fault and under attack acting on plant
parameters is due to the same physical impact on the plant.
Therefore, it is advisable to use such methods based on
the identification of the parameters of the plant for attack
detection and isolation [42] as gradient approach, the least
squares and dynamic regressor extension and mixing
[49]. It is difficult to directly determine which element
resulting in changes of the plant structure has been attacked
since the behavior of the system becomes unpredictable.
In this case, it is advisable to build faulty plant models
under such attacks with further analysis of dynamics
similarity.

Conclusion

In technical systems, detection of one malfunction does
not guarantee the preservation of system integrity since
attacks and faults can mutually reinforce each other and do
more harm to the technical system, up to its destruction.
Faults and attacks can function at different system levels,
creating and reinforcing vulnerabilities that open the way
to any destructive impact.

The field of research is a new area of scientific
development which naturally appeared with the
development of automatic control theory, mechanics,
electronics, and digital and information technologies.

Research in detection and protection from faults has
been conducted for a long time, but no approach allows
analyzing attacks and faults together using uniform
algorithms and approaches.

Recent research results focus on either information
security analysis or robust and adaptive control. The
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