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AHHOTALUA

[penmeTt uccaenoBanus. [IpeanoxeHo penieHne 3a1a4d COKpaIIeHUs] Ha0opa CTEraHOAHATUTHYCCKUX METOJI0B
OTIpeCIICHNs pa3Mepa BIOKEHHUS B IPOCTPAHCTBEHHYIO 00JIaCTh M300pa)KeHHUsI, Ha IIPUMEpe KOJINYEeCTBEHHBIX
nerektopoB Least Significant Bits (LSB) creranorpaduu. [IpenmnonoxeHo, 4To0 METOIbI MOTYT OTCJICIKHUBATH
OJIHU M T€ € 3aKOHOMEPHOCTH B KOHTEHHEpaXx, BCIEACTBUE YEro Pe3yJbTaThl UX PaObOThl MOT'YT KOPPEIHPOBATh.
IpencraieHbl pe3ynbrarel pa3pabOTKH M TECTUPOBAHHSI METOAMKU PEAYKIHH Habopa METOIOB C YyU4eTOM TOUYHOCTH
1 JOCTOBEPHOCTH ISl CHIDKEHUS BBIYHCINTEIHHON CIOKHOCTH CTEraHOAHATUTHUYECKO# dKcrepTu3sl. MeTol.
Teopernueckas 0aza MPeIIOKEHHOTO PELICHU — NPUOIIKEHIE PErPeCcCHr IIEPBOTO poaa JIMHEHHON perpeccueit
BTOPOTO pOJa /Ui MHOTOMEPHBIX CIydalHbIX BeluduH. J[J1si Bepu(UKANUU Pe3yIbTATOB BBHIIOIHEH YHCICHHBIN
JKCHEPUMEHT. B KadecTBe HCTOYHMKA KOHTEHHEPOB MpuMeHeHa koyuiekiust BOSSbase. BiokeHus peann3oBaHbl ¢
mrarom 10 % mytem aBToMaru3anuu creranorpaduueckux nporpamm freeware-cermenra CryptArkan u The Third Eye
¢ momonipio Autolt. Mcrosb3oBanbl creraHoananutuueckue metospl Weighted Stego, Sample Pairs, Triples analysis,
Asymptotically Uniformly Most Powerful detection, Pair of Values. /laracerst mosyuens! B cpene MATLAB, nporpamma
peanu3oBana Ha si3bike Python. [[ist obecriedenust BOCIPOM3BOJMMOCTH SKCIIEPUMEHTA aTaceThl M IPOrPAMMHBII KOJT
npezcrasinensl B Kaggle. OcHoBHBIE pe3ysibTaTbl. Ha 0CHOBE SKCIIEPHUMEHTAIBHBIX JAHHBIX PACCUMTAHBI HHTEPBAJIbHbIC
OIICHKH KOPPEIUPOBAHHOCTH METOIOB [UIsl Pa3IMYHBIX Pa3MEepOB CTETaHOBIOXEHHUs. Pazpaborana MeTonnKa B
cOCTaBe MAaTeMaTHIECKOH MOJIEIH, arTOPUTMa Peali3allii MOJIEIN U KOMIILIOTEpHON mporpamMmbl. IlpakTuueckas
3HAYUMOCTb. [Ipe/uIoKeHHY 0 METOIMKY [IeTIeCO00pa3HO MPUMEHSTH B 3a/1a4aX, [Je HCOOXOMMO YIHTHIBATH TOYHOCTh
1 JJOCTOBEPHOCTH. Takue OIIEHKH BOCTPEOOBAHBI IIPU OCYIIECTBICHUH SKCIIEPTHO-KPUMHUHAINCTHYECKOH IS TeIbHOCTH
10 BOIIPOCAM, JOITYCKAIOIMM BEPOSITHOCTHBIE BHIBO/IBI. C IIOMOIIBIO JIAHHBIX OLIEHOK aHAIUTUK MOXKET BapbUPOBATh
KOJIMYECTBO METOAOB B 3aBUCUMOCTHU OT JOCTYIHBIX BBIYUCIUTEIIbHBIX MOLL[HOCTeﬁ 1 BPEMEHHBIX PaMOK HUCCIIEIOBaHNA.
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Abstract

The article focuses on decreasing the set of steganalytical methods that determine the payload value in the image spatial
domain using quantitative detectors of Least Significant Bits (LSB) steganography. It is supposed that methods can trace
the same image regularities, and hence their results can correlate. The work presents the results of the development and
testing of the technique for reducing the set of steganalytical methods taking into account the accuracy and reliability
to the diminution of the computational complexity of steganalytical expertise. The theoretical basis of the proposed
solution is the approximation of regression of the first kind by linear regression of the second kind for multivariate
random variables. To verify the results, the computational experiment was performed. The payloads were implemented
in 10 % increments by automating the freeware steganographic programs CryptArkan and The Third Eye with Autolt.
The steganalytical methods, such as Weighted Stego, Sample Pairs, Triples analysis, Asymptotically Uniformly Most
Powerful detection, Pair of Values, were used. The datasets were built in the MATLAB environment; the program was
implemented in Python. For the experiment’s reproducibility, the datasets and program code are provided in Kaggle.
Interval estimates of methods correlation are calculated based on experimental data for various payload values. The
developed technique includes a mathematical model, an algorithm for implementing the model, and a computer program.
The proposed technique can be applied in those tasks where accuracy and reliability are taken into account. One of the
subject areas demanding such assessments is computer forensics dealing with expertise with probabilistic conclusions.
These estimates allow the analyst to vary the number of methods depending on the available computing resources and

the time frame of the research.
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BBenenue

B nacrosimiee Bpemst B 0051aCcTH aHamM3a HUGPOBOI
creraHorpadguu n3o00pakxeHuil pazpaboTaHbl IECATKH
METOJIOB, OTBEYAIOLINE HA BOTIPOC O pa3Mepe BIOKCHUSI.
CreraHoaHalINTHYECKHE METO/BI CYIIECTBYIOT «C OTKpBI-
TBIM KOJOM» HJIM B KOMIWJIMPOBAaHHOM BHJE, T. €. TIpeJ-
CTaBIIIOTCS AHAIUTUKY KaK «UepHBIN Anmk». C ygeTom
TOT0, YTO Pa3HBIC METOABI MOT'YT OTCJIC)KUBATH OJJTHU U TC
K€ 3aKOHOMEPHOCTHU B ITYCTHIX U 3aIIOJTHCHHBIX KOHTENHEe-
pax, ModTOMY B UX pe3yJibTaTax MOXKET HaOJIOaThCsI KOp-
PEIMPOBAHHOCTD, ¥ OIMH METO]] MOJKET BKIIFOYATh BEKTOPBI
MIPU3HAKOB JAPYTUX MeTo0B. C yu4eToM BBIUYHCIUTEILHON
CJIOKHOCTH CTETaHOAHAJIUTHYECKUX METOJO0B BO3HUKAET
HE00XOMMOCTb OTOPOCUTH KOPPEINPOBAHHBIE METO/IBI
WA METOJIBI, SIBJISIFOIUECS] YaCTHBIMU CIy4asiMHu APYTHX
METO/IOB.

JlanHast 3a1a9a 0COOEHHO aKTyallbHa B paMKaX KOMIIBIO-
TEPHOH SKCTIEPTHU3HI 110 ONPEAETCHUIO HATMYHUS CTETaHOB-
JIOYKEHUSI TTPH U3BECTHOM CTETaHOTPA(QUISCKOM alrOprUT™Me/
porpaMme Wi B JIIOOOM HCCJIE0BAHUH, JIOMYCKAIOIIEM
BEPOSITHOCTHBIE BBIBOABI. CoracHo [1] mpu BEINOIHEHUH
OKCICPTU3BI OKCIICPT HE AOJIKCH MPUMCEHATH BCE METOBI,
TaK Kak CpeJld HUX MOTYT ITPUCYTCTBOBATh JIyOIMpyromme
apyr npyra. [Toromy Ha mpakTHKe 3TOT BOIIPOC peraeTcs
HCXOJISl M3 IOCTATOYHOCTH METOJIA JUTsl PELICHHS 3a/1a4u C
HEoOX0ANMOH HaJIe)KHOCTBIO. [IpH 9TOM JTOJKHBI YIHUTHI-
BaThCs TaKMe (haKTOPbI, KAK SKOHOMUSI CPEJICTB U BPEMEHH.

Ecnu B pacnopsikeHHHN 3KcrepTa UMEETCsl HEeCKOIIb-
KO CTETaHOAQHAJIUTHYCCKUX METOJ0B, TO LEIEeCO00pa3HO
MIPEIBAPUTENHLHO TIPOBEPUTH UX HA KOPPEINPOBAHHOCTH
(CXOKEeCTh pe3yabTaToOB), HO C YUETOM TpeOyeMoil JocTo-
BEPHOCTH, Tpajalus KOTOpoi obneryusia Obl OIECHKY U
UCIIOJIb30BAHUE BBIBOJIOB DKCIIEPTA CJIEICTBHEM U CYIOM
[2]. Hade roBops, oTOpachIBaTh KaKOH-IMO0 METOJ IKC-
TIepT JIOJDKEH B COOTBETCTBUH C METOMKOM, OIIEHHUBAIOIICH
JIOCTOBEPHOCTH Pe3ynbTraToB. [Ipu aToM mpuHsTHE pere-
HUSl Ha OCHOBAaHUH KOX(PPHUIHMEHTA KOPPEISIUU Tpedy-

€T MPOBEPKH TUIOTE3bl O 3HAYMMOCTH PA3ITUUNS MEXIY
ko3 urmeHTaMu KOppersany BRIOOPKH U TeHEepaTbHOMH
COBOKYIIHOCTH, @ 3aT€M IPOBEPKHU TMIIOTE3 O KOHKPETHBIX,
MHTEPECYIOIINX aHAINTHKA, 3HAYEHHUSAX TeHEPATIbHOM COBO-
kynHoctH [3]. Taxoke AJst IETUTUMHOCTH Kod(duipenTa
KOPPEISILNN Pe3yJbTaThl pab0Thl METOZOB JIOJKHBI IMETh
COBMECTHOE HOPMAJILHOE PaCIpe/ielieHUe, YTO HaKJIabIBa-
eT JIOTIOJIHUTENILHOE YCJIOBHE Ha BEIOOPKY.

Bo3Hukaer 3anaua pa3paboTKu METOAMKH PElyK-
IIMM MHOYKECTBA CTETaHOAHAIUTHYCCKIX METOJIOB C BO3-
MOXXHOCTBIO allpHOPHOM YCTAaHOBKH CXOXKECTH METOJIOB
C 3a/IaHHBIM YPOBHEM IOCTOBEPHOCTH IIPH OTCYTCTBHH
TpeOOBaHMI COBMECTHOTO HOPMAIBHOTO PACTIPEIEICHUS
pe3yabTaToB UX paboTsl. TeopeTmyueckas 0as3a st pereHns
JTAHHOH 3a/1a4 — MPHOIIKEHIE PETPECCHH IEPBOTO Posia
JIMHEMHOM perpeccueil BToporo pojia Jjisi MHOTOMEPHBIX
CITyYaiHBIX BETUYHH. TeopeTHndecKrue BOIPOCHI s 001Ie-
ro Cllydasi paCCMOTpPEHBI B padoTax [4, 5], a B HacTosIIei
paboTe MpUBEICHO MONapHOE CPaBHEHUE METOJIOB IS
YaCTHOTO CITy4Jasl.

[peioxkeHHBIH aaropuT™ NPe/oaaraeTcs BHIIOMHSTH
nepesi CTeraHOaHalIN30M, a TaKXKe 110 Mepe MOSBICHHS
HOBBIX CTETaHOAQHAJIUTUYECKUX METOJOB JUIS BBISBICHHS
1 OTOpachIBAaHUS CXOKMX METOZOB B paMKax 3aJaHHBIX
JIOCTOBEPHOCTH ¥ TOYHOCTH.

IlocTanoBka 3agauu

PaccmoTpum BBEIOOPKY U3 7 TPYIII 110 g (aiiioB B Kax-
qoii. DaiIpl SIBISIOTCS MMyCTBIMU M 3aIIOJTHCHHBIMH KOH-
TeifHepamu ¢ marom BioxeHus 10, T. e. pa3Mep BIOKCHUS
s=0, 10, ..., 100 B npouieHTax OT MaKCUMaJIbHO BO3MOXK-
Horo. B manHO#1 paboTe mpeamonaraeTcs, 9To HCIOIb3yeT-
Cs1 M CTETaHOAHATUTUICCKUX METOIIOB.

O0603HaYNM Pe3yIbTaThl PA0OTHI BTOPOTO METO/IA TIPH-

MEHHUTEIBHO K IepBoil (ailoBoii rpymnme Xy = {xlz,-}il,

. m_ ¢ .my9"
000OIIECHHDIH BEKTOP PE3YNILTATOB X, = {X,}imp (1)1
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ITocTpouM n-pasmepHyto CllydailHyr BEIUUYUHY IS
Ka)XJIOTO m-TO METOJA:

Cm = (Cm,hCm,Za cees Cm,nfl’ Cm,n) =
( 19 1 gzn: m) (1)
=\ = xl-,...,i X,
7= R

CornacHo EHTPaTbHOM TPeIeIbHON TeopeMe I MHO-
TOMEPHBIX cnyqaﬁm)lx BCJIMYUH, cnyqaﬁHLIe BCIIMYUHBI
G (k=1,...,m) qna X = (xy, ..., X,,) IMEIOT HOpPMaJbHOE
pacrpeielieHre ¢ HEM3BECTHOM (DyHKIIMEH paciipe/iesieHus

|
T

£ =L (1<A(~h>T & h>>)=
& (2)%exp 5 X (X —

VAL (1
W EXP *Ezaij(xi —h); = b)),
iy

(2n)?
rnie Bektop h = (hy, ..., h,,) w A= {a;}] | — cummeTpuu-
Hasl MOJIOKUTENLHO-OTIPEEIICHHas MaTpuIa, () — 0603Ha-
YEHHE CKAJISIPHOTO TIPOM3BE/ICHNs. 3HAYCHHE ¢ BBIOUpaeTCs
13 cooOpaxkeHHii o0ecrieueHnst HOPMAILHOCTH pacIipesie-
nenus §,, [6].

[IpuMeHUTENbHO K CTEraHOaHAIN3y MOXKHO CKa3aTh,
YTO €CTh METO/IbI, ONUPAFOLINECS Ha OTHHAKOBBIC 3aKOHO-
MEPHOCTH €CTECTBEHHOIO KOHTEHHEpa U UCIIONb3YIOMINe
CXOKHI MaTeMaTHIeCKUH ammmapar. Pe3ymbraTsl ux paboTs
CTaTUCTHYECKU UJICHTUYHBL, IO3TOMY OJIMH M3 TAKHX METO-
JTIOB MOYKHO OTOPOCHTB. 3aMETHM, YTO YCIIOBHE

f&) =&,

rae f— u3MepumMasi GyHKIIHMS, KOTOPYIO MOXKHO 3aMEHUTh
YCIOBHEM MaTEeMaTHUECKOro Okumanus M(x):

U}inM(‘;z —f&))? = M, —1,1(6)))>=0.

Taxoke MOXKHO TIPUOIIDKEHHO CYUTATB, UTO JUIS HEKO-
TOPBIX Ay U by

So1(x) = ay + byyx,
HO3TOMY

T&)nM(g2 —a—bg)?2= rr}infw(éz -f))*=0.

OKOHYATEIBHO, €CIU JUISI METOJ0B |1 1 2 BBIMOJHECHO
yCIIOBUE

M(& —ayy —by16))? <,

TO cnyqaﬁm,le BCJIMYHHBI Cl n C2 MOXHO CUHUTaAThb CXOXKHNMHU.
Ecnu Bemonaeno ycioBue

M(& —ayy — by161)? >,

TO CYUTAEM, YTO CIydaiiHas BeIUYUHA {, TPHHINITHAIBHO
ornnyaercs ot §; (pe3ynsTrarsl paboTsl MeToNOB 1 n 2 pas-
JUYHBI). 3HAYCHUE Y IPEACTABISIET COO0I Mepy CXOKEeCTH
METO/IOB ¥ BBIOMPAETCS aHATUTHKOM.

O606muM nannoe yrBepxkaenue. Ilycte 1 <k <m
MIPOM3BOIBHOE HATypajibHOE yKcio. B coorBercTBHM € [7],
€CIIH ypaBHEHHE

Ser1 =S -5 &) 2)

BEpPHO, TO CilyuaiiHast BeJnunHa {; | CTATUCTUYECKHU 3Ha-
YUMO CBSI3aHa C OCTAJIbHBIMU CIy4YalHBIMU BETHUYHMHAMU.
Merton k + 1 He IPUBHOCUT HUKAKOTO YIYUIICHHS B OTY
IPYIILY METOIOB U MOXKET OBITh OTOPOLICH. 3aMETHM, YTO
ycioBue (2) MOXKHO 3aMEHHUTD YCIIOBHEM

MGy —fr1 s -0 G = n}inM(ng M, .., §))?=0.

TIpimMem, 4TO /I HEKOTOPBIX @; M by, ;
k
Jir1 (X s X = a;t Y bgyy X
-1

CremoBaTeabHO
k 2 )
M (G = Sher o) = minM(& 6,2 =0
=1 .

OKOHYATEeNbHO, €CIIU TSI HeKOoToporo Y > 0 (cTeneHb
CXOKECTH) yCIIOBHE

k 2
M(@kﬂ —a;— Zbkﬂ,iQi) <y
=1

BEPHO, TO CiydaifHast BenuuuHa {; | MOXKeET OBbITh OTOPO-
IIEHA.
Ecnu ycinoBue

k 2
M(Qkﬂ —a;— Zbkﬂ,igi) >y
=1

BEPHO, TO Clly4aliHasl BeIUUUHA §; | GyHIaMEHTAIBHO
m
oruyaercs oT {{;},—; U He MOXKeT ObITb OTOpOLLIEHA.

MaremaTndeckasi MOAeJIb PeTYKIIHI

B ocHoBe npeyiaraeMoit METOIMKY JICKUT CPaBHEHUE
Ka)JI0OTO METO/Ia C IPYTUM METOJ0M, C Tapoil METOIOB, C
TPOMKON METOAOB U T. [I. JJI BBIABICHUS ONTUMaIbHOMI
KOMOMHAIMU MeTO0B. OTpaHUYUMCSI PACCMOTPEHHEM
CaMoro MpocToro yactuoro ciyuas (1-to-1) — cpaBHe-
HUE JIBYX CIy4YalHBIX BeJU4MH. [l Kaxka0# cirydaliHOI
BEJNYHUHBI §; 0603HaunM m; = M(C;). BeinmonHnm ganbHei-
1I¥e NOCTPOEHMs Ha MPUMEPE JBYX MEPBBIX CIy4alHBIX
BEJIMYMH:

mainM(Qz —a—by§)? = M((& —my) -
= by (& —my) + (my— byymy —ayy))? =
= M(Gy — mp)? = 2by M((§ — m)(§y — my)) +
+ b3 MGy = my)? + (my — Boymy —ap)? =
= M(&, — my)* = 2by M((& — mp)(§) — my)) +
+ b MG —my)?.

PaBeHcTBO (3) BRIOMHSCTCSA NIPU YIOBICTBOPEHUH YC-
JIOBUSA
a=ay =my—bym.

Munnmusupyst 1o b, umeeMm

_ M((& — mo)(&; —my))
MG~ my)?

M((&; — my) (&g —my)) = M(§; —my)?by,.

bay
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CornacHo (3), umeeM
minM(G, — a — By &) = M(Gy — my)? — B3, MGy — my)2. (4)

Jli1st OLIEHKM JIMCTIEPCUH M KOBapHalluK 3a/1/IMM ypo-
BEHb 3HAUMMOCTH, Hanpumep, o = 0,95. Haiinem xoaddu-
LUEHTH (B, Bxozsue B Beipakenue (4). Jns Beex k= 1,
..., 1 PACCMOTPUM M-MEPHbIE HOPMaJIbHBIE HE3aBUCHMbIEC
ciryuaiinbie BeKTopsl §; = (&, - -, §,y1), INIOTHOCTU BEPOSIT-
HOCTH KOTOPBIX JUI BceX k=1, ..., n COBIAAAIOT ¥ PaBHEI

£ © = o [aG -7, G-y
& (ZR)%exp ) X , (X=h))|,

m
e A = {a;}; ;—| — CHUMMETPHYHAsI [IOJI0KHTEIBHO-OIIPe-
JIeIeHHAst MaTpHIIA.
Hus 1 <ij<mul <k<nonpenenum ciydaitHyrO
BEJINYNHY:

G=—2 G (%)

O6o03HaunM MaccuB KO3 (QHUIMEHTOB KOBapUaLUH
_ m
© = {0;},-, Torna
_ def 1 n

B, = ~3 Gl L=~ G- D). (©)
Nl N

HOJ'II)SYHCI) YPOBHEM 3HAYUMOCTH O U 1 HaﬁHCM q, Ta-
KOC€, 4TOOBI BHIIOJHUTE yciaoBue

n

(1-9)? .
—
[ f& (dx=a, (7
n
(I+¢)?
rue fng — IJIOTHOCTb BEPOSATHOCTH paclpelesieHUus

&-xBanpar ¢ n — 1 creneHsimu cBoOoxbl. B aTOM ciyuae,
npu 0 < ¢ <1 mwia HaiigeHnoro n, Bennunna M(E, — my)?
C BEPOSATHOCTBIO 0L HAXOAUTCS B MPOMEXKYTKE (DYHKIHH
BepoATHOCTH P(X)

PO(1 — q) < MG — mp)? <0y (1 + ) =

(1-9)° (3)
= [ 5 wdy=a

(1+¢)*

Ilpu ¢ > 1, anst HaiineHHorO N1, Bemmanua M(G, — my)? ¢
BEPOSITHOCTHIO (L HAXOJIUTCS B IPOMEKYTKE

P(0 < MG~ mp? < B(1 + q)) = { fgg*l(x)dx =a.  (9)

(I+¢)*

Benmauny M((S; — m;)(§; — m;)) paccanraem 1o ¢op-
Myle

M((E; — mi)(gj - mj)) = ﬁyM(Q/ - mj)z.

3amernm, 4T0 HHICKC KodbduumenTa B; Gpopmupyercs
CIIeYFOIIIIM 00pa30M: CHadaIa HOMep CIy9aifHOH BelInu-
HBI, KOTOPYIO XOTHM IIPUOIN3UTE, 3aT€M HOMEP BEITMIHHBI,
Ha KOTOPYIO yCTaHaBIMBaeTcs perpeccusi. PaccMorpum
HaxXoxaeHHe f3,;.

O06o03HauUM
O 0y
62] 922 911622— 9%1

Woy == = — " 10
21 o, 5, (10)

— (0 —
1= \/9711(621 le) = \/9711(1721 = Ba)-
1

1

B cootBercTBuM ¢ [§] ciydaiiHas BeTMunuHA

oy _ \/6711(1721 — BN -2
W, W,

21 21

Nn—2

nMeet pacnpeaesicHue CThoACHTa ¢ 71 — 2 CTCICHIMHU
CcBOOOBI.

ITonb3ysich ypOBHEM 3HAYUMOCTH O, HAUAEM ¢ TAKOE,
9TOOBI BBITIOJIHUTH YCIIOBHE

1o s = a, (1)
-

e f,_, — IUIOTHOCTb BEPOSTHOCTH pacnpenenenus CTbio-
JIeHTa ¢ n — 2 cTeneHsMu cBoOoabl. B aToMm ciyvae ais
HaliICHHOTO / BEJIMYMHA 3,1 ¢ BEPOATHOCTHIO 0L HAXOTUTCS
B IIPOMEXKYTKE

—
P 1?21—7_mm21 <Py <y ] =
\/97]1 n—2 \/()Tl\/n?
t
= [fu2(X)dx = a. (12)
—t

O00011IeHHBII AJITOPUTM pelyKIHH

PaccMoTpuM MeToAMKY paboThl 0600IIEHHOTO ajro-
pUTMa PEAYKIHH.
1. Ompenenenue KOIUMYECTBA IPYIII.

Hcxonst u3 TpeOyeMoii TOCTOBEpPHOCTH 0, B COOT-
BETCTBUM C (opMmyioii (9) mogbepeM 3HAUYEHHS 71 U .
BriGepeM cTeneHb CXOKeCTH .

2. ®opMHpPOBAaHHE MUCXOAHBIX JAHHBIX.

— Ioxbop TpebyeMoro konmndecTBa Gaitiios g.

— Peanm3zanus cTeraHOBIIOKEHHUS C 3aJaHHBIM ILIAaTOM.

— ®opMupoBaHuE IPYNIbl KOHTEHHEPOB.

— Jli1st Kaxkoro KOHTEHHEpPa pacyeT CTeraHoaHaIUTH-
YECKOTO0 BEKTOpa IMPU3HAKOB.

— B cooTBercTBUM ¢ dhopmynoii (1) mocTpoeHue
n-MEPHBIX peanu3anuil cirydailHoH BeTUUUHBI §,.
IIpoBepena HOpMaJIBHOCTD pacnpeneneHus. Eciu
¢, pacmpezeneHa He HOPMAJIbHO, TO BBIIOIHACTCS
YBEJIMUYECHHUE ¢ ¥ TTOBTOP JAHHOTO ITyHKTA C HOBBIM
daiinom g.

3. IlomapHoe CpaBHEHUE CIIydallHbIX BEIHYMH §,,.

— Brruncnenne snemMeHToB Marpuisl W. DJIeMeHThI
MAaTPHULBI W;; BBIYHCISIOTCS 110 popmynam (5), (6)
u (10).

— Brruncnenne xorpdunuenta f. B coorercTBHu ©
BbIOPaHHBIM 3HAUCHHUEM OIpEJICJICHIE 3HAYCHUS ¢
mo popmyie (11) u onpenenenne ko3ddunrenra
B;; o popmyie (12).

— Ouenka gucniepcun M(E, — my)?2. B coorBeTcTBHI
CO 3HAYEHUSIMHU 7, ¢, U O BBIYUCICHHE TUCIICPCUH
o popmynam (8) mpu 0 < ¢ < 1, umm (9) npu g >1.

4. Tlpunstue peuieHus.

IMony4ennsre 3uagenus M(G, — my)? n B;; moncras-
nseM B hopmyny (4). Ecnn MakcnManbHOE 3HAUCHUE
M(E, — my)?— ﬁ;M(QJ —m;)? <y, To MeToz1 0TOpackIBa-
eTcHl.
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CxemMa mporpaMMHoi peayuzammm!

Cxema mporpaMMHON peasu3aliy peayKIuu Habopa
CTETaHOAHAIMTUICCKUX METO/IOB C 3a/laHHON JJOCTOBEp-
HOCTBIO TIpEICTaBJICHA Ha puc. 1.

s mporpaMMHON peann3aii BEIOpaH S3BIK MPO-
rpamMupoBanus Python. B kadectBe cpemsl pa3paboTku
HCIONb30BaHo npuiokenue Jupyter Notebook, Bxomsiee
B cocraB nuctpuOytiBa Anaconda. Bee OubmuoTekw, ymo-
MHHaeMbI€ JlaJjiee, BXOJST B COCTaB JIAHHOTO IMCTPHOYTHBA,
€CIIM HE yKa3aHo UHOE.

PaccMoTpuM maru nporpaMMHON peain3alyy.

[ar 1. BBox ncxomHbIX gaHHBIX U3 (aiiia. s pado-
ThI ¢ (palinamu ucronb3oBaHbl OndInoTexku xIrd n xlwt.
Ucxonnenii daiin start _data.xls comep uT IByMEepHYIO Ta-
OmMIy, B KOTOPOH CTPOKH COOTBETCTBYIOT MeToAaM (),
CTONOIBI — TpyTIaM Qaiios (n).

[ar 2. Beraucnenne mMaccuBa KO3(PQHUIUEHTOB KOBa-
pHaIMK METOJOB C MOMOIIBI0 (PYHKIIMH COV OMOIMOTEKH
numpy.

[lar 3. Beraucnenue maccuba k03(QGUINEHTOB ILIUPH-
HBI Tuana3zonoB Omega.

[ar 4. Beruncinenne MaTpuibl OTHOIICHUH KOBapHa-
LM K JIMCIIEPCUH U TTOMEILIEHNE ee B MacCuB b.

[Tar 5. OnpeneneHue KOHEYHBIX TOYEK AUANa30-
Ha, COJCPIKaIIEeTo 3aJaHHBIA MPOLEHT paclpeeICHHs
CreromenTa. [[ist 3TOrO HCmonb30BaHa QyHKIuUs interval
oubnmotekn scipy.stats.t st paboThl ¢ GYHKIHUAMHA pac-
npenenenns CTeiofieHTa. B KauecTBe MCXOAHBIX JAHHBIX
BBICTYIAIOT: 3aJJAHHBII POLIEHT, CTETIEHH CBOOOIBI, CpeI-
Hee 3Ha4YCHHUE, CPETHEKBAAPATHUECKOE OTKIIOHEHHE.

[ar 6. HaxoxxeHre HIDKHUX U BEPXHUX TPAHUIL TUa-
na3oHoB o CteroaeHTy. Marpunsl Beta from Stud u
Beta to Stud comeprxaT rpaHHIIbI JUANIA30HOB, B KOTOPHIX
HaxXonuTcs BennunHa Beta i HaliieHHBIX Ha miare 5 To-
YeK C 3aJJaHHON BEpPOSITHOCTBIO.

[ar 7. Beruncnenne Disper from Khi n Disper to
Khi — marpun quana3oHoB aucnepcnii Metoos. s BbI-
YrcIIeHus ucronbs3oBana GyHkws q_fron Khi ¢ ucxomHsr-
MU JJAHHBIMH: KOJIMYECTBO CTETICHEH cBOOO/IBI, TpeOyemast
JIOCTOBEPHOCTb, TOUHOCTh OIpe/ieleHNs KopHel. Jannast
(yHKIMS HE BXOAUT B COCTaB CTaHAAPTHBIX (DYHKIHUIT AnC-
TpubyTHBa Anaconda, ompe/eneHa HeMOCPEICTBEHHO B
rporpamMmme.

[ar 8. OnpeneneHne BEPXHUX AUANA30HOB Pa3HO-
cTell BBIOOPOYHBIX CPEJHMX MO METOAAM, B3SITBIX IO-
napHo. Pesynprar momemnien B maccus Difference max.
OmnpeneneHbl Bce BOZMOKHbIE KOMOMHAIMH BHIOOPOYHBIX
CPEeIIHHX U BBIOpaHbl MAKCUMAJIbHBIC U3 HUX.

ar 9. Onpenenenne oTOpacklBaéMbIX METOJIOB.
BeImonHeHO cpaBHEHNE BEPXHUX JUAITA30HOB BEIOOPOUHBIX
CpEIlHHX, TIOJlydeHHBIC Ha IIare 8, ¢ 3aJJaHHON CTEIICHbBIO
cxokectrt Gamma, TakuM 00pa3oM, 9TOOBI Pa3HOCTH MEXK-
JIy METOZaMH, B3SITBIMH HOIIAPHO ObIIa MEHBIIE 3a/JaHHOM.

[Tar 10. Koppexuus HCXOQHBIX TaHHBIX C YYETOM OT-
OpOIICHHBIX METOJIOB U 3aIKCh B (aii.

! Vicxomusiii koxt noctynen B Kaggle: [DnekTponnbiii pecype].
Pexxum nmoctyma: https://www.kaggle.com/romansolodukha/
batrlett-1-1 (mata oopamenus: 10.01.2022).

IIporpamMMHBIii 3KCIIEPUMEHT

[TpoBeneH SKCIIEPUMEHT 110 BEpHPHUKAIIUH TPEIIIO-
JKEHHOHM MeTOJIUKH. B KauecTBe cTeraHOaHAINTHYECKUX
METOJIOB JIJIsl CPAaBHEHHSI BBIOPAHBI KOJMUYECTBEHHBIE Jie-
tektopbl LSB? (Least Significant Bits): Weighted Stego
(WS) [9], Sample Pairs (SP) [10], Triples analysis (T)
[11], Asymptotically Uniformly Most Powerful detection
(AUMP) [12], Pair of Values (PoVs) [13]. WS ucnomnns3o-
BaH B Moan¢ukanmu 6e3 koppexmuu (WSn) U ¢ KoppeKnu-
eit (WSy) cmemenus. [Tapamerpst AUMP, pexomennoBan-
HBIe B pabote [12]: pa3mep Omoka nukcenoB — 16, cTeneHb
nonuHoMa — 6. LSB mpencrasnseT mporpaMmy, KoTopast
BBIYHCIISICT Pa3Mep BIIOYKSHUSI HA OCHOBAHHMH JIAHHBIX H30-
Opaxenwust. [IpuBeIeHHBIE IETEKTOPHI UCIOIB3YIOT OJUH
L[BETOBOM KaHaJI IIPOCTPAHCTBEHHON 00J1aCTH N300paKEeHUSI
¢ TITyOuHOI 1BeTa 8 OUT.

B kauecTBe MCTOUHMKA KOHTEHHEPOB B3siTa KOJUICK-
st BOSSbase 1.013 (nepseie 1000 ¢aiinos), kotopas
comepxut 10 000 8-OMTHBIX MTOTYTOHOBBIX M300paKEHUI
pasmepom 512 x 512 nukcenos B ¢popmare PGM (Portable
Grey Map). [l manpHelel paboThl ¢aiiisr ObLTH TIpe-
obpasoansl B hopmar BMP 8 6ut ¢ momoripro XnConvert
u B ¢popmar BMP 24 6ut — makeTHOro mpeoOpa3oBaHUs
FastStone Image Viewer. [lockonbky Bce TpH I[BETOBBIX
TUIOCKOCTH KOHTEHepa OJMHaKOBbIE, JUIsl aHaJu3a KC-
MOJIb30BaH TOJIBKO KaHAJ KpacHOro npeta. KoHTelHepbl
3arosiHeHsbl ¢ marom 10 % or MakcMMajabHOIO pasMepa
BitoxkeHust oT 9 10 99 %. Takum oOpa3zom, BEIOOpPKa cocTa-
suna 11 000 koureitnepos?.

BriOpans! creyromue creranorpaguaeckne nporpam-
MBI, peanuzytomue LSB npoctpancTBeHHOM 061acTH H30-
OpakeHus:

1. CryptArkan 1.0 — He TpeOyeT yCTaHOBKH, TIO3BOJISET
3ajaeiictBoBath 1, 2 wiu 4 LSBs ¢aiina, mudposars
CTeraHoBJIOJKEeHHE. BiioxkeHne peanusyercs nocieioBa-
TEJBHO, YTO BUHO U3 pUC. 2, a—c. JIns sKcriepuMenTa
peanuzoBaH pexum LSB.

2. The Third Eye 1.0 — ne TpeOyeT ycTaHOBKH, 3aeHi-
CTBYET IUIOCKOCTh MJIajuero Oura. baiTe 1uist Boxe-
HUSI BBIOpaHbI CIIy4yaiHO, YTO BUIHO U3 pUC. 2, d—f.
N3o0paxenust Ha puc. 2 TOIyYSHBI C TOMOIIBIO TTPO-

rpammbl WinMergeS ¥ HIUTIOCTPUPYIOT JTOKAIU3ALIIO

M3MEHEHUH M300paXeHUs ¢ pa3MepaMu BIOKeHus 9, 49

n 99 %.

Hnsa noctoBeproctu o = 0,95, ycToifunBoe cooT-
BETCTBUE HOPMAIbHOMY PACHpPE/CIICHUIO 110 KPUTEPUIO
[anmupo—Yunka Ha ypoBHe 3HaunMoctu 0,01 6su10 1O-
CTUTHYTO TpH KodudectBe rpymnm # = 100. lanee mpo-
TPaMMHBIH MOJYJb PEAYKIMH 3aIlyCKaJICS C Pa3IMYHBIMU

2 Structural LSB Detectors [Dnekrponnbiii pecypc]. Pexum
nocryna: http://dde.binghamton.edu/download/structural_lsb
detectors/ (nara obpamenus 10.01.2022).

3 Image Database BOSSbase 1.01 [Dnexrponnsiii pecypc].
Pesxxum noctyma: http://dde.binghamton.edu/download/ImageDB/
BOSSbase 1.01.zip (nara obpamenus 10.01.2022).

4 laracer nocrynen B Kaggle: [DnekTponuslii pecypc].
Pexxum nocryna: https://www.kaggle.com/romansolodukha/
bartlett-reduction (nara odpamienus: 10.01.2022).

5 WinMerge. Open Source HHCTPYMEHT CPABHEHHS U CITUAHUS
st Windows [Dnexrponnsiit pecype]. Pexxum noctyma: https://
winmerge.org/downloads/ (mara oopamenus: 10.01.2022).
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1. BBOZ HCXOJHBIX JaHHBIX U3 (aiina,
BBIOOP JOCTOBEPHOCTH 0 |
U CTEIICHU CXOXKECTH Y o

o, n l

5. Koneunsie
2. Maccur @ k03QHHUITHCHTOB KOBapHAITHI TOUKHU
MeTo10B 1o popmyite (6) Jana3oHa,
COJZIepIKAILETO
v 3a7]aHHbIN
A 3. Maccus W 4. Maccus b oTHOIIEH NI MIPOLEHT
[Tonbop ¢ o KOO (PUILHEHTOB KOBApHALIMI K pacrpeneneHust
opmyre (7) IIMPUHBI 1UATIA30HOB JIUCTIEPC HSIM CrpronenTa / 1o
o ¢opmyste (10) o gopmyre (3) dopmyie (11)
v vy vy v

7. OueHka aucniepcuit
MG —my)? 6. Orienka ko> GUITEHTOB

o dopmynam (8) u (9) Py mo popmyie (12)

v v

8. Onpenene HUe MaKCUMAIILHOTO 3HAYSHHUS
max( M(G —m,)'— B/ MG —m)")
v

9. lIpunsrtue pemenus
max( MG — m)Y— B MG —m)*) <y
o popmyie (4)
v
10. 3anuch HOBOI BEIOOPKH € Y4ETOM
OTOPOLICHHBIX METOOB B (haiin

A 4

Puc. 1. Cxema nporpaMMHO#i peain3aiiu peayKIui Habopa METOIOB € 3a1aHHO J0CTOBEPHOCTHIO

Fig. 1. Scheme of software implementation of methods set reduction with definite reliability

Puc. 2. Momudurkanus mpocTpaHCTBEHHOH obmactn n3odpaxkenus nporpamm CryptArkan (a—c) n The Third Eye (d—f)
Fig. 2. Modification of the image spatial domain by the CryptArkan (¢—c) and The Third Eye (d—)
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Tabnuya. CTENeHN CXOXKECTH KOJTMYECTBEHHBIX JeTekTopoB LSB

Table. Similarity of quantitative LSB detectors

OTOpOILICHHbIE METOIbI CryptArkan The Third Eye
Pa3mep Brnoxenus, %
0 49 99 0 49 99
WSn 0,31 0,33 0,36 0,32 0,34 0,39
WSn, AUMP 0,51 0,54 0,59 0,56 0,50 0,58
WSn, AUMP, SP 0,82 0,86 0,91 0,84 0,88 0,91
WSn, AUMP, SP, T 1,00 1,04 1,05 1,01 1,06 1,10
WSn, AUMP, SP, T, PoVs 1,12 1,14 1,18 1,13 1,16 1,21

3HAUEHUSIMH Y U OTOPACHIBAJI KOPPEITUPOBAHHBIE METOIBI.
Paccmotpenst Tpu yposHs BroxeHus 0, 49 u 99 %. s
Ka)XJJOH CTETaHOPOTPaMMBbl U YPOBHS BIIO)KEHHS METObI
oTOpachIBAIKCH B OAHAKOBOM Tiopsiike: WSn, AUMP, SP,
Triples, PoVs. Pe3ynbrarsl B BUJie 3HAYSHUIT Y TPUBEICHBI
B TabmnuIe.

AHanm3 TabIMIBI MO3BOJISIET CHIENAaTh BBIBOJ O TOM, YTO
KOPPEIMPOBAHHOCTH PAOOTHI METOJIOB HE 3aBUCHT OT CTe-
TaHOIIPOrPaMMBbI M YMEHBIIACTCS C YBEJIIMUCHUEM pasMepa
BIO)KEHHS. VIHTepIpeTHpoBarh MoJydeHHBIE PE3YIbTaThl
MOYKHO CJIEIYIOUIIM 00pa3oM: ¢ BeposTHOCThIO 0,95 kBa-
JIpaT pa3HOCTH 3HAUYCHHUI OTOPOIICHHOTO M KaKOTO-JIH-
00 W3 OCTABUIMXCS METOZOB HE NpeBBIIIACT Y. B mrane
MIPAaKTUIECKOTO IPUMEHEHUSI BUTHO, YTO PA3INIUS MEKITY
caMbIMH Onu3kuMu MeTompamMu WSn u WSy cocrasusior
vy =10,31, 0,39], u qys 3aga4 ¢ y < 0,4 WSn moxeT ObITh
0oTOpOIIIEH.

BLIBOIIBI U MMEPCICKTUBLI

[IpencraBneHa MeTOaMKA, BKIIFOUAIOIIas MaTeMaTHye-
CKYIO MOJIENb, aJITOPUTM PeaTu3aIliii MOJICIN U KOMITBIO-
TEPHYIO IPOTpaMMy s peAyKIuu Habopa cTeraHoaHa-
JIMTUYECKUX METOJIOB. B ManbHEUITNX HCCIeTOBAHUIX 110
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com/dataset/c736afc689f328127816¢59961677b3106468ce9f8¢439
913d18a12745¢9¢94c¢ (nara obpamenus: 10.11.2021).

Atlasov L., Solodukha R. Reduction of steganalytical methods set with
determined reliability / Proc. 15t International Conference on Control
Systems, Mathematical Modelling, Automation and Energy Efficiency
(SUMMA). 2019. P.126-131. https://doi.org/10.1109/
SUMMA48161.2019.8947470

JIAHHOW TEMAaTHKe MPE/IIoNIaraeTcs MPOBECTH MPOrpaMM-
HBI 9KCIEPUMEHT HE C METO/JaMH, & MHOTOMEPHBIMH
CTEraHOAHATIMTHYECKUMH BEKTOpamMu npuszHakoB (SPAM
(686D) [14], SRM (34671D) [15], CHEN (486D) [16],
etc.), IPUMEHUB TPENJIOKEHHBIN TOAXO/ IS CHUKEHUS
Pa3MepHOCTH MTPU3HAKOBOTO POCTPAHCTBA.

3akaouenune

OKCIepUMEHTAIbHO NOATBEPIKICHA TUIIOTE3a O BO3-
MOKHOCTH BBIYHCIICHHS CXOXKECTH CTeraHOaHaJIUTHYe-
CKHX METOJIOB C ITOMOII[BI0 HHTEPBAIBHBIX OIEHOK. JTO
MO3BOJISIET UCIOJIB30BaTh MPEUIOKEHHYIO B paboTe Me-
TOIUKY B c(hepe, OTHOCSIICHCS K CYyneOHON 3KCIIePTHON
JIeITeNIbHOCTH. B porpaMMHOM SKCIIepMEHTE B KaueCTBE
METO/IOB MCIIOJIb30BaHbI KoindecTBeHHble LSB nerexTo-
PBI, CTEIICHU UX CXOXKECTH PACCUMTAHBI, IPUMEHHUTEIb-
Ho K cteranonporpammam The Third Eye n CryptArkan.
PacnipocTpaHeHre NpeaIoKeHHOTo MOIX01a Ha U3BECTHBIC
CTEraHOIPOrPaMMBI/aJITOPUTMBI U CTETaHOAHATUTHYECKUE
METOJIBI TIO3BOJIUT YMEHBLINTD BBIYUCIUTEIbHBIC 3aTPAThI
CTEraHOaHaJIN3a C 33IaHHOH JOCTOBEPHOCTBHIO IIPH ITPOBE-
JICHUH UCCIICI0BAHNS HA OCHOBAHMH M3BECTHOI'O CTETaHO-
AJITOPUTMA/TIPOTPAMMBI.
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