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Abstract

Over the past few years, the devices in Wireless Sensor Networks (WSN) are growing exponentially due to the emergence
of many sophisticated applications. This tremendous growth leads to serious security challenges, and the devices of
WSN should be protected from various attacks. WSN can be configured dynamically without fixed infrastructure and the
devices can be talked with one another in an ad-hoc manner. Due to the dynamic nature of WSN, routing is considered
as the challenging task that should be performed efficiently with robust routing mechanism. Even though many routing
schemes have been emerged for WSN, they are not well scalable in very large-scale environment. This work introduces
multi path routing strategy, and the routing will be selected based on trusted nodes. First, the trusted nodes are identified
using trusted metrics of each node in the network. These metrics are calculated based on the threshold value of nodes.
Then, secure routing is established by isolating node capturing attacks from the path. The performance of the work is
analyzed in terms of packet loss, computational time and throughput. The paper compares the performance with the state-
of-the-art routing schemes such as EMBTR (Enhanced Multi Attribute Based Attack Resistance), TSRM (Trust based
secure routing model), and TARF (Trust-aware routing framework for WSNs). The outcome of the simulation shows
that the proposed scheme outperforms the other state-of-the-work in terms of computational cost, throughput, and delay.
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AHHOTaNMSA

3a Mocle/IHIE HECKOJIBKO JIET KOJIMYECTBO YCTPOUCTB, MCIIOIB3YEMbIX B OECIIPOBOAHBIX CEHCOPHBIX ceTsx (Wireless
Sensor Networks, WSN), pacteT B reoMeTpHueCKOil Mporpeccuu. JJaHHBI pOCT CBS3aH C MOSBICHHEM MHOXECTBA
CIIOXHBIX TPUIIOKEHUH, UTO MMPUBOANT K CEPbEe3HBIM Mpobiemam Oe3omacHOCTH. YeTporicTBa B WSN TOIKHBI
OBITH 3AIIUIIEHBI OT BO3AEHCTBHS pa3IHUHBIX arak. CeTH MOXKHO HACTPOHUTH JUHAMHUYECKH 0e3 (UKCHPOBAHHOI
HHQPACTPYKTYPHI, a UX yCTPOHCTBA MOT'YT OOMEHHUBATHCS JAaHHBEIMH JAPYT ¢ JpyroM B pexume ad-hoc. 13-
3a AuHaAMHUYecKod npupoasl WSN-MapupyTH3anust CYuTaeTCs CIOKHON 3a/1auei, kotopast oynkHa 3G dekTuBHO
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A multi-path secure routing for the detection of node capturing attack in wireless sensor network

BBINOJTHATHCS C TIOMOIIIBIO HAZIGKHOTO MexaHn3Ma. HecMoTpst Ha To, 4TO JUIsl TAKHX CeTeil pa3paboTaHo MHOXKECTBO CXEM
MapIIpyTH3alMH1, OHU IUIOXO0 MaciuTabupyorcs. B paboTe npe/crapieHa cTpareris MHOTOITYTEBOIT MapIIpy TH3aIHH.
MapupyTHu3anus BbIOpaHa Ha OCHOBE JOBEPEHHBIX y3JI0B, KOTOPble MACHTU(GHUIIMPOBAHBI C HCIIOIb30BAHUEM
JIOBEPEHHBIX MOKa3aTeNel KaX0To y3/1a B ceTH. MeTpHUKH paccuuTaHbl Ha OCHOBE IIOPOTOBOTO 3HAYCHHUS Y3JIOB U JlaJiee
yCTaHOBJICHA Oe30IaCHast MapLIPYTH3ALHs C TOMOIIBIO H30JIALMH OT ITYTH Y3J1a, IEPEXBATHIBAIOLIETO aTaku. BBIOIHEH
QHAJIN3 TIPOM3BOAUTEIILHOCTH PabOTHI CETH C TOUKH 3PEHUS MMOTEPU MAKeTOB, BDEMEHH BBIYMCICHHN U TPOITYCKHOM
criocobHoCTH. TIpUBEICHO CpaBHEHUE TPOM3BOAUTEIBHOCTH C COBPEMEHHBIMH CXeMaMU MapLIpyTH3alUH, TAKHMH
Kak pacIIMpeHHas yCTOHYMBOCTB K aTakaM Ha OCHOBe Heckolbkux arpudyTos (Enhanced Multi Attribute Based Attack
Resistance, EMBTR), mozens 6e3onacHoii mapipytusaiuu Ha ocHoBe noBepus (Trust based Secure Routing Model,
TSRM) u undpactpykrypa Mapuipyruzannu ¢ noaaepxkkoit gosepust aiust WSN (Trust-Aware Routing Framework for
WSNs, TARF). Pesynbrar MmonenupoBaHus okasai, YTo NPeUIoKEHHAs CXeMa IPEBOCXOANUT APYTHe BAPUAHTHI C TOUKH
3PEHHMS BBIYUCIIUTEIIBHBIX 3aTPAT, MPOITYCKHOI CIIOCOOHOCTH U 3a/ICPIKKH.

KiroueBsie ciioBa
MapHIpyTH3anus, 0e30MacHOCTh, 3aXBaT y3ma, WSN
Ccepuika pis uurtupoanus: Komanrmanman /., Centun Kymap A. MuoromyTeBas 6e30macHasi MapIipyTH3ans

IUIsl OOHApY)KEHHsI aTaKH C 3aXBaTOM y3ja B OECIpOBOJHON CeHCOpHOW ceTu // HaydHO-TeXHUYeCKUi BECTHHUK
NHOOPMANMOHHEIX TEXHOIOTHH, MexaHnku u ontuku. 2022. T. 22, Ne 6. C. 1127-1135 (ma aurxn. s3.). doi:

10.17586/2226-1494-2022-22-6-1127-1135

Introduction

Wireless Sensor Network (WSN) is a type of wireless
network where group of sensors are deployed in any
environment to sense the surroundings. The sensed data
will be transferred to the recipient through intermediate
nodes or Base Station (BS). Since the sensors are deployed
in any environment, many security violations are possible
including physical attacks. The applications of WSN
are emerged in many real time applications such as
surveillance, health care, agriculture and many areas. Most
of the applications of WSN carry user’s private data that
needs to be protected from the attackers. Therefore, security
is crucial for WSN application to face the challenges in
current and future applications. The main focus of the paper
is secure routing because multiple hops are possible for
the WSN data to reach its destination. If any of the nodes
in the path is compromised, then the security of the entire
network is questionable [1-3]. Many routing attacks are
possible during the routing process. Some of the attacks
are DoS, packet forwarding, selective packet, wormhole,
black hole, node capturing attacks, and much more [4-6].
DoS attack will shut the service of the whole system by
sending frequent number of packets in the intention of
flooding the bandwidth. Selective forwarding attack will
not let the specific sender to reach the destination just
by drop the packets selectively. In general, there are two
classifications of attacks: active attack and passive attack.
During the execution of active attack, the attacker will put
some efforts to harm the confidential data of the user. In
case of passive attack, attacker will not harm the system;
however they will just monitor the communication channel
in order to steal the user’s credentials. This work focuses on
node capturing attack since this attack is the combination
of active attack and passive attack that could harm the
environment more than any other attacks. This attack
is considered as the most catastrophic one because the
node captured by the invader will steal the cryptographic
information of the network and cause malicious function
inside the network. Thus, the confidentiality and integrity
of the system cannot be preserved. The invader can do
variety of malfunction to damage the security of the system
[7]. First, it turns a normal node into a malicious node.

Then it will gradually increase the number of malicious
nodes in the network. The security mechanism for the
system is categorized as low level and high-level security
mechanisms. Low level attacks depend on the lower layers
of networks. Network layer and other low-level layers
should be protected against attack such as jamming attack
and DoS attack. Session hijacking, caching, spoofing replay
attacks are some of the attacks of higher layers. Despite
WSN is challenging to variety of attacks, routing attack
should be prevented to safeguard the private data of the
user. The architecture of WSN consists of entity such as
user, internet, BS, and sensor nodes. The deployment of
sensor nodes has done as cluster-based technique. User
can request the data from the sensor through internet.
Request and response will be transferred to the intended
node through many intermediate nodes or BS. Here each
node can act as both router and data collector. The primary
security requirement to safeguard the sensors in WSN is to
protect the communication channel. Since the deployment
of sensors can be in anywhere environment, many attacks
in the network are possible during the communication of
cluster nodes. This work considers node capturing attack to
protect the WSN environment from this attack. Many works
have been evolved for the prevention of node capturing
from WSN. During the execution of node capturing, the
adversary will modify the sensitive details of the captured
node and redeploy it to the network. This captured node
will act as a regular node and communicate with the other
nodes in the cluster. All the nodes in the cluster will share
the confidential information such as cryptographic key and
other shared keys without the knowledge of malicious node
present in the network. The further section of the paper is
divided to four parts. In the first part, the work discusses the
literature of various related works for the detection of node
capturing attack. Second part introduces the proposed work
and the discussion about the novelty of how it differs from
other works. In the third part, the results of the proposed
work are discussed. Finally, the work is concluded.

Related works

There are various trust related schemes were employed
in the previous works for the security of routing in WSN.
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In [8], authors introduced a new approach called program
integrity verification for the detection of node captured
attack. The proposed technique is embedded in the access
point of the cluster in order to safeguard the content of
program memory. Additionally, the content of the data to
be communicated is encrypted with hash-based encryption
scheme in order to avoid any modification during transit.
Authors claim that the proposed work can efficiently
elude the node capture attack. However, the proposed
method depends on the strong encryption scheme which
makes the key generation process inefficient that leads
to increased time complexity. Authors in [9] proposed
a replica detection technique where they compared the
earlier schemes for replica detection. The performances of
the schemes are compared in terms of time, cost, energy,
and packet delivery rate. The authors conclude that RED
detection method achieves better detection rate among
all the schemes. However, location dependent schemes
are not efficient because it incurs memory overhead to
save the location related information. Lin & Wu, 2016
[10], proposed a novel method for enhancing the efficiency
of node capturing detection. First, authors developed a
model to identify the unique behavior of node capturing
attack. Then, they designed a countermeasure to defense
against this attack. The proposed Matrix based model is
well efficient in terms of detection rate and time. However,
the computational complexity degrades the performance
of the work that leads to increased energy. Authors in
[11] discuss the importance of eluding node capturing in
WSN environment. The authors proposed a multi factor
authentication scheme for the prevention of node capturing
attack. The researchers first investigated the signature of
the attack and the capabilities of adversaries performing
node capturing attack. The work also classified the
different types of node capturing technique executed by the
adversaries and modeled each type to find its nature. Even
though, the suggested framework can be useful for creating
secure path, the work increases the time complexity in
processing multi factor authentication. In [12], authors
proposed trusted routing schemes based on trusted metrics.
The work computed the trusted value for each node in the
network. Then the nodes are selected in the communication
path based on the trusted value stored in a node. This value
is calculated from the behavior of each node during the
communication in the network. The performance of the
work was analyzed in terms of node’s reliability rate,
stability rate, and elapsed time. Authors claimed that
the work outperforms the other related works with their
Quality of Service metrics. However, there is no proper
evident shown in the work about the practical complexity
in selecting the best route among all the possible trusted
routes. Authors in [13] proposed an efficient security
scheme for the isolation of blackhole, wormhole, and gray-
hole attack with a single solution. In this work, trustworthy
path can be established based on the capability-based model
introduced here. However, it is unclear how efficiently the
proposed model is in protecting against all three attacks in
a single solution.

From the literature studies, we came to understanding
that most of the current model focused on eliminating
the attacks without properly investigating about the

computational complexity in the detection process of
their solutions. Each solution in the existing schemes is
proportional to one another. We also learnt that creating
trust relation between the nodes in the cluster make the
routing process more secure. To make the detection process
more efficient, we proposed a secure routing scheme with
reduced energy, computational cost and delay.

The proposed secure routing scheme

The work proposed a trust based secure routing based
on enhanced Ad-hoc On Demand Vector protocol. The
main objective of the work is to elude node capturing with
reduced time and cost. To achieve this, we use only few
parameters for consideration during the computational
work process. The main target of the attacker is network
layer because this layer is responsible for addressing, and
packet delivery. Many attacks are possible to redirect the
packet into attacker’s destination. To combat the node
capturing efficiently and to provide a trusted route, the
work introduces the detection methods such as taken based
authentication, and threshold based trusted metrics.

Token based authentication

A token-based protocol is proposed for authentication
of devices before they send data to other devices. A token
is generated in a form of ticket which needs to be shown
before accessing any device in the network. This token is
created based on the information about the device such as
device id, random key, and the access rights. If a device
wants to communicate with other device in the cluster,
both sender and receiver need to be mutually authenticated
before start its transmission process. This protocol consists
of two phases. In phase 1, token generation process
takes place. In phase 2, application of AES GCM based
encryption is applied. The token will be generated based
on the rights R;, device identifier ID; and Random number
RAND,. The random number used in the protocol is to
protect the network from forgery. After the token is crated,
it is hashed and encrypted with public key.

Fig. 1 shows the architecture of the proposed token-
based scheme. If device A wants to connect with device
B, it will send the token to device B. The token consist
of details such as device identifier ID;, Rights that the
device possess to access a resource ‘7’ are hashed and
encrypted with encryption key £ using AES algorithm.
After receiving the token from device A, device B will
decrypt the token using public key which is made available
publicly in the cluster. Then it will check the hash function
for any modification. If the token is valid, then device A
will be allowed to access device B. Similarly, device B will
initiate the same process for verification. In this way both
devices are mutually authenticated. For the encryption of
token, AES GCM based algorithm is used in the work. This
algorithm supports both authentication and confidentiality.

The input of the algorithm is Starting Variable for
generating pseudo random number, public key to be used
for encryption, plain text and authentication field. The
output of the algorithm is encrypted text. Starting Variable
can be generated by a device during communication process
to perform authenticated encryption. Authentication file is
used to authenticate the address of the sender and receiver.
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Fig. 1. The proposed Architecture

The token-based authentication protocol is designed
based on the delegation model which consists of three
devices such as Sensor device, Coordinator, and Gateway
device. Coordinator node acts as a key distribution device,
it establishes a secret key, then shares it with the other two
devices such as Sensor node and the gateway node. There
is an assumption that the Sensor and the Coordinator have a
pre-established trust relationship and they share symmetric
key K but the devices don’t have direct communication.
However, there is direct communication possible for the
gateway device with both the Sensor and the Coordinator.
The result of this protocol is a symmetric key to be shared
between gateway and sensor.

The Sensor, the Gateway, and the coordinator are
denoted by S, G and C respectively in the following
discussion.

The steps involved in the protocol specifications is
given below:

1. G—S: {Nonce;, ID;}

The protocol session is initiated by the gateway
node by sending a message | to Sensor node S. The
trust relationship is established by sharing a symmetric
key K. G sends this message to S by generating Noncei
with its identifier ID; and send it to S in cleartext.

2. §— G: {Nonce;, ID;, Nonce;, D, ID¢}

Sensor node S will not have any knowledge about
gateway node G. However, it sends message 2 to
Coordinator C to perform authentication and delegation.

This message consists of information about all the three
entities, S, C, and G, and nonce values from S and G.

3. G — C: {Nonce;, ID;, Nonce;, IDg, ID}

After the message 2 is received, G first verifies the
message 1 with its Noncej and ID;. It ensures duplicate
identification has not occurred, i.e., IDg, ID; and 1D,
IDg and IDg, ID(. After the successful verification,
the gateway node G will forward message 3 to the
coordinator node of S.

4. C— G: {Nonce,, IDg, Noncej, IDg, ID(, Noncey, g*}

When message 3 is received, C has to perform the
following verification:

— Check the identification information received.

— Authenticate G.

— Sensor node S; is fixed.

— G’s request for access on S can be granted.

— Authentication and authorization are based on G’s
identity. Authorization can be done with additional
information required in different situations. In that
case, data can be validated by C and G through
protocol exchange with the help of message 4, 5 and 6.
Later Nonces can be established by S, D-H-key K,

and the data g* to build message 4, which is similar to

message 1 of SIGMA protocol.

The message generated here will comprise all
the nonce Nonce; in order to improve the three way
communication. The gateway node G will prevent the
chance of a DoS attack on C.
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5. G — C: {Nonce;, Nonce,, Nonces, g, S (g*/|g"),
[IDs, PUKG]Ks}

Here messages 4, 5 and 6 are used to authenticate C
and G mutually. Initially G performs authentication by
verifying nonce values and the value g received from
message 3. Then message 5 is sent from the gateway
node G, which is related to the SIGMA protocol in
message 2, then MAC value is computed based on
identity of G, nonce values, identifiers using its public
key certificate PUK.

The key K can be obtained from the equations:

K ;= f(h(Nonce,|[Nonce,|[Nonces), g%), (1)

K =f(K, 1). ()

In the above equations (1) and (2), K, and K are
the decryption keys of any symmetric key, respectively.
f(h) represents the hash function to be generated. g¥
represent the data generated by gateway node for device
X and device Y.

6. C— G: {a, b, S(&'llg"). [PUK K}

The following verifications are done by C
— All the nonce values, PUK, and IDg verified

against message 4.

— PUKG; is verified and authorize G for a key to be

received by S.

— The signature in the PUK; SG (g¥/|g) is verified.
— The public value g, is verified.
— Ky 1is used to verify the MAC on [IDg, PUK;]KG.

In the above step, g¥, g” are the data generated by
gateway node for device X and device Y, K, is the
exchange of secret key and K| is the symmetric key.

Threshold based resistance to node capturing

The threshold-based protocol is also introduced in the
work to elude the node capturing from the route. The type
of attack that we consider for evaluation is node capturing
attack. It is assumed that all the nodes in the WSN are
randomly distributed in the cluster, and communication
can take place in both single hop and multi hop [14-16].
Behavior of each node is identified and a threshold value is
fixed for each node in the network and the details are stored
in BS based on their activities. This threshold value is fixed
for a node from its sending behavior in a particular time
gap. If any node exceeds the threshold, then it is identified
as suspicious node. Then the algorithm will compute route
analysis. During this analysis, the algorithm will check the
distance of the suspicious node. If the distance of the node

is in one hop, then it is possible to detect the attack easily
[17-20]. If the node is in multi hop distance, then it will
check all the nodes in the network in route analysis process.
If it is confirmed that the node sends more than allowed,
then the node is considered as malicious node and it will
be removed from the network. The main characteristics of
the proposed work, its advantages and disadvantages are
given in Table 1.

Results and discussion

The implementation of the proposed work is simulated
in real time scenario. The simulation parameter is shown
in Table 2. The performance of the work is evaluated in
terms of energy, delay, and throughput under 2 different
conditions.

1) WSN with node capturing under normal condition
2) WSN with node capturing under Mountain Safety

Research (MSR), Trust-Aware Routing Framework

for WSNs (TARF), Trust based Secure Routing Model

(TSRM), and Enhanced Multi Attribute Based Attack

Resistance (EMBTR).

There are two sets of simulation performed to evaluate
the performance of the proposed work. In the first set, we
did the evaluation under traffic intervals. The time of the
interval is specified from 1s to 10s. Traffic interval under 1s
is considered as fast and 10s is considered as slow.

Performance analysis under traffic interval
in terms of energy, delay, and throughput

Fig. 2 shows the results of the work by considering
energy, delay, and throughput under traffic interval from
Is to 10s. From the results, we observed that the proposed
MSR enhances the energy, delay, and throughput by
analyzing the network traffic and isolate the node capturing
attempt. The important reason for the improved energy
is that the MSR detects the node which performs node
capturing and removes it from the network. Thereby
saves the energy that may rise because of that malicious
node. The reason for minimum delay is that the work can
effectively detect the attack and isolate it from the network
that gives the way for other nodes to continue their work
without extra delay. Execution of this attack in one node
can spread the same to many nodes in the network which
will make the other nodes to wait for accessing the channel
long time. After applying MSR, throughput is improved by
reducing the waiting time of the nodes in the network under
without attack condition.

Table 1. Summary of proposed work

Characteristics Advantages Disadvantages
Key pre distribution Combination of secret key and public key Sharing of key
Shared key discovery Secured communication path through pair | Broadcasting of messages related to shared

wise key

key

Authenticated encryption

Supports both authentication and encryption

Software implementation is complex

Threshold based countermeasure

Easily detect the attacker node based on the
threshold value stored in each node

Path analysis in multi hop network is difficult
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Table 2. Simulation parameters

Parameter

Setting

Interface

Wireless channel

Antenna

Omni direction

Access control

MACS80.2.15.4

Routing

Ad-hoc on demand

Number of nodes

50

Power, mW

35

Energy level, J

100

a

—&— Node Capturing /i’
—&—MSR

b

60

| —&— Node Capturing
—&—MSR

Delay, ms

0 . . . R ) . . . 10t . . . . . . . .
1 3 5 7 9 1 3 5 7 9
Interval, s Interval, s
C
100 T T - :

| —e— MSR

—=— Node Capturing

o]
(=}
T

Throughput, %

(o))
(=]

Interval, s

Fig. 2. Energy analysis (a), delay analysis (b) and throughput (¢) in the interval of traffic with attack and MSR

Performance analysis with increased attacker nodes

Fig. 3 shows the outcome of the work by considering
energy, delay, and throughput under increased malicious
nodes. From the graph, we observed that the performance
of the network has been significantly improved after
applying MSR. This improvement is due to the efficient
mechanism of the proposed work in defensing the attack.
The proposed work is effective against increased malicious
nodes in the network by detecting multiple attacks that
happened in the network. The work achieves reduced

energy than the other schemes such as TARF, TSRM, and
EMBTR due to the removal of node capturing attacks
by considering only trusted nodes in the network. The
algorithm will select the trusted path based on the trusted
metrics calculated for each node. All the trusted nodes in
the network are selected as a route for data transmission
which leads to reduction in energy. The work achieves
better delay and throughput than the other schemes because
of the reduction in waiting time and the response in sensing
for node availability.
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Conclusion

The work presents a multi path secure routing scheme
MSR. Since the WSN nodes can be deployed in any
environment such as military, hospital, banking and many
more areas, there should be a strong security mechanism to
protect the sensitive data. In our proposed work, a secure
channel based on trusted nodes can be established for the
transmission of data. Each node should possess a token for
authentication before accessing any device. Only trusted
nodes are participated during the communication process.
This trusted node is identified based on the threshold value
stored on each node in the network. Threshold value is the
average number of data sent and received for a particular
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