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AHHOTaNMA

Bgenenne. TexHOmOrnM JOKa3aTeIbHOTO MOATBEPKICHHS Ka9€CTBA MPOAYKIIMU OKa3bIBAIOT MOJIOKHUTEIBHOE BIMSIHHIE
Ha IIUPOKUH CIIEKTP COIMAIBHBIX M SKOHOMHUYECKHUX mporieccoB. OnHa u3 mpobieM peaan3auy TaKuX TeXHOIOTHI
OIIpeNIeIIETCSI IPOTHBOPEUNEM MEKTY HEOOXOIMMOCTHIO 00SCTICUeHHUSI OTKPBITOTO JOCTYyTA K HHpOpMAIIK 00 Tanax
TEXHOJIOTMYECKOTO Iporiecca U KOH(OUICHIINATBHOCTHIO YaCTH JaHHBIX. [IpIMeHeHne CTPOTUX KPUNTOrpapuIecKux
MPOLEAYP VIS pa3pelleH s JaHHOTO POTHBOPEUHS YacTO HEBO3MOXKHO M3-3a HAJIMYUS PECYPCHBIX OIpaHHYCHUH,
B YACTHOCTH — OTCYTCTBHSI HENPEPHIBHOW TEJICKOMMYHHUKAIIMHA MEX1y NPUYACTHBIMH cTOopoHaMu. [lonmydeHHbIe
PEe3yJIbTaThl HAITPABJICHbI HA 00ECIICYCHHE PeaIn3yeMOCTH CUCTEM MTPOCIISKMBAEMOCTH KauecTBa MPOIYKIMH B YCIOBHSIX
pecypcHbIX orpannueHuil. OHM 6a3UpyrOTCS HA HOBOM apXUTEKTYPHOM PEIIEHNH M KOMIUIEKCHPOBAHUHU KIIACCUYECKUX
METOZIOB U CPEACTB obecneueHnss nHpopMauoHHOi Oe3omacHocTH. Mertoa. B pabore mpemyoxeHa TpexypoBHEBast
MOZENb CUCTEMBI MPOCIEKUBAEMOCTH KadeCTBA MPOTYKIUH C KOHTPOIMPYEMBIM CHIKEHHEM KadecTBa M CLEHAPUU
o0ecreueH s HeTIPEPHIBHOCTH ee 0e30MacHoro (PyHKIMOHNPOBAHHS. ba30BBIMH KOHIIETIHSMH ITPEUIAraeMOoro PeIeHHs
SIBISTIOTCS: Pa3eIeHHe XPaHUMBIX JaHHBIX Ha OOIIENOCTYIHBIC H KOH(GHICHIHAIBHEIE; IPOLETYPI «OTI0XKEHHOT0)»
JIOBEPEHHOTO MPEJIOCTABICHHS JIOCTYIIa B YCIOBUSIX HEBO3MOKHOCTH HEIOCPEICTBEHHOW KOMMYHHKAIHH C OJHUM
U3 BIIAJICNIBLICB JAHHBIX; pa3/ieieHHe JaHHBIX Ha Iap/bl — (YHKIHOHAIBEHO WM TEPPUTOPHAIBEHO JIOKAIN30BAaHHBIE
XPaHWINILIA JAHHBIX; CBOMCTBA CHCTEM PACIIPEACICHHOIO PeecTpa B 4aCTH 00SCIIeUSHUsI LIENIOCTHOCTH U JIOCTYITHOCTH
JaHHBIX, HEOTKa3yeMocTH onepanuii. OCHOBHBIE pe3yabTaThl. [IpHBeeHbI TUIIOBBIE CLIEHAPUH HCIIONb30BAHUS
HepapXUUEeCKON CHCTEMBI MIPOCIEKUBAHUS KadeCTBa MPOAYKIHMH, cHOPMYITUPOBAHO U MPEITIOKEHO PEIICHHE 3a0aun
obecrieueHnss HHPOPMATMOHHOI Oe3omacHOCTH uX peanuszanud. OO0CHOBBIBACTCSA MOAXO] K CHIKCHHIO YPOBHS
HHPOPMAIMOHHOH 0€30MaCHOCTH KOHKPETHBIX Pealn3anuili B YCIOBUSIX PECYPCHBIX OTPaHHUYEHUH 3a CUeT ydera
cnenuuKky GYyHKIHMOHUPOBAHUS IMPUKIATHBIX cucTeM. MHpopMannoHHas 06e30MacHOCTh HOBBIX PE3yIbTaTOB
MOJTBEPXKJACTCS KOMIBIOTEPHBIM MOJICITUPOBAHNEM C HCIOJIB30BAaHHEM CIEIUATN3NPOBAHHBIX CPEICTB aHAIH3a
Oe3omacHOCTH IPOTOKOJIOB. Ofcy:Kkaenne. B oTiiyne oT M3BECTHBIX MOJIEIIeH, OPUEHTHPOBAHHBIX Ha UCIIOIB30BAHNE
yCTOﬁ'—lHBbIX KaHaJIOB CBA3H, HECHTPAJIU30BaHHBIX MOﬂeHeﬁ JaHHBIX, CTPOTUX KpI/IHTOFpa(bI/I'-leCKI/IX AJITOPUTMOB U
3HAUUTENBHBIX BBIUMCIUTENBHBIX PECYPCOB, HE NMPEANONIAraloINX MMOMyYeHHE JOCTyNa K JAHHBIM MPH OTCYTCTBUU
CBSI3M C MX BIAJENbIEM, IIPEATaraeMoe peleHre ooecrneunBaeT ayTeHTH()UINPOBAHHBIN KOHTPOIUPYEMbIH JOCTYH K
3ampanImBacMbIM KOH(GUASHINAIBHBIM JAHHBIM W IIPU OTCYTCTBHM KOMMYHUKAIIUH ¢ MX BiIajgenbueM. Hemoctarkom
peaH3aniy pacCMOTPEHHBIX CIIEHApUEB SIBISIETCSI HEKOTOPOE CHIDKEHHE YPOBHS MH(OPMAIIMOHHOM 0€301acHOCTH,
CBSI3aHHOE C JEJIETHPOBAaHHEM JOBEpPHUS TPEThel CTOpPOHE, a TaKXKe YHPOLICHHEM KOMIIPOMETAlNH Map] — Yy3JI0B
pacIpeieIeHHOTO peecTpa.
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Abstract

Evidence-based technologies for product quality have a positive impact on a wide range of social and economic
processes. One of the immanent problems of implementing such technologies is determined by the contradiction between
the need to ensure open access to information about the stages of the technological process and the confidentiality of
some of such data. The use of strict cryptographic procedures to resolve this contradiction is often impossible due to
resource constraints, in particular, the lack of continuous telecommunications between the parties involved. The results
obtained are aimed at ensuring the feasibility of product quality traceability systems under resource constraints. They are
based on a new architectural solution and the integration of classical methods and tools to ensure information security.
The paper proposes a three-level model of a product quality traceability system with controlled quality degradation
and scenarios for ensuring the continuity of its safe operation. The basic concepts of the proposed solution are:
separation of stored data into publicly available and confidential; procedures for “deferred” trusted access in conditions
where direct communication with one of the data owners is impossible; data separation into shards — functionally or
geographically localized data warehouses; immanent properties of distributed registry systems in terms of ensuring
data integrity and availability, non-repudiation of operations. The paper introduces typical scenarios for the use of
a hierarchical product quality tracking system, sets and proposes a solution to the problem of ensuring information
security of their implementation. The approach to reducing the level of information security of specific implementations
in conditions of resource constraints is justified by taking into account the specifics of the functioning of application
systems. The information security of the new results is confirmed by computer modeling using specialized protocol
security analysis tools. Unlike well-known models focused on the use of stable communication channels, centralized
data models, strict cryptographic algorithms and significant computing resources that do not involve accessing data
in the absence of communication with their owner, the proposed solution provides authenticated controlled access to
the requested confidential data and in the absence of communication with their owner. An immanent disadvantage of
the implementation of the discussed scenarios is a certain decrease in the level of information security associated with
delegating trust to a third party as well as simplifying the compromise of distributed registry shard nodes.

Keywords
continuity of operation, confidential information, unstable communication, product quality traceability system, pre-
authorization, trusted party
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BBenenue

Ha cucteMsr mpocne:KuBaeMOCTH Ka9ecTBa MPOIYKIINT
(CIIKII) B pa3BHUTHIX SKOHOMUKAX BO3JIATaeTCsl HECKOIBKO
TPYIIT OCHOBHBIX 3a7a4. Kpome 3a1aun mpocie:KMBaeMOCTH
Ka4yecTBa MPOAYKINHU, K HUM CIIeTyeT OTHECTH: (PUCKAJIBHY-
101:2:3 (MOHUTOPUHT PBIHKA U PETyIUPOBAHUE OOpAIIEHHUsI
OTJIETBHBIX BUJIOB TOBAapOB U MPEAOCTABICHUS YCIIYT);
KOHKYPEHTHYIO (Co3/aHKe TUIaThopMbl J0Ka3aTeIbHOro
MOATBEPKICHUS TOOPOCOBECTHOCTH TIPOU3BOIUTENS?);
MpoTHBOACHCTBHE (PalbCUPUKALMK U TTPEIOTBpAIICHUE
KpUMHUHanu3anuu ousnecoss:%7. ONHAKO YCIENIHOE BHE-
JpEHNE TOTOOHBIX CUCTEM IPUBOAUT H K PSAY KOCBECHHBIX
MTOJIOKUTEIBHBIX d(PPEKTOB, HAIIPUMEDP — COXPaHCHUE
3I0OPOBBA U MOBBIIICHNE 00IIETO KaueCcTBa )KU3HU Hacee-
HUS, CTUMYITUPOBAHUE TYPUCTUIECKOTO CEKTOPA, OPHECHTH-
POBAaHHOTO HA JIOKATN30BAHHBIC YHUKAIBHBIC IPOYKTHL.

Crannapraas apxurektypa CIIKII npennomnaraer B3a-
HMOHeﬁCTBHC MMPUYACTHBIX CTOPOH B PEKUME pCAJIBHOI'O
BPEMEHM IIOCPEACTBOM YCTOMUUBBIX KaHAJIOB CBA3H, LICH-
TpaJM30BaHHON MEPAPXUIECKOH MOJIEIIH IaHHBIX, CTPOTOM
ayTeHTH(UKanUu y4acTHHKOB npouecca. Ho naxe npu
BBINOJHEHUU BCEX THX YCIOBHH HMEIOT MECTO BPEMEH-
HBIC 33/ICPXKKH, BEI3BAHHBIC KAK OPraHU3alMOHHBIMH, TaK
¥ TeXHUYECKUMH MpodIemMaMu. boee Toro, 3TH CI0KHO-
CTH OTP@KEHbI B HOPMATHBHBIX JOKYMEHTAXS, HAIPUMED,
MpeayCMaTPUBAIOIINX BO3MOXXHOCTD 3aJICPKKH MPEI0-
CTaBJICHUS JaHHBIX B ENMHYIO TOCyIapCcTBEHHYIO aBTOMA-
THU3UPOBAHHYIO HH(POPMAIIMOHHYIO CUCTEMY ydeTa o0beMa
MIPOM3BOJICTBA 1 000POTA ITUIOBOTO CIIUPTA, ATKOTOJIBHOM
U CIIUPTOCOJEpKalled IPOAYKIIUN OT OJTHOTO 10 7 CYTOK.

I ®I'UC BetC — ®enepanbHas rocyrapcTBeHHas HH(Op-
MalnoHHas cucteMa B obmactu BerepuHapuu. URL: https://vetrf.
ru/ (mara oopamenus: 28.08.2024).

2 Enunast TOCyIapCTBEHHAs: aBTOMATH3UPOBaHHass HH(OP-
MallMOHHAsI cUCTeMa YueTa JpeBecuHbl u cienok ¢ Heid. URL:
https://lesegais.ru/ (nata obparmienus: 28.08.2024).

3 Jlecnoit konekc Poccuiickoit ®enepanuu ot 04.12.2006
N 200-D3 (pexn. ot 04.08.2023), Crarbs 50.6. Equnas rocynap-
CTBEHHAsl aBTOMATH3UPOBAHHAs MH()OPMALIMOHHAS CHCTEMa yueTa
JIPEBECHUHBI U C/IETIOK C HEM.

4 Tlpuka3 MUHHCTEPCTBA CENBCKOTO X03sHcTBA PO OT
18.12.2015 1. Ne 648 «OO06 yrBepxaennn [lepedns MoKOHTPOIIb-
HBEIX TOBAapOB, MOJIEKAIIUX COIMPOBOXKACHNIO BETepHUHAPHBI-
MH COIPOBOANTEIBHBIMH JIOKyMEHTAMW» (B pEIaKIUH IIPHKa3a
Muncenbxo3a Poccun ot 15 anpens 2019 . Ne 193).

5 MenmepanbHas ciyK0a Mo KOHTPOIIO 3a AIKOTOJNBHBIM
TabayHbIM phIHKaMH. EnuHas rocymapcTBeHHass aBTOMaTH3HPO-
BaHHast HH(OPMALMOHHAS CHCTeMa yJyeTa 00beMa MPOU3BOICTBA
1 000pOTa THIOBOTO CIUPTA, aTKOTOIBHON M CIIHPTOCOIEP-
xamei mpoxyknun. URL: https://egais.ru/ (zaTa oGpamenus:
28.08.2024).

6 Vkas Ilpesunenta PO ot 08.08.2023 Ne 587 «O HekoTo-
PBIX BOMPOCAX rOCYyAapCTBEHHOTO YIPABICHHS M KOHTPOJIS B
o0nacTy Mpou3BOACTBA U 000poTa TabauHBIX W3/IENHiA, TabaYHOI
MIPOAYKIMU, HUKOTHHCOEPKAlel MPOAYKINU U ChIPbS AT UX
TIPOU3BOACTBAY.

7 Tlocranosnenue Ipasurenscrea P® or 28.04.2006 N 253
«O TpeOoBaHMAX K TEXHUUECKHM CPEJICTBAM (DHUKCAINH U TIepea-
yn HHpOpMaIH 00 00beMe IIPOM3BOACTBA M 000POTa ITUIIOBOTO
CIIUPTA ¥ CIIMPTOCOJIEPIKAIIEH TTPOTYKIIHNY.

8 [pukas MenepanbHON CIyKObI IO PETYIUPOBAHUIO AJTKO-
roJbHOro peiHKa oT 17.12.2020 Ne 397.

OueBUIHO, YTO TaKUE OTPaHUYCHHS MOTYT IPUBOANTH K
HapyIIEHUIO HEMPEPHIBHOCTH (DYHKIIMOHUPOBAHHS OU3-
HEC-IIPOLIECCOB, YTO CHIDKACT YPOBEHb JOBEPHS M TOTOB-
HocTH K ucronb3oBannio CITKIT koHeuHbIM moTpeduTeneM.

B ycnoBusix pa3BUBarOIIMXCS PHIHKOB pa3paboTKa U
BHenpernne CIIKII crankuBaercs ¢ mpobiemoii obecrie-
YEHUS HEMPEPBHIBHOHN TENIEKOMMYHHUKAIIUH, OTPAaHUIECHHEM
BBIYHCIIUTENBHBIX PECYPCOB U HEIOCTATOUYHBIM PAa3BUTHEM
Kpunrorpaduueckoil HHOPacTPyKTypsl. Takum oOpazom,
0OBEKTHBHO CYIIIECTBYET Hay4YHO-TEXHUUECKas Ipodiema,
CBsI3aHHAsI C MPUHIMIHANBEHOH Hepeanu3yemocThio CIIKI,
MOCTPOCHHBIX Ha KIIACCHYECKUX IMPUHIINIIAX U TEXHOJIOTHU-
X, B YCJIOBUSIX PECYPCHBIX OTpaHUUCHHH, IPEXKIEC BCETO
CBSI3aHHBIX C HEMPEPHIBHOCTHIO TEJICKOMMYHHKAIMH TIPHU-
YaCTHBIX CTOPOH.

Hayunast HOBU3Ha nocmanoeku 3a0aqu, IPeACTaBICH-
HOH B HacTosiIIei paboTe, COCTOUT BO BBEJCHUH JIOTIOIHH-
TEIBHOTO TPeOOBaHMs OOECIIEUeH ST JOCTYIA K 3alpalinBa-
eMoii HH(OPMAIINH TIPH OTCYTCTBHU B KOMMYHHUKAIIHOHHOH
ceTu He OoJiee OHOM 13 CTOPOH, IPUHUMABIINX yIaCTHE B
(hopmupoBaHny HHHOPMAITMOHHOTO OJIOKA.

OpUTHHATIBHOCTD 1pediazaemozo peuieHus COCTOUT B
o0ecrieueHNH TPUHLUIUAIBHON BO3MOXXHOCTH pean3aiiu
CIIKII 3a cyer pa3pabOTK HOBO¥ apXUTEKTYphI U ajall-
TaIMM CYIIECTBYIOIINX METOIOB M CPEJICTB 00ECIICYCHNUS
nHpopmanuonHoii 6ezonacnocru (Ub), B Tom unciae —
HETIPEpBIBHOCTH (DYHKIIMOHNPOBAHNUS CHCTEMbl. CHI)KEHHUE
yposHasi b xomneHcHpyeTcst mpoOJIeMHO-OPHEHTHPOBAH-
HOH opraHu3aiyell nHPOPMALMOHHBIX TOTOKOB U HpOIie-
JIyp, OCHOBAaHHBIX Ha B3aMMHOM KOHTPOJIE 1 KOHKYPEHIIHH.

B macrosmieit paboTe pacCMOTpPEHO pelieHne Ha Ipu-
Mepe YIaCTHHKOB PHIOOTpOMBIIIIEHHOH oTpacin Conna-
mctuaeckoit Pecrryonmku Beetnam (CPB), kotopast obec-
MICYMBACT CYIIECTBCHHYIO OO IOXOAHOM 9acTh OromkeTa
CTpaHBI U TECHO CBS3aHa C MHIYCTpHEH Typusma [1].

ITocTanoBka 3agaun

IIycts numeercs mannonanbuas CIIKII, naTerpupo-
BaHHAs B PACHIMPEHHYIO MPOU3BOICTBEHHYIO IIETIOUKY H
cozxepykamas o0IMeI0CTYIIHYI0 U KOHQUACHIINAIBHYIO
nHdopmaruu [2, 3]. OCHOBHBIMH TPYIIAMH MPUYACTHBIX
CTOPOH SIBJIAIOTCS: OPTaHBI-PETryIATOPH! (HaJ30pHBIE Op-
raHbl); IPOU3BOIUTEIN TOBAPOB M MOCTABUIMKHU YCIIYT,
UCIIOJIb3YIOIUE JAaHHBIE TOBAPhI; KOHEYHBIEC MTOTPEONUTEIH
TOBApOB U YCIIYT.

C Touku 3penust obecneuenust Ub dpopmynupyrores
TpeOOBaHMS: OTHOCUTENBFHO OOMIEAOCTYTHOW HH(pOpMAINT
(obecrieueHue HOCTYIHOCTH, IEIOCTHOCTH (HEN3MEHHO-
CTH) BHECCHHBIX JIaHHBIX U HEOTKAa3yeMOCTH MPOBE/ICH-
HBIX TPaH3aKIHil); OTHOCUTEIbHO KOH(PUACHINAIBHOM
nHpopMaIun (TpeOOoBaHUS JOMOTHIIOTCS 3a1adeii ayTeH-
TU(QULIHIPOBAHHOTO JOCTYIA 10 PEIICHHIO BIIAJIENbIA HH-
dbopmamuu). Kpome TOro, MOryT npeabsBiIsiThCS WHBIC
TpeOOBaHMUS B paMKax KOHLEINUH HHTEPOIepadeIbHOCTH
CETELIEHTPUYECKUX MHPOPMAIIMOHHO-YIIPABIISIOUINX CH-
ctem [4].

Cucrema noimkHa oOecrieunBaTh KOHTPOJIb KauyecTBa
TOBapa B peallbHOM PEXMME BPEMEHH: HHTEPAKTHBHO IS
KOHEYHOTO IOTPEOHTEIs, C 3aJeP>KKOM JI0 TIATH JHEH (J1Is
HaJI30pHBIX OPT'aHOB).
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CueHapuu HCTIONB30BaHUS CUCTEMBI: OCHOBHOH (Ipu
HaJIM4YMM YCTOWYMBOM TEIEKOMMYHUKAIIMU MEXAY BCEMU
IIPUYACTHBIMH CTOPOHAMHM); PE3EPBHBIN (B YCIOBHSX OT-
CYTCTBUSI CBSI3U He OoJiee, 4YeM ¢ OJIHUM U3 YYaCTHHKOB).

MerTon pemenusi 3a1a4u odecnedyeHUst
HelpepbIBHOCTH 0€30MacHOr0 GyHKIHOHNPOBAHUS
CIIKII B yc10BUSIX HEYCTOHYHBOH KOMMYHHKALMH

Pewrenyie octaBiieHHOH 3aja4M MpeJICTaBIsETCs CO-
IJIACOBAaHHBIMU CIIEHApHUSIMH O€30MaCHOTO B3anMOJICH-
CTBHS IPUYACTHBIX CTOPOH C MCIIOIB30BAHUEM TPEXYPOB-
HEBOHM apXHUTEKTYphl paciipeneineHHol HHpOopMamoHHOH
CHCTEMBI.

Apxutextypa CIIKII 1 moaxons! K pelieHuIo 3aaa-
yu. [Ipennaraemsle penieHus: OpUEHTHPOBAHBI HA peau-
3anuro GyHkimoHansHbEIX 3a1a4 CIIKIT peroonpomsIieH-
Ho# orpaciu CPB. O6o0uieHHast apXUTEKTypa CHCTEMBI
HpPEAToaraeT TPEXypOBHEBYIO IEKOMIIO3UIHUIO (pHC. 1).

I[J'lﬂ peHICHU 3a0a91 XpaHCHUA JaHHBIX MTPEjIaracTcs
HCIIONIb30BaTh IIMPOKO U3BECTHBIE TEXHOJIOTHHU pacIipe/ie-
JICHHOTO peectpa (puc. 1, IEHTPaIM30BaHHBIA U JIOKAJIb-
w1t ypoBau CIIKII). Mcxonst n3 cBO KOHIIENIINH, YPOBHH
CIIKII obecrieynBalOT MOBHIIEHHYIO IO CPABHEHHIO C
LEHTPAJIN30BAaHHBIMU MOJAECISIMHU JIOCTYITHOCTD JAHHBIX
(3a cuer yOnMpoOBaHMS 3alUcel B HECKOIBKHX y3JIax), a

TaKKe LEJIOCTHOCTD JIaHHBIX U HEOTKa3yeMOCTh Oleparnit
(3a cyeT NpUMEHEeHHs CTeKa MOANMCAaHUH B KOHKYPHPYIO-
niei cpeje).

Takoe apXHUTEKTypHOE pelIeHHEe MO3BOJsieT olecre-
guth TpeboBanus 1b mis obmenocTynHol nHpopMarmy.
OmHAKO OHO COTPSKEHO C PECYPCOSMKOCTRIO (BBHIY BBHI-
YUCITUTEIHHOHN CIOKHOCTH) 00CITY)KUBAHHS PaCIpeIeICH-
HOTO peecTpa.

Jlnst CHIDKEHUS pecypCcOeMKOCTH MPUMEHEHBI TeXHO-
JIOTUH apauHr-6mok4deiina [5—7]. Pa3zaenenue equHoro
PAacIpeeNieHHOTO peecTpa Ha OTHOCHTEIBHO HE3aBUCHMbIE
HIap/bl MPOBOAMTCSI HA OCHOBAHMU CIIEAYIOIIUX cooOpa-
JKEHWH: TeppUTOpUaIbHAas JIOKAIHU3alKs 00eceynBaeT
OOJIBIIYIO BEPOSITHOCTDh YCTOWYNBON KOMMYHUKALUK a0o0-
HEHTOB, a ()YHKIIMOHAJbHAs JCKOMIIO3UINS — B3aUM-
HBIH KOHTPOJIb KOHKYPEHTOB 32 KOPPEKTHOCTHIO JAHHBIX
B mapae. Hanpumep, odmee xonmuectso mapa B CITKIT
perdonpoMeinuieHHON oTpacniu CPB MoxeT Bapbpupo-
Barhcsa B auamnazone oT 300 go 500 mT. Ha OCHOBAHWUH
CIeAYIOMHX TaHHBIX: 00IIee 9uciIo MpOBHHINN — 64
(TeppuTopHaNbHBIE IMAP/bI); 82 TIABHBIX PHIOOJIOBHBIX
MopTa, 00ECIEYNBAOIIIX MPHEM KBOTHPOBAHHOH MPOTYK-
K (QyHKIMOHATBHBIC IAP/bl B3AUMHBIX KOHKYPEHTOB);
86 pHIOOJIOBHBIX COIO30B, OOBEIMHSIOIINX MOCTABIIUKOB
MOPEMPOAYKTOB OT HMHYCTPUAIBHOTO JI0 YaCTHOTO Mac-
mrada (pyHKIMOHATIBHBIE IAP/IbI).
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Fig. 1. Generalized product quality tracking system architecture
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3anaua obecrnieuenus b koHpuaeHIIMANBEHBIX TaHHBIX
TpeOyeT MHOTO MOoAX0/a:

1) pasnenenue oOmIero MaccuBa JaHHBIX Ha OOLIEAOCTYTI-
HBI U KOH(QUICHIIMATBHBIHN [2], 9TO CHIDKACT KOJHYe-
CTBO IOTPEOHBIX KPUIITOIPOLIEIYD;

2) mmppoBaHue KOH(OUACHINAIBHBIX JaHHBIX C HCHOJb-
30BaHUEM KPHUNTOrPa(pUIECKOTO CECCHOHHOTO KITI0Ya,
o0palneHne ¢ KOTOPBIM Pean3yeTcs Ha OCHOBE aBTOP-
cKkoro merona [3] ¢ ucmoap30BaHIeM HHPACTPYKTYPBI
otkpbIThIX Kimtoueit (Public Key Infrastructure, PKI) u
IIPUBJICYEHUEM TPEThEH JOBEPEHHON CTOPOHBI;

3) co3naroTcs ClieHApUU YNPaBIE€HUS CECCUOHHBIM
KpHUnTorpadguuecKkuM KIF0UOM JUIsi 00ECIIeUeHHs ay TeH-
TU(QHUIMPOBAHHOTO JIOCTYIIA 110 PELICHUIO BiaJelbla
JTaHHBIX.

CueHnapuu odecrnedyeHns1 HepepbIBHOCTH De3omac-
Horo ¢pynkuuonuposanusi CITKII. Monens 6e3omacHoro
¢yukumnonuposanus CIIKII gomxna obecrednBars Oe3yc-
JIOBHOE BEITIONTHEHHUE Bcex TpeboBanuii b, B ToM uucie
MIEPEOCMBICIIEHHOE B MOCIIEAHEE BPEMsl yCIOBHE MOIEP-
JKaHUS HETIPEPBIBHOCTH 00CYKMBaeMOro On3Hec-Tporecca.
C y4eToM NpUHSTOW KOHLENIUHN Pa3AeIeHUs] MyOIMIHOMI
U KOH(QUICHIIMATbHON HHPOPMALIH OCHOBHASI POJIb OTBO-
JIUTCSI TPaBUJIaM M CLIEHAPHSIM YIPABJICHHS CUMMETPHY-
HBIM KpUNTOrpad)uuecKUM KIIFOUOM, KOTOPBIH HCIIOJIb3Y-
eTcst st M(POBAHUSI JaHHBIX XPAHUMBIX TPaH3aKIHH.

W >—‘O
>0

__ 3anpoc goctyna K MuHopMauyuu

3anpoc asTopusauun ana C

Paccmotpum o0nine npaBuiia ypasieHus CECCHOHHBIM
KPHIITOTpahUUECKUM KITFOYOM.

[Mpennonoxum, 4To cTOpoHHB! (areHTsl) Agent (A),
Business (B), Trast (T) u Client (C) uMer0T BO3MOKHOCTh
ucnonbs3oBark uHPpacTpykrypy PKI. Arent T sBusercs
JIOBEPEHHOH TPEThEH CTOPOHOM, KOTOpast HOMOTAET yNpaB-
JATH KIIOYaMH U TEHEPUPYET OOIINe CECCHOHHBIE KIIO-
Yy 11 IU(POBAaHUS JaHHBIX 110 MEPE HEOOXOIUMOCTH.
AreHTsl A U B coBepmiaroT TpaH3aKIuio, 1 IM TpedyeTcs,
4100l T creHepupoBas 00U KiItoY Juis KB POBaHHS
KOH(UJICHIHAIBHBIX JaHHBIX B paMKax 3TO# TpaH3ak-
nuu [3].

B cranmapTHBIX yCIOBHUAX I AOCTyNa K 3TUM 3a-
mHuppPoBaHHBIM KOH(HIEHIIMATLHBIM JaHHBIM HEO00X0-
JIUMO pa3penieHue kak ot A, Tak u oT B. Onnako, eciin A
TEpsIeT AOCTYII K CETH (HalpuMep, BBIXO/IS Ha TIPOMBICEN),
T MOXET BBICTYNHTbH B KQUeCTBE ITOCPEIHUKA, PA3PEIINB
C noctyn k nHbOpMannu coBMecTHO ¢ B. Briocnencreun
T nomxeHn yBeaoMUTh A 0 BblAa4e pa3pelieHusi, Korjaa ero
CoeIMHEeHne OyleT BOCCTAaHOBIICHO.

Cuenapuii 1. OTn0XeHHas ycIyra — aBTOpPH3aus U
JIOCTYT uepe3 mocpenuuka (puc. 2). Odecrnedenne eTuHON
koHuenuuu ucnonb3oanus CIIKIT TpeOyer dukcaru
0011el yCTOWYMBO# TOUKH BXOa (areHT A) J1si KOHEYHOTO
norpedurens (arent C), HaIpUMep TypUCTa, BKIIOUSHHOTO
B PKI Ha nepuoj aeiicTBus ero Bu3bl. Torna aaroputm
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Fig. 2. Scenario 1 of access to confidential information in the deferred service mode
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Mopenb obecrnedyeHns HenpepbIBHOCTM 6€30MacHOro GyHKLMOHNPOBAHUSA CUCTEMbI MPOCIEXMBAEMOCTMU. ..

o uaitH-nocTyna K KOHPHUICHIINAIBHBIM JaHHBIM TPE/-

I10JIAraeT BHIMOJIHEHHUE CIEAYIONIUX JeHCTBUIL:

— ecnu y areHra A rporajiaer coeqinHenue, a C tpedyercst
JIOCTYTI K KOH(HIeHIIMaIbHBIM JaHHBIM, B 3anparisa-
ety T aBropuzauuto s C;

— T tpebyer pa3pemierns ot A u B, 4T00BI Ipe10CTaBUTH
C mocTym K TaHHBIM;

— TaK Kak A oTkITodeH, B Beimaer cornacue, u T coxpaHuT
€ro JI0 IOAKIIIOUYEHUS A

— Kak TOJIbKO A BOCCTaHABIMBAET COeaUHEHNE, T 3ampa-
mmBaeT y A paspeutenne st C;

— areHT A BbIJaeT paszpeuienue, koropoe T HageKHO
XPaHHUT;

— mocJie nosy4deHust papemenuii ot A u B, arent T rene-
pupyet BpeMeHHbIH ceccnonHbIi kimrod (K- AC) s C;

— T um¢ppyer K _AC c ncronb3oBanneM myOInaHOTO
kimo4da C ¥ OTHpaBIIsieT eMy;

— C pacumdpoBBIBACT 3TO COOOIIECHNE C HCITOIb30BAaHUEM
CBOETO 3aKpHITOTO KiTfoda u moinydaetr K AC;

— Cucnonezyer K_AC a5 BpeMeHHOTO JOCTyTIA K KOH-
(buneHInaNbHBIM JaHHBIM;

— T renepupyet MoATBEPKICHIE aBTOPU3AINH, BKITIOTAs
BPEMEHHYIO METKY M ICTAJIN IPEIOCTaBICHHOTO JOCTY-
na, MOANHUCHIBACT €r0 U OTIPABISIET A;

— A mosrydaeT 3TO MOATBEPKACHNE, KaK TOJIBKO CHOBA

MO/IKITFOYAEeTCsI K CeTH.

Brimonnenue Tpedosanuii Mb: xonduaeHnnansHoCTh
(ucnonp3o0BaHNEe CUMMETPHYHOTO MIN(POBAHUS Ha KITFOUE
K AC); nenocTHOCTb (IpUMEHEHNE HU(PPOBBIX MOANIICEH
IUIs BcexX cooOmieHuit [8]); ayTeHTHGUKAaIUs (qJOCTUTA-
ercs cpenctBamu PKI); HeoTkazyeMOCTh (MCIIONB3YIOTCS
mudpossie ceprudukars! u PKI [9], moanucannsie mokasa-
TEBCTBOM aBTOPH3AIINH, IPEIOCTaBICHHBIM T areHTy A).

Peanmsanus crieHapust 1 ynoBineTBopsieT HOTPeOHOCTH
Ha/I30PHBIX OPTaHOB, OJJHAKO HE COOTBETCTBYET OXHJIa-
HUSIM KJIMEHTA [0 WHTEPAKTUBHOMY B3aMMOJICHCTBHIO,
BBHJ1y HETPECKa3yeMOCTH MOMEHTa BOCCTAHOBICHHS
KOMMYHUKauu ¢ areHToM A. [Totomy nenecooOpa3Ho
MPEeyCMOTPETh MEXaHHU3M ITPEIBAPUTEILHON aBTOPU3ALUH
[10] nnm ucnonp3oBaTh MOporoByro Kpunrorpadwuio [11,
12] s obecrieueHNs HEMPEPHIBHOTO AOCTYIIA K JaHHBIM
6e3 ymep6ba st Ub.

IpuBenem crieHapuu 2 U 3, KOTOPBIE MOTYT CITY)KUTh
pELICHUsIMU TIOCTABIEHHOH 3a1a4n.

Cuenapuii 2. lHTepakTHBHAs yClIyra — MEXaHU3M
npeaBapuTeNnbHON aBTopu3anuu. ObecneueHne Hemnpe-
PBIBHOCTH B3aUMOJICHCTBHSI B YCIOBHUSIX OTCYTCTBUS KOM-
MYHHUKalUK 0a3upyeTcst Ha TpeIBApUTEIILHON TeHepaluu
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Fig. 3. Scenario 2 of access to confidential information using the pre-authorization mechanism
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YCIIOBHOTO COIIacHsl areHTa A — Bajiesiblia JaHHBIX Ha

MEePHUOJ €0 HETOCTYIMHOCTH (pHc. 3).

Ha sTamne noaroroBku npeaBapuTebHON aBTOPU3aLNT
A1 B ycraHaBIMBaIOT OMUTHKY (HAOOp MpaBuiI), OTIpese-
JISTFOLIY0, KOT/Ia, HA KAaKOM MEpUOJ ¥ IIPU KAKUX YCIOBHAX
C MOeT HOJyYHUTh TOCTYH K KOHKPETHBIM JaHHBIM.

— A u B npenapurenbHo aBTopusytoT T 171 perocTas-
nerus poctyna C K JaHHBIM NIPH BBIOJIHEHUH 3THX
YCIIOBUH.

— T 6e30macHO XpaHUT TPeIBAPUTEIHHYIO aBTOPU3AIIHIO.

— Ecmu C Heo6XoauMO MOTYyYHUTHh AOCTYI K JAaHHBIM,
noka A HaxXoJUTCs BHE CBsi3U, T MpoBepseT yCloBUs
MpeBapUTEIbHON aBTOPHU3ALHN.

— Ilocne nonoxutensHol npoBepku T npegocrasisger
C noctyn x pansusiM: renepupyetr K AC qnsa C, 3a-
mudpoBaHHBIN ¢ TOMOIIBI0 TyOnuyHOro Kitoua C 1
OTIPABIISIET EMY.

— C pacumdpoBBIBACT 3TO COOOIICHNE C HCITOIb30BAaHUEM
CBOETO 3aKpHITOTO KiTtoua 1 moimydaetr K AC.

— Cucnonesyer K_AC ams BpeMeHHOTO JOCTYTIA K KOH-
(uneHInaNbHBIM JaHHBIM.

— T co3maet, MOAMUCHIBACT M XPAaHUT YBEAOMIICHHE O J10-
CTyIe, BKJIIOYAIOIee METKY BPEMEHH M yCIOBHUSA, IIPH
KOTOPBIX OH OBLJI IIPEI0CTABIICH.

— T ormpasiseT yBeJOMJIEHHE O MPEIOCTaBIEHHOM JI0-
CTyne A IpH ero MOJK/IIOYEHUH K CETH.

Cuenapuii 3. IntepakTuBHas yciayra — IOpOrosas
kpunrorpadus. Eme ognum Baprantom obecriedeHus He-
npepsiBHOCTH (hyHkumonuposanust CIIKII nmpu ycnosumn
JIOBEPUS K TPEThEH CTOPOHE SIBISICTCS] MCIIOIb30BaHUE
OporoBoii kpunrorpadun (puc. 4).

— Hcnonb3ys yHKIIMOHA TOPOTOBOH KpUnTorpahun
ceccuoHHbIH K04 K AB pa3zpensiercs Ha 7 gacteld, n
JUISL €70 BOCCTAHOBJICHHS HE0O0X0aMMO & < n acrteil (Ha-
npumep, cxema pasaenenus cekpera [llamupa [13—15]).
B naHHOM ciydae OH pasleNieH Ha TPU YacTH (MexIy
areHtamu A, B u T), ju1s BocCTaHOBIIEHHS HY>KHBI JIFO-
Oble J1BE U3 HUX.

— A, B u T pacripenensitoT ¥ XpaHsT CBOM 4acTu 0e30-
acHO, 0OecCIIeunBast HEBO3MOKHOCTh BOCCTAHOBIICHUS
KITF0Ya OJTHUM CYOBEKTOM.

— Korga A tepsier coenuaenue, B u T 00bennHAIOT CBOH
yacTH Uit BocctaHoBieHus K AB.

— T renepupyer K_AC (K_AC rerepupyercst Ha OCHOBE
K AB, HO IMeeT orpaHn9eHus 110 BpeMEHH! HiH o0ia-
CTH JIeHCTBUST), KOTOPBIN UCTIONB3YETCs IS MPEJOCTaB-
aenust areHty C BpeMEHHOTr0 JI0CTyIa K HH(pOpMAIKK.

— T mm¢ppyer K _AC c ucronb3oBanneM myOoIn4HOro
xitoda C ¥ OTIIPABIISIET eMy.

— C pacumgpoBbIBaET 3TO COOOIIECHNE C UCITOIb30BAaHUEM
CBOETO 3aKpbITOro kitoua u noaydaer K AC.

— Cucnoneszyer K_AC ans BpeMEHHOTo JOCTyMa K KOH-
(ueHINAIBHBIM JaHHBIM.

— Kaxk Tonbko A cHOBa OAKITIOUUTCS K CETH, T yBEIOMIISI-
€T A 0 TOM, YTO CECCHOHHBIN KJIFOY OBUT BOCCTAHOBIIEH
1 MCHOJIB30BaH JUIs pefocTasieHus focrymna C.
Brimonnenue tpedoBanunii b: koHpHUIEHITHATBHOCTS,

LETIOCTHOCTh M HEOTKa3yeMOCTh 00CCIEUNBAIOTCS TEMHU

JKEe MEXaHU3MaMH, KOTOPbIE MCIIO0JIb30BaHbI IPH 00CYK/Ie-

HuM cueHapus 1. JIonoJHUTENbHBIM CBOMCTBOM SIBIISICTCS

o0eclieueHue JOCTYITHOCTH JaHHBIX, JI€XkKallee B OCHOBE
HernpepbIBHOCTH QyHKunonuposanust CIIKII.

OcHOBHBIE Pe3yJIbTAThI

Pa3paboTka nHGOPMAITMOHHBIX CUCTEM TOCYAapCTBEH-
HOTO MaciuTala SBISIETCs CIIOKHOM Hay4YHO-TEeXHUYECKOH
3ajgauyeil. OHa TpeOyeT COrIaCOBaHHBIX PELICHUH 110 BCEM
BUJaM 00ECIeYeHUs] — OT KOHIENTYaJbHBIX ITOJINTHYE-
CKUX W TIPaBOBBIX 1O KOHKPETHBIX IPOrPaMMHO-aJITOPHT-
Mudeckux. O4eBHIHO, YTO OMIMOOYHBIE PEIICHHUS, TIPH-
HATBIC HA PAaHHUX dTarax KM3HEHHOTO IIUKJIA, CTABST IO
YIpo3y YCHEUIHOCTh PeaIn3aliy 1eIeBOro (yHKINOHAIA
1 caMy BO3MO)KHOCTb JIOCTHIKCHUS TOCTABICHHBIX LIEJICH.

B paGote mpuBeneHO 000CHOBaHNE MOJIEIH peaji3a-
WU 33129 00eCIIeYeHNsT HeTPEePHIBHOCTH 0€30TIaCHOTO
dyaknnornpoBanus CIIKII B ycrioBuAxX HEyCTOWYHUBOM
KOMMYHHKAIIUNU KaK OJHOTO M3 KIIFOYCBBIX KOMIIOHCHTOB,
KOTOPBIN JIOJDKEH 00eCHeunTh HEe TOJIBKO BO3MOXKHOCTb
JIOCTHIKEHUS 33J]aHHOT0 (DYHKIIMOHAJIa B YCIOBHSIX pe-
CYPCHBIX OIpaHMYCHHUI, HO U CO3JaTh MPEAITOCHUIKH JUIS
9BOJIIOIIMOHHOTO Pa3BUTHS CHCTEMBI. B cymiecTByommx
YCIIOBHSIX HEYCTOMYMBONH KOMMYHHKAI[UU arcHTOB JUJIS
peanu3anny npeiaraioTcs cleHapun 1-3, a mpu nanbHei-
IIeM Pa3BUTUH TEIEKOMMYHHKAIIMN — IIEPEXO] Ha MOJICTb
HETIPEPHIBHOTO B3aMMOJICHCTBHSI.

[TpunsaTHE permenns 00 WCIIOIB30BAaHUM IIpeJIarae-
MOH MOJIEIH TOJKHO OMMPATHCS HA IOCTOBEPHBIEC JAHHBIE
O BBINOJIHEHUH 3aJ]aHHBIX TPEOOBaHUN B KOHTEKCTE WH-
TepornepabensHoCTH [4]. OueBHIHO, YTO MPEABIBICHUE
MOJIHOTO HaObopa TpeOOBaHUIT MOXKET MPUBECTH K HEBO3-
MOXHOCTHU HpaKTH‘IeCKOﬁ peam3anuu CUCTEMbI BBUAY
ee HelpueMJIeMOl CTOMMOCTH, IPEBBIMIAIONIeH 0XKH/Ia-
eMblif skoHOMUYecKui 3P dexr. OgHako BepupuKanus
0€301acHOCTH Mpe/IaraeMbIX pelIeHu B (hOPMYITHPOBKE
pa3nena «IlocTaHoBKa 3a1aun» SBISIETCS 00sI3aTEIBHOMN
MIPOLIEAYPOH.

[TpuBeneM pe3ynbTarThl OLEHKH BBIIOJIHEHNS TpeOOoBa-
Huil kK Ub npennaraemMbIX pelieHni Ha OCHOBE KOMIIbIOTEP-
HOTO MOZEIHPOBAHUSL.

OaHUM U3 MOAXO0J0B K BepuduKkanuu 6€30MacHOCTH
KOMMYHUKAIITMOHHBIX IIPOTOKOJIOB, B TOM YU CJIC UCIIOJIB3Y-
IOIIMX KPHUIITOrpaguuecKre CpeICTBa, SBISIETCS CIIOJIb30-
BaHHC TCOPCTUKO-MHOKECTBCHHBIX JIOTUYCCKUX Moaeneﬁ,
a TaKKe PeaTM3yoNINX UX CHEeIUaTM3HPOBAHHBIX HHCTPY-
MEHTaJIBHBIX CpeJCcTB. B HacTosieli pabore 1u1s pereHust
9TOH 3a/1a4M MPUMEHEHO 3acITy)KMBIIEe JoBepHe mpodec-
CHOHAJIBHOTO COO0IIECTBa HHCTPYMEHTAIBLHOE CPEACTBO
Automated Validation of Internet Security Protocols and
Applications (AVISPA) [16, 17].

Hetictus arearoB A, B, C u T, a Taxkxe mpaBwuia u
TpeboBaHus kK b cuieHapueB Mo aHAIOTHN JIOTHYECKHIX
nporenyp [18] mpuBenens! k hopmary KOMMYHUKAITHOH-
HBIX IIPOTOKOJIOB U (POPMAIbHO OTNpE/ICNIeHbl Ha SI3bIKE
High Level Protocol Specification Language (auctusr 1
JUTSL CLieHapus 2).

Pesynprarel aBTOMaTHYECKON IPOBEPKH (3€TIEHOE TI0JIe
SAFE Ha puc. 5) 1eMOHCTpUPYIOT 0€30MaCHOCTh pelle-
HUS B paMKax (OpMaIM30BaHHBIX YCIOBUI OCTABICHHOM
3aj1a4u.
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Fig. 4. Scenario 3 of access to confidential information using threshold cryptography
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Jlucmune 1. @opManu3oBaHHOE onrcaHue cueHapus 2 B cpene AVISPA
Listing 1. Formalized description of Scenario 2 in the AVISPA environment

Listing 1 Formalized description of Scenario 2 in the AVISPA environment
role client (C,T,B,A:agent,
PKc, PKt, PKb:public_ key,
ST,RT:channel (dy))
played by C

def=
local
State:nat,
Nc, Nt:text,
Kl: symmetric key
init
State := 0
transition
1. State = 0 /\ RT(start) =|>
State’:= 1 /\ Nc’ := new()
/\ ST({C.A.B.T.Nc’} PKt)
2. State =1 /\ RT({C.B.T.Nc.Kl’} PKc) =|>
State’:= 2 /\ request(C,T,auth 1,Nc)
end role
role bob ( B,T,C:agent,

PKb, PKt, PKc:public key,
ST, RT:channel (dy))
played by B

def=
local
State:nat,
Nb,Nt,Nc:text
init
State := 0
transition
1. State = 0 /\ RT({T.C.B.Nt’} PKb)=|>
State’:= 1 /\ Nb’ := new()

/\ ST({T.C.B.Nt.Nb’} PKt)

/\ witness (B, T,auth 2,Nt)
end role

role trusted (T,B,C,A:agent,
PKt, PKb, PKc:public_key,
KeyMap: (agent.public key) set,
SC,RC, SB,RB:channel (dy))
played by T

def=

local

State:nat,

Nc,Nt,Nb:text,

Kl:symmetric key

const sec 1l: protocol id

init

State := 0

transition
1. State = 0 /\ RC({C.A.B.T.Nc’} PKt)
/\ in(C.PKc, KeyMap) =|>
State’:= 1 /\ Nt’ := new()

/\ SB({T.C.B.Nt’} PKb)
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2. State =1 /\ RB({T.C.B.Nt.Nb"} PKt)=|>
State’:= 2 /\ request(T,B,auth 2,Nt)

/\ K1’ := new/()

/\ SC({C.B.T.Nc.K1’} PKc)

/\ witness(T,C,auth 1,Nc)

/\ secret(Kl’,sec 1,{C,T,B})
end role

role session(C:agent,B:agent,T:agent, A:agent, PKc,PKb,PKt:public key,
KeySet: agent -> (agent.public key) set)
def=
local
ST1,RT1,SC,RC,SB,RB,ST2,RT2:channel (dy)
composition
client(C,T,B,A,PKc, PKt,PKb, ST1,RT1) /\
bob (B, T, C, PKb, PKt, PKc, ST2,RT2) /\
trusted (T, B, C,A, PKt, PKb, PKc, KeySet (T), SC,RC, SB, RB)
end role

role environment ()

def=
local KeyMap: (agent.public key) set
const
pkc, pkb, pkt,pki:public key,
c,b,t,i,aragent,
sec_l,auth 1,auth 2:protocol id
init KeyMap := {b.pkb,t.pkt}
intruder knowledge = {c,b,t,a,pkc,pkb,pkt,pki, inv(pki)}
composition

o

% We run the regular session
,a,pkc,pkb,pkt, {t.{b.pkb,c.pkc},b.{b.pkb},i.{i.pki}})
% in parallel with another regular session
/\ session(c,b,t,a,pkc,pkb,pkt, {t.{b.pkb,c.pkc},b.{b.pkb},i.{i.pki}})
/\ session(i,b,t,a,pki,pkb,pkt,{t.{b.pkb,i.pki},b.{b.pkb},1i.{i.pki}})

session(c,b, t

o

end role

goal
secrecy of sec 1
authentication on auth 1
authentication on auth 2
end goal
environment ()

searchTime: 0.28s
visitedNodes: 415 nodes
depth: 6 plies

% OFMC SUMMARY
% Version of 2006/02/13
DETAILS
DETAILS BOUNDED_NUMBER_OF_SESSIONS
BOUNDED_NUMBER_OF SESSIONS TYPED_MODEL
PROTOCOL ) ) PROTOCOL
/home/span/spanftestsuite/results/model2.if /home/span/span/testsuite/results/model2.if
GOAL
as_specified GOAL
BACKEND As Specified
OFMC
COMMENTS g
STATISTICS
parseTime: 0.00s STATISTICS

Analysed : 4 states
Reachable : 0 states
Translation: 0.00 seconds
Computation: 0.00 seconds

Puc. 5. Pe3ynbrarsl aBTOMATHUECKOM IPOBEPKH Oe30macHOCTH clieHapus 2 B cpene AVISPA

Fig. 5. The results of the automatic security check of Scenario 2 in the AVISPA environment

9 8 Hay4HO-TeXHN4eCKnin BECTHUK MHPOPMALNOHHbBIX TEXHONOMMIA, MEXaHUKKN 1 onTukn, 2024, Tom 24, N2 6
S Scientific and Technical Journal of Information Technologies, Mechanics and Optics, 2024, vol. 24, no 6



http://T.C.B.Nt.Nb
http://C.B.T.Nc

B.X. Ila, N.N. Komapos, A.A. lNpusanos, A.A. INbIpk1H

SPAN 1.6 — Protocol Simulation : model2.hlpsl

Trace Files Modes Variables monitoring MSC
< Previous step Next step > [~ Untype client bob trusted client bob trusted -]
c-3 b-4 t-5 c-7 b-8 t-9
Incoming events : Stepl.
& {c.a.b.t.nghce-1} _pkt J
Step2.
{c.a.b.t.nohce-2}_pkt
Step3.
{f§c.b.nonce-3} plb
P
Step4.
| {t.c.ohonce-3.nonce-4}_pkt
152 |
StepS.
{c.b.t.noncel.sk-5} pkc
] T3
Step6.
Past events : {§.c.b.nonce-6} _pgb P
% [(client, 3) -> (trusted, 5) : {CAB.T.Nc}_PKt o
(client, 7) -> (trusted, 9) : {CA.B.T.Nc}_PKt St?(;tﬂ
(trusted, 5) -> (bob, 4) : {T.C.B.Nt}_PKb {t.c.jjnonce-6.nonce-f} pl
(bob, 4) -> (trusted, 5) : {T.C.B.Nt.Nb} PKt . |
(trusted, 5) -> (client, 3) : {C.B.T.Nc.K1} PKc Step8.
(trusted, 9) -> (bob, 8) : {T.C.B.Nt}_PKb {c.b.t.noncg2.sk-8}_pke
(bob, 8) -> (trusted, 9) : {T.CB.Nt.Nb} PKt
(trusted, 9) -> (client, 7) : {C.B.T.Nc.K1} PKc
] [l
b
X SPAN 1.6 — Protocol Simulation : model2.hipsl
Trace Files Modes Variables monitoring MsC|
< Previous step I Next step > I [~ Untype Intruder_ client bob trusted client bob trusted
i-0 c-3 b-4 t-5 c-7 b-8 t-9
Incoming events : _l?epl
{\:.I.b.t.nonce-l} kt 3
Step2.
{c.§.b.t.nonce-1}jpkt
|
Step3.
{c.a.b.t.nghce-1} _pkt
]
Step4.
{c.a.b.t.nohce-2} pkt
StepS.
{tg§.b.nonce-3}_gkb

Past events : Step6.
client, 3) -> (Intruder_, 0) : {CAB.T.Nc}_PKt {tcbnonge-31-pkb
(Intruder_, 0) -> (trusted, 5) : {c.a.b.t.nonce-1} pkt
Intruder_, 0) -> (trusted, 9) : {c.a.b.t.nonce-1} pkt t}.b.nonce-3}_gkb
(client, 7) -> (Intruder_, 0) : {CAB.T.Nc} PKt = o |
(trusted, 5) -> (Intruder , 0) : {T.C.B.Nt}_PKb
(Intruder_, 0) -> (bob, 4) : {t.c.b.nonce-3}_pkb t.c.b.nonce-Fnonce-4}_pki
Intruder_, 0) -> (bob, 8) : {t.c.b.nonce-3} pkb é
(bob, 4) -> (Intruder_, 0) : {T.C.B.Nt.Nb} PKt Stepo.
(Intruder_, 0) -> (trusted, 5) : {t.c.b.nonce-3.nonce-4} ¢ {t.c.b.ffonce-3.noncefd} pkt
bob, 8) -> (Intruder_, 0) : {T.CB.Nt.Nb}_PKt L |
(trusted, 5) -> (Intruder_, 0) : {C.B.T.Nc.K1} PKc tep10.
(Intruder_, 0) -> (client, 3) : {c.b.t.nonce-1.sk-6} pkc {t.c.b.ffonce-3.noncef5} pkt

Step7.

-~

Step8.

tepll.

{c.bfnonce-1.sk-6f pkc

{t.c.b.nonce-7}_pkb
{c.b.tnonce-1.5k-6}_pkc {c.b] 4nonce~1.sk~a_pkc

tepl2.

{t.c.b.nonce-3.nonce-5} pkt
{t.c.b.nonce-3.nonce-4} pkt tepl3
{t.c.o.nonce-3}_pkb {t.c.b.norfe-7}_pkb prs
{c.a.b.t.nonce-2} pkt | -
{c.a.b.t.nonce-1} pkt

ke
kb
kt
ki
nv(

pki)

Puc. 6. Buzyanusanus nHOOPMAIIMOHHBIX TTOTOKOB B3auMoeicTBus ciieHapus 2 B cpene AVISPA: Ge3 Hapymuress
uH(pOopMaLMOHHON Oe30macHoCTH (a); ¢ HapyluTeleM HHpopMalnoHHON 6e3omacHocTH (b)
Fig. 6. Visualization of information flows of interaction Scenario 2 in the AVISPA environment: without an information security
violator (a); with an information security violator (b)
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Pesynbrarel BU3yanu3anuu HHPOPMAIMOHHBIX TOTO-
KOB (puc. 6), IeKAIIUX B OCHOBE CLEHAPUS 2, IIO3BOJISIOT
CZeJIaTh BBIBOJ O BBIITOJHEHUU OCHOBHBIX U JIOTIOJIHU-
TenabHBIX TpeOoBannit b mpu mcmnonp3oBannm npejia-
raeMoi MOJENN U yCIOBUH JOBEPHs K TPEThEil CTOpOHE.
AHaNOTHYHEIM 00pa3oM mpoBezeHa nmposepka Ub cie-
Hapus 3, MOATBEPKIA0MIast BEITIONIHEHUE TPEOOBaHUH,
chopMynupoBaHHbIX B pazaene «IlocraHOBKa 3agadum.

3akaouenne

B pabore nocrasneHa 3a/1a4a 1 IPEUIOKEHBI PEIIEHUS
110 00€CIEUYCeHUI0 HEeNPEPHIBHOCTH (HYHKIIMOHUPOBAHHUS
pacrpeaecHHON MPUKIaIHOW HHPOPMAIIMOHHOMN CUCTE-
MEI, I/ICHOJ’II)3}HOLLICI>1 B KQUCCTBC XpaHW/IMIIA JaHHBIX pac-
MIpeJiesICHHbI peecTp.

Obecrieuenne KOHPUICHIIMAIBHOCTH YaCTH JaHHBIX
oOecriednBaeTcs 3a C4eT UX MH(GPOBaHUSI CUMMETPHYHBIM
CECCHOHHBIM KIIIOYOM. AyTEeHTU(HHUINPOBAHHBIN TOCTYII K
9THM JaHHBIM [PEANONAraeT NpeJOCTaBIEHUE 3TOrO KIII04a
HA YCIIOBUSX, ONPEAEIAEMbIX BIAIEIbAMI JaHHBIX.

B otnnuue ot cyliecTBYOLIMX PELIEHUH, Tpeanoara-
IOIUX HEMOCPEACTBEHHOE B3aUMOJACHCTBHE YYaCTHUKOB
MHGOPMALMOHHOTO TIPOLIECCa, MOIYUYEHHbIE Pe3yabTaThl
00eCIeuynBaroT PA3JIMYHBIC PCKUMBI JOCTYIIAa K JaHHBIM
C UCIOJIb30BAaHUEM TEXHOJIOIMM MPEABAPUTEIILHON ayTEH-
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TU(UKAIMHA WK TTOPOTOBOM KpUnTorpaduu, B TOM YUCIIC
U MPU HEBO3MO)XHOCTH KOMMYHHKAIIUU C OJHHM U3 BIla-
JICITBIICB TaHHBIX.

[IpennaraeMeie pemeHUsT TPEOYIOT HATHYUS TPEThEH
JIOBEPCHHOM CTOPOHBI, YTO IMOPOKAACT TOIOTHUTEIHHBIC
VSI3BEIMOCTH CHCTEMEIL. BMecTe ¢ TeM pUCKH, COMPsKCHHBIC
C HCITOIB30BaHUEM TPEThEH CTOPOHBI, HE TPEBHIIIAIOT PHU-
CKH, CBS3aHHBIE C HEHOOPOCOBECTHOM 00pabOTKOM JaHHBIX,
a cHmkeHne ypoBHs Vb obecneunBaeT peaanzyemMocThb
CUCTEMBI B YCIIOBUSX PECYPCHBIX OIPAaHUYECHU.

[TepcrieKTHBHBIM HanpaBJIeHHEM Pa0OTHI SIBISETCS
OIpeJiesIeHNe ONTUMAJIBHOTO KOJIMYECTBA Iap/-y3JI0B C
Y4EeTOM: Pa3IUYHON MHTCHCUBHOCTH UX HCIOJIb30BaHUS
Kak JUIsl IPEIOCTaBICHUsT HH(POPMALIUH, TaK U JIJIS €€ T0-
TIOJTHCHWST, IMHAMUKY BBIXOJIa M3 30HBI HETTOCPEICTBEHHOM
KOMMYHUKAIIIH BIIJCTbIICB KOHMOUACHIIHATEHOU HHDOP-
MaIIiH; 3aTpaT Ha MEXKIIap0BOE B3aUMOICHUCTBIE; TEOpe-
THYECKOTO U KCIIEPUMEHTAIBHOTO 000CHOBAHUS BIISTHUS
BHYTPHIIAPI0BON KOHKYPEHIIMH Ha BEPOSTHOCTH CTOBOpA
YYaCTHHUKOB [T KOMIIPOMETAINN JaHHBIX.

Bwmecte ¢ TeMm moxydeHHBIE PE3yNbTATHl 00ecIeyn-
BAaT BO3MOXHOCTH HpaKTH‘IeCKOﬁ peaiu3anun CH-
CTEMBI MPOCIICIKHUBAEMOCTH KaueCTBA MPOAYKIIHMHU IS
Couunanuctuueckoit Pecniyonuku BreTHam, ee 9BOMIOIM-
OHHOC Pa3BUTHC U MOJyYCHHUE JOTOTHUTECILHBIX JaHHBIX
JUTSL €€ TEXHUYECKOM ONTUMU3AIIHH.

References

1. Le V.X., Begaev A.N., Komarov LI. Information security threat model
for product quality tracking systems for emerging markets.
Proceedings of the Institute of Engineering Physics, 2024, no. 1(71).
pp. 61-70. (in Russian)

2. Le V., Vu L., Komarov I.I. Ensuring information security in the
seafood traceability system based on blockchain. Science and
Business: Ways of Development, 2022, no. 5(131), pp. 97-101. (in
Russian)

3. Le W.H., Begaev A.N., Komarov I.I., Fung W.K Verification of
session key safe distribution method in the product quality traceability
system. Voprosy kiberbezopasnosti, 2023, no. 6(58), pp. 112—121. (in
Russian). https://doi.org/10.21681/2311-3456-2023-6-112-121

4. Chernitskaya T.E., Makarenko S.I., Rastyagaev D.V. Aspects of
information assurance within net-centric information and control
systems interoperability evaluation. Bulletin of the Russian New
University. Series “Complex Systems: models, analysis and
management, 2020, no. 4, pp. 113—121. (in Russian). https://doi.
org/10.25586/RNU.V9187.20.04.P.113

5. LiuY, LiuJ., Salles M.V., Zhang Z., Li T., Hu B., Henglein F., Lu R.
Building blocks of sharding blockchain systems: Concepts,
approaches, and open problems. Computer Science Review,
2022, vol. 46, pp. 100513. https://doi.org/10.1016/j.
cosrev.2022.100513

6. Luu L., Narayanan V., Zheng C., Baweja K., Gilbert S., Saxena P. A
secure sharding protocol for open blockchains. Proc. of the 2016 ACM
SIGSAC conference on computer and communications security, 2016,
pp. 17-30. https://doi.org/10.1145/2976749.2978389

7. YuG., Wang X., Yu K., Ni W., Zhang J.A., Liu R.P. Survey: Sharding
in blockchains. IEEE Access, 2020, vol. 8, pp. 14155-14181. https:/
doi.org/10.1109/access.2020.2965147

8. Banerjee K., Saha S. Blockchain signatures to ensure information
integrity and non-repudiation in the digital era: A comprehensive
study. International Journal of Computing and Digital Systems, 2024,
vol. 16, no. 1, pp. 1-12.

9. Ayele W.Y. Non-repudiation mechanisms for loT applications: A
systematic literature review: Master degree project in informatics with
a specialization in privacy, information security, and cyber security,
2021, 65 p.

960

Hay4yHO-TexHn4eckuii BECTHUK MHDOPMALMOHHBLIX TEXHONOMMIA, MEXaHUKN 1 onTukn, 2024, Tom 24, N2 6
Scientific and Technical Journal of Information Technologies, Mechanics and Optics, 2024, vol. 24, no 6


https://doi.org/10.21681/2311-3456-2023-6-112-121
https://doi.org/10.21681/2311-3456-2023-6-112-121
https://doi.org/10.1109/access.2020.2965147
https://doi.org/10.1109/access.2020.2965147
https://doi.org/10.21681/2311-3456-2023-6-112-121
https://doi.org/10.25586/RNU.V9187.20.04.P.113
https://doi.org/10.25586/RNU.V9187.20.04.P.113
https://doi.org/10.1016/j.cosrev.2022.100513
https://doi.org/10.1016/j.cosrev.2022.100513
https://doi.org/10.1145/2976749.2978389
https://doi.org/10.1109/access.2020.2965147
https://doi.org/10.1109/access.2020.2965147

B.X. Ila, N.N. Komapos, A.A. lNpusanos, A.A. INbIpk1H

10. Tan K.-L., Chi C.H., Lam K.Y. Secure and privacy-preserving sharing
of personal health records with multi-party pre-authorization
verification / Wireless Networks. 2024. V. 30. N 6. P. 4773-4795.
https://doi.org/10.1007/s11276-022-03114-6

11. Blackburn S.R. Combinatorics and threshold cryptography //
Combinatorial Designs and their Applications. Routledge, 2023.
P. 49-70. https://doi.org/10.1201/9781315139722-3

12. Tan L., Yu K., Yang C., Bashir A.K. A blockchain-based Shamir’s
threshold cryptography for data protection in industrial internet of
things of smart city // Proc. of the 1st Workshop on Artificial
Intelligence and Blockchain Technologies for Smart Cities with 6G.
2021. P. 13—18. https://doi.org/10.1145/3477084.3484951

13. Abdallah A., Salleh M. Secret sharing scheme security and
performance analysis // Proc. of the International Conference on
Computing, Control, Networking, Electronics and Embedded Systems
Engineering (ICCNEEE). 2015. P. 173—-180. https://doi.org/10.1109/
iccneee.2015.7381357

14. Beimel A. Secret-sharing schemes: A survey // Lecture Notes in
Computer Science. 2011. V. 6639. P. 11-46. https://doi.
org/10.1007/978-3-642-20901-7_2

15. Tejedor-Romero M., Orden D., Marsa-Maestre 1., Junquera-
Sanchez J., Gimenez-Guzman J.M. Distributed remote e-voting
system based on Shamir’s secret sharing scheme // Electronics. 2021.
V. 10. N 24. P. 3075. https://doi.org/10.3390/electronics 10243075

16. Hecrepenko A 1O., Cemeno A.M. MeToziiKa OLIEHKH 6€30I1aCHOCTH
Kpunrtorpaduueckux nporokonos // [pukiiasHas AUCKpeTHas MaTe-
matuka. 2022. Ne 56. C. 33-82. https://doi.
org/10.17223/20710410/56/4

17. Bacan A.C., bacan E.C., Mmyxosa E.A., Kopamios A.I1. [Iporokon
B3aMMHOM ayTeHTH(HHUKALMK TPYIIIEI 0OBEKTOB C IMHAMHYECKOM TO-
nonorueii // Borpocs! kubepbezonacHocth. 2023. Ne 4(56). C. 41-52.
https://doi.org/10.21681/2311-3456-2023-4-41-52

18. Babenko JLK., [TucapeB U.A. SI3pik PDA aist AMHaMHYECKOTO aHa-
Jn3a KpUnTorpapuyueckux mpotokonos // Bompockl knbepbdesomnac-
noctn. 2020. Ne 5(39). C. 19-29. https://doi.org/10.21681/2311-3456-
2020-05-19-29

ABTOpPBI

JI3 Ban Xuey — acnupant, Yausepcurer UTMO, Cankr-IleTepOypr,
197101, Poccuiickas deneparus, https://orcid.org/0000-0002-9413-5138,
dragon220294@gmail.com

Komapor Urops UBaHOBHY — KaHIUAAT (HU3UKO-MATEMATHICCKUX
HayK, IOLEHT, foueHT, YauBepcurer MTMO, Cankr-IlerepOypr, 197101,
Poccuiickas enepanus, s¢ 57190606510, https://orcid.org/0000-0002-
6542-4950, 1_krov(@mail.ru

IIpuBajioB AjlekcaHap AHApeeBHMY — KaHIUAAT TEXHUUECKHX HAyK
noueHTt, Poccuiickuit ynusepcuteT TpaHcnopra, Mocksa, 127994,
Poccuiickas ®eneparnmsi, https://orcid.org/0000-0001-8977-152X,
privalov1985@ya.ru

IIbIpkuH AHTOH AJIeKCAHAPOBHY — JOKTOP TEXHHYECKHUX HayK, IPO-
tbeccop, npodeccop, Yuusepcurer U'TMO, Canxr-IletrepOypr, 197101,
Poccuiickas ®enepanus, s¢ 26656070700, https://orcid.org/0000-0001-
8806-4057, a.pyrkin@gmail.com

Cmamws nocmynuna 6 pedakyuio 05.07.2024
Ooobpena nocne peyenzuposanus 20.09.2024
Ipunama x newamu 27.11.2024

10. Tan K.-L., Chi C.H., Lam K.Y. Secure and privacy-preserving sharing
of personal health records with multi-party pre-authorization
verification. Wireless Networks, 2024, vol. 30, no. 6, pp. 4773—4795.
https://doi.org/10.1007/s11276-022-03114-6

11. Blackburn S.R. Combinatorics and threshold cryptography.
Combinatorial Designs and their Applications. Routledge, 2023,
pp. 49-70. https://doi.org/10.1201/9781315139722-3

12. Tan L., Yu K., Yang C., Bashir A.K. A blockchain-based Shamir’s
threshold cryptography for data protection in industrial internet of
things of smart city. Proc. of the Ist Workshop on Artificial
Intelligence and Blockchain Technologies for Smart Cities with 6G,
2021, pp. 13-18. https://doi.org/10.1145/3477084.3484951

13. Abdallah A., Salleh M. Secret sharing scheme security and
performance analysis. Proc. of the International Conference on
Computing, Control, Networking, Electronics and Embedded Systems
Engineering (ICCNEEE), 2015, pp. 173—180. https://doi.org/10.1109/
iccneee.2015.7381357

14. Beimel A. Secret-sharing schemes: A survey. Lecture Notes in
Computer Science, 2011, vol. 6639, pp. 11-46. https://doi.
org/10.1007/978-3-642-20901-7_2

15. Tejedor-Romero M., Orden D., Marsa-Maestre 1., Junquera-
Sanchez J., Gimenez-Guzman J.M. Distributed remote e-voting
system based on Shamir’s secret sharing scheme. Electronics, 2021,
vol. 10, no. 24, pp. 3075. https://doi.org/10.3390/electronics 10243075

16. Nesterenko A.Yu., Semenov A.M. Methodology for assessing the
security of cryptographic protocols. Prikladnaya Diskretnaya.
Matematika, 2022, no. 56, pp. 33—-82. (in Russian). https://doi.
org/10.17223/20710410/56/4

17. Basan A.S., Basan E.S., Ishchukova E.A., Kornilov A.P. Protocol for
mutual authentication of an object’s group with dynamic topology.
Voprosy kiberbezopasnosti, 2023, no. 4(56), pp. 41-52. (in Russian).
https://doi.org/10.21681/2311-3456-2023-4-41-52

18. Babenko L.K., Pisarev I.A. PDA language for dynamic analysis of
cryptographic protocols. Voprosy kiberbezopasnosti, 2020, no. 5(39),
pp. 19-29. (in Russian). https://doi.org/10.21681/2311-3456-2020-
05-19-29

Authors

Van Hieu Le — PhD Student, ITMO University, Saint Petersburg,
197101, Russian Federation, https://orcid.org/0000-0002-9413-5138,
dragon220294@gmail.com

Igor I. Komarov — PhD (Physics & Mathematics), Associate Professor,
Associate Professor, ITMO University, Saint Petersburg, 197101, Russian
Federation, s¢ 57190606510, https://orcid.org/0000-0002-6542-4950,
i_krov@mail.ru

Aleksandr A. Privalov — PhD, Associate Professor, Federal State
Institution of Higher Education “Russian University of Transport” (MIIT),
Moscow, 127994, Russian Federation, https://orcid.org/0000-0001-8977-
152X, privalov1985@ya.ru

Anton A. Pyrkin — D.Sc., Full professor, ITMO University, Saint
Petersburg, 197101, Russian Federation, s¢ 26656070700, https://orcid.
org/0000-0001-8806-4057, a.pyrkin@gmail.com

Received 05.07.2024
Approved after reviewing 20.09.2024
Accepted 27.11.2024

Pa6oTa goCTynHa no AMueH3mm
Creative Commons
«Attribution-NonCommercial»

Hay4HO-TexXHU4eCcKuii BECTHUK MHDOPMALIMOHHbLIX TEXHONOM A, MEXaHUKK 1 onTukun, 2024, Tom 24, N2 6
Scientific and Technical Journal of Information Technologies, Mechanics and Optics, 2024, vol. 24, no 6

961


https://doi.org/10.1201/9781315139722-3
https://doi.org/10.1145/3477084.3484951
https://doi.org/10.1109/iccneee.2015.7381357
https://doi.org/10.1109/iccneee.2015.7381357
https://doi.org/10.1007/978-3-642-20901-7_2
https://doi.org/10.1007/978-3-642-20901-7_2
https://doi.org/10.3390/electronics10243075
https://doi.org/10.17223/20710410/56/4
https://doi.org/10.17223/20710410/56/4
https://doi.org/10.21681/2311-3456-2023-4-41-52
https://doi.org/10.21681/2311-3456-2020-05-19-29
https://doi.org/10.21681/2311-3456-2020-05-19-29
https://orcid.org/0000-0002-9413-5138
mailto:dragon220294@gmail.com
https://orcid.org/0000-0002-6542-4950
https://orcid.org/0000-0002-6542-4950
mailto:i_krov@mail.ru
https://orcid.org/0000-0001-8977-152X
mailto:privalov1985@ya.ru
https://orcid.org/0000-0001-8806-4057
https://orcid.org/0000-0001-8806-4057
mailto:a.pyrkin@gmail.com
https://doi.org/10.1007/s11276-022-03114-6
https://doi.org/10.1201/9781315139722-3
https://doi.org/10.1145/3477084.3484951
https://doi.org/10.1109/iccneee.2015.7381357
https://doi.org/10.1109/iccneee.2015.7381357
https://doi.org/10.1007/978-3-642-20901-7_2
https://doi.org/10.1007/978-3-642-20901-7_2
https://doi.org/10.3390/electronics10243075
http://A.Yu
https://doi.org/10.17223/20710410/56/4
https://doi.org/10.17223/20710410/56/4
https://doi.org/10.21681/2311-3456-2023-4-41-52
https://doi.org/10.21681/2311-3456-2020-05-19-29
https://doi.org/10.21681/2311-3456-2020-05-19-29
https://orcid.org/0000-0002-9413-5138
mailto:dragon220294@gmail.com
https://orcid.org/0000-0002-6542-4950
mailto:i_krov@mail.ru
https://orcid.org/0000-0001-8977-152X
https://orcid.org/0000-0001-8977-152X
mailto:privalov1985@ya.ru
http://D.Sc
https://orcid.org/0000-0001-8806-4057
https://orcid.org/0000-0001-8806-4057
mailto:a.pyrkin@gmail.com

