HAYYHO-TEXHUYECKMI BECTHUK MH®OPMALIMOHHBIX TEXHOIOM I, MEXAHVKI 1 OMTUKN

° mapT-anpens 2025 Tom 25 N2 2 http://ntvifmo.ru/  GAviHOo-TExHMuECKuM BECTHMK
I IITMO SCIENTIFIC AND TECHNICAL JOURNAL OF INFORMATION TECHNOLOGIES, MECHANICS AND OPTICS “Hm“pm““““"hm IEXH“"""'“, MEXAH“K“ “ “"T"m
March-April 2025 Vol. 25 No 2 http://ntv.ifmo.ru/en/
ISSN 2226-1494 (print) ISSN 2500-0373 (online)

doi: 10.17586/2226-1494-2025-25-2-311-320

Integration of enhanced qualified electronic signature
to the fast healthcare interoperability resources (FHIR RU-core) protocol
Nikolai A. Gorbunov!®, Valeria O. Kuleshova2, Viktoriia M. Korzhuk3

1 “Netrika Medicine” LLC, Saint Petersburg, 191015, Russian Federation
1.3 ITMO University, Saint Petersburg, 197101, Russian Federation
2 CSRI Elektropribor, Saint Petersburg, 197046, Russian Federation

1 gorb-2157@mail.ru™, https://orcid.org/0009-0004-2973-9594
2 valeria.kuleshova@yahoo.com, https://orcid.org/0000-0003-1377-6003
3 vmkorzhuk@itmo.ru, https://orcid.org/0000-0002-0240-9067

Abstract

The article discusses how to use the Russian profile of the Fast Healthcare Interoperability Resources (FHIR) RU-core
protocol for medical information systems developing. An enhanced qualified electronic signature has been used for
information protection for a long time; however, it is currently being implemented for the first time with the FHIR
RU-core protocol to protect medical information systems. The goal of the research is enhanced qualified electronic
signature integration for organizations developing secure software for medical information systems. To reach the goal,
the following tasks are solved: previous works including foreign ones are analyzed and the table with different variants
of FHIR protocol using is presented; the step-by-step plan of an enhanced qualified electronic signature integration
has elaborated. A software code has been created to ensure the safe transmission of sensitive medical data to meet
the challenge of implementing an enhanced qualified electronic signature. Russian standards were used to implement
cryptographic protection of information in various medical information systems. To ensure secure data exchange, an
enhanced qualified electronic signature was incorporated into the domestic version of the FHIR protocol. The use of
Russian version of the protocol and certificates result in the correct exchange of medical documents. New functionality
for medical information systems was standardized through the application of the Russian profile of FHIR protocol.
Medical information systems deployed in the certified data processing centers are now using the FHIR RU-core
protocol. The medical community easily uses FHIR RU-core, which is the most advanced tool for domestic medical
systems. The method is aimed at integrating health information systems safely to develop regional services for doctors,
patients, and digital health care organizers. The scientific novelty and relevance of the research lies in the field of
adaptation international experience of using FHIR protocol under Russian circumstances and refinement of an enhanced
qualified electronic signature integration method without capacity loss. The practical result demonstrates that the use
of the Russian enhanced qualified electronic signature satisfies the information security requirements of new medical
information systems and allows sensitive data to be transmitted without loss of quality and speed. It has been concluded
that a systematic approach to using the Russian profile of the FHIR RU-core protocol for new medical information
systems, with the aim of implementing digital healthcare, is highly recommended. This article is a valuable resource for
medical information systems software architects and developers, as well as information security specialists.
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AHHOTANMA

BBenenne. PaccmarpuBaeTcs BO3MOKHOCTB HCIIONB30BaHMS poccuiickoro npoguns nporokona Fast Healthcare
Interoperability Resources (FHIR) RU-core mist pa3paboTkn MEIUIMHCKUX HH)OPMAIIMOHHBIX CUCTEM. YCHJICHHAS
KBaJIM(UIIIPOBAHHAS HJIEKTPOHHAS MTOJIMUCH MPUMEHSETCS AJIS 3aIUTH HHPOPMAIUH yKe JUINTEIbHOE BpeMs,
oHaKo, coBMecTHO ¢ nporokonoM FHIR RU-core s 3amuTel MEIUIIMHCKUX MH()OPMAIIMOHHBIX CHCTEM —
BIiepBhIe. B paboTe mpeanokeH mporece BHEAPESHUS YCHIICHHONW KBaTM(DUIIMPOBAHHON JIEKTPOHHON MOAIIUCH YIS
opraHu3anuii, pazpabareiBaloInX O0e30MacHOe MPOrpaMMHOE 00eCIIeUeHHe sl METUIIMHCKUX WH(POPMAIIMOHHBIX
cucteM. J{J1st JOCTHIKEHUS LeNM OBbUTH PELIeHbI CIIEAYIONIHe 3a/1auu: [IPOaHaIu3upPOBaHbl PYCCKHE U 3apyOeKHbIe
Hay4HbIe PaOOThI, H COCTaBlIeHa TabaMa BO3SMOXKHOCTEH Hcnonb3oBanus npoTtokona FHIR, BeipaboTan momaroBeiit
TUTaH BHEPEHHS YCWICHHON KBAM(HUINPOBAHHON 3IEKTPOHHOM moanucu. Mertoa. /s pereHus 3aqa4u BHEIPEHUS
YCHJICHHOW KBaTH()UIIMPOBAHHON 3IEKTPOHHOHN MOIMHUCH OBUT pa3paboTaH MPOrpaMMHBIA KOJ, KOTOPBIH MO3BOJISET
TiepeIaBaTh TyBCTBUTEIILHBIC MEUIIMHCKUE JaHHBIe Oe30macHo. [IpoBeneHa peanusamus KpunTorpaduaeckoil 3ammTs
nH(OPMAIMHN PH ITOMOIIH POCCUICKIX CTAaHAAPTOB HHTETPALH PA3INIHBIX MEAUINHCKUX HH(POPMAIMOHHBIX CHCTEM.
B oreuectBennoit Bepcun npotokona FHIR Berpoena ycninenHas kBaauUIMpOBaHHAs 3JIEKTPOHHAS OAMHCEH LIS
3aIIUIIEHHOr0 0OMeHa JaHHBIMH. KOppeKTHBIH 00MeH MEeUIIMHCKIMH JOKYMEHTaMH BO3MOYKEH MPH HUCIIOIb30BaHUN
poccHiiCKHX BepcHil poToKona u ceprudukaros. [IpoBeseHa cranaapTU3anys IPUMEHEHHUs POCCHICKOTO mpoduis
npotokoia FHIR RU-core anst MeguuuHCKUX HHPOPMALMOHHBIX CHCTEM C HOBBIM (yHKIHOHanoM. [IpoTokon
FHIR RU-core ObuT BHEAPEH B MEIUIIMHCKHE MH()OPMALIMOHHBIE CHCTEMBI, pa3BEepHYTHIE B aTTECTOBAaHHBIX IIEHTPAX
obpabotku nanHbIX. Ctangapt FHIR RU-core siBnsieTcst HanOonee MHHOBAIIMOHHBIM HHCTPYMEHTOM JUTSI OT€UeCTBEHHBIX
MEIUIIMHCKUX CHCTEM, TaK KaK HAaXOAWUTCS B OTKPBITOM JOCTYIE, U yHOOCH s MPUMEHEHHS MEIUIIMHCKUM
coo0mecTBOM. MeTo; OpHEeHTHPOBAH Ha 0€301IacHyI0 HHTETPAIlHI0 MEAUIIMHCKUX WH()OPMAIIOHHEIX CHCTEM IS
Pa3BHUTHS PETHOHAIBHBIX CEPBHCOB IS Bpauel, MaMeHTOB U OPraHU3aTopoB I(POBOTo 31paBooxpaneHus. OCHOBHbIE
pe3yabTarhl. [loqyueHHbIC pe3yIbTaThl 3aKII0UAOTCS B aalTallui MEXKTyHapOIHOIO OIbITA UCIIOIb30BaHUs IPOTOKOJIA
FHIR nmnst poccuiickoii 1eHCTBUTENBHOCTH M B YTOUHEHHH METOJa BHEJIPEHUS YCHICHHOHW KBaTH(UIIMPOBAHHON
9NEKTPOHHON MoAnucK 6e3 MOTePH MPOMYCKHOW COCOOHOCTH B MEAMIIMHCKUX MH()OPMAIMOHHBIX CHCTEMAX.
[IpakTHdeckuii pe3ynbrar MOKa3bIBacT, YTO HCIOIB30BAHUE POCCUICKON YCHICHHOH KBATM(DUIMPOBAHHOM 3IEKTPOHHOM
TIOZINVCH YIOBIETBOPSIET TPeOOBAHNSIM HHPOPMAIIMOHHOM O€30ITaCHOCTH JUISl HOBBIX MEIUIIMHCKIX HH(POPMAITOHHBIX
CHCTEM U MO3BOJISICT MePe/aBaTh TyBCTBUTEILHEIC JaHHEIE Oe3 MoTepH KadecTsa i ckopoctr. Odcyxaenne. CrenaH BEIBOL
0 HEOOXOANMOCTH BHEJIPEHHSI CHCTEMHOTO ITO/IX0/1a K MCIOIb30BAaHUIO poccuiickoro nmpodurs nporokona FHIR RU-core
JUISL HOBBIX MEANIIMHCKHAX MH(POPMAIMOHHBIX CHCTEM C IEJIbI0 JAIbHEHIIero pa3BUTHS I(POBOTO 31paBOOXPAHEHHS.
PesynapTaThl paboThl MOTYT OBITH LIEHHBIM PECYPCOM IS apXHUTEKTOPOB M pa3pabOTYMKOB HPOTPAMMHOTO
obecrieueH s MeTUIIMHCKUX HH(POPMALIMOHHBIX CUCTEM, a TAKKE CHELHAINCTOB M0 HH(OPMAIIMOHHO 0e30MacHOCTH.

KiroueBblie ciioBa
MEMIHCKHE HHPOPMALIMOHHBIE CHCTEeMbI, poccuiickuii mpotokon FHIR, unTerpanust anekTpoHHOi OAIHCH

baaropapHocTu
@DuHaHCHPOBAHNE BHIMOIHEHO 32 CUET CPEACTB HAyUHO-HCCIEI0BATENLCKOM PaOOThI « ABTOHOMHBIE HHTEIIEKTYaIbHbIE
cucremb» Ne 623106 B YauBepcutere UTMO.

Ccpraka aas nutupoBanusi: [opoynoB H.A., Kynmemosa B.O., Kopxyk B.M. UnTerpanus ycuieHHOU
KBaNU(UIMPOBAHHON AIIEKTPOHHOII ITOANUCH € pecypcaMu ObICTPOro B3aMMOJCHCTBHUS B chepe 3paBOOXpaHCHUS
FHIR RU-core / Hay4yHO-TeXHUUECKUIT BECTHUK MH(OPMAIMOHHBIX TEXHOIOTHH, MEXaHUKHU U onTuku. 2025. T. 25,
Ne 2. C. 311-320 (na ann. s13.). doi: 10.17586/2226-1494-2025-25-2-311-320

Introduction

Public and private Medical Information Systems (MIS)
are forced to constantly transfer large volumes of private
information, namely personal datal. The source [1] has

I ®enepanbubiii 3akon Poccun Ne 152 ot 27.07.2006
«O nepconanpubix nanHbix». Federal Law of Russia no. 152 at
27.07.2006 “About personal data”.

confirmed how to generate a list of personal data processed
in MIS. When discussing the transfer of medical data,
it is important to emphasize the importance of the Fast
Healthcare Interoperability Resources (FHIR) protocol.
In digital health, the exchange of medical information and
the interoperability of healthcare resources can be achieved
through the use of the standard protocol FHIR according
to [2].

312

Hay4yHO-TexHn4eckuii BECTHUK MHDOPMALMOHHBLIX TEXHONOMMIA, MEXaHUKKN 1 onTukn, 2025, Tom 25, N2 2
Scientific and Technical Journal of Information Technologies, Mechanics and Optics, 2025, vol. 25, no 2


mailto:gorb-2157@mail.ru
https://orcid.org/0009-0004-2973-9594
mailto:valeria.kuleshova@yahoo.com
https://orcid.org/0000-0003-1377-6003
mailto:vmkorzhuk@itmo.ru
https://orcid.org/0000-0002-0240-9067

N.A. Gorbunov, V.O. Kuleshova, V.M. Korzhuk

One of the well-known companies in Russia engaged in
secure integration for MIS in the Information Technology
(IT) sector is “Netrika Medicine”. In fact, this company is
a Russian IT solution provider and developer. It is involved
in developing web portals that are compliant with the
latest FHIR standards. The company facilitates access for
doctors and medical institution workers in Russian regions
to an integrated electronic medical record!. Many new
tools for practical work have been developed by doctors
who work in private and public medical organizations,
clinics, and diagnostic centers. MIS is where these tools are
utilized to achieve new goals and issues. User web portals
enable a significant increase in the speed and accuracy
of disease diagnosis as well as facilitating doctor-patient
interactions. Patients are no longer required to collect
certificates, extracts, test data, ultrasound, etc. before
receiving advisory or medical assistance due to this fact,
which greatly simplifies their lives.

During the project, the specialists at “Netrika Medicine”
solved multiple problems. Electronic versions of medical
documents can be obtained from MIS used in healthcare
institutions and provided to doctors in other institutions
through a graphical interface. In addition, the system
statistical indicators were expanded by significantly
enhancing the databases.

When creating the interaction between web portals and
the integrated electronic medical record module, the initial
focus was on the development of various types of MIS.
To utilize this opportunity, FHIR was selected as the most
advanced standard for exchanging medical data2. Health
Level Seven International is working on the development
of the FHIR protocol.

The Table 1 below shows how the FHIR protocol has
been utilized in previous scientific works.

The FHIR protocol global significance lies in its ability
to enhance the interaction between diverse health systems.
This allows MISs, which are developed by non-cooperative
corporations, to effectively cooperate, share data, and
interpret general information.

It is important to emphasize the ideological similarities
of the decisions when comparing the integration of
Enhanced Qualified Electronic Signature (EQES) with
FHIR RU-core and existing solutions in the United States
of America (USA). The algorithm GOST R 34.10-20123 is
the sole distinguishing factor of EQES which is applicable
to MISs operating in Russia. MISs operating in the US
employ the Digital Signature Standard algorithm in the
EQES. The main similarity of EQES integration with
Russian and American MISs is in the introduction of EQES
into the structure of the FHIR protocol. The aim of this
integration is unambiguous identification of authorship
as well as confirmation of the integrity of the signed data.

The FHIR standard-based MIS types and properties
vary among the sources presented in the Table 1. However,
they demonstrate the consistency and necessity of utilizing
a universal FHIR protocol in any MIS. After analyzing six
articles on the FHIR protocol, we have determined that it is
used in all MIS. Moreover, FHIR protocol universality and
user-friendliness make it convenient for MIS developers. It
serves as a basis for further research on the idea of utilizing
its Russian version.

By using FHIR, interaction with various MIS can be
completely unified. This fact allows for the storage of an
integrated electronic medical record through a specific

Table 1. Implementation of the FHIR protocol

Study title

Research feature

FHIR profile-based patient decision aid system [3]

It uses the FHIR standard for semantic compatibility with different
systems

FHIR profile-based patient decision support system [4]

It uses the FHIR standard to create a decision support MIS for
patients

FHIR medical data management platform [5]

It uses the FHIR standard to provide clinical decision support

FHIR profile-based model for collecting clinical study data [6]

It uses the FHIR standard to achieve interoperability of metadata
and clinical trial data

FHIR profile-based pharmacogenomics clinical decision support
service [7]

It uses the FHIR standard to combine pharmacogenomics clinical
decision support service with clinical decision support system

FHIR profile-based practice guidelines [8]

It uses the FHIR standard to improve practice guidelines through
the use of patient-specific recommendations

FHIR profile-based approach to clinical decision support system
integration in critical care [9]

It describes the experiences of nurses and doctors using a FHIR
profile-based clinical decision support system

I TIporpammubie npoxykter OOO «Herpuka Menunnnay
[Onexrponnstii pecypc]. URL: https://n3med.ru/ (mara obpare-
Hust: 20.05.2024). Software products of the company “Netrika
Medicine”, URL: https:/n3med.ru (accessed: 20.05.2024).

2 PrixukoB M. Beegenue B HL7 FHIR. EverCare. 2016
[Dnextponnsiii pecypc]. URL: https://evercare.ru/vvedenie-v-
hl7-thir (nara obpamenus: 20.05.2024). Ryzhikov M. Introduction
to HL7 FHIR. EverCare. 2016. URL: https://evercare.ru/vvedenie-
v-hl7-thir (accessed: 20.05.2024).

3 Harmonanshbiii crangapt PO TOCT P 34.10-2012 «Uudop-
MaloHHasi TexHonorus. Kpunrorpaduyeckas 3auura HHPOp-
mauuu. [Ipoueccsl GopMUPOBAaHUS H IPOBEPKU IECKTPOHHOI
¢posoit moamucwy. National standard of the Russian Federation
GOST R 34.10-2012 “Information technology. Cryptographic
protection of information. Electronic digital signature generation
and verification processes”.
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web portal and also directly from any medical institution
information system.

EQES meets the security requirements because
it provides the highest level of protection and legal
significance. This is identical to a handwritten signature.
EQES is used to transmit confidential information to
banks, courts, tax authorities, medical institutions, and
other organizations with strict security requirements. This
is confirmed by the fact that only accredited certifying
centers are entitled to create EQES certificates. The format
and storage of EQES keys require additional requirements.
The organization EQES private key must be written to a
token that is held solely by the owner. Cryptographic means
are utilized to create EQES, which confirms authorship
and document integrity without the need for additional
agreements between the parties. It is widely accepted
that the EQES is a universal tool for electronic document
processing worldwide.

Synchronization using two cryptographic transformation
principles can make integration compatibility with
international health systems possible.

The FHIR RU-core protocol is the model used by the
Russian Federation for transferring sensitive personal data
in healthcare!. The interaction of information systems in
Russian healthcare requires unified understanding of data
which it serves as a basis for.

Method

The article aims to develop a distinctive approach for
utilizing Russian EQES in the FHIR RU-core protocol
when constructing MISs to expand integration capabilities2.

This goal requires the integration of cryptographic
information protection tools in the Russian national
standard for exchanging medical records among MISs.
The integration task has arisen because the Russian version
of the FHIR protocol utilizes domestic cryptographic
information protection tools in a distinct manner. This
scientific article was created through the use of logical
inference, system analysis, search and cognition, and
methodological design.

The research uniqueness lies in its method for
integrating EQES into the FHIR RU-core protocol which
will enable data exchange in various MISs. Transferring
manipulations that were previously unused in the FHIR
protocol for MIS is now possible thanks to this new
method. The use of cryptographic information protection
tools for transferring personal data makes it unique by
adhering to the general principle. However, at the same
time, we emphasized the use of the Russian tools for
exchanging medical records.

The relevance of the study lies in the necessity to
integrate EQES certificates into the FHIR RU-core

I Manudect FHIR Ru. FHIR RU-core [D1eKTpOHHBIN pe-
cype]. URL: https://thirru.github.io/core/docs/manifest/basic.
html. (mara o6pamenms: 20.05.2024). Manifesto FHIR Ru. FHIR
RU-core, URL: https://thirru.github.io/core/docs/manifest/basic.
html (accessed: 20.05.2024).

2 Menepanbhblii 3ak0H Poccrn Ne 63 ot 06.04.2011 «O6 amek-
TponHo# noxmucuy. Federal Law of Russia No. 63 at 04.06.2011
“About electronic signature”.

framework. Systematic work resulted in the standardization
of indicators for the use of the Russian profile of the FHIR
RU-core protocol in a new MIS created to implement new
functionality.

Using the inalienability principle of the organization
component and production needs, the FHIR RU-core
protocol was incorporated into MIS that is currently
deployed in several data processing centers certified for
various information security requirements [10].

It becomes possible due to the Russian version of the
tool for exchanging medical records meeting the following
information security requirements:

— Government decree on the protection of personal data3;
— Order of the Federal Service for Technical and Export

Control of the Russian Federation regarding the

protection of information in state information systems?;
— Government decree on the categorization of critical

information infrastructure facilities in the Russian

Federation®.

Scientific articles on healthcare MIS confirmed
the advantages of adding EQES to the FHIR RU-core
protocol, indicating that MIS without EQES is not very
useful [11]. The MIS subsystems are continuously being
developed, which includes updating the list of information
security requirements [12]. The development of various
MIS resulted in the need to establish a coordinated data
exchange protocol. In Russia, the FHIR RU-core standard is
the most advanced and developed tool for MIS. Both, MIS
software developers and representatives from the medical
industry are interested in this standard. This protocol is a
necessary addition to the system of medical standards. In
fact, HL7 FHIR is currently the only standard with a large
professional community and a profound comprehension
of medical records. Its primary advantage is a resource
diagram that is well-designed to describe all required
entities including patients and doctors, immunizations,
treatment plans, etc.

3 Mocranosnenne Ipasurenscra Poccun ot 01.11.2012
Ne 1119 «O6 yrBepxxkaeanu TpeOoBaHUil K 3aIIUTE TIEPCOHAIB-
HBIX JIaHHBIX NIPU UX 00paboTKe B HHOOPMALIMOHHBIX CHCTEMax
nepcoHaNbHBIX JaHHBIX». Decree of the government of Russia
No. 1119 at 11.01.2012 “About approval of requirements for the
protection of personal data during their processing in personal
data information systems”.

4 Ipukaz ®CTIK Poccuu ot 02.11.2013 Ne 17 «O6 yTBepiK-
JeHuH TpeOOBaHuii 0 3amuTe HHGOPMAIMHU, HE COCTABISIIOLICH
TOCYAapCTBEHHYIO TaliHY, COJEpPIKALIEHCs B TOCYAapPCTBEHHBIX
uHpopmamoHHbIx cucreMax». Order of the FSTEC of Russia at
11.02.2013 No. 17 “About approval of the requirements for the
protection of information that does not constitute a state secret
contained in state information systems”.

5Tocranosnenue [Ipasurenscraa Poccnn Ne 127 01 08.02.2018
«O06 yrBepxkaenun IIpaBun KkateropupoBaHusi 0ObEKTOB KpH-
THYeCKOW MHPOpPMALMOHHONH nHppacTpyKTYpsl Poccuiickoit
®denepanuy, a TaKKe MepeyHs Moka3areiaeil KpUTepueB 3Hauu-
MOCTU 00BEKTOB KPUTHUYECKOH HHADOPMALIMOHHON MH(PACTPyK-
Typsl Poccuiickoit ®enepanyu u ux 3nadenuit». Decree of the
government of Russia No. 127 at 02.08.2018 “About approval of the
rules for categorizing objects of critical information infrastructure
of the Russian Federation, as well as the list of indicators of
criteria for the significance of objects of critical information
infrastructure of the Russian Federation and their values”.
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At the regional level, HL7 standard of FHIR RU-
core has already been implemented by almost all leading
medical system developers in one or another of their
solutions for MIS. The research examines the possibility
of implementing the FHIR RU-core protocol in the MIS
of “Netrika Medicine” to address new challenges and
demands. The “Netrika Medicine” software currently has
multiple components, including laboratory and instrumental
tests, prescriptions, telemedicine consultations, various
types of appointments, but the most significant one is
the secure integration of MIS. The software has been
successfully used in over 20 regions in Russia.

One of the research tasks is to assist the medical
community in attaining long term goals for the
digitalization of healthcare. Our method is primarily
focused on the safe integration of medical information
systems and the development of regional services for
doctors, patients and healthcare providers. It is necessary to
resolve the contradiction between the level of technological
development and the problem of developing a scientific and
methodological apparatus.

The Russian EQES was utilized to ensure safe
integration with the state unified healthcare system!.
MIS components were responsible for the functions
and structures of services of Federal Register of
Medical Organizations (FRMO)Z2, federal register of
medical workers3, which were posted on the portal
for the operational interaction with participants. The
implementation of these components involved using
enhanced EQES for information interaction.

The implementation of information interaction with
the FRMO subsystem has been achieved through the use
of CryptoPro Cryptographic Service Provider (CSP) and
EQES. If an EQES certificate is available, the following
data about medical organizations will be transmitted:

— obtaining basic information about a medical
organization;

— obtaining information about buildings;

— obtaining a range of divisions and departments of a
medical organization;

— obtaining information about the staffing schedules of a
medical organization;

— obtaining information about the medical equipment of

a medical organization;

— obtaining information about mobile units;
— obtaining information about households.

I Exnnas rocymapcTBeHHas HHGOPMALMOHHAsI CHCTEMa B
cdepe 3npaBooxpanenus [Dnekrponnslil pecypc]. URL: https:/
egisz.rosminzdrav.ru/#firstPag (nara obpamenns: 20.05.2024).
Unified state information system in the field of healthcare, URL:
https://egisz.rosminzdrav.ru/#firstPag (accessed: 20.05.2024).

2 MenepanbHBIA PErUCTP MEIUIMHCKUX PAOOTHUKOB
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The innovation of the method lies in the introduction of
a certificate into the FHIR RU-core protocol. Previously,
these solutions were not used due to the need to adapt the
domestic FHIR protocol to the method.

The EQES integration improves the system by
promoting digitalization of healthcare. Doctors and MIS
owners are able to obtain information about patients,
their stories of diseases, treatment methods, and other
information in a quick and qualitative manner. The
management of departments and healthcare facilities
can enhance their control over staff performance. EQES
enhances data storage security by protecting it from
unauthorized access, modification and destruction.

The software code for EQES integration into MIS
required the creation of a function that connected a
cryptographic information protection tool — CryptoPro
CSP and the use of an EQES certificate to uniquely identify
authorship and ensure the integrity of transmitted data.

Generating and sending an Object Identifier (OID) to
the FRMO using a certificate and the GOST algorithm
is the main aspect of the method. The method can be
schematically presented in the form of an algorithm,
where / means the counter required to set the limit of
password submission attempts. The limit is three. The
algorithm is presented in Fig. 1. If you enter a PIN code

Starting data generation for a registry

Establishing a registry and verifying
services using eXML

Initializing the sending to a registry

Selecting a certificate. /=10

/ Entering a PIN code ﬁi

Yes

Does a PIN code
match?

OID Signing Process

Final sending data to a registry

Fig. 1. Algorithm of signing with EQES data for sending to a
medical organization
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three times in a row incorrectly, the use of the EQES will
be suspended until unlocked.

Documents must be signed to upload information about
medical workers and institutions to the federal services.
Cryptographic Message Syntax format is required for the
signature to be EQES. EQES should be formed using the
algorithms of GOST R 34.10-2012. Before FHIR RU-core
is implemented, it is important to create separate files for
the signatures of medical professionals and organizations
(each electronic signature must correspond to a separate
file).

The limited validity of signature certificates is a
potential cause of difficulties with using EQES. The closed
key is valid for one year. Due to the current demographic
situation, there is a severe shortage of IT specialists in
the field, which could make it challenging to support and
maintain the EQES.

Automated complex debugging testing was performed
by generating and sending the object identification
to the FRMO using the certificate and algorithm of
GOST R 34.10-2012.

When discussing the quality of data transmission, it
is important to emphasize that EQES, which is part of
the FHIR RU-core structure, ensures the integrity of
transmitted data. The speed is significantly faster than
manual processing. Without using EQES as part of the
FHIR RU-core structure, scalability in actual health
applications is not achievable due to the absence of legally
legitimate EQES analogues. The process of integrating
EQES into the FHIR RU-core structure may require
further development after being certified by the quantum
cryptographic regulator.

Software implementation

Information interaction is ensured using cryptographic
measures of information security in the developed program
codel. EQES certificates provide:

— formation of a qualified electronic signature using

GOST R 34.10-2012 algorithms;

— verification of a qualified electronic signature using

GOST R 34.10-2012 algorithms.

Thus, the Russian EQES implemented in the HL7 FHIR
RU-core protocol meets information security requirements.
The unique source process is presented below.

After entering the Internet portal, the user was
redirected to a URL generated on the portal side. The URL
contains the following data:

I TIpukas ®CB Poccuu ot 10.07.2014 Ne 378 «O06 yrBepx e-
Huu CocraBa M COICPIKAHUS OPraHU3aALMOHHBIX U TEXHUYCCKHX
Mep 110 00€CTeYCHHI0 GE30ITIaCHOCTH MEPCOHAIIBHBIX JIAHHBIX [IPH
ux 00paboTKe B MHYOPMALMOHHBIX CHCTEMAX MIEPCOHAJIBHBIX JaH-
HBIX C MCIIOJIb30BAaHUEM CPEJICTB KPUNTOrpaduuecKoil 3aIuThl
nHMOPMALNK, HEOOXOIUMBIX IS BBINOJHEHUS YCTAaHOBJICHHBIX
[IpaButenscTBoM Poccuiickoit denepaunn TpedoBaHMil K 3a-
LIUTE NEPCOHATBHBIX JAHHBIX JUIS Ka)KI0T0 M3 ypOBHEIl 3amiu-
mwennoctw». Order of the FSB of Russia at 10.07.2014 No. 378
“About approval of the composition and content of organizational
and technical measures to ensure the security of personal data
during their processing in personal data information systems using
cryptographic information protection tools necessary to fulfill
the requirements established by the government of the Russian
Federation personal data protection for each security level”.

— client_id — the identifier of the client system
(mnemonic of the Unified Identification and
Automation System (UIAS) indicated in capital letters);

— client_secret — the request signature in Public-Key
Cryptographic System #7 (PKCS#7) detached signature
format. In UTF-8 encoding from the values of four
HTTP request parameters: scope, timestamp, clientld,
and state (without delimiters). <client_secret> must
be encoded base64 URL safely. The certificate used
to verify the signature must be pre-registered in the
UIAS and linked to the health committee of the client
system in the UIAS. UIAS uses certificates in the X.509
format and interacts with the algorithms for generating
an electronic signature and cryptographic hashing using
GOST R 34.10-2012 and GOST R 34.11-20122;

— redirect uri — the link that the user is directed to after
being given permission to access the resource;

— scope — access area, i.e., rights requested. For example,
if a client system requests access to information about
employees of an organization, then the access scope
should be as in http://esia.gosuslugi.ru/org_emps with
the necessary parameters. If the access scope id_doc
(user data) is requested, then there is no need to specify
the OID of this user as a parameter;

— response_type is the type of response that is expected
from the UIAS, and it has a value code if the client
system needs to receive an authorization code;

— state — a 128-bit request identifier that is randomly
generated and meets the universally unique identifier
standard to prevent interceptions;

— timestamp — the time of the authorization code request
in the format yyyy.MM.dd HH:mm:ss Z (for example,
2013.01.25 14:36:11 +0400), it is necessary to record
the beginning of the time period during which the
request with this data is a valid identifier (<state>);

— access_type takes the value “offline” if access to
resources is required and when the owner cannot be
called (in this case, a refresh token is issued). The value
is “online” — access is required only if the owner is
present.

The program structure for implementing EQES into
the FHIR RU-core protocol is presented above. Since the
integration platform was created with C Sharp (C#), the
programming language choice was predetermined.

Below is an example of obtaining a list of medical
organizations that are available. Request type: POST.
Listing 1 and 2 show the request and the generated response.

Listing 1. Request
URL-3amnpoca:
format=json
Header: Authorization:
BODY-3amnpoca:
{“resourceType”: “Parameters”,
“parameter”: [{
“name”: “system”,

[base]/term/ValueSet/Sexpand?

[GUID-ToKkeH]

2 Haumounanbusiit crangapt PO TOCT P 34.11-2012
«Mudopmarnmonnas texuonorus. Kpunrorpadgudeckas 3amura
nHpopmarmu. Oynkuus xsmmposanus». National standard of the
Russian Federation GOST R 34.11-2012 “Information technology.
Cryptographic data security. Hash function”.
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"o

“valueString”:”urn:o
id:1.2.643.2.69.1.1.1.84.2"
}
]
}

Listing 2. Response
{
“parameter”: [{
“‘name”: “return”,
“resource”: {
“id”: “0dal21d9-eebd-4695-9b3a-
cb64c3fe9bda”,
“url”: “urn:o
id:1.2.643.2.69.1.1.1.84.2",
“meta”: {
“versionId”: “0e277f6e-
ed52-405a-afd6-
5683al19b7b8c”,
«lastUpdated»: «2024-05-
28T711:02:16.547447+03:00»
br
«name»: «MemguumHckye pPaboTHUKMU
MEeOMLMHCKUX OPTaHM3aLUui»,
“status”: “active”,
“contact”: [{
“telecom”: [{
“value”:
«system»: «email»

w7
’

H
Hy

«version»: «0»,
«expansion»: {
«contains»: [{
«code»: «1.2.643.5.1.13
.13.12.2.78.8000»,
«display»: «CI6 I'BY3
\»Crom. moJs. N11\"”,
“version”: “0”,
“contains”: [{
“code”: “mr”,
“display”: “Cosmano
3anucen: 2”7
H]
11,
“parameter”: [{
“name”: “total”,
“valueString”: “1”
Pl
“timestamp”: “2024-05-
28T714:04:25.07663+03:00”
by
“publisher”:
“experimental”: true,
“resourceType”: “ValueSet”

w7
4

}
o

“resourceType”: “Parameters”

The received response means that a Medical
Organization (MO) is available to the user from OID
1.2.643.5.1.13.13.12.2.78.8000.

Experimental study

The ‘Experimental study’ includes information about
the experiment. The characteristics of the test stand are
given in relation to the computer system and the software
used. Table 2 presents the steps.

“Netrika Medicine”, an IT company that operates
in over twenty regions of our country, created the first
real example of using the FHIR protocol in health
care. In particular, these are such software products as
Access Management System, Patient Flow Management,
Telemedicine, Patient Portal, and Integrated Electronic
Medical Card.

The benchmarks are presented in this section: Case
No. 1, Case No. 2, Case No. 3.

The experiment is described in the process of updating
information in the Regional Segment (RS) of the FRMO.
Table 2 presents the experimental steps.

The experiment requires logistics support.

The experiment should be carried out on personal
computers with the following indicators:

— Intel Celeron Processor G1850 2.90 GHz or
comparable;

— RAM volume should not be less than 4 GB;

— disk subsystem should not be lower than 80 GB;

— network adapter with at least 100 Mbit;

— Windows 10 and higher, MacOS X 10.10 and higher;

— Google Chrome browser, version 45.0 and higher;

— Google Chrome Advanced REST Client browser plugin
with URL version 7.43 and higher;

— CryptoPRO EQES Browser Plug-in;

— CryptoPRO CSP software version 5.00.

The following test cases were used:

Test case No. 1. Medical Organization Data

OID MO: 1.2.643.5.1.13.13.12.2.41.3842

Name of MO: “Kamchatka MO”

Test case No. 2. Obtaining Complete Data of a MO

Request type: GET

URL: [base]/fhir/term/get resource? form
at=json&system=1.2.643.2.69.1.1.1.86.2&co
de=1.2.643.5.1.13.13.12.2.41.3842

Test case No. 3. Updating MO Data in Register of
Medical Organizations (RMO) with Data from FRMO.
New Division of the MO

OID MO: 1.2.643.5.1.13.13.12.2.41.3842

Name: Outpatient department

Type of unit: Outpatient

Type of unit: Outpatient clinics (including mobile ones)

Buildings and premises: <arbitrary buildings and
premises>

Scheduled visits per shift (Total number): 33

Attached Residents (Total Number): 300

Form of medical care: Planned

Conditions for providing medical care: Outpatient

Medical services provided by the unit: <voluntary
services>

Updating the information of the RS FRMO with the
data from FRMO Uniform State Health Information System
(USHIS) is presented in Table 2.
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Table 2. The experimental steps

No Steps

Results

1 Open the RS FRMO directory, OID 1.2.643.2.69.1.1.1.86.2.

Find an MO from test case No. 1.
Open a directory entry to view details

In the graphical user interface of the reference data in
directory 1.2.643.2.69.1.1.1.86.2, in the MO data from the
test case No. 1, there is no data about the department from
the test case No. 3

2 Check if the structure of the medical organization contains the
unit from test case No. 3. Execute the request from test case

No. 2 in the mail application

In the resulting JSON object of the MO, obtained as a result
of executing the request of test case No. 2, in the “departs”
information block there is no data about the department from
test case No. 3

3 Add a new division to the federal system FRMO USHIS for

Moscow Region from test case No. 1:
» Log in to the system.
» Open the MO card from the test case.

test case No. 3

» Add a new department for the ministry using data from

The department from test case No. 3 is successfully created
in the USHIS 2.0

4 Start the process of obtaining data from the FRMO:
» Launch and log in to the web application “FRMO”".

begin the process of synchronization.

» Set parameters for synchronization from test case No. 3 and

» Wait for the data acquisition process to complete and the
process status changes from “saving result” to “stopped”

The process of updating MO data from test case No. 1 is
successfully launched and completed

5 Access the regulatory reference information web application.
Open the RS FRMO directory, OID 1.2.643.2.69.1.1.1.86.2

In the graphical user interface of the reference data in
directory 1.2.643.2.69.1.1.1.86.2, the MO data from test case
No. 1 contains data about the new unit

6 Find a medical organization with an OID from test case No. 1.
Open the directory entry to view details. Find the latest

uploaded information.

No. 2 in a mail application

Check if the structure of the medical organization contains the
unit from test case No. 3. Execute the request from test case

In the resulting JSON object obtained as a result of executing
the request of test case No. 2, the information block “departs”
contains data about new department

The experiment is run as Administrator. Role:
Administrator. Updating the data of MO in the RMO with
data from the FRMO: adding a unit.

Results

The MIS of “Netrika Medicine” is a real illustration
of how cryptographic information security can be
integrated into the HL7 FHIR RU-core protocol. The

ELINT3 CEINT3

“Integration platform”, “patient flow management”, “access
management system”, “telemedicine”, “unified electronic
medical card”, and “patient portal” have been deployed
in more than 20 regions of the Russian Federation.

A quantitative analysis is done to determine the rapid

(]
(=]

Number of MIS, pc
i
()

0
2018 2019 2021 2024

Date, year

2022

Fig. 2. A graph showing the annual increase in the number of
MIS

increase in MIS interactions through an integration
platform. Starting from 2020, there has been a significant
annual increase in the number of MIS operating on the
HL7 FHIR RU-core standard. This rapid increase is shown
in Fig. 2.

Discussion

Practical suggestions for integrating EQES into the
HL7 FHIR RU-core standard incorporate the design of
a protected MIS. Furthermore, the types of certificates
were identified and the necessity for additional information
security measures when processing personal data was
presented [13].

Moreover, FHIR RU-core is the only standard that is
currently popular and has a large professional that is well-
versed in medical records description. The key advantage
is a clearly thought-out resource structure that enables to
describe all the necessary entities: from patients and doctors
to immunizations, treatment plans, etc. By combining the
same resources in different ways, it is possible to create
descriptions of completely different processes using the
EQES certificate implemented in FHIR as if they were
building blocks.

Limited funding for medical facilities is a potential
limitation, as CryptoPRO CSP and EQES certificates will
require extra costs. These restrictions are not a significant
threat since data transfer to the ‘Unified Public Health
System’ is currently mandatory.
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Compatibility of the domestic and international versions
of FHIR protocol in MIS is possible. To achieve this, it
is necessary to acknowledge the initial structures and
synchronize goals and objectives in the development of MIS.

Conclusion

The Russian Fast Healthcare Interoperability Resources
(FHIR) community has existed for several years. During
this time, many important decisions were made. The
development of community-created content is currently
underway. It is now possible to apply certain advancements.
For example, a patient’s card makes it possible to integrate
Medical Information Systems (MIS) created by different
vendors. Commercial companies that support the
community and invest both financially and with expertise
will have a positive impact on the speed with which all
decisions and materials are described, worked out, and
recorded. The Russian HL7 FHIR RU-core is faster, but
requires appropriate legislation to be available everywhere.
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