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AHHOTALUA

BBenenue. [Ipy nocTpoeHUH OTKa30yCTOMYUBBIX KJIACTEPOB BHICOKOW MOTOBHOCTH C MaJIbIMH 3aJlep)KKaMu
00CTy>)KUBaHUSI TIOTOKOB 3alIPOCOB BCe OOJbIIICe TPHMEHEHHE HAXOIUT TEXHOJIOT sl KOHTEHHEPHOH BUpTYyau3aiuu. [Ipu
MPOEKTUPOBAHNH BBICOKOHAIEHKHBIX KJIACTEPOB BAKHOMW 3a/1a4eld sIBJISIETCS] UX CTPYKTYpPHO-TIapaMeTpUIeCKUil MOICITBHO-
OPHUEHTUPOBAHHBIM CUHTE3 C YUETOM BIIMSHUS YHCIIA PA3BEPTHIBAEMBIX KOHTEHHEPOB Ha IPOU3BOAUTEIBHOCTD, 3aAEPKKH
00cCITyKMBaHUS TOTOKOB 3aIIPOCOB M HAZEKHOCTh cucTeMbl. MeTox. O60CHOBaHHE PEeLISHHH 10 00eCTICYEHUIO BBICOKOM
TOTOBHOCTH KJTaCT€Pa OCHOBBIBAETCS HA pa3paboTKe MOJeNeil BOCCTaHABIMBAEMOTO KIIacTepa MpU peKOH(DUTYpaIin ¢
YYEeTOM MHTPALMU BUPTYaIbHBIX KOHTeHHEPOoB. HOBH3HA MpeiaraeMbIX MApKOBCKUX MOJIEIICH KilacTepa COCTOHT B ydeTe
JIBYXATAITHOTO BOCCTAHOBIICHHUS €r0 PabOTOCIIOCOOHOCTH C OTPENCIICHHEM BIIUSHIS Ha HAICKHOCTh KJIacTepa Yucia
KOHTEHHEPOB, MOJICKAIIIX MUTPALUHU B MPOIecce PEKOHPHUTYPAUH — 0 U mociie (PU3NIECKOrO BOCCTAHOBICHHUS
OTKa3aBIIMX CEpPBEPOB. PaccMOTpeHb! 1Ba BapuaHTa MUTPALIMU KOHTEHHEPOB MPH BOCCTAHOBJICHUH KilacTepa. B nepBom
BapHaHTe, Ha dTare (PU3NIECKOro BOCCTAHOBJICHHS OTKA3aBIIIErO CepBepa, MUTPAIis KOHTCHHEPOB Ha CTIPAaBHbIH cepBep
HE IPOMCXO/INT, a BO BTOPOM — Hpoucxonut. Ha Bropom sTane pekoHdurypamuu nocie Gpu3n4ecKoro BOCCTaHOBICHHS
OTKAa3aBIIETO CepBepa OCYIIECTBISAETCS MUTpAIMs KOHTEHHEPOB, MPU KOTOPOH BO3MOXKHO KaK yBEITHYEHHUE, TAaK U
YMEHBIIEHHE YHCIIa PA3BEPHYTHIX B HUX KOHTEHHEPOB. OCHOBHBIE pe3yJibTaThl. Ha 0CHOBe mpemaraeMbIx MapKOBCKHX
MoOJIeNel Ha/IeXKHOCTH KiacTepa ¢ KOHTEIHepHOH BUPTyalnu3alnueil 1aHa oleHKa ero Kod(pGHUINEeHTa TOTOBHOCTH
W OIIPEIENICHO BIMSHHUE YMCIIa KOHTCIHEPOB, 3arpyKaeMbIX IPU MHUTPALAU Ha JIByX 3TalaxX peKoH(Hryparwm, Ha
HaJIeKHOCTh cuctembl. Ob6cy:kaenue. [IpeaiosxkeHHbIE MAapKOBCKHUE MOJIETH HAJAESKHOCTH KJlacTepa ¢ KOHTeHHEepHO!
BHUPTyaJH3alueii HampaBieHbl HAa 000CHOBaHUE BBIOOpA MPOCKTHBIX PEIICHUN 1O OPTaHU3AIMHA H BOCCTAHOBJICHUIO
paboToCmOCOOHOCTH KilacTepa Mocie OTKa30B CEPBEPOB € YUCTOM BIIMSHHUS BAPHAHTOB pealu3allid MUTPALUN
BUPTYaJIbHBIX KOHTEIIHEPOB Ha TOTOBHOCTbH CUCTEMBI. B TalbHEHIINX UCCIeOBAaHUAX MIPEAIIOIAraeTCs aHaJIu3 BIMSHUA
BapUaHTOB MUTPALUH KOHTEHHEPOB KaK Ha TOTOBHOCTH KJIAaCTePa, TaK U Ha 3aJCPIKKU 00CITy)KMBAHHUS 3alIPOCOB Ha JABYX
paccMarpuBaeMbIX 3Tanax peKOH(UTypaIru.
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Abstract

Container virtualization technology is increasingly being used in the development of fault-tolerant clusters with high
availability and low request processing latency. In designing highly reliable clusters, a key task is the structural-
parametric model-oriented synthesis which takes into account the impact of the number of deployed containers on
performance, request processing latency, and system reliability. Justifying the choice of solutions to ensure high cluster
reliability currently requires the development of reliability models for recoverable container virtualization clusters during
reconfiguration, considering the migration of virtual containers. The basis for decisions to ensure high cluster availability
is the development of models for a recoverable cluster during reconfiguration, taking into account the migration of
virtual containers. The novelty of the proposed Markov model of a cluster lies in considering a two-stage recovery of its
operability, determining the impact of the number of containers to be migrated during reconfiguration — both before and
after the physical recovery of failed servers — on cluster reliability. Two options for container migration during cluster
recovery are considered. In the first scenario, during the physical recovery phase of a failed server, container migration to
a functional server does not occur, while in the second scenario it does. In the second stage of reconfiguration, following
the physical recovery of a failed server, container migration takes place, allowing for either an increase or decrease in
the number of containers deployed on them. Based on the proposed Markov models of cluster reliability with container
virtualization, an evaluation of its readiness coefficient is provided, and the influence of the number of containers loaded
during migration at the two reconfiguration stages on system reliability is determined. The proposed Markov models
of cluster reliability with container virtualization are aimed at justifying design decisions for organizing and restoring
cluster operability after server failures, considering the impact of container migration implementation options on system
availability. Future research will analyze the impact of container migration options on both cluster availability and request
processing latency at the two considered reconfiguration stages.

Keywords

fault tolerance, availability factor, container virtualization, cluster, container migration, Markov model, reliability

For citation: Bogatyrev V.A., Phung V.Q. Assessment of the reliability of a recoverable container virtualization cluster.

Scientific and Technical Journal of Information Technologies, Mechanics and Optics, 2025, vol. 25, no. 5, pp. 988-995
(in Russian). doi: 10.17586/2226-1494-2025-25-5-988-995

BBenenue

TpeOoBaHMs BBICOKOH HAJAEKHOCTH, OCTYITHOCTH, OT-
Ka30yCTOIUMBOCTH U Oecriepe00HOCTH pacpeaeIeHHbBIX
BBIYHMCIICHUH SBISIOTCS KIIOUYEBBIMU JAJI1 COBPEMEHHBIX
UH()OKOMMYHUKAIMOHHBIX cucteM [1-3].

s pacnpeneneHHBIX KOMIBIOTEPHBIX cucTeM [4, 5]
BBICOKAs JOCTYMHOCTb, HAJEKHOCTh U OTKa30yCTONUHU-
BOCTB IIPU HETIPEPHIBHOCTH BBIYMCIIUTEIBHBIX TIPOIECCOB
1 MaJIbIX 3a/IepXKKax 0OCIyKHBAaHHS ITOTOKA 3allpOCOB
JIOCTUTAIOTCS TIPH KOHCOJHMJIALMH BBIYMCIUTEIbHBIX pe-
CYpCOB B KJIacTepax, YTO MpeaoiaraeT X peKoHpuUry-
panuio mocje OTKa30B C UCIOJIB30BAHUEM PEIUIMKAINU U
TUHAMHYECKOW MHUTPAINX BUPTYATbHBIX MAIIuH [6, 7] 1
koHTeitHepoB [8—10].

ITocTpoeHne 0TKa30yCTOMYMBEIX KIACTEPOB TpedyeT
000CHOBaHUSI ¥ ONTUMU3AIMHN PEIICHUH, 00ECIIeUMBAIOIINX
Ha/Ie’KHOCTh, MPON3BOUTEIHHOCTh M BBICOKOCKOPOCTHOIA
HaJIeKHBIH goctyn [11]. DTH peleHus 10KHbBI ObITH B3a-
HMMOYBSI3aHbI Ha BCEX YPOBHSAX PACIPEICICHHOMN CUCTEMBI,
BKJITIOYasl pe3epBUPOBAHHBIE CpeCcTBa repenaydn [12], o0-
paboTKH 1 XpaHeHus JaHHbIX [13].

Br160p penienwuii o opraHu3aliy BBICOKOCKOPOCTHOTO
JIOCTYIa W Ha/I)KHOCTH CETH MOXKET OIMPAThCs HAa METO-
JIbl MHOTOITYT€BOH MapLIPyTH3alUU U PE3EPBHUPOBAHHBIX
mepenad [ 14-16].

O6ocHOBaHNE U CTPYKTYPHO-TIApaMETPHUIECKast OITH-
MH3aLUs TOCTPOEHHS U 3KCILTyaTallK KIacTepa ¢ LEIbo

obecrieyeHns: HAMOOJIbIIEH HA/IEKHOCTH IIPU MaJbIX 3a-
JIep’KKax 3alpocoB B OUepesisixX NOKHBI OMUPAThCs Ha pac-
YeThl HA/ISKHOCTH U 33/1ePIKEeK 00CITy’)KUBAHUSI 3aIIPOCOB C
YUETOM PEKOH(UTYPALMH [T0CIIE OTKA30B WM U3MEHEHUH
Tpaduka. M3BecTHBIE MAPKOBCKHE MOJICII BOCCTaHABIINBA-
€MBIX Pe3ePBUPOBAHHBIX CUCTEM MAPAJLICIBHON CTPYKTYPBI
HE B ITOJTHOM Mepe OTPakatoT 0COOCHHOCTH (DYHKITHOHHPO-
BaHU KJIACTEPOB, B TOM YHCIIE KOMIUIEKCHOE BIISIHAE Ha
HA/IKHOCTH U TIPOU3BOIUTENIFHOCTD KIIacTepa, OpraHnu3a-
IIUIO KOHTPOJIS, @ TAKXKEe YCTPOUCTB 00pabOTKH, XpaHEHUS
U BHyTpHKIacTepHOTO 0OMeHa [17-21].

BrustHue opraHu3anuu TECTOBOTO U OMEPAaTHBHOTO
KOHTPOJIEH IBYXY3JIOBOTO KJacTepa YUUTHIBACTCS MOJe-
JIbI0, MPEITIOKEHHON B pabote [22]. Monenb knactepa,
KOMITOHYEMOT'0 U3 yOJIMPOBaHHBIX KOMITBIOTEPHBIX y3JI0B
[23], oTpaxaer BiaUMsIHUE HA HAJACKHOCTH U 33JCPIKKH 00-
CITy)KMBaHHs, CBSI3aHHOE C OpraHu3anueil oOMeHa BHYyTpH
KJIacTepa, HO HE YYUTHIBACT BIMSHUC PA3IUYHBIX TUCIIH-
TUTHH BOCCTAHOBJICHHUS TIOCJIC OTKA30B. YKa3aHHBIC MOICITH
HE YYUTHIBAIOT JBYXATAITHOCTH BOCCTAHOBJICHHUS KJIacTepa
TOCJIe OTKAa30B, BKITIOYAOIICH CHadala H3n9Ieckoe, a 3aTeM
MHPOPMAIIMOHHOE BOCCTAHOBIICHUS. MOJIeTh, OTpaskaromast
JIBYX3TAITHOCTh BOCCTAHOBJICHHUS Y3JIOB B TyOIMPOBAHHOM
KJactepe, 00bEeIMHAIONIEM IBa KOMIIBIOTEPHBIX y371a U J1Ba
y3J1a IBYXBXOZI0BOM MaMsTH MPH UX MOJHOW CBA3aHHOCTH,
npeiokeHa B [24] 1i1s pa3IuYHbIX BAPUAHTOB Pa3IeICHUS
PECYpCOB IPOLIECCOPHBIX Y3JI0B Ha pelieHne (pyHKIMOHAb-
HBIX 3371a4 1 MH(OPMAIIMOHHOE BOCCTAHOBIICHUE MaMSITH.
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OueHka HageXXHOCTU BOCCTAHaBIMBAEMOrO KilacTepa KOHTEMHEPHOW BUPTyanu3auunen

IIpencrasnennsie B paborax [6, 7, 25] Mmoaenu kia-
CTEPHBIX CUCTEM HE OTPaXKar0T 0COOCHHOCTH TEXHOJIOTHH
BUPTYaJIbHBIX MAIIMH, B TOM YHCJIE BONPOCHI PEIUIMKANT
Y AMHAMUYCCKOM MHUTPAIlUU BUPTYAIbHBIX MAIIMH MPU
BOCCTAHOBIICHUH (DU3HUYSCKUX CEPBEPOB IOCIEC UX OTKa-
308B [9, 26].

Mogenb 1ByXy3J0BOM KJIACTEPHON CUCTEMBI IIPU pe-
IUTKAIAA U JHHAMAYECKOW MUTPAIX BUPTYaJIbHBIX Ma-
mvH [27], a Takke Ipu peKOH(UTYpAIUH KJIacTepa mocie
OTKa30B ero (PU3MUeCcKHX CepBEpOB, onrcanHas B [28], He
packpbiBaeT ocoOeHHOCTEH peKkoH(UTrypalu KiacTepa
IIpY KOHTCHHEPHOU BUPTyaIU3aluu.

B Hacrosiee Bpemsi CyIiecTByeT HOTpeOHOCTh B paspa-
0oTKe MojieNnield KilacTepOB KOHTEHHEPHOH BUPTyaIn3alny,
TIOKa3bIBAIOIINX BIMSHUE PEKOH(UTYpaAlMK CHCTEMBI TIPH
OTKa3e CEpPBEPOB C MX MOITANHBIM (PU3NICCKUM U MH-
(hopMaIOHHBIM BOCCTAHOBIICHUSMH, MIPEIITOIATAOIIM
nepepacripeiesicHie TpapuKka 1 MATPAITIIO BUPTYaTbHBIX
KOHTEHHEpOB. DTa MOTPEOHOCTH 00yCIIOBICHAa HEOOXOIH-
MOCTBIO 0OOCHOBAHHS W ONTHMH3AINH PEIICHIH 10 TI0-
CTPOCHHIO KIIACTEPA U €T0 PEKOH(UTYPAITIH ITOCTIE OTKA30B.

Iens nanHoi paboThl — pa3paboTka MOJIENel OIIEHKH
HaJISKHOCTH BOCCTaHABJIMBAEMOTO KjlacTepa IpH peKoH(u-
Trypauuy ¢ y4eTOM MUIPALIUY BUPTYaJIbHBIX KOHTCHHEPOB,
OPHEHTHPOBAaHHBIX Ha 000CHOBaHKE BHIOOpA PELICHUH 11O
00€eCIIeUeHNIO BHICOKOH HaJIe)KHOCTH KiIacTepa.

HoBusHa npeiaraeMoi MOZIEN COCTOUT B y4ETE JIBYX-
9TAIHOTO BOCCTaHOBIICHUSI paOOTOCIIOCOOHOCTH KiIacTepa ¢
OLICHKO BITMSHUS HA HAICKHOCTH CHCTEMBI YHCIIa KOHTEH-
HEPOB, MOIKAIIMX MUTPAINX Ha dTarax BO BPEMs U TI0-
cite pU3MYECKOTO BOCCTAHOBICHHUS OTKA3aBIIINX CEPBEPOB.

CTpyKTypa KjIacTepa ¢ KOHTeiiHepHOii
BUPTyaJIHM3alUeil

PaccmoTpuM mpocTeinyro peanusanuio Kiacrtepa,
BKJIIOYAIONIYIO JIBa CepBepa ¢ KOHTEHHEPHO! BUPTyaIn3a-
uel n y3en — OaJJaHCHPOBIIMK HArPy3KH, OCYIIECTRIIS-
IOMINiT pacTIpesieNieHne 3aIpoCcCOB MEKTY CEPBEPAMHE | yda-
CTBYIOIIMH B Pa3BEPTHIBAHUN U MUTPALUHN BUPTYaJIbHBIX
KOHTEHHEPOB, B TOM YHCJIE MPU PEKOH(PUTYpAIUU TTOCIIE
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Puc. 1. CtpykTypa KIactepa
Fig. 1. Cluster Structure

0TKa30B. banaHcupoBIINK, pacpeneasonuil 3anpocsl,
MPEJICTABIISIETCS] OHOKAaHAJIBHON CHCTEMOW MaccoBOTO 00-
CIIy’)KUBaHHS ¢ HEOTpaHWICHHOM ovyepenbio (M/M/1) [29].

dusnueckuii cepBep, peamu3yoONi 00CTy)KNUBaHUE
MIOTOKA 3aIPOCOB, MOAEINPYETCSI MHOTOKaHAIbHON CHCTe-
MOH MaccOBOTO O0CITYy)KMBaHHMS ¢ HEOTPaHWYEHHOM ouepe-
JIBIO, TIPU OTOM KayKIbli KaHaJl COOTBETCTBYET KOHTEHHEDY.
VIHTEeHCHBHOCTB OOCITYKHBAaHUSI 3aIIPOCOB B KaXK/IOM KaHa-
e (KOHTEHHepe) 3aBUCHUT OT YMCIIa 3arPyKEHHbIX U aKTHB-
HBbIX KOHTeﬁHCpOB, T. €. BaHCﬁCTBOBaHHBIX B BBIINIOJIHCHU N
MOCTYIIAOIIKX 3apocoB. Takol MOAX0/ MO3BOJISIET YUECTh
pa3aciiCHUEC OrpaHUYCHHBIX BBIYHUCIUTEIBHBIX PECYPCOB
cepBepa Mex 1y KOHTeHHepaMH, Y4acTBYIOIIMMH U HE y4a-
CTBYIOLIMMH B 00CITy)KMBaHHHU 3a1ipocoB. OCOOEHHOCTHIO
paccMaTpuBaeMBbIX CHCTEM C KOHTEHHEPHOH BUPTYaJH-
3alMel SBISETCS CyIIeCTBOBAHHWE ONTHUMAIbHOTO YMCIA
KOHTEHHEPOB, Pa3BEPHYTHIX HA y3JI€, TP KOTOPOM JIOCTH-
raeTcs MUHAMYM 3aJIep>KKH 00CITy>KuBaHHs 3arpocos [30].
[Ipuuem onTuManbHOE YUCIIO Pa3BEPHYTHIX KOHTEHHEPOB
3aBHUCHUT OT HHTEHCUBHOCTH ITOTOKA 3alIpOCOB. DTO TT03BO-
JSIET IIPETION0KNTb, YTO MPH OTKAa3€ OJHOTO U3 CEPBEPOB
U TIepepacnpeiesiCHIH MOTOKa 3aIpOCOB HAa UCTIPABHBIN
CepBep YUCIIO Pa3BEPHYTHIX HA HEM KOHTEHHEPOB /10 BOC-
CTaHOBJICHHS OTKAa3aBIIETO CEpBEpa JOIKHO U3MEHATHCS
TakuM 00pa3oM, 4TOOBI MUHHUMHU3HPOBATh 3a/IEPIKKU 00-
CIIy’)KUBaHMs IIOTOKA 3aIIPOCOB NP OAHOBPEMEHHOM YBe-
JMYEHUH KO HUIIEeHTa TOTOBHOCTH KJlacTepa.

Taxoit moxxon oTIHYaeTcsi OT TPAAUIMOHHOTO TEM,
YTO TO3BOJISIET YYECTh pa3/eIeHne OrPaHUYCHHBIX BBI-
YUCIUTEIBHBIX PECYPCOB (PU3NIECKOTO CEpBEPA MEKIY
AKTHBHBIMH KOHTEHHEPaMHU.

Mogesb HAIeKHOCTH KJIacTepa NpU peKoHpuUurypanumn
¢ MUrpamnueii KOHTeiiHepoB

ITocTponM MapKOBCKYIO MOJENb HAAEKHOCTH BOCCTa-
HABJIMBAEMOTO KJIACTEPA C YUETOM STAIOB (PU3NICCKOTO U
WH(GOPMAITMOHHOTO BOCCTAHOBJICHHUI CEPBEPOB, CBSI3aH-
HBIX C 3arpy3Koi (MHUTpamuei) BUPTyaabHBIX KOHTEHHe-
POB Ha cepBep Mocie ero PU3MIECKOr0 BOCCTaHOBIICHHS.
NuadopmMannoHHOE BOCCTAHOBICHHE MPOUCXOINUT TIOJ
yIpaBleHUEeM y3ia-pacrupenenurens (0aJaHCHUpPOBIUKA
Harpy3KH) U MOXKET BKJIOYaTh U3MEHEHHUE YHCcia pa3Bep-
HYTBHIX B y3JaX KOHTCHHEPOB (MUIPALMI0 KOHTCHHEPOB).
Murparnus BUPTyalbHbIX KOHTEITHEPOB OCYIIECTBIAETCS
Ha JIByX JTarax peKoH(pUIryparuu.

Orarm 1. [Tocie oTkasza cepBepa 10 ero (pU3HICCKOTO
BOCCTAHOBIICHHUS.

Oram 2. [locne pu3muecKoro BOCCTAHOBJICHHS OTKa-
3aBIIIETO cepBepa 0 ero WH(HOPMAIIMOHHOTO BOCCTAHOB-
JICHUs, BKIIFOYAIOIETO 3arpy3Ky 3aIaHHOTO YHCIlia KOH-
TEHHEPOB.

JnarpaMMbl COCTOSIHUM U IIEPEXON0B ISl IBYX pac-
CMaTpPHUBaeMbIX BapHAaHTOB PEKOH(UTYypallK Kiiactepa
npeacTaBieHsl Ha puc. 2 u 3. CocTosiHHE KiIacTepa oxa-
paxrepusyeM AByMsl CTPOKaMU, BEPXHsA U3 KOTOPBIX OTO-
Opa’kaeT COCTOSTHUE CEPBEPOB, a HUXKHSAS — pacmpese-
JuTeNs 3anpocoB. Pacnpenenurens paccMaTpuBaeTcs B
JIByX COCTOSIHUSX: «1» — ucnpaBeH, «X» — oTkazait. J{is
Ka)/1I0r0 CepBepa BBIIEIEHBI COCTOSHUSA: UCIIPABHOCTh C
yKa3aHUEM 4Hcja pa3BEepHYThIX B HEM KOHTeHHepoB (1
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WU 7;); 3aBeplIeHue (HU3NUSCKOr0 BOCCTAHOBJIECHUS /10
HauaJa 3arpy3KkHu KoHTeiiHepoB — «O». Ilpu aTom ny —
YHCIIO KOHTEHHEPOB B UCXOJJHOM COCTOSIHUH (TIpH paboTo-
CIIOCOOHOCTH JIBYX CEPBEPOB), a /1] — YNCIIO KOHTEHHEPOB,
3arpy’kaeMbIX Ha CepBep, COXPaHSIBIIMNA paboToCoco0-
HOCTB ITOCJIE 0TKa3a BTOPOTO cepBepa. Bpemenem, cBs3an-
HBIM C YMEHBIICHHEM YHCIIa 3arPyKEHHBIX KOHTEHHEPOB,
TIpeHeOpeKeM.

IIpu 3TOM cunTaem, 4To BpeMs 3arpy3Ku KOHTEHHEPOB
MIPOTIOPIIMOHATIBHO UX YHUCITY.

PaccmorpuM JiBa BapuaHTa JIUCLHUILUIUHBI PEKOH(HUTY-
paIyy CHCTEMBI.

[Ipu Bapuante 1 pexoHurypanuu, nocie oTkasza oj-
HOTO M3 JIByX CEPBEPOB, BCS Harpy3Ka paclpeaeiseTcs Ha
HCIPaBHBIN CEpBEp, IPU ITOM HE MPOUCXOJUT U3MEHEHUE
yyclia Pa3BEPHYThIX B HEM KOHTEIHEpPOB, T. €. Ha JTane 1
PEeKOH(UTYpaIMK MUTPALHsl KOHTCHHEPOB HE PEaIN3yeTCs
(puc. 2). ITocne puznueckoro BOCCTAaHOBIICHHS OTKa3aBIIIe-
TO cepBepa OCYIIECTBISIETCS pa3BEPTHIBAHNE B HEM MIEPBO-
HavaJIbHO 33/1aHHOTO YHCIIa KOHTEHHEPOB, TAKUM 00pa3oM

P3 P[) Pll

Puc. 2. luarpaMma cOCTOSIHUHM U NIEPEXOJIOB KJIacTepa
0e3 MHTpaIy KOHTEHHEPOB 10 dTana GU3NIECKOro
BOCCTAHOBJICHHS OTKa3aBIIEro CEpBepa.

A\ M Ay — MHTEHCUBHOCTH OTKAa30B (hU3HYECKOTO cepBepa U
6aJ1aHCUPOBIINKA; [lg — UHTEHCUBHOCTH BOCCTAHOBIICHUS
6aTaHCHPOBIINKA; |1 M [l] — HHTEHCHBHOCTH (pU3MUECKOTO U
MH(OPMAIMOHHOTO BOCCTAHOBJIEHHH CEPBEPOB;

Py, P\, P,, ..., P|{ — BEPOATHOCTH COCTOSIHUI CUCTEMBI.
V37161, OTMEYEHHEIE CePBIM (POHOM — COCTOSHHUS CHCTEMBI, IPH
KOTOPBIX MPOLIECC BHIMOTHEHHUs TPpeOyeMbIX QyHKIHI HEBO3MOKEH
u3-3a HepaboOTOCIIOCOOHOCTH HEOOXOMMMBIX /171l 9TOI0 PECYPCOB

Fig. 2. State and transition diagram of a cluster without
migration prior to the physical recovery stage of the failed
server.

A and A, — failure rates of the physical server and balancer;
1y — balancer recovery rate; p and p; — physical and information
recovery rates of servers; Py, Py, P, ..., P;; — system state
probabilities.
Nodes marked with a gray background — system states in which
the process of performing the required functions is impossible due
to the inoperability of the resources required for this

Ha JTare 2 peKoHPUTyparuy MUTpalusi KOHTEHHEPOB MPo-
UCXOIUT. B pesynbprare cuctemMa BOCCTaHABIUBACTCS 10
HCXOHOTO COCTOSIHUSI.

[Tpn BapuanTe 2 peKOH(UTIYpaLUH, TTOCIIE 0TKa3a OJl-
HOTO M3 IByX CEPBEPOB, BCSI HATPY3Ka pacIpesienseTcs Ha
UCTIPAaBHBIA cepBep, HO BO BpeMs (pU3MUECKOro BOCCTa-
HOBJICHHUS OTKa3aBIIIETO cepBepa Ha paboTocrmocoOHOM
cepBepe Mo yIpaBIeHHEM 0aIaHCHPOBIINKA-PACTIPEACIIHU-
TEIsl HArpy3KU peaan3yeTcss N3MEHEHNE Ynciia (MUTparys)
Pa3BepHYTHIX B HEM KoHTelHepoB (puc. 3). Ha srame 2
pexoH(Urypanum MPOUCXOAUT U3MEHEHHE YUCIIa KOHTEH-
HEpOB Ha 000MX cepBepax KJIacTepa, MpUYeM BO3MOXKHO
KaK yBEJIMYEHHUE, TaK U YMEHBIIIEHUE YNCIIa Pa3BePHYTHIX
B HUX KOHTEHHEPOB.

OTMEeTUM, 4TO TIPU yBEJIUYECHUH YMCIIa KOHTEHHEPOB
Ha sTamne 1 cucrema MoXKeT cHUXKath [31] mpouszBoauTeIb-
HOCTh COXPaHMBIIETO pabOTOCIOCOOHOCTH cepBepa. DT
CBSI3aHO C TEM, YTO JaK€ HE IMPUHUMAIOIINE y9acTUE B
00CITy>)KHBaHHUH 3aIIPOCOB KOHTEHHEPHI TP MaJION 3arpy3-
K€ BCE PaBHO MOTPEONIAIOT OMPENETICHHYIO OO 00X
pEeCypCOB, KOTOPBIE Pa3ACISIOTCS MEXKAY aKTHUBHBIMH U
MTACCUBHBIMHU (IIPOCTAUBAIOIINMNI) KOHTeHHEepaMu. Takum
00pa3oM, 4TOOB MUHUMH3UPOBATH BpeMsI NPEOBIBAaHUS
3alpOCOB B CHCTEME, HEOOXOIMMO MEPEHECTH JIUILb OTIpe-
JICJIEHHOE YUCJIO KOHTEHHEPOB, 3aBHUCSIEe OT UHTEHCHUB-
HOCTH Tpaduka. AHAIN3 BIMSHUS YUCIIa Pa3BEPTHIBAEMBIX
KOHTEHHEPOB Ha CpeiHee BpeMsl IPEObIBaHMUS 3alpOCOB B
CUCTEME B 3aBHCHMOCTH OT HHTEHCHUBHOCTH MOTOKA Tpa-
(uka, onpenensonIero YNCiI0 aKTUBHBIX KOHTEHHEPOB,
BEITTONTHEH B padote [30].

[Ipu nmocTpoeHnn AuarpamMm COCTOSSHUH M MEPEXO0B
MapKOBCKOH MOJIENTH MPEAIIOI0KNM, 4TO Tpoiecc (pu3n-
YECKOTO BOCCTAHOBIICHUSI y3JIOB BBITOJIHSAETCS ONEparTo-

Py Py Pys Py

Puc. 3. Jluarpamma COCTOSTHUI U TIEpEXO0I0B KilacTepa ¢
MHUTpalUel KOHTEHHEPOB HA UCIIPABHBIN CEPBEP BO BPEMS
(U3UIECKOTO BOCCTAHOBIEHHS OTKA3aBILETO CEPBEPA.

Py, P, Py, ..., Pj5 — BEPOATHOCTH COCTOSIHUI CUCTEMBI.

Fig. 3. State and transition diagram of a cluster without
migration prior to the physical recovery stage of the failed
server.

Py, Py, P,, ..., Pi5— system state probabilities

Hay4HO-TexXHU4eCcKuii BECTHUK MHDOPMALIMOHHbLIX TEXHONOM A, MexXaHUkn 1 ontukun, 2025, Tom 25, N2 5
Scientific and Technical Journal of Information Technologies, Mechanics and Optics, 2025, vol. 25, no 5

991



OueHka HageXXHOCTU BOCCTAHaBIMBAEMOrO KilacTepa KOHTEMHEPHOW BUPTyanu3auunen

POM, TIpH 3TOM ero paboTa He BIUSET Ha BEIYUCIUTEIbHbIC
IIPOLIECCHI B pa0OTOCIIOCOOHOM cepBepe U B TOM YHUCIIE Ha
MUTPALIIO KOHTEHHEPOB B HEM, T. €. 3TH HPOLECCH MOTYT
OBITH COBMEIICHBI 110 BPEMEHH.

Jns qucnieTdepu3anyy ¥ BBIIOIHEHUS (PYHKINOHAIIb-
HBIX 3aIpOCOB TpedyeTcs paboTocnocoOHOCTs OaTaHcu-
POBIIIMKA ¥ XOTS OBI OHOTO cepBepa. Murpanus KOHTEH-
HepoB TpedyeT pu3muecKkoii paboTocmocoOHOCTH cepBepa
" paboTOCIOCOOHOCTH OalaHCHPOBIIUKA (qUCIIeTYepa).
IIponecc 3arpy3ku KOHTEHHEPOB OJHOBPEMEHHO B JBa
cepBepa MOXET ObITh COBMEIICH. 3arpy3Ka HeCKOJIbKUX
KOHTEHHEPOB B CEPBEP MPOU3BOIMTCS MOCIEI0BATEIBHO.

[Ipu mocTpoeHUM MOJIENH YYTEHO, YTO HAKOTIIICHUS
OTKa30B CEPBEPOB HE MPOUCXOANT IPU OTKa3e JABYX CEpBe-
POB HMJIM OTKa3€ OJHOTO U3 HUX M HEPabOTOCIIOCOOHOCTH
JIMCIIETYepa, TaK KaK B 9TOM CITydyae BHIITOJHEHHUE 3aIIPOCOB
B CHCTEME HEBO3MOXXHO M MOITOMY HPEAIOIaratoTcs OT-
KITFOYCHUS OT CEPBEPOB JIEKTPOIUTAHNUS, YTO HCKIFOIACT
OTKa3bl eIlle He OTKa3aBIHX cepBepoB. [Ipn HepaboTocmo-
COOHOCTH JIBYX CEPBEPOB OTKIIIOUCHNE AEKTPOITUTAHUS Y
JqucrieTyepa-0araHCUpOBITUKA (HECMOTPSI Ha HEBO3MOX-
HOCTB BBITIOJTHEHHS 3aIIPOCOB B CEPBEPAX) HE MPOUCXOMNT,
BBHJY TOT'O YTO B 3TO BpEM: OH HNOJI)KCH BBLIIIOJIHATL OIIO-
BCHICHUEC IJIA MOCTYHArOMINX (byHKIlI/IOHaJ'H)HI)IX 3ampocoB
0 HEBO3MO)KHOCTH MX BBITTIOTHEHUSL.

VYcioBueM paboTocnocoOHOCTH KilacTepa siBISEeTCs
PpaboTocnocOOHOCTh OaTaHCUPOBIIMKA HArPY3KU U XOTs ObI
OJTHOTO cepBepa ¢ pa3MEIICHHBIMI Ha HEM KOHTEHHepaMu.

s BapuanTa 2 (puc. 3) mepexoa B HCXOIHOE COCTOS-
HHE BO3MOXKEH IIPU 3arpy3Ke 71 KOHTEHHEPOB NapasuiebHo
B /1Ba MO0 B OIMH cepBep. Bo3MoykeH Taroke cirydaid, Koria
B OJIMH CEPBEp 3arpy’kaercs 1, KOHTEHHEPOB, a B JPYroi
MEHBIIEE UX YHUCIIO.

Cucrema ypaBHEHHH, COOTBETCTBYIONIAs THarpaMMe
COCTOSIHUH U MEPEXOJI0B Ha PUC. 2, UMEET CIEAYIOLIHA BUI:

0= —(2h+Ag)Py + ioPs + 1P, + Eipy
Ny ny
0=y +pn+1)P; +20P)+ —P6 + AP, + Py,

ny

O=—[A+2g+A+ B Py + uPy + poPs,
no

0 =—poP3 + Py,

KoaddumpeHT roTroBHOCTH KilacTepa B 3TOM ciIydae:
K=Py+P,+P,.

3aMeTHM, 9TO TIpH pacdeTe KodPPHUIHEHTA TOTOBHOCTH
YUUTBIBAIOTCS BCE COCTOSHHS, IIPH KOTOPBIX BO3MOXKHO
oOcTyXMBaHME MOTOKA 3alpocoB 6e3 nx muddepeHnna-
IIUH 110 33/IepPXKKaM, HE3aBUCUMO OT paboTOCHOCOOHOCTH
OJIHOTO WJIM ZIByX cepBepoB. [Ipu aTom mpenrmonaraercs,
410 Qu3nUecKkoe U HHOOPMALMOHHOE BOCCTAHOBJICHHE
OTKa3aBIIIero cepBepa He TIPUBOIMT K 3aMeJIICHHUIO PaOOThI
UCIPAaBHOTO cepBepa, a 0aJaHCHPOBIIUK HE 3aMeIseT
MPOLIECCHI B CEpBepax.

Jlnarpamma coCTOSIHUI M TIEPEXO/I0B, MPEICTABICHHBIX
Ha puc. 3, IPUBOAUT K CUCTEME YPaBHCHUIL:

0= 20+ 2Py + 2Py + o Pys + 1P, + Hp
Ny ny no
0= dg+pn+—E—+0|P, + AP, + 24P, + woPs,
ny—ny

0=- x+x0+x+ﬂ P, + uP; + poPs,

Ny
0 =—uoP3 + AP,
0 =—poPy+ APy,
0 =—uoPs + AP,
0=—(hg+ 1+ pPs+—" T Piteber P9+kP7,
ny—ny

0 =—1oPs + AoPs,
0= hot o+ 2 |2y P+ Py,

no

0=~ 7“0+H+7¥+m Py + HoPyg+ APy + Py +

1

+ AP,y + AP,

0 =—poP1o + AP,
0=—(hg + WPy + Py + APy + APs + APy,

0:*M0P12+7\0P11’

A dg+ B )Py + poPry + P,

= WPy + XoPy, ny
0 =—pPs + AP, 0=—uoP14+ P13,
15
0=|rg+E +a+p P+ + AP, + + AP 1=2 P
Mot w|Ps + poP; )+ Py 95 part
0
0= —pgPy + AP, OTMETHM, YTO B COCTOSTHHIH, BEPOSTHOCTh HAXOMKICHHS
Ho7 o B KOTOPOM paBHa P, BBIOJHEHHE 3alPOCOB He MPOHMCXO-
0 =—poPg + 2pP10s JUT (Tak Kak B OJHOM CEpPBEPE BHIYMCIUTENBHBII MpoLece
1 3arpy3ka KOHTEHHEpOB HE COBMENIeHbI). Mcxons u3 aTo-
0=—[2g+Ar+ Ladl Py + 1Py, + 1P, r0, CTAl[MOHAPHBIA KOA(QPHUIMEHT TOTOBHOCTH KilacTepa
i MOKHO BBIYHCIUTH CIEAYIOIIUM 00pa3oM:
==+ A)P1g + APy + APg + poPy, K=Py+ Py + Ps+P,.
11
i=0
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Tabnuya. 3aBUCUMOCTD KO3 (HIIEHTa TOTOBHOCTH KJIaCTepa OT YMCIIa KOHTEIHEPOB 711, Pa3BEPHYTHIX Ha dTarne 1 pexoH(purypanuu
B COXpaHUBIIEM pabOTOCIOCOOHOCTH CepBepe

Table. Dependence of the cluster availability coefficient on the number of n; containers deployed at the first stage of reconfiguration
in a functioning server

Yuciio pa3BepHYTHIX Kos UIUCHT
vp PHy bmn IIpumeuanne
KOHTCHHEPOB 71, IIT. TOTOBHOCTH
2 0,998995 Ha srare 1 pekoHdurypamun MUrpaiu KOHTeHHEPOB HET
3 0,998331 Yuciio 3arpykeHHbIX Ha dTane 1 pekoH(puUrypamuy KOHTEIHEPOB MEHBIIIE YHCIIa KOHTeH-
HEPOB B OTKA3aBILEM CEpBEpe
4 0,997999 Ilonnas Murpanus Bcex KOHTCHHEPOB ¢ OTKa3aBIIEro cepBepa Ha UCIPaBHbLI
5 0,997799 Yucio KOHTeHHEePOB, JOMOJIHUTENIBHO 3arpy)KEHHBIX B UCIIPABHbIN cepBep, 0ojbliIe nx
YHCla B OTKA3aBILIEM CepBepe

Omnpenenum BIMSHHUE YKCiIa KOHTEHHEPOB, 3arpyxae-
MBIX IIPH MUTPALMH Ha JABYX 3Tanax peKOHQUTypaLuu, Ha
HaJIeKHOCTB KJIACTePa, ONPEALISIEMYIO [0 CTAlIHOHAPHOMY
k03¢ durmenty roroHoctH. [Ipn pacuerax mpumeM, 4T
B MCXOIHOM COCTOSHHH B KaXKJIOM U3 IBYX CEpPBEPOB 3a-
TPY’KEHO 10 7 = 2 KOHTEHepa, HHTCHCHBHOCTH OTKa30B
OalaHCHPOBIIKKA U cepBepa A = Ay = 1074 1/4, a unTEH-
CHBHOCTH UX BOCCTaHOBICHUH [y = 0,1 1/au p=0,1 1/9
IPY MHTEHCUBHOCTH MUIpAlluy KoHTeiHepa 1, = 0,1 1/4.
Pesynbrars! pacuera koduireHTa roroBHOCTH Kilactepa
B 3aBUCHMOCTH OT YHUCJIa KOHTEHHEPOB /11, Pa3BEPHYTHIX Ha
stane | pekoH(Uryparuy B COXpaHUBIIEM padOTOCIIOCO0-
HOCTb CE€pBepe, MPEACTaBICHBI B TAOJHIIE.

Pesynbrarsl pacdera OKa3bIBaIOT OTPHLATEILHOE BIIH-
SIHUE Ha KO (UIMEHT TOTOBHOCTH KJIACTEPa YBEIUICHUS
YHCIIa 3arpy’KaeMbIX KOHTSHHEPOB IIPU MUTIPALlUH Ha cep-
BEp, COXPAHUBIINI pabOTOCIIOCOOHOCTH MOCTEe OTKAa3a.
D70 CBSI3aHO € TEM, YTO IIPH MUTPALMH KOHTEHHEPOB Ha
sTane 1 pekoH(uUrypaun BIIOJHEHHE 3alIPOCOB Ha cep-
BEpE, COXPAHUBIIIEM PabOTOCIIOCOOHOCTD, HE IIPOUCXOIHT.
Murpaius cHIKaeT KodQPHUIMEHT TOTOBHOCTH, TaK Kak
3aMeUIsieT MPOIeCC BOCCTAHOBIEHUS: IOMUMO BpeMe-
HU Ha (PU3NYECKOE BOCCTAHOBIICHHE NOOABISETCS BpEMsI
Ha MH(OPMAIIMOHHOE BOCCTAaHOBJICHHE, YTO 3aTSATHBACT
JIBYXOTAIHBIN MTPOIECC PEKOHPUTYPALUH U PUBOAUT K
pHCKaM repexoa B HepaboTOCIIOCOOHBIE COCTOSIHUS, TPe-
Oyromrie OOonbIne YCHIHA (BpeMEHH) ISl BOCCTaHOBIIE-
HUSI HCIIPaBHOTO COCTOSIHHA cucTeMbl. [logyepkaeM, 4To
MUTpanusi KOHTEHHEPOB MO3BOJISIET B COCTOSIHUAX C Ya-
CTUYHOI NOTEpei BEIYNCIUTEIBHBIX PECYPCOB COXPAHUTD
[IPOM3BOJUTEILHOCTE CUCTEMBI, OJIarofapsi HaKOIJICHHUIO
OTKa30B, B TOM 4YHCJIC MPH 00ECIEYCHUN ONTHMAIBHOTO
4YyCJla KOHTEHHEPOB, YTO IPUBOAUT K MAKCUMaJIbHOU IIPO-
M3BOJIMTENILHOCTH KJ1acTepa.

Oobcy:xneHne pe3yJibTATOB U HANPABJIEHUs] Pa3BUTHS

[pemioxkeHHBIE MOJICTH HAICKHOCTH KiacTepa Ha-
npaBJIeHbl Ha 000CHOBaHHE BHIOOPA MPOCKTHBIX PEIICHUI
[0 OpPTaHM3alNU PEKOH(HUIYpallMH U BOCCTAHOBICHHS
paboTocmocoOHOCTH KiTacTepa MOoce OTKa30B, C YIETOM
BIIMSHUS PA3IMYHBIX BAPUAHTOB PeaJIM3allMi MUTPALUH
BUPTYaJIbHBIX KOHTCﬁHepOB Ha TOTOBHOCTb CUCTCMBI.

OTinuumne mpeasiaraeMbIX MapKOBCKHX Mojenel 3a-
KJIIOYa€TCA B YUYETC JABYXOTAIIHOI'O BOCCTAHOBJICHHUA pa-
00TOCIIOCOOHOCTH KiTacTepa MpH ero peKoHpurypamuu, ¢
OIIpEJICTICHNEM BIIMSIHUSL HA HA/IG)KHOCTh CUCTEMBI YHCIIa
3arpy’KaeMbIX IMPU MUTPALIK KOHTCHHEPOB Ha JIBYX BbIJIC-
JICHHBIX ATaNax peKOH(UTypannu — JI0 1 mocie Gpusnde-
CKOT'O BOCCTAHOBJICHUSI OTKA3aBIIUX CEPBEPOB.

B xauecTBe qajpHEHIIEro pa3BUTHS PAOOTHI IIPEAoNna-
raeTcsl HCCIIE0BAaHNE KOMIUIEKCHOTO BIMSIHUS PA3INYHBIX
BapHaHTOB MUTPALUY KOHTEHHEPOB Kak Ha TOTOBHOCTb
KJ1acTepa, Tak ¥ Ha 3aJepiKKH 0OCITy)KUBaHHUS 3aIIpOCOB Ha
JIBYX paccMaTpUBAEMBIX 3Talax pPeKOH(UTYpaIIH.

3akiaouenne

[TpemioxeHbl MAPKOBCKUE MOJIEIH HAIECKHOCTH Kila-
CTEpOB KOHTCHHEPHOW BHPTYaJU3alMH C JABYyXAITAIHBIM
BOCCTAHOBIICHHEM pPab0TOCIIOCOOHOCTH OTKA3aBIIHX Cep-
BEpOB IIpU X (QU3MUECKOM M HH(POPMALOHHOM BOCCTa-
HOBJICHHUU, C YYCTOM BJIMAHUA HAa TOTOBHOCTb CUCTEMBI
4yCJla 3arpy’KaeMbIX IIPU MUTPaLuy KOHTEHHEPOB Ha Ka-
HKJIOM 3Talle BOCCTAHOBJICHHUSL.

[MpenyioxxeHHBIE MOJIETIN OPHEHTUPOBAHBI HA 000CHOBA-
HHE MPOEKTHBIX PELICHHUH 110 00eCIeYeHUI0 Ha/Ie)KHOCTH
BOCCTaHABJINBAEMBIX KJIACTEPOB C KOHTCHHEPHOH BUPTYya-
JU3anuei, BKIIovas TUCIUIUINHBI UX BOCCTAHOBJICHUS U
pexoHduUryparuu.

Hay4HO-TexXHU4eCcKuii BECTHUK MHDOPMALIMOHHbLIX TEXHONOM A, MexXaHUkn 1 ontukun, 2025, Tom 25, N2 5
Scientific and Technical Journal of Information Technologies, Mechanics and Optics, 2025, vol. 25, no 5

993



OueHka HageXXHOCTU BOCCTAHaBIMBAEMOrO KilacTepa KOHTEMHEPHOW BUPTyanu3auunen

10.

12.

13.

14.

15.

17.

18.
19.

20.

Jluteparypa

Goyal P., Deora S.S. Reliability of Trust Management Systems in
Cloud Computing // Indian Journal of Cryptography and Network
Security. 2022. V. 2. N 1. P. 1-5. https://doi.org/10.54105/ijcns.
C1417.051322

Chen G., Guan N., Huang K., Yi W. Fault-tolerant real-time tasks
scheduling with dynamic fault handling // Journal of Systems
Architecture. 2020. V. 102. P. 101688. https://doi.org/10.1016/].
sysarc.2019.101688

Shubinsky I.B., Rozenberg I.N., Papic L. Adaptive fault tolerance in
real-time information systems // Reliability: Theory and Applications.
2017. V. 12.N 1 (44). P. 18-25.

Chinnaiah N.R., Niranjan N. Fault tolerant software systems using
software configurations for cloud computing // Journal of Cloud
Computing. 2018. V. 7. P. 3. https://doi.org/10.1186/s13677-018-
0104-9

Srivastava A., Kumar N. Queueing model based dynamic scalability
for containerized cloud // International Journal of Advanced Computer
Science and Applications. 2023. V. 14. N 1. P. 465-472. https://doi.
org/10.14569/1JACSA.2023.0140150

Shukur H.M., Zeebaree S.R.M., Zebari R.R., Zeebarce D.Q.,
Ahmed O.M., Salih A.A. Cloud computing virtualization of resources
allocation for distributed systems // Journal of Applied Science and
Technology Trends. 2020. V. 1. N 2. P. 98-105. https://doi.
org/10.38094/jastt1331

Alam 1., Sharif K., Li F., Latif Z., Karim M.M., Biswas S., Nour B.,
Wang Y. A survey of network virtualization techniques for Internet of
things using SDN and NFV // ACM Computing Surveys. 2020. V. 53.
N 2. P. 1-40. https://doi.org/10.1145/3379444

Chen H., Qin W., Wang L. Task partitioning and offloading in IoT
cloud-edge collaborative computing framework: a survey // Journal
of Cloud Computing. 2022. V. 11. P. 86. https://doi.org/10.1186/
$13677-022-00365-8

Kushchazli A., Safargalieva A., Kochetkova 1., Gorshenin A. Queuing
model with customer class movement across server groups for
analyzing virtual machine migration in cloud computing //
Mathematics. 2024. V. 12. N 3. P. 468. https://doi.org/10.3390/
math12030468

Kumari P., Kaur P. A survey of fault tolerance in cloud computing //
Journal of King Saud University — Computer and Information
Sciences. 2021. V. 33. N 10. P. 1159-1176. https://doi.org/10.1016/j.
jksuci.2018.09.021

. Tatarnikova T.M., Arkhiptsev E.D. Designing fault-tolerant systems

with micro-service architecture // Proc. of the 27t International
Conference on Soft Computing and Measurements (SCM). 2024.
P. 348-351. https://doi.org/10.1109/SCM62608.2024.10554143
Bogatyrev V.A. Protocols for dynamic distribution of requests through
a bus with variable logic ring for reception authority transfer //
Automatic Control and Computer Sciences. 1999. V. 33.N 1. P. 57-63.
Sovetov B.Ya., Tatarnikova T.M., Poymanova E.D. Storage scaling
management model // Information and Control Systems. 2020.
N 5 (108). P. 43-49. https://doi.org/10.31799/1684-8853-2020-5-43-49
Bogatyrev A.V., Bogatyrev V.A., Bogatyrev S.V. The probability of
timeliness of a fully connected exchange in a redundant real-time
communication system // Proc. of the Wave Electronics and its
Application in Information and Telecommunication Systems
(WECONF). 2020. P. 1-4. https://doi.org/10.1109/
WECONF48837.2020.9131517

Bogatyrev V.A., Bogatyrev S.V., Bogatyrev A.V. Control of multipath
transmissions in the nodes of switching segments of reserved paths //
Proc. of the International Conference on Information, Control, and
Communication Technologies (ICCT). 2022. P. 1-5. https://doi.
org/10.1109/ICCT56057.2022.9976839

. Terskov V., Sakash 1. The reliability evaluation of local computer

networks using markov model of multiple heterogeneous groups of
switches / E3S Web of Conferences. 2024. V. 592. P. 3036. https://
doi.org/10.1051/e3sconf/202459203036

Tonosko A.M., I'ypo C.B. OcnoBbl Teopun Haaexunoctu. CIIO.:
BXB-IletepOypr, 2006. 702 c.

Koren I. Fault-Tolerant Systems. Morgan Kaufmann, 2007. 400 p.
Aysan H. Fault-tolerance strategies and probabilistic guarantees for
real-time systems. Doctoral dissertation, Mélardalen University, 2012.
109 p.

Paxman I1.A., [llapuno M.W. Mopenb HaJIe)KHOCTH JBYXY3JI0BOTO
KJIacTepa MPHIIOKEHHIT BBICOKOI TOTOBHOCTH B CHCTEMAX YIIPABIICHUS

18.
19.

References

Goyal P., Deora S.S. Reliability of Trust Management Systems in
Cloud Computing. Indian Journal of Cryptography and Network
Security, 2022, vol. 2, no. 1, pp. 1-5. https://doi.org/10.54105/ijcns.
C1417.051322

Chen G., Guan N., Huang K., Yi W. Fault-tolerant real-time tasks
scheduling with dynamic fault handling. Journal of Systems
Architecture, 2020, vol. 102, pp. 101688. https://doi.org/10.1016/].
sysarc.2019.101688

Shubinsky I.B., Rozenberg I.N., Papic L. Adaptive fault tolerance in
real-time information systems. Reliability: Theory and Applications,
2017, vol. 12, no. 1 (44), pp. 18-25.

Chinnaiah N.R., Niranjan N. Fault tolerant software systems using
software configurations for cloud computing. Journal of Cloud
Computing, 2018, vol. 7, pp. 3. https://doi.org/10.1186/s13677-018-
0104-9

Srivastava A., Kumar N. Queueing model based dynamic scalability
for containerized cloud. International Journal of Advanced Computer
Science and Applications, 2023, vol. 14, no. 1, pp. 465—472. https://
doi.org/10.14569/1JACSA.2023.0140150

Shukur H.M., Zeebaree S.R.M., Zebari R.R., Zeebaree D.Q.,
Ahmed O.M., Salih A.A. Cloud computing virtualization of resources
allocation for distributed systems. Journal of Applied Science and
Technology Trends, 2020, vol. 1, no. 2, pp. 98—105. https://doi.
org/10.38094/jastt1331

Alam 1., Sharif K., Li F., Latif Z., Karim M.M., Biswas S., Nour B.,
Wang Y. A survey of network virtualization techniques for Internet of
things using SDN and NFV. ACM Computing Surveys, 2020, vol. 53,
no. 2, pp. 1-40. https://doi.org/10.1145/3379444

Chen H., Qin W., Wang L. Task partitioning and offloading in IoT
cloud-edge collaborative computing framework: a survey. Journal of
Cloud Computing, 2022, vol. 11, pp. 86. https://doi.org/10.1186/
$13677-022-00365-8

Kushchazli A., Safargalieva A., Kochetkova 1., Gorshenin A. Queuing
model with customer class movement across server groups for
analyzing virtual machine migration in cloud computing.
Mathematics, 2024, vol. 12, no. 3, pp. 468. https://doi.org/10.3390/
math12030468

. Kumari P., Kaur P. A survey of fault tolerance in cloud computing.

Journal of King Saud University — Computer and Information
Sciences, 2021, vol. 33, no. 10, pp. 1159-1176. https://doi.
org/10.1016/j.jksuci.2018.09.021

. Tatarnikova T.M., Arkhiptsev E.D. Designing fault-tolerant systems

with micro-service architecture. Proc. of the 27! International
Conference on Soft Computing and Measurements (SCM), 2024,
pp. 348-351. https://doi.org/10.1109/SCM62608.2024.10554143

. Bogatyrev V.A. Protocols for dynamic distribution of requests through

a bus with variable logic ring for reception authority transfer.
Automatic Control and Computer Sciences, 1999, vol. 33, no. 1,
pp. 57-63.

. Sovetov B.Ya., Tatarnikova T.M., Poymanova E.D. Storage scaling

management model. /nformation and Control Systems, 2020,
no. 5 (108), pp. 43—49. https://doi.org/10.31799/1684-8853-2020-5-
43-49

. Bogatyrev A.V., Bogatyrev V.A., Bogatyrev S.V. The probability of

timeliness of a fully connected exchange in a redundant real-time
communication system. Proc. of the Wave Electronics and its
Application in Information and Telecommunication Systems
(WECONF), 2020, pp. 1-4. https://doi.org/10.1109/
WECONF48837.2020.9131517

. Bogatyrev V.A., Bogatyrev S.V., Bogatyrev A.V. Control of multipath

transmissions in the nodes of switching segments of reserved paths.
Proc. of the International Conference on Information, Control, and
Communication Technologies (ICCT), 2022, pp. 1-5. https://doi.
org/10.1109/ICCT56057.2022.9976839

. Terskov V., Sakash I. The reliability evaluation of local computer

networks using markov model of multiple heterogeneous groups of
switches. E3S Web of Conferences, 2024, vol. 592, pp. 3036. https://
doi.org/10.1051/e3sconf/202459203036

. Polovko A.M., Gurov S.V. Fundamentals of Reliability Theory.

St. Petersburg, BHV-Petersburg Publ., 2006, 702 p. (in Russian)
Koren I. Fault-Tolerant Systems. Morgan Kaufmann, 2007, 400 p.
Aysan H. Fault-tolerance strategies and probabilistic guarantees for
real-time systems. Doctoral dissertation, Malardalen University, 2012,
109 p.

994

Hay4yHO-TexHn4eckuii BECTHUK MHDOPMALMOHHBLIX TEXHONOMMIA, MeXaHUKN 1 onTukn, 2025, Tom 25, N2 5
Scientific and Technical Journal of Information Technologies, Mechanics and Optics, 2025, vol. 25, no 5


https://doi.org/10.54105/ijcns.C1417.051322
https://doi.org/10.54105/ijcns.C1417.051322
https://doi.org/10.1016/j.sysarc.2019.101688
https://doi.org/10.1016/j.sysarc.2019.101688
https://doi.org/10.1186/s13677-018-0104-9
https://doi.org/10.1186/s13677-018-0104-9
https://doi.org/10.14569/IJACSA.2023.0140150
https://doi.org/10.14569/IJACSA.2023.0140150
https://doi.org/10.38094/jastt1331
https://doi.org/10.38094/jastt1331
https://doi.org/10.1145/3379444
https://doi.org/10.1186/s13677-022-00365-8
https://doi.org/10.1186/s13677-022-00365-8
https://doi.org/10.3390/math12030468
https://doi.org/10.3390/math12030468
https://doi.org/10.1016/j.jksuci.2018.09.021
https://doi.org/10.1016/j.jksuci.2018.09.021
https://doi.org/10.1109/SCM62608.2024.10554143
http://B.Ya
https://doi.org/10.31799/1684-8853-2020-5-43-49
https://doi.org/10.1109/WECONF48837.2020.9131517
https://doi.org/10.1109/WECONF48837.2020.9131517
https://doi.org/10.1109/ICCT56057.2022.9976839
https://doi.org/10.1109/ICCT56057.2022.9976839
https://doi.org/10.1051/e3sconf/202459203036
https://doi.org/10.1051/e3sconf/202459203036
https://doi.org/10.54105/ijcns.C1417.051322
https://doi.org/10.54105/ijcns.C1417.051322
https://doi.org/10.1016/j.sysarc.2019.101688
https://doi.org/10.1016/j.sysarc.2019.101688
https://doi.org/10.1186/s13677-018-0104-9
https://doi.org/10.1186/s13677-018-0104-9
https://doi.org/10.14569/IJACSA.2023.0140150
https://doi.org/10.14569/IJACSA.2023.0140150
https://doi.org/10.38094/jastt1331
https://doi.org/10.38094/jastt1331
https://doi.org/10.1145/3379444
https://doi.org/10.1186/s13677-022-00365-8
https://doi.org/10.1186/s13677-022-00365-8
https://doi.org/10.3390/math12030468
https://doi.org/10.3390/math12030468
https://doi.org/10.1016/j.jksuci.2018.09.021
https://doi.org/10.1016/j.jksuci.2018.09.021
https://doi.org/10.1109/SCM62608.2024.10554143
http://B.Ya
https://doi.org/10.31799/1684-8853-2020-5-43-49
https://doi.org/10.31799/1684-8853-2020-5-43-49
https://doi.org/10.1109/WECONF48837.2020.9131517
https://doi.org/10.1109/WECONF48837.2020.9131517
https://doi.org/10.1109/ICCT56057.2022.9976839
https://doi.org/10.1109/ICCT56057.2022.9976839
https://doi.org/10.1051/e3sconf/202459203036
https://doi.org/10.1051/e3sconf/202459203036

B.A. BoraTbipes, B.K. ®yHr

21.

22.

23.

24.

25.

26.

217.

28.

29.

30.

31

npeanpusaTieM // JKOHOMHKA B MEHEDKMEHT CHCTEM YIPaBJICHHUSL.
2015. Ne 3 (17). C. 85-102.

XomoHnenko A.Jl., bnaropemenckas E.A., IIpoyp3un O.B.,
Annpyk A.A. TIporHo3 HaJIeXKHOCTU KJIACTEPHON BBIUMCIUTENLHON
CHCTEMBI C ITOMOIIBIO [OJyMAapKOBCKON MOZCIH alIbTCPHUPYOIIHX
IIPOIECCOB U MOHUTOpPHHTA // HayKoeMKHe TeXHOIOTUH B KOCMHYe-
ckux uccaenoBanmsix 3emun. 2018. T. 10. Ne 4. C. 72-82. https://doi.
org/10.24411/2409-5419-2018-10099

Bogatyrev V.A., Vinokurova M.S. Control and safety of operation of
duplicated computer systems // Communications in Computer and
Information Science. 2017. V. 700. P. 331-342. https://doi.
org/10.1007/978-3-319-66836-9_28

Bogatyrev V.A. Exchange of duplicated computing complexes in
fault-tolerant systems // Automatic Control and Computer Sciences.
2011. V. 45. N 5. P. 268-276. https://doi.org/10.3103/
S014641161105004X

Borareipes B.A., borarsipes C.B., borarsipes A.B. Ouenka roros-
HOCTHU KOMIBIOTEPHOU CHCTEMBI K CBOEBPEMEHHOMY 00CITyKUBAHUIO
3aIPOCOB MPH €ro COBMEIICHHU ¢ HH(GOPMALIOHHBIM BOCCTaHOBIIC-
HHUEM IaMATH 10cJie 0TKa30B // Hay4HO-TeXHUYECKUil BECTHUK HH-
(hOpPMALIOHHBIX TEXHOJIOTHIA, MeXaHUKH U onTuku. 2023. T. 23. Ne 3.
C. 608-617. https://doi.org/10.17586/2226-1494-2023-23-3-608-617
Compasti¢ M., Badonnel R., Festor O., He R. From virtualization
security issues to cloud protection opportunities: An in-depth analysis
of system virtualization models // Computers & Security. 2020. V. 97.
P. 101905. https://doi.org/10.1016/j.cose.2020.101905

Choudhary A., Govil M.C., Singh G., Awasthi L.K., Pilli E.S.,
Kapil D. A critical survey of live virtual machine migration
techniques // Journal of Cloud Computing. 2017. V. 6. P. 23. https://
doi.org/10.1186/513677-017-0092-1

AnekcankoB C.M. Mojienu TMHaMHYECKON MUTPALIMH C UTEPATHBHBIM
MOJIXOJIOM U CETCBOI MUIpAllMK BUPTyalbHbIX MamunH // Hay4Ho-
TEXHUYECKHIl BECTHUK HH()OPMAIOHHBIX TEXHOIOTHI, MCXaHUKH H
ontuku. 2015. T. 15. Ne 6. C. 1098-1104. https://doi.
org/10.17586/2226-1494-2015-15-6-1098-1104

Bogatyrev V.A., Derkach A.N. Evaluation of a cyber-physical
computing system with migration of virtual machines during
continuous computing // Computers. 2020. V. 9. N 2. P. 42. https://
doi.org/10.3390/computers9020042

Kneiinpox JI. Teopus maccoBoro obcnyxxusanus. M.: Mamuso-
crpoenue, 1979. 432 c.

@ynr B., borateipes B.A., Kapmanosckuit H.C., JI» B.X. Onenka
BEPOSTHOCTHO-BPEMEHHBIX XapPAaKTEPHCTUK KOMITBIOTEPHOH CHCTEMBI
C KOHTCHHEepHO# BupTyanu3aiueii / HaydHo-TeXHU4eCKuil BECTHUK
MH(GOPMAIMOHHBIX TEXHOJIOTHI, MeXaHUKU U ontuku. 2024. T. 24.
Ne 2. C. 249-255. https://doi.org/10.17586/2226-1494-2024-24-2-
249-255

Nguyen T.A., Kim D.S., Park J.S. A comprehensive availability
modeling and analysis of a virtualized servers system using stochastic
reward nets // The Scientific World Journal. 2014. V. 2014. P. 165316.
https://doi.org/10.1155/2014/165316

ABTOpBI

BorareipeB Biragumup AHato/jibeBHY — JOKTOP TEXHHUYECKHUX HAyK,
npodeccop, Cankr-IleTepOyprekuii rocynapcTBEHHEIH YHHBEPCHTET
aspokocMmuueckoro npubopocrpoenus, Cankr-Ilerepoypr, 190000,
Poccuiickas @enepanus; npodeccop, Yuusepcurer UTMO, Cankr-
TetepOypr, 197101, Poccuiickas ®enepanyus, s¢ 7006571069, https:/
orcid.org/0000-0003-0213-0223, vladimir.bogatyrev@gmail.com

®yur Ban Ko — acnimpant, Yausepcurer UTMO, Cankr-IletepOypr,
197101, Poccuiickas ®eneparnusi, https://orcid.org/0009-0006-3278-1106,
phungvanquy97@gmail.com

Cmamws nocmynuna 6 pedakyuio 08.05.2025
Ooobpena nocne peyenzuposanus 24.08.2025
Ipunama x newamu 21.09.2025

[©Nolel

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

Rakhman P.A., Sharipov M.1. Reliability model of a two-node cluster
of high-availability applications in enterprise management systems.
Ekonomika i menedzhment sistem upravleniya, 2015, no. 3 (17),
pp. 85-102. (in Russian)

Khomonenko A.D., Blagoveshchenskaya E.A., Prourzin O.V.,
Andruk A.A. Forecasting the reliability of a cluster computing system
using a semi-Markov model of alternating processes and monitoring.
High Technologies in Earth Space Research. H&ES Research, 2018,
vol. 10, no. 4, pp. 72-82. (in Russian). https://doi.org/10.24411/2409-
5419-2018-10099

Bogatyrev V.A., Vinokurova M.S. Control and safety of operation of
duplicated computer systems. Communications in Computer and
Information Science, 2017, vol. 700, pp. 331-342. https://doi.
org/10.1007/978-3-319-66836-9_28

Bogatyrev V.A. Exchange of duplicated computing complexes in
fault-tolerant systems. Automatic Control and Computer Sciences,
2011, vol. 45, no. 5, pp. 268-276. https://doi.org/10.3103/
S014641161105004X

Bogatyrev V.A., Bogatyrev S.V., Bogatyrev A.V. Assessment of the
readiness of a computer system for timely servicing of requests when
combined with information recovery of memory after failures.
Scientific and Technical Journal of Information Technologies,
Mechanics and Optics, 2023, vol. 23, no. 3, pp. 608—617. (in
Russian). https://doi.org/10.17586/2226-1494-2023-23-3-608-617
Compasti¢é M., Badonnel R., Festor O., He R. From virtualization
security issues to cloud protection opportunities: An in-depth analysis
of system virtualization models. Computers & Security, 2020, vol. 97,
pp. 101905. https://doi.org/10.1016/j.cose.2020.101905

Choudhary A., Govil M.C., Singh G., Awasthi L.K., Pilli E.S.,
Kapil D. A critical survey of live virtual machine migration
techniques. Journal of Cloud Computing, 2017, vol. 6, pp. 23. https:/
doi.org/10.1186/513677-017-0092-1

Aleksankov S.M. Models of live migration with iterative approach
and move of virtual machines. Scientific and Technical Journal of
Information Technologies, Mechanics and Optics, 2015, vol.15, no. 6,
pp. 1098-1104. (in Russian). https://doi.org/10.17586/2226-1494-
2015-15-6-1098-1104

Bogatyrev V.A., Derkach A.N. Evaluation of a cyber-physical
computing system with migration of virtual machines during
continuous computing. Computers, 2020, vol. 9, no. 2, pp. 42. https:/
doi.org/10.3390/computers9020042

Kleinrock L. Queueing Systems. Volume 1: Theory. Wiley-
Interscience, 1975, 417 p.

Phung V.Q., Bogatyrev V.F., Karmanovskiy N.S., Le V.H. Evaluation
of probabilistic- temporal characteristics of a computer system with
container virtualization. Scientific and Technical Journal of
Information Technologies, Mechanics and Optics, 2024, vol. 24,
no. 2, pp. 249-255. (in Russian). https://doi.org/10.17586/2226-1494-
2024-24-2-249-255

Nguyen T.A., Kim D.S., Park J.S. A comprehensive availability
modeling and analysis of a virtualized servers system using stochastic
reward nets. The Scientific World Journal. 2014. V. 2014. P. 165316.
https://doi.org/10.1155/2014/165316

Authors

Vladimir A. Bogatyrev — D.Sc., Professor, Saint Petersburg State
University of Aerospace Instrumentation (SUAI), Saint Petersburg,
190000, Russian Federation; Professor, ITMO University, Saint
Petersburg, 197101, Russian Federation, s¢ 7006571069, https://orcid.
org/0000-0003-0213-0223, vladimir.bogatyrev(@gmail.com

Van Quy Phung — PhD Student, ITMO University, Saint Petersburg,
197101, Russian Federation, https://orcid.org/0009-0006-3278-1106,
phungvanquy97@gmail.com

Received 08.05.2025
Approved after reviewing 24.08.2025
Accepted 21.09.2025

PaboTta focTynHa no nuueH3nm
Creative Commons
«Attribution-NonCommercial»

Hay4HO-TexXHU4eCcKuii BECTHUK MHDOPMALIMOHHbLIX TEXHONOM A, MexXaHUkn 1 ontukun, 2025, Tom 25, N2 5
Scientific and Technical Journal of Information Technologies, Mechanics and Optics, 2025, vol. 25, no 5

995


https://doi.org/10.24411/2409-5419-2018-10099
https://doi.org/10.24411/2409-5419-2018-10099
https://doi.org/10.1007/978-3-319-66836-9_28
https://doi.org/10.1007/978-3-319-66836-9_28
https://doi.org/10.3103/S014641161105004X
https://doi.org/10.3103/S014641161105004X
https://doi.org/10.17586/2226-1494-2023-23-3-608-617
https://doi.org/10.1016/j.cose.2020.101905
https://doi.org/10.1186/s13677-017-0092-1
https://doi.org/10.1186/s13677-017-0092-1
https://doi.org/10.17586/2226-1494-2015-15-6-1098-1104
https://doi.org/10.17586/2226-1494-2015-15-6-1098-1104
https://doi.org/10.3390/computers9020042
https://doi.org/10.3390/computers9020042
https://doi.org/10.17586/2226-1494-2024-24-2-249-255
https://doi.org/10.17586/2226-1494-2024-24-2-249-255
https://doi.org/10.1155/2014/165316
https://orcid.org/0000-0003-0213-0223
https://orcid.org/0000-0003-0213-0223
mailto:vladimir.bogatyrev@gmail.com
https://orcid.org/0009-0006-3278-1106
mailto:phungvanquy97@gmail.com
https://doi.org/10.24411/2409-5419-2018-10099
https://doi.org/10.24411/2409-5419-2018-10099
https://doi.org/10.1007/978-3-319-66836-9_28
https://doi.org/10.1007/978-3-319-66836-9_28
https://doi.org/10.3103/S014641161105004X
https://doi.org/10.3103/S014641161105004X
https://doi.org/10.17586/2226-1494-2023-23-3-608-617
https://doi.org/10.1016/j.cose.2020.101905
https://doi.org/10.1186/s13677-017-0092-1
https://doi.org/10.1186/s13677-017-0092-1
https://doi.org/10.17586/2226-1494-2015-15-6-1098-1104
https://doi.org/10.17586/2226-1494-2015-15-6-1098-1104
https://doi.org/10.3390/computers9020042
https://doi.org/10.3390/computers9020042
https://doi.org/10.17586/2226-1494-2024-24-2-249-255
https://doi.org/10.17586/2226-1494-2024-24-2-249-255
https://doi.org/10.1155/2014/165316
http://D.Sc
https://orcid.org/0000-0003-0213-0223
https://orcid.org/0000-0003-0213-0223
mailto:vladimir.bogatyrev@gmail.com
https://orcid.org/0009-0006-3278-1106
mailto:phungvanquy97@gmail.com

