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AHHOTaNMA

BBenenue. /{715 HeMMHEHHBIX KPUCTAIIOB ceMeiicTBa OOpaTOB XapaKTEPHBI BHICOKHE 3HAYCHHUS MTOPOTa ONTHYECKOTO
npo0os Ha JIMHAX BOJH OJNIMXHETo MHPpaKpacHOTO Auama3oHa. Kak ciencTsme, Takue KPHUCTAJUIBL SABISIOTCS
2 eKTUBHBIME TeHEpaTOpaMi TaPMOHUK U3JTyIeHHST THTCHCHBHBIX JIa3epHBIX NCTOUYHUKOB. [Tociieqane ccnenoBanms
TOKAa3aJI, YTO HeJIMHEeWHBIe KPUCTAJUIBI ceMelicTBa OOpaToB JEMOHCTPUPYIOT HU3KOE MOMIONICHHE H3JIyUeHHs Ha
cyOTepareproBbIX yactoTax. J[aHHBII (hakT CBHACTEIBECTBYET O BOBMOXXHOCTH MX IIPUMEHEHUS B KAU€CTBE T€HEPaTOpOB
TepareproBOro U3y4eHus.. BBIMOIHEHO CpaBHEHHE HCTOYHHUKOB TEPareplioBOro N3Iy4YeHNs] Ha OCHOBE IpeoOpa3oBaHusl
YaCTOTHI U3JIy4EeHHs] THTAH-Can(upOBOro Jasepa B Kpucrauax odera-0opara 6apus (B-BaB,0,), Tpubopara nutns
(LiB3Os) u terpabopara autus (Li,B,0,). MeTtoa. [IpoBenen pacder peann3yeMbIX THIIOB KOJJIMHEAPHOTO
TPEXBOIHOBOTO B3aNMOJIEHCTBNS, 00ECIIeUNBAIONIIX TeHEPAINIO PAa3HOCTHON YaCTOTHI B CyOTeparepIioBoM Anamna3oHe
C yYeTOM M3Y4EHHOH HUCIEPCHH TIIABHBIX KOMIIOHEHT TeparepIioBOTO ITOKa3aTels IPEIOMIICHHS UCCIeJOBAHHbIX
KpHUCTA/LIOB. J{JIsl Ka)/I0TO KPHUCTAJIa MOITYYeHB! YCIOBUS ()a30BOTO COIIACOBAHMS M COOTBETCTBYIOIINE [JINHBI
KOT€PEHTHOCTH. YUHUTHIBAsI TEH30PbI KBaPAaTUYHOI BOCIPHUMYUBOCTH, PACCUNTAHBI KO dUIHEHTH! dQPeKkTHBHON
HEJIMHEITHOCTH. BhINoHeHs! olleHKa 1 cpaBHeHUE (P (EKTUBHOCTH F'eHepaluy TeparepioBOro U3JIyuYeHus B KpUCcTaliax
¢ pa3nuuHbIM cpe3oM. OCHOBHbIE Pe3y/IbTaThl. Pe3ylibTaTbl pacueToB MOKa3aliM, 4To reHeparus B kpucraiie B-BaB,0,
HpoUCXOAUT >PPEKTUBHEE HA TPU MOPsIKA MO cpaBHEHHIO ¢ kpucTamioMm LiB;Os u Ha msate — ¢ Li,B,0,. Ha turan-
canupoBOM yCHIIHMTENE YKCIIEPUMEHTAIBHO N3ydYeHa IeHepalys TeparepioBoro n3aydeHus B o0pasie KpucTasmia
B-BaB,0, co cpezom 0 = 5° (Tme 6 — yrom Mexay BEKTOPOM PACHpPOCTPAHEHHs W3TyUeHHS U TIABHOM ONMTHYECKOH
OCBIO Z KPHCTaJIIA), obecnednBaomuM (as3oBoe cornacoBanue uist yactoTsl 0,3 TI'm. CpaBHEHHE SKCTICPHMEHTAIBHO
MOJTYYCHHBIX JTAaHHBIX C YHCJIEHHBIM PacuyeToM IT0KA3aJIo, YTO Ha FeHEepaluio U3IIydeHUs OKa3bIBAIOT BIUSHUC THITBI
B3aHMOJICHCTBUSI 0 — € — €, e — e — 0 M 0 — 0 — 0. IIpy 9TOM 3HaUYeHNE MMKOBON MOIITHOCTH TEPareplioBOT0 N3ITydeHHs
npubimsuTensHo coctapisier 20 kBT. O6cyxkaenue. [lonydennsie taHHbIe OyTyT MOJIE3HbI s pa3pabOTKH TeHepaTopoB
UHTEHCUBHOTO H3JIYUYCHUS cy6TeparepuOBoro JAuamna3soHa, OCHOBAHHBIX Ha npe06pa3OBaHm/1 OHEPIrurv MOMLIHBIX
Ja3epHBIX UCTOUHHUKOB. [lomydeHHbIE Pe3ynbTaThl MOKA3aIH, YTO YBEIHUEHNE HHTEHCUBHOCTH ONTHYECKUX MOJeH
JI0 TIPENOPOTOBBIX 3HaYeHHH st Kpuctamna -BaB,0O4 mo3BoauT 10CTHYL AECATKOB THTaBaTT MHKOBON MOIIHOCTH
TeparepIoBOro M3mydeHHs. Takue UCTOUYHUKH M3ITydeHHUs MOTYT HAaWTH IPUMEHEHHE B CHCTeMax 30HIUPOBAHUS
aTMOC(epsl U YCKOPUTENSAX 3apsHKCHHBIX YacTHII.
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Abstract

Nonlinear crystals of the borate family are efficient harmonic generators for intense laser sources because of their high
laser-induced damage threshold at near-infrared wavelengths. Recent studies have shown that they exhibit relatively
low absorption coefficients at sub-terahertz frequencies, which could enable them to generate terahertz radiation.
Based on this assumption, we compare terahertz sources based on the frequency down-conversion of the radiation from
a titanium-sapphire amplifier in crystals of barium beta-borate ($-BaB,0,), lithium triborate (LiB;O5), and lithium
tetraborate (Li,B,05). The calculation of collinear three-wave interactions, which provide the generation of the sub-
terahertz difference frequency, is carried out considering the previously studied dispersion of the main components of
the terahertz refractive index of these crystals. The phase-matching conditions and the corresponding coherence lengths
are determined for each of the crystals. Taking into account the quadratic susceptibility tensors, the coefficients of the
effective nonlinearity are calculated, and the terahertz generation efficiency in crystals with different cuts is evaluated and
compared. The down-conversion in the -BaB,0, crystal is numerically shown to be three and five orders of magnitude
more efficient than in the LiB;O5 and Li,B4O; crystals, respectively. Thus, terahertz generation in a sample of f-BaB,0,
crystal with a cut that provides phase-matching for a frequency of 0.3 THz (6 = 5°) has been studied experimentally
using radiation from a titanium-sapphire amplifier. The comparison of the experimental data and the numerical results
leads to the conclusion that the main contribution to the generation process is given by the o —e — e, e — e — 0, and
0 — o0 — o types of interaction. The peak terahertz power reaches 20 kW. The data obtained in this work will be useful for
the development of intense sub-terahertz radiation sources based on the energy conversion of high-power laser sources.
It is estimated that tens of GW of peak terahertz power can be achieved by increasing the intensity of the optical fields
to pre-threshold values for the f-BaB,0O, crystal. A source of this intensity can be used in systems for sounding the
atmosphere as well as in charged particle accelerators.
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nonlinear crystals, terahertz frequency generation, phase matching, refractive index, absorption coefficient
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BBenenue

Teparepuossiii (TT'm) Arama3zoH >IEeKTPOMarHUTHO-
ro cuekrtpa (0,1-3 TI'm) sBIsAETCS MPUBICKATEIHHBIM C
TOYKHU 3pEHMs OE30MACHOCTH M3IIyUEHUs A 0OBEKTOB
JKUBOM NIPUPOJbI, HAIMYUEM PA3PELICHHBIX CIIEKTPOB I10-
TJIOIICHUS Ira30B, )I(HZ[KOCTCﬁ U MHOT'HUX TBEPJBLIX TCJI, a
TAaK¥XKE CIIOKHBIX CUHTCTUYCCKUX OPraHN4YC€CKUX COCIUHC-
Huii. [Iporpecc TeXHOIOr A CO3/1aHMsI MOIIHBIX JIa3€PHBIX
HCTOYHUKOB BUJIMMOTO U OJIMIXKHEro MH(PPAKPACHOTO JHa-
1a30HOB CIIOCOOCTBYET POCTY MHTEpeca K HEJIMHEHHO-O1I-
THYECKUM CpeJlaM, B YaCTHOCTH KPHUCTAJUIAM, TIPUTOTHBIM
JUTsl IpeoOpa3oBaHys SHEPIHUH JIA3ePHOTO M3ydeHns B T
nuarnasoH cnekrpa [1]. YciaoBHO HennHeHHbIE KpUCTall-
JBI MOXKHO PA3JEIUTh HAa TPHU Kilacca: MOIyNPOBOAHUKO-
Bele (GaSe, ZnGeP,), cerneroanekrpuueckue (KTiOPO,,
LiNbO3) u nuanexrpudeckue (LiB;0s5, f-BaB,0,).
HOHprOBO]lHI/IKOBBIe HEJIMHEHHBIE KpUCTAJIJIbI HECMOTPA
Ha TO, YTO UMCKT BBICOKHUC 3HAUYCHUS HEJIMHEWHBIX KO-
3¢ GUIUeHTOB, 001a1al0T MaJIbIM IOPOrOM ONTUYECKOTO
npo6ost Ha yposre 10-2 I'Br/cM2. B cBsI3M ¢ 9TUM Takue
KPHCTAILIBI SIBISAIOTCS 3P (HEKTUBHBIMU ITPe0Opaz0oBaTeIsIMU
JIa3epHOT0 M3JTyUCHUSI C DHEPTrUel MeHee COTEH MUKPOJIKO-
yaen.

CerHeTonneKTpuYecKie KPUCTAIIBI HMECIOT 3HAYCHHS
aydeBoi croiikoctu g0 1 I'Br/cm2 u sBastores HauGo-
nee 3¢ (GeKTUBHBIME MTPeoOpa30BaTEeIIMHU JIA3EPHOTO U3-
JTy4YEeHHsI C SHEpPTHEH MOpsAKa eANHNL] MUJUTHKOYIIEH.
Hampumep, Ha ceromusmHui 1eHb Hanobonee 3 HeKTHB-
HBI peoOpa3oBaTelh U3TYyUCHHUS THTaH-CaN(UPOBBIX
yeunuteneid — kpucran LINbO;. Bmecre ¢ TeM crout
0XKHATh, YTO IPH AaJbHEHIIIEM POCTE SHEPTUH JIA3EPHOTO
BO30Y)K/IEHHSI /10 3HAYCHNUH Oojiee COTEH MUJUINIKOYIICH
CErHETOIEKTPUYECKHE KPUCTAIIIBI JOJKHBI YCTYIHUTh
TIEPBEHCTBO JIUAJIEKTPUUYECKUM KPUCTAILIaM, ITOPOT pas-
PYIIEHHST KOTOPBIX MOXKET MPEBbIMIATH AecsaTku [ Br/cm?2.
OTmeTnM, 4TO NMPH TAaKUX YPOBHSIX MHTEHCHBHOCTH Ja-
3epHOTO BO30OYX)aeHUS 3((HEKTUBHBIM HCTOUHUKOM 1111
N3ITy4eHHsT MOKET OKa3bIBAThCS MPEOOpa30BaHNE B ra3ax.
3a cuet 3¢hhexta onTHUECKOTO MPobdOos raza popMupyercs
TUIa3MEHHOE 00JIAKO, B KOTOPOM OCYIIECTBIISIETCS] HEJTMHEH-
HO-ONTHYECKoe mpeobpasoBanue. M3-3a HecTaOMILHOCTH
TUIA3MBbl, & TAKIKE CIIOKHOCTH PEaJIM3aIMU TAKOTO MMOAX0/a
B IMOJIEBBIX YCJIOBUAX, UCCICAOBAHUC KPUCTAIIMYCCKUX
HEJIMHEHHO-ONTHYECKUX MaTepHalioB IO-MPEXKHEMY OCTa-
€TCsl aKTyaJIbHBIM.

B paGote npoBeieHO cpaBHEHHE TPEX HEIMHEHHO-OII-
THYECKMX KPHCTAIJIOB ceMeiicTBa Ooparos: Oera-Oopara
6apus (B-BaB,0O,4 uiu f-BBO), Tpudopara murtus (LiB3O5
unu LBO) u Terpabopara nurtus (Li,B4O; umu LB4).
[IpenmymiecTBa JaHHBIX KPUCTAIUIOB ISl HETMHEHHO-OTI-
THYECKHX TPeoOpa3oBaHU: MaJIbIil KO PHUIINEHT MTOTII0-
menus (1o 10-5 cm~!) B 0OCHOBHOM OKHE IMPO3PavHOCTH,
BBLICOKas JiyueBast CTOMKOCTh (10 aecsatkoB I'Br/cm?) u
BO3MOYKHOCTH (ha30BOTO COIVIACOBAHUSI B IIMPOKON 00Jia-
CTH CIIEKTpa OT YJbTPa(UOJIETOBOTrO 10 MH(PPAKPACHOTO
nuara3oHoB. OTpaboTaHHBIE TEXHOJIIOTHU pocTa Oopar-
HBIX KPHCTAJUIOB TTO3BOJISIIOT W3TOTABIMBATH HJIEMEHTHI
rapaMeTpUUECKUX TeHEpaTopoB ¢ OOJBIION ONTHYECKOH
arepTypoi, a MocIeaHNE UCCIEI0BAHMS TIOKa3all X OT-
HOCHTETBHYTO TIpo3padHocTh B cy0-TT 1 u TT ' nuama3zonax

criekTpa [2, 3]. DTH 0COOCHHOCTH OTKPHIBAIOT MOTCHITHAT
OOpaTHBIX KPHCTAIJIOB B KadecTBe reneparopos TI'm ya-
CTOT, OCHOBaHHBIX Ha NMPEOOPa30BaHUN SHEPIHUH MHTEH-
CUBHBIX JIa3¢PHBIX HCTOYHUKOB.

OCHOBHOE OKHO TPO3PAYHOCTH ISl OTPULIATSIIEHOTO
OTHOOCHOTO HeNWHEeWHoro kpuctamia 3-BBO, mpunan-
JISKAIIETO TOYCYHOW TPYTIIIe CHMMETPUH 371, COCTABISIECT
185-3500 am. KoaddumnueHT nornomenus B OKHE Mak-
CHMAaJTbHON MPO3PAYHOCTHU IJIs JYYIIUX 00pa3moB —
103-104 cm! [4]. JTyueBas croiikocts B-BBO noctu-
raer 50 I'Br/cm? nipu o6iydenuu 14 HC UMILyIbCaMU C
JuuHoM BoiHbI 1,064 MiM [5]. JlucnepcroHHbIE CBOMCTBA
B BUJIMMOM JlMana3oHe omucaHbl B padote [6], a B T
criektpe — B [7].

Henunelnpiil kpucrann LB4 — orpunarenbHblit of-
HOOCHBII M OTHOCHUTCSI K TOUEUHOU TpyINIe CUMMETPUU
4mm. O61acTh MAaKCUMAIFHOW TIPO3PAYHOCTH COCTABIIS-
er 160-3500 um, ¢ nomouieHreM Ha yposae 104 cm 1,
LB4 oGnanaer aydeBoii croiikocteio n0 40 I'Br/cm?2
MIPU BO3AEHCTBUU HAHOCEKYHIHBIMH MMITyIbcaMu [8].
JlucnepcroHHBIE CBOMCTBA KPUCTAITIA OTIMCAHBI B paboTe
[9] nnst BUIMMOTO MManazona, a B [10] ays T gacToT.

LBO — oTpunarenbHbIil 1BYOCHBIH HEIMHEHHBIN
KPUCTaJLI, OTHOCALIUICS K TOUEYHOU IPYIIIE CUMMETPUU
mm?2. OH o0J1alaeT MUHUMAJIBHBIM KOA(Q(HUIIUEHTOM MO~
IJIOLEHUS], CPEIU U3BECTHBIX HEIMHEWHBIX KPUCTAILIOB.
IIpu 3TOM KOA(PGUIUEHT MOTIOMICHUS, U3MEPEHHBIN B
Jnuana3zoHe IJuH BoJH 515-1064 um, ymeHblIaeTcs 10
snauenus 105 cm! [11, 12]. JlucnepcrOHHbIE CBOWCTBA B
BUAMMOM JTHAIa30He onrcansl B padore [13],aB TT'm—B
[14]. JTyueBas cToikocTh KpucTaiia gocturaer 36 I'Br/cm?2
Ha anuHe BOMHEI 1064 HM U JNMHTETFHOCTH UMITYIHCOB
nopsinka | He [15]. M3BectHO, 9To y kpuctamia LBO usme-
HSETCS HEPaBEHCTBO 3HAYCHUH MTOKa3aTeIeH PeTOMIICHHS
C ny<n,<n, B ONTHICCKOM JIMAIIA30HE HA 11, < N, <7, B
TT' o6nactu. IIpu ycnoBuM OOIIETIPUHATOTO COOTBETCTBUS
TJIABHBIX ONTHYECKUX W KpUCTAIOrpaduyecKux ocei
XY, Z—a,c b[l4].

3HaveHus1 KOA(P(PUIMEHTOB TEH30pa KBaAPATUIHOM BOC-
MPUAMYUBOCTH PACCMATPUBACMBIX KPUCTAJIIOB JIC)KAT B
nmuamnazone 0,03-2,2 mv/B. BMecTe ¢ TeM 3KCTpeMaIbHO
BBICOKHE 3HAUCHHUS JTyUYeBON CTOUKOCTH MPEIITOIOKHUTEIb-
HO TIO3BOJISAIT KOMIICHCHPOBATH STOT HETOCTATOK TIPH yCII0-
BUH, YTO CTIEKTPAIBHBIE 00JIACTH MaKCUMAaJIbHOM po3pad-
HOCTH BBIOPAHHBIX KPHCTAJJIOB COBIATAIOT CO CIIEKTPOM
reHepaIy MOITHBIX JIa3epHBIX cucTeM. OTMETHM, YTO
BOIIPOC O BO3MOXKHOCTHU IreHepauuu TI'1 BOJIH B HEKOTO-
PBIX U3 pacCMaTPUBAEMBIX KPUCTAILIAX YK€ 3aTparuBajics
panee, Hanpumep B padorax [3, 16, 17]. I[Ipu 3tom B pado-
tax [3, 16] npeoOpa30BaHUIO B HEJIMHECWHBIC KPUCTAILIBI
B-BBO Ob110 yaeneHo Maino BHUMaHHUs, BBHJY TOTO YTO
ero adexTrBHOCTH OBbLTA YKa3aHa KaK HUYTOKHO MaJias.

Mertoabl ucciieJ0BAHUS U 00pa3Lbl

Hcnonb3yemble HenuHeHHbIe KpucTaiuisl LBO, B-BBO
u LB4 Beipamiensl B MHCTUTYTe reoloruy 1 MUHEpano-
ruu uMm. B.C. CoboneBa Cubupckoro oraencHust PAH.
OO0pas1b! MPEACTABISIIOT IIOCKONIAPAIIIEIbHBIC TUIACTHHEI
HECKONBKUX ToIHH (0,35-2 MM) ¢ anepTypoii quaMeTpom
0K0JIO 1 cM, MOJUPOBAHHBIE O BHICOKOI'O ONTUYECKOTO
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OnTnyeckre CBONCTBA HENMHENHbBIX KPUCTaNOB ceMeincTsa 60paTos...

KauecTBa. Jlucnepcus mokasaresisi peIoMIICHUST U KOd (-
(UIMEHT NOMIoIEeHHs 00pa3OB U3MEPEHBI C TOMOIIBIO
MOJSIPU3ALUOHHOr0 UMIynscHOro TI' cnexrpomerpa [ 18].
Ha ocHoBe paHee MpOBEJEHHBIX N3MEPEHUH TUCTIEPCHS
IJIABHBIX KOMITOHEHT ITOKa3aTellsi MPEeJIOMICHUs] KpUCTall-
JIOB alNPOKCUMHUPOBaHa B (popMe ypaBHEHHUI 3enbmeepa,
KOTOpBIE MCIIOJIB30BAHBI AJISI pacueTa KPUBBIX (a30BOTO
COIVIACOBAHUS IIPOIlecca TeHEPAluy Pa3HOCTHBIX YacTOT
(I'PY) B TT'1 cieKTpe MHTEHCUBHBIX HCTOYHUKOB JIa3€PHO-
IO M3MYYeHHUs C JITMHAMH BOJIH B OkpecTHOCTH 0,8—1 MKM.

KoadduitueHTsI COKpAIIEHHOTO TEH30pa KBaAPaTHYHOM
BOCIPHUMYHBOCTH d;; NCCICAYEMBIX HEIMHEHHBIX KPH-
CTAJUIOB ompeaeinM coniacHo padore [19]. [lonyueHHbIC
pe3ynbrarhl npencrasiens! B Taou. 1-3. s oueHku a¢-
(PeKTUBHOCTH reHepanuy paccunTaeM Ko uimeHT kade-
crBa (figure of merit, FOM) a5 Ka)/J10r0 U3 KPUCTAIIIOB:

2
Fom=-2,

n3n)ny

I7ie 1; — TI0Ka3aresb MPEIOMIICHHUS ISl COOTBETCTRYOIICHT
BOJIHBI, IIPU 3TOM A > A, > A3 (A — pe3yibTupymomas

JUIMHA BOJHBI, cOOTBeTcTBYtomas TI'1 cnexTpansHOMy
AuAnasoHy); d,gq, — bPeKTHBHAsL HENMHEHHOCTD, KOTOpas
B 00ILIEM CIIydae 3aBUCUT OT HAIlPaBJICHUs paclpocTpaHe-
HUS BOJIH B CPEJIE€ U y4YacTBYIOIIUX BO B3auMojeiicTBUM
K09 PHUIHEHTOB dj;.

3nauenns d;; B Buaumom n TI'y qnanmasonax 1omk-
HBI OTJINYATHCS, OXHAKO AaHHbBIC Jurs TI'I 9acToT B U3-
BECTHBIX HAyJIHBIX PabOTax OTCYTCTBYIOT. B cBs3M ¢ 3TM
IS OLICHOYHBIX PACYETOB HCHOIb3yeM H3BECTHBIC 3HAUC-
HUs K02 GUIMEHTOB JUTsi BUANMOTO Juarnazona: B-BBO
(dy5 = —0,04 nm/B, d,, = 2,2 nM/B, d3; = 0,04 nm/B,
dy3 = 0,04 nm/B) [20]; LBO (d;5 =-0,67 nm/B,
dy4 = 0,85 nM/B, dy; = —0,67 nm/B, d3, = 0,85 nm/B,
dy3 = 0,04 nm/B) [21]; LB4 (dy5s = 0,12 nm/B,
dy; =0,12 nm/B, d33 = 0,47 nw/B) [22]. B tabn. 1,2 u 3
IPE/CTABICHBI 4, JUIS BOSMOXKHBIX TUIIOB HEIMHEHHO-
ro B3aUMOJIEHCTBUS TPEX BOJIH A3 — Ay — A, KOTOPBIE B
3aBHCHMOCTH OT THIA MpeoOpa30BaHUs 0003HATAIOTCS
Kak OOBIKHOBEHHAS 0 M HCOOBIKHOBCHHAS ¢ B CTydae Ofi-
HOOCHBIX KPUCTAIIIOB, UIIH OBICTpas f WM MEIJICHHAS S
B ClTydae JBYXOCHBIX KPHCTAJJIOB, IA¢ 6 — yrom Mexmy
HAaIIPaBJICHHEM PACIPOCTPAHECHUS M3JIyYCHUS U TIIaBHOM

Tabnuya 1. Kospduuuent d,gq, st kpucrawna f-BBO
Table 1. Form of d coefficient for B-BBO crystal

Turr B3anMoeHCTBUS

Bup Beipaskenns daq)cp

o—e—>ee—0—>e,e—e—o0

d,,c080c0s3¢

0—e—0,e—0—0

d;581n0 — d,,cos0sin3¢p

0o—0—e d3,51n0 — d,,cos0sin3¢p
0—0—0 —d»»C0s3Q
e—e—e d,58in20c0s0 + d,,c0830sin3¢ + dy;cos20sind + d33sin360

Tabnuya 2. Kooduuuenr d,gq nst kpucramia LBO
Table 2. Form of d g coefficient for LBO crystal

Tun B3aHMoﬂeﬁCTBHﬂ ILnockocTh Kpucrauia
XY Yz XZ(0<Vy,5=m/2) XZ (0> V,, 5=0)
dy3c0830 + d3,8in20cos6 +
§osms 0 + dyysinOsin20 3 0
s—s—f,
sfff—> s, d3,cosQ 0 0 dy1c0820 + d3,sin20
f-s—s
s/
]}— }Hf, 0 dy cos0 d31c0820 + d3,8in20 0
s
. dy3c083¢ + dy sin2gcose +
f=r=r + d,58in@sin2¢ 0 0 3

Tabnuya 3. Koodduuuent d,gq ans kpucranna LB4

Table 3. Form of d, coefficient for LB4 crystal

Twun B3anmonaeicTBHS

Buint BhipaskeHus dgg,

0-0—>0,0—¢e—e,e—0—e,e—e—0 0
0-0—e,e—0—0 d31sin6
0—e—o0 d|58in0
e—e—e (2d,5 + d3)cos20sin6 + d33sin30
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ONTHUYECKOH OChbIO Z KPUCTANTA, () — YroJl MEeXIy Ipo- 80 T T T T T
eKLMEeH HaIlpaBJICHUs] PACIPOCTPAHEHUSI U3JIyUYeHHUs] Ha -
IJaBHYIO0 MIOCKOCTh XY U INIaBHOM ONTUYECKOH OChbro X 3
KpUcTaya, V', — yroa MexJy HEINIaBHON ONTHYECKON = 60 - g
OCBIO M OCBIO Z KpHUCTAIIA. 5 ,
7
g b‘@ao P 7
OcCHOBHbIE Pe3yabTAThI HCCIAETOBAHMS = 40 7 Q%
=
M3mepennbie Ha umnynbcHoM TI'1 ciekTpomerpe Ko- § P -
3¢ (ULIMEHTH TOTIONUEHHUS TIIABHBIX ONTHYECKUX OCEi g 20t -7 4
KPHUCTAJIOB, C HANOOJIBIIMMH MTOTEPSIMH, TIPEICTaBICHBI = - .
Ha puc. 1, rue o, — k03 PUIUEHT NOIIOIEHU s He- é g - ﬁ—‘%‘?c,)(.%)- P
OOBIKHOBEHHOW BOJIHBI, 0Ly — KO(GHUIUECHT MOMIOMICHHS o= ... PoS oSy oo L L
0,2 0,6 1,0 1,4

W3ITyYeHUs! 7151 CITydasi COBIAICHUS TTOJISIPH3AIIMN BOJIHBI C
HarpasJIeHHeM ocH X KpucTauia. Mcxoms 13 moimydeHHbIX
pE3yJIbTaTOB BUJIHO, YTO HauMeHbllee noniomenue TI'
BOJIH TIPH IPEOOPA30BAHUY CIECTYET OKUIATh B KPUCTAILIE
B-BBO.

Pacuersl ¢ UCIOIB30BAHUEM YPaBHEHHUH u3 pabor [7,
10, 14] noka3anu Hajguuue (a3oBOrO COITIACOBAHUS IS
reHepanuu yactot B auamnazone 0,1-1,2 TI'i Bo Bcex uc-
cleayeMbIX Kpuctaiuiax. B Tabn. 4 npeacraBieHsl qua-
MA30HbI YIJIOB CHHXPOHU3Ma JUIsl JAaHHOTO Jnara3oHa, u
paccunranssle 11 yactotsl 0,3 TT'1 3HaueHus napamerpa
kauectsa (FOM).

UYacrora 0,3 TI'11 BEIOpaHa Kak MOMAIA0MNIAs B IOKATb-
HOE OKHO NPO3PavyHOCTH aTMOC(HEpPHI U NMepCleKTHBHAS,
HalpuMep, A PelIeHUs 3a7ad TeICKOMMYHHUKAIN Ha
KHMJIOMETPOBBIX TPACCaX B OTKPBITOM MPOCTPAHCTBE MIIH
MOHMTOPUHIA MaJIBIX Ta30BbIX KOMIIOHEHT MPU3EMHOTO
cJ10s1 aTMOChepBI.

W3 nonydeHHbIX pe3yabTaroB (Tadn. 4) BUAHO, UTO
HaMMEHBIIUMH YIJIaMH CHHXpOHHU3Ma 0 00ianaior oHoO-
ocuble kpuctamisl B-BBO n LB4. Mensbiuue yrist 0, ¢
OJTHOH CTOPOHBI, 00ECTICYNBAIOT MAJIBIH YTOJI CHOCA, U, KaK
CIIEJICTBHUE, TTO3BOJISIOT HCIIONIB30BaTh 00pas3Ibl ¢ OOIbIIeH
TOJIIMHON JJIsl TOCTH)KCHUS 3HAYUTENIbHOM 3(h(eKTHBHO-
ctr ipeodpazoBanusd. C Apyroil CTOPOHBI, KaK B ciiydac
¢ kpuctauioM LB4 — manblie yriast 6 MOTyT IpUBOIUTH
K BEIPOXKACHUIO KOd(huimerTa 3pPeKTHBHON HEITHMHEN-
HOW BOCTIPHMMYHUBOCTH, TIOCKOJIbKY OH IMPOMNOPLHOHANICH
sinf. Takum 00pa3oM, HCXO/IS M3 KPUTEPHUS HAMMEHBIIIETO
MOTJIOIICHHS, HAUMEHBIIETO yIila CHHXPOHU3MAa M MaK-
cumManbHoro 3Hadenust FOM, kpucrami B-BBO siBnsercs
Haubounee 3¢ dexruBHbIM reneparopom TI'1 nzmyueHus
CPEeaU UCCIIeyEMbIX KPUCTAIIIOB.

PaccunTaem cnextpsl npoueccos I'PY u ontuueckoro
BBINPSIMIICHUSI TIPH IPEOOPa30BaHNU YaCTOTHI M3ITyYECHUS
nazepa ¢ aumHoi BonHBI 800 HM (puc. 2). OueHKy WH-

Yacrota, Tl

Puc. 1. I3MepeHHBIH KOA)PHUIUCHT MOTIONICHUS OHOM
U3 [IABHBIX ONMTHYECKUX OCEH ¢ HAMOONBIIMMHU MOTEPSIMU
JUTSL HCCIIEyeMBIX KPHCTAIIOB
Fig. 1. Measured absorption coefficient of the principal optical
axis with the highest losses for the crystals under study

TeHCUBHOCTH TT'1l M3TyueHus [, BBIIOJHUM COIIACHO
YIPOIICHHOMY BBIP@XXCHHIO JUISl OLEHKH 3(PPEKTHBHO-
CTH T€HEpallM ¢ HeucTouaeMon Hakaukoit [23]. PacueTsl
OCYIIECTBUM JIJISL KQXKJIOTO U3 BO3MOXKHBIX THITOB HEIH-
HEHHO-ONITHYECKOTO MPeoOpa3oBaHus, 00IaIA0IINX COOT-
BETCTBYIOIINM 3HaYCHUEM K0dbuLmeHTa d,gq(0, ¢), mpu
Pa3HBIX TONMIMHAX KPHCTAIOB Ly ey

Snzdaz(bd)Lg(b(bI l-%aKa‘{Kl/I

Ip, & S exXp(=ayLypy),
€oM3MaM CAY
L _ LKOF’ LKpHCT > LKOI‘
a(b(b LKpP[CT’ LKp]/[CT > LKOF ’
i

Kor

Jes(hs, 13) — ko(hay 1) — y(hy, )|

7€ £) — IIEKTPUYECKasi IOCTOSAHHAS; ¢ — CKOPOCTB CBETA;
k; = 2mn;/\;— BOIHOBOI BEKTOP; 0] — KO3()PULUEHT IIOLIIO-
twenust TI' BOJHEL 3HAYCHHE HIDKHHX HHICKCOB: e —
HapaMeTp, OTHOCSIIUKCS K KPUCTAILLY; <y — IMapaMeTp,
OTHOCSIIHHCS K pe3ynbTupyrorient TI'i BomHe; «,q4» — 3¢-
(heKTUBHBIN MAPAMETP; €pyaxauin” — NAPAMETP, OTHOCSIIIIMHI-
s K BO30YKIaIoIeMy U3Ty9YeHHUIO Ha JTHE BOIHBI 800 HM;
o — NAPAMETP KOTEPEHTHOCTH. B 1aHHOM ynpoeHnu
> dexTnBHAS 1TMHA HEIMHEHHOTO B3AUMOACHCTBHA Ly,
OrpaHHY€eHa JUIMHOM KOTE€PEHTHOCTH L. COOTBETCTBY-
IOLIEro THIIa B3aUMOJEHCTBUS MM JUIMHOM KpHUCTAaJlIa.

Tabnuya 4. Yrasl (Ha30BOTO COIIACOBAHUS B OOPATHBIX KPUCTAIIIAX JJISI TEHEPAIMH Pa3HOCTHBIX YacTOT B TEPArepIioBOil o0macTu
IpH IPe0Opa30BaHUM YaCTOT M3IYUSHHUS ¢ JUIMHOM BOHBI 800 HM

Table 4. Phase-matching angles of borate crystals for DFG in THz range when converting the frequencies of the radiation

with a wavelength of 800 nm
Kpucramn Tum B3anMoIeCTBUS 0, rpan. ¢, Tpan. FOM (0,3 TT'y), nm2/B2
B-BBO o—e—e 3-13 0 0,7
B-BBO 0o—e—o0 3-13 30 0,7
LBO s—f—sXZ,0<V,) 30-37 0 0,01
LB4 o—e—o0 4-17 — 0,00005
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Puc. 2. DdhexTuBHOCTS TeHepaIiy TeParepIoBoro H3Iy9IeHNs B OOPATHBIX KPUCTAIIAX PAa3HO TONIIUHBI IIPH IPeoOpa30BaHUH
YaCTOT JIA3epPHOTO U3ITydeHus ¢ JTiHON BOIHEI 800 HM. CIIeKTpHI reHepaliy IIPH BBITOJIHEHHH yCI0BHH (a30BOro cortacoBaHus (@)
1 TIPH ONTHYECKOM BBIIIPSIMIICHUH B OPTOTOHAIBHBIX cpe3ax KpUcTaiuios (b).

CryioHble KpUBbIe — TONIMIMHA KpucTania 0,2 MM; IITPUXOBbIE — 2 MM; MyHKTHpHBIE — 20 MM

Fig. 2. Terahertz radiation generation efficiency in borate crystals of various thicknesses during frequency conversion of 800 nm laser
radiation. Spectra generated under phase-matching conditions (@) and optical rectification in orthogonal crystal cuts (b).

Solid curves — crystal thickness 0.2 mm; dashed lines — 2 mm; dotted — 20 mm

[Tornormenne yuTeHo TOIBKO st pe3ynbTupyrorniei (T1')
BOJIHBI Ha 3()(HEKTUBHOM THHE KprcTa/uia. IHTEHCUBHOCTD
HAKAYKH [, TPUHSITA paBHOH 1 TB1/cM2.

Ha puc. 2, @ BuaHO, 4T0 ¢ yBeIMUCHUEM AJIUHBI KpU-
CTaJula Ha MOJICJIbHBIX CHIEKTPaxX FeHEpaIy MpPOSIBISETCS
(hazo-cortacoBaHHOE TPe0Opa3OBaHKE TUIIA O — € —> € JUIA
kpucraiuioB B-BBO u LBO u 0 — e — 0 — s LB4 ¢ nn-
koM B okpectHOCTH 0,3 TI' (>kemaemast yactora 3amaercs
BBIOOPOM COOTBETCTBYIOMINX YIIIOB 0, ¢). Takxke 3amMeTHO,
YTO MPH yBEIWYCHUH TOJIIMHBI KPUCTAIUIA BEIPACTAIOT
IIOTE€pU B KOPOTKOBOJIHOBOI yacTu cnekrpa. Ilpu stom
MOKHO TIPEATIONIOKUTD, YTO HHTEHCUBHOCTH TPH ONTHYE-
CKOM BBIIIPSIMIICHUH OY/IET BBIIIE, YeM HHTEHCUBHOCTD IIPH
I'PY ¢ BbinosiHEHHEM YCIIOBHI ()a30BOr0 COINaCOBaHUSI.
JlaHHOE IIpe/IoNoKEeHHE BU/THO MTPU CPABHEHUH CIIEKTPOB
reHepauuu B kpucramie LB4: Beipe3sanHoM [uist pa3oBoro
cornacoBanus npu 0 = 8,5° (puc. 2, @), ¥ U1 ONTHYECKO-
ro BeinpsiMieHus pu 0 = 90° (puc. 2, b). OTmMeTHM, 4TO
IIPY YMEHBIIEHUH JUINTEIHOCTH MMITyJIbCa OT HaHOCe-
KyHJ K ()eMTOCEKyH/1aM — BO3PACTaET MOPOT JIy4eBOi
CTOMKOCTH HEJIMHEWHBIX KPUCTAJIOB BCIEACTBUE CMCHBI
TETJIOBOTO MEXaHU3Ma MPOoOOsI Ha TIOJIEBOH, 3TO MO3BOJISIET
YBEIMYUTH HHTEHCHBHOCTh JIA3€PHOTO M3IIyYEHHs], a cle-
JIOBaTeNbHO, M APPEKTUBHOCTE NMpeodpazoBanms. Kpome
TOro, (PEMTOCEKYHAHBIE UMITYIbChI 00NIaJAI0T 1OCTATOUHON
CTIEKTPaJIbHOM IIIMPHHOM, YTOOBI B pe3ynbTaTe B3auMOACH-
CTBUA OTACJIbHBIX YaCTOTHBIX €€ KOMIIOHCHT, ITPONUCXOaNTIa
TeHepauus IMUPOKOT0 Pa3HOCTHOTO CIIEKTPA.

Pesynbrarel, mosy4eHHble HA pUC. 2, TTOATBEPININ
TIPE/TIONIOKEHHUE O TEPCIIEKTUBHOCTH TIPUMEHEHUST KpH-
cramia B-BBO must pazpaborku reneparopos TI'm usz-
mydenus. Ha nmaHHOM KpucTaie MpoBeJieM IpeaBapu-
TEJIbHBIE SKCIEPUMEHTSHI 110 TIPE0OPa30BaHUI0 U3ITyUCHNUS
TUTaH-Ca(UPOBOTO ycunTems (LeHTpaIbHast JIMHA BOJI-
HBI — 950 HM, IIMTETHHOCTH IMITyNTECa — 60 ¢c, gacToTa
mosroperns — 10 I'm, sneprus B ummynsce — 20 m/[x).

Bri6epem cpe3 kpuctamia 6 = 5°, ¢ = 0°, KOTOpbIi JOIKeH
obecrieunTh (ha3oBOE COTNIACOBAHUE NIJIsl TEHEpAIUU pas-
HOCTHOM "acToTsl B okpecTHOCTH 0,3 TI'11. A3UMyTanbHBIM
BpallleHueM o0pasia KpucTauia MojlyueHa peanu3alus
pa3INYHBIX THUIIOB B3aUMOCHCTBHIH, TOCKOIBKY TPOSKIIHS
BEKTOpa MOJISIPU3ALNH JIa3ePHOTO U3JIyYeHUS] HA OCH KpH-
CTaJula MpH BPAIIEHUH BOCIPUHAMAIIACh KPUCTAIIIOM KaK
KOMITOHEHTBI OOBIKHOBEHHOH MJIM HEOOBIKHOBEHHOM BOJIH.
Peructpanms TI' m3mydeHust OCyIIeCTBIEHa ¢ TIOMOIILIO
MPOTrPaMMHO-AINIapaTHOrO KOMIUIEKCa Ha OCHOBE SIUCHKH
Tones Tydex GC-1P (Tydex, Poccus). Criektp remepannn
P TAKOH MOCTAHOBKE 3KCIIEPUMEHTA OTPEIEINTD 3aTpPyl-
HUTEIIbHO, TaK KaK JIETEKTUPYETCs MHTErpajibHasi MOII-
HOCTbH U3JTy4eHUs. JleTekTop oTKannbpoBaH 1 H3MEPEHUS
OHEPTUU HEMPEPBIBHOTO U3IYUYEHUs, MOLYIUPOBAHHOTO CO
CKBaXHOCTBIO 50 %. [Ipumem, 4To U3ITydeHHE MpeAcTaB-
JsIeT co00 KpaTKOBPEMEHHBIE UMITYIIBChI JTTUTELHOCTIO
okoJio 2 1c u caexyroT ¢ yactoroit 10 I'u. Ilepecuntaem
MOKa3aHMs JIETEKTOPa B COOTBETCTBUH C KAINOPOBOYHOM
BOJIBT-BATTHOM MIKajoi. [Ipn 3amaHHbIX mapameTpax re-
Hepanuy y4TeM ociabieHre CBETO(GMIBTPOB, OTPE3AIONIIX
Ja3epHOE M3IydeHUeE, CIIEKTPhI MPOIMYCKAaHUs KOTOPBIX
ObUTM TIpEBAPUTEIBHO M3MEPEHBI HAa UMITynbcHOM 11T
cniektpomerpe. OIEHKH MOKa3ain, YTO PEeruCTPUPYEMbIH
JIETEKTOPOM CUTHAJ COOTBETCTBYeT ypoBHIO 20 KBT muko-
BOI MOLIHOCTHU. Pe3ynbrarel pacyeToB U UX CPaBHEHUE C
OKCTICPUMCHTAJIbHBIMU JaHHBIMU MPEACTABJICHBI Ha PUC. 3.

B pesynbrare conocraBieHus tuarpamMM dKCIIepUMEH-
TaJbHO MOJYYCHHOW 3aBUCUMOCTH MHTEHCUBHOCTH TTI1
M3IIyYeHUS ¢ YMCICHHBIM pacueroM (puc. 3, b), cnena-
€M BBIBOJ], YTO OCHOBHOH BKJIaJl B OIITHKO-TEpareproBoe
npeoOpa3oBaHue AAIOT THUIBI B3aUMOJICHCTBHN 0 — e — e,
e—e — 01 0—0— o.llpu3TOM KpUBBIC ABYX MOCIETHUX
B3aMMOJICHCTBUI UMEIOT BBICOKYIO TOYHOCTb. 3HAUCHHUS
WHTCHCHBHOCTEH, COOTBETCTBYIOIIHE yriiaM 45° + n x 90°
(tme n — nenoe 4ncno), coorseTcTByIOT I PYU B ycrmoBusax
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Puc. 3. Teneparnus TepareprioBoro n3iydenus B oopasue kpucramia 3-BBO co cpeszom 6 = 5°, ¢ = 0° npu npeobpa3oBaHUN 4acTOT
U3ITyYEHHs] THTaH-CAII()UPOBOTO YCHITHTEILS.

PacueTHbIe CIIEKTPHI FeHepaluy AJIs1 PA3IMYHBIX THIIOB B3aUMOJICHCTBHS U MX CyMMa (KpacHas KpuBas) (@); 9KCIEPUMEHTAIBHO H3MEpEHHast
3aBHCHMOCTh MHTCHCHBHOCTH TEPArepIioBOr0 U3JIy4EHHs OT a3UMYTaJIbHOTO YIJIa IOBOPOTA KPHCTAILIA (CHHSISI KPUBasi); TEOPETHUECKAst
OIIEHKAa MHTCHCUBHOCTH, ITOJy4YEHHAs! HHTCTPUPOBAHUEM IUIOIIA/IHU MO KPHBOH CyMMapHOTO PacueTHOTO creKTpa reHepanut (b)

Fig. 3. Generation of terahertz radiation in a -BBO crystal sample with a cut: 6 = 5°, ¢ = 0° upon frequency conversion of radiation
from a titanium-sapphire amplifier.

Calculated generation spectra for different types of interaction and their sum (red curve) (a); experimentally measured dependence of the
terahertz radiation intensity on the azimuth angle of the crystal rotation (blue curve); theoretical intensity estimate obtained by integrating the
area under the curve of the total calculated generation spectrum (b)

(ha3oBoro coracoBaHus AJIsl B3AUMOJIEHCTBUS 0 — € — e.
[Tpu yrmax 0° + n x 90° — I'PY B ycnoBusix ¢pa3oBoii pac-
CTpoiKkH (JINOO ONTHYECKOM BBIIPSIMIICHUH) IS B3au-
MOJeiCTBUI e — e — 0 U 0 — 0 — 0 COOTBETCTBEHHO.
[TonyueHHble pe3yabTaThl HOKA3aJIM, YTO OMPEACIISIONINM
s exkTuBHOCTS TeHepanuu 1T 11 n3mydeHus sBiseTcs Ko-
3¢ PUIUEHT TeH30pa KBaAPATHIYHOW BOCIIPUUMYHNBOCTH
dy,, 9TO IPOTHBOPEUNT JaHHBIM, IPUBEICHHBIM B paboTe
[16], rne momaraeTcs, 4TO d,, OOpamaeTcst B HOJb IpU
OIITHKO-TEPArepIOBBIX PEOOPAZOBAHUIX.

Macmrabupys Mmoiay4eHHbIe JaHHbIE, MOKHO HPEo-
JIOKUTB, YTO IPHU UCIIOJIB30BAHUU ONITHYCCKUX JICMCHTOB
¢ OOJBIIOH anepTypoil, U3rOTOBJICHHBIX U3 KpUCTaJLIa
B-BaB,0,, n TepaBaTTHBIX Ja3epHBIX CUCTEM MOTOOHO
THL-100 [24], BO3MOXHO HNOTY4YHUTh MUKOBYIO MOIITHOCTh
TI ' n3ay4eHus B IECSATKY TUTABATT IIPU YBEJIIMUECHUN HH-
TEHCUBHOCTH ONTHYECKUX TIOJICH 70 MPEANIOPOroBhIX 3Ha-
YECHUH JJIs1 KpHCTalIa.

3akarouenne

B pabote npoBeneHO cpaBHEHNE HCTOYHHKOB TEparep-
IIOBOTO M3JTy4eHHUs Ha OCHOBE NPEOOPa30BaHHs YHEPIHH
U3ITy4YCHNUS THTAH-Car(hUPOBOTO YCUITUTEIS B TPEX PacIpo-
CTpaHEHHBIX KpHCTalllax ceMeiictBa Ooparos B-BaB,0,,
LiB;Os u Li,B40O5. Jlns kKaxg0r0 KpHCTAIa BBINOIHEH
pacdeT peann3yeMbIX THIIOB KOJIIMHEAPHOTO TPEXBOJI-
HOBOT'O B3aUMOJIEHCTBHsA, 00€CIEUNBAIOIINX TEHEPALIUIO

Pa3HOCTHOM YacTOTHI B CyOTEparepioBoM Juarnas3oHe, U 1o-
JIy4eHBbI YCI0BHs (Pa30BOTO COITIACOBAHMS U COOTBETCTBYIO-
IIMe JUTMHBI KorepeHTHOCTH. [TokazaHo, 4To JyIs reHepanum
B auanazone 0,1-1,2 TT'u monoitnyT cpe3bl KPUCTAILIOB CO
ClIeqyIOIMMY 3HaueHusMU yria 0: 1-13° na B-BaB,0,,
30-37° nnsa LiB3Os u 4-17° ana Li,B4O4. YuuTeiBas TeH-
30pBI KBaIPATHYHON BOCTIPUAMYUBOCTHU, YACICHHO IIO0-
Ka3aHo, 4To reHepanys B kpucrauie B-BaB,0O, Ha Tpu u
ISITH TOPSIKOB d(dekTrBHEE, yeM B Kpuctamiax LiB;O;
u Li,B40; coOTBETCTBEHHO, YTO OMPENEIIIIO BBIOOD AaH-
HOTO KpUCTaJUIa s JaTbHEHIIeTro SKCIIepUMEHTATFHOTO
HCCIICIOBAHUS.

C ucrnonbp30BaHUEM U3IYyYCHHs TUTaH-can(upoBo-
ro ycunurens (¢ mapamerpamu: 950 uMm, 60 ¢c, 10 T,
20 m/Ix) SKCTIEpUMEHTAIBHO U3yUYCHA TCHEPALUs Teparep-
LIOBBIX BOJIH B oOpasue kpucramia 3-BaB,0, co cpesom
0 =5°, ¢ = 0°, obecrieunBaroIM (a30BOC COIITACOBAHUE
Jutst yactoTsl 0,3 TI'u. CpaBHEHHE HKCTIEPUMEHTAIIBHO T10-
JYYICHHBIX JaHHBIX C YACICHHBIM PAacyeTOM TI03BOJIMIIO CIIC-
JIaTh BBIBOJ O TOM, YTO OCHOBHOI BKJIaJ] B TCHEPAITHIO TAFOT
TUTIBI B3AUMOJCHUCTBUSI 0 — € — e,e —e —> 0N 0 — 0 — 0.
[Ipu 3TOM 3HaUE€HME MUKOBOM MOILIHOCTH TE€pPArepiioBo-
ro m3nyuenus: gocturaet 20 kBT. [IpeanonoxuTensHo,
IpUMEHeHHe 1eMeHToB u3 $-BaB,0, ¢ ameprypoit 1o
COTHM MUWJIJIMMETPOB Ha TEPABATTHBIX JIA3EPHBIX YCTAHOB-
Kax ITO3BOJIUT JIOCTUTHYTh 3HAYEHHsI TMKOBOH MOIIHOCTH
T u3mydeHust B I€CSATKH IMraBarT. Takue MCTOYHHUKH
AKTyaJIbHBI JUIsl Pa3BUTHSI (PU3UKU DKCTPEMAJIBHBIX TOJICH
YABTPAKOPOTKUX JUTUTEILHOCTEH.
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AHHOTANMA

Beenenne. [IpencraBnena MareMaTHueckast MOAENb YyBCTBUTEIBLHOTO IEMEHTA Pe(PAKTOMETPHIECKOTO BOIOKOHHO-
ONTHYECKOTO IATYHKA, TIPUHIINI JEHCTBHUSI KOTOPOTO OCHOBAH Ha SBICHUH MOBEPXHOCTHOTO TIIa3MOHHOTO PE30HAHCA.
KoHCTpyKnnst 4yBCTBUTEIBHOTO JIEMEHTA MPEACTABIIET cO00H IMOCIeN0BaATEIFHOE COCTUHEHINE MHOTOMOIOBOTO
(MMF), onaomonosoro (SMF) n MHOromMonoBoro BoiokoH, oopasyromux MMF-SMF-MMF crpykrypy. SMF-yuactox
TIOKPBIT TOHKO} IUIEHKOH 30510Ta. MeTon. [t MonepoBaHust 2JIeMeHTa IPHMEHEH ITOAXOJ, HCIIONIB3YeMbIH IIPH pacdyeTe
KJIaccH4ecKkoil koHpurypaunu Kpeumana /uist 00beMHBIX ONTHYECKHX CTPYKTYp. [Tokasaresnb mpenoMiieHns: BOJIOKHA
paccunTaH Ha OCHOBE ypaBHeHus CeiiMeiiepa, a Moka3areib IPEJIOMICHUS 30JI0Ta ONPEAECNICH C UCIIOIb30BaHUEM
monenu Jpyns. PesyabraTel MoJenHpOBaHUS COMOCTABIEHBI C KCIIEPUMEHTAIBHO TOTYYEHHBIMU CIIEKTPaMU
TIPOMYCKAaHHs N3TOTOBIEHHBIX 00pa31l0B YyBCTBUTENBHBIX 2eMEHTOB. OCHOBHBIE pe3yJIbTaThl. J{11s anpobanuy Mozenn
H3TOTOBJICHBI UyBCTBUTEIILHBIC TIEMEHTHI BOJIOKOHHO-ONTUYECKIX JATINKOB CO CIIEAYIONMMH ITapaMeTpaMu: THAMETPBI
Cep/IIIeBUH MHOTOMOZIOBOTO BOJIOKHA 62,5 MKM, OZTHOMOJIOBOTO BOJIOKHA — 9 MKM, mokpbeiTHe SMF-yuacTka mieHkoit
n3 3050Ta TomuuHON 50 HM. [TomydeHsl CieKTphI IPOIYCKAHHS TyBCTBUTEIBHBIX 3JIEMEHTOB BOJIOKOHHO-ONTHIECKUX
JIATYMKOB B BOJTHBIX PACTBOPAX IVIIOKO3BI PA3IMIHON KOHIEHTpanuy. [IpoieMOHCTpHPOBaHO, YTO MPE/IOKEHHASI MO
XOPOIIO ONMHUCHIBACT MOJIYYECHHBIE B PE3YJIbTaTe SKCIIEPUMEHTOB CIIEKTPBI IPOITYCKAHNUS 4yBCTBUTEIBHBIX DJIEMEHTOB Ha
ocHoBe MMF-SMF-MMF crpykryp B 061acTH MOBEpXHOCTHOIO IIa3MOHHOTO pe3oHanca. Obcysxkaenne. Paspaboranuast
MOJIENTb MOJKET HAalTH NIPUMEHEHUE MTPU ONTUMH3AIMI KOHCTPYKIIMH YyBCTBUTEIBHOTO IEMEHTA Pe(hPAKTOMETPUUECKUX
BOJIOKOHHO-ONITHYECKUX JATYNKOB C LIEJIbIO MOBBIIIEHNUS TyBCTBUTEILHOCTH. MOIENTh MOXKET OBITH UCIONB30BaHA MIPU
pa3paboTKe aJlrOpUTMa OIPOCA TyBCTBUTEIBHBIX SJIEMEHTOB Ha OCHOBE BOJOKOHHBIX MMF-SMF-MMF ctpykTyp.

KanioueBbie c10Ba
TTOBEPXHOCTHBIH MIA3MOHHBIN PEe30HAHC, TEeTePOCEPALICBUHHAS CTPYKTypa, ONTOBOJOKOHHBIH JAaTUNK, H3MEPEHHE
TIOKa3aTesIs MPEeTOMIICHHS
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Abstract

This paper presents a mathematical model of the sensitive element of a refractometric fiber-optic sensor the principle of
operation of which is based on the phenomenon of surface plasmon resonance. The sensing element design is a sequential
connection of a multimode fiber (MMF), a single-mode fiber (SMF), and a multimode fiber forming an MMF-SMF-MMF
structure. The SMF site is coated with a thin film of gold. To model the element, the approach used in calculating the
classical Kretschmann configuration for volumetric optical structures was applied. The refractive index of the fiber is
calculated based on the Sellmeyer equation, and the refractive index of the gold is determined using the Drude model.
The simulation results are compared with experimentally obtained transmission spectra of fabricated samples of sensing
elements. For approbation of the model, the sensing elements of fiber-optic sensors with the following parameters are
made: core diameter of multimode fiber 62.5 um, core diameter of singlemode fiber 9 um, coating SMF-segment with
50 nm gold film. Transmission spectra of fiber-optic sensor sensing elements in aqueous glucose solutions of various
concentrations were obtained. It is demonstrated that the proposed model describes well the experimentally obtained
transmission spectra of sensitive elements based on MMF-SMF-MMF structures in the region of surface plasmon
resonance. The proposed model can be used to optimize the design of the sensitive element of refractometric fiber-optic
sensors in order to increase the sensitivity. The proposed model implies its use in the development of an algorithm for
interrogation of sensing elements based on fiber MMF-SMF-MMF structures.
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surface plasmon resonance, heterocore structure, fiber optic sensor, refractive index measurement
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BBenenune

Ha ceronHsmHuil JeHb CYIIECTBYIOT pa3jIMYHbIE Ba-
pUAHTBl KOHCTPYKIUU JTaTYMKOB, OCHOBBIBAIOIUXCS Ha
MIPUMEHEHUH SIBJICHUSI TOBEPXHOCTHOTO TIA3MOHHOTO Pe-
3onanca (I1I1P) [1-4]. OnauM 13 TakuX BapUaHTOB SIBJISI-
€TCsl YCTPOWCTBO UYBCTBHTEIBHOTO SJIEMEHTA HA OCHOBE
TeTepOCEPAICBUHHON CTPYKTYPBI, pEaIn3yeMON IIyTeM
CpallMBaHUs HECKOJIBKUX ONTHYECKUX BOJIOKOH Pa3IIMIHBIX
TUNOB. JIaHHBIN BUA AaTdnKa 00IalacT PSIOM TPEHMY-
IIECTB [0 CPABHEHHUIO C AHAJIOTAMH, TAKUMH KaK [IPOCTOTa
M3TOTOBJICHUS U MEXaHUYECKast IPOUHOCTb.

Opnna u3 HanboJee 4acTo BCTPEUAEMBIX CTPYKTYp —
nocyenoBarenbHas ceapka MMF-SMF-MMF (Multi-Mode
fiber, MMF, Single-Mode fiber, SMF) [5]. IIpu n3menennun
MOKa3aTesIsl MPeJIOMIICHHS U3MEHSETCS pe30HAHCHAs JUTHHA
BOJIHBI, YTO MOXKET OTPA3UTHCS HA CHEKTPE MPOITyCKAHUS
TIITP-paruuka [6—8].

[Tpu nmpoekTHpoBaHUYM KOHCTPYKIIMHU MPOMBIIUICHHO-
TO JaT4rKa HEOOXOAMMO pa3padoTarhk ajJropuTM OIpoca
JlaTYnKa 1 TEOPETUUECKYIO MOJIEIIb, TO3BOJISIONIYIO Tpei-
BapUTEIHHO PACCUNTHIBATH OTKIIMK JIaTYMKa IS 3aaHHOM
KOH(UT'ypally TyBCTBUTEIBHOTO JIeMeHTa. B HacTosmIei
paboTe mpeacTaBIeHa MaTeMaTHUECKasi MOJIENb 1yBCTBHU-
TEJIBHOTO AJIEMEHTa PePPaKTOMETPHUECKOTO BOJOKOH-
HO-ONTHYECKOTO JaTYMKa, MPUHIUI ACHCTBHUS KOTOPOTO
OCHOBAH Ha SIBIICHUH MOBEPXHOCTHOTO MJIa3MOHHOTO pe-
30HaHca. Pe3ynbTaTsl MOJEIUPOBAHUS COMOCTABICHBI C

IKCIIEPUMEHTATLHBIMU JAHHBIMU, TIOJTYYEHHBIMHU Ha OTIBIT-
HOM 00pasIie.

Onucanue MojieJIM YyBCTBHUTEIHLHOTO YJ1eMEHTA
MMF-SMF-MMF koHCTpyKIHH

Cxema MMF-SMF-MMF cTpykTypsl okazaHa Ha
puc. 1. CBeT, nepenaBaeMblii 10 MHOTOMOJOBOMY BO-
JIOKHY /, TIPOXOZINT 4epe3 OJHOMOJ0BOE BOJIOKHO 2, pas-
JIeTSISICh Ha MOJIBbI CepALeBUHBI 1 00omnoukH. [Tpoiins uepes
OZTHOMOJIOBOE BOJIOKHO 2, CBET HAIIPABIISETCS B MHOTOMO-
JIOBOE ONTHYECKOe BOJOKHO 3. [ obecniedeHus yCIoBrit
CYIIECTBOBAHUS TJIA3MOHHOTO PE30HAHCA TIOBEPXHOCTD
SMF-y4gacTka TOKpBITa METAIIIOM, OOBIYHO 30JI0TOM HJIH
cepebpom.

CrieKTpanbHbIe XapaKTePUCTUKU CTPYKTYpHI Ha pHc. | B
MIEPBYIO OYepeb 3aBUCAT OT AiKH ydacTkoB MMF u SMF.
B pabore [9] caenan BBIBOJI, 4TO MOKa3aHMs JIaTYMKA TJIAB-
HBIM 00pa30M 3aBUCST OT JJIMHBI OAHOMOIOBOTO Y4acTKa.

Puc. 1. Cxema MMF-SMF-MMF ctpykTypbl
Fig. 1. Schematic of the MMF-SMF-MMF structure
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Mopenb 4yBCTBUTENIbHOIO aN1eMeHTa pedpakTUBHOroO BOJIOKOHHO-OMNTUYECKOro CeHcopa...

B 3aBuCHUMOCTH OT THUMa BOJOKOHHOTO JaTuMKa JIJIMHA
SMF B cpeanem Bapwsupyercs ot 10 no 50 mm [10, 11].
B pabote [12] mpeacrasiena Moaens cTpykrypsl MMEF-
SMF-MMF uyBCTBUTENBHOIO 3JIEMEHTA, OCHOBAHHAS Ha
9JIEKTPOMArHUTHON MOJEIHM PaclpoCTPAaHEHUU CBETa.
ABTOpaMU clieJlaH BBIBOJ, 4TO JuTnHa ydactka SMF He
SIBJIIETCS PEINAIONIeH, 1 UTO €ro MOXHO MaKCHUMAaJIbHO
COKpaTuTh. B HacTosmIe# paboTe MOKa3aHo, YTO JIHHA
yuactka SMF BrusieT Ha IIMpPUHY PE30HAHCHOTO MTHKA U €TO
HWHTEHCHBHOCTB, TO3TOMY TIPH Pa3pabOTKe BEICOKOTYBCTBH-
TEJIBHBIX JJATYUKOB CIIEAYET MO0NpaTh TaHHBIM mapamMeTp
I10J1 yCJIOBUSL KOHKPETHOMU 3a1auu. B pesynbrare uccieno-
BaHMs HE OBbUIO OOHAPYKEHO HAayYHBIX pabOT ¢ ONUCAHU-
€M MPOCTBIX MOJENEH, KOTOPble MOXKHO MPUMEHUTH IS
pa3paboTKN AIrOPUTMOB OIPOCA BOJIOKOHHO-ONTHYECKUX
JaTYMKOB, MCIOIb3YIOINX TOBEPXHOCTHBIN IIIa3MOHHBIN
pe30HaHC.

BbImomHNM pacyeT ONTHYECKHUX IPOLECCOB, MTPOUCXO-
JSIIAX B UyBCTBUTEIEHOM 3JIEMEHTE IATYHMKA, C TOMOIIBIO
nporpammHOTro obecniedennss Mathcad u popmyn moBepx-
HOCTHOTO IIJIa3MOHHOTO PE30HAHCA JUISl KJIACCHYECKOH
cxeMbl Kpeamana, BeIBeIeHHBIX B padote [ 13]. Onpenenum
10Ka3aTellb IPEIOMIIEHHS BOJIOKHA 71, U3TOTOBIEHHOTO M3
IUIABJICHOTO KBaplia ONTHYECKOro kadecTsa (SiO,), BbIpa-
JKEeHHBIN u3 ypaBHeHus Cemnmeliepa [14, 15].

0.89747941 040794261

22— (9,8961617  A2—(0,1162414)
L 0.6961663)2 .
A2 — (0,0684043)

no(h) = \

TJe A — JUTHHA BOJHBI; YHCIIa — 3HAYCHHS K03 HUIIeH-
toB Cennmetiiepa st Si0O,.

BbIYHCIINM KOMITJICKCHBIH MOKa3aTeNb MPETOMICHHSI
30JI0TOM IUIEHKH. JIJIsl 3TOr0 paccunTaeM KOMILJIEKCHYIO
JHMBIIEKTPUYECKYIO IPOHUIIAEMOCTD 30J10Ta € B MPUOIH-
xennu Jpymo [16].

o1 = 1 o0 fion "
: O(M(@R) +iy)  (0F — o)) - oM
2
®
S+ fo (1)
(03— ©(1)) —io(W)'s
e o, — IUIa3MEeHHas 4acToTa; ( — yIIoBas 4acToTa
BOIIHBL; fy, f1, ..., fs — cuna ocumiaropa; 'y, 'y, ...,

I's — xoadduuuents! gemnduposanus. Beauuunsl nis

MoICTaHOBKH B (hopmyity (1) ObUIH MOTydYeHBI U3 PaOOTHI
[17] u mpeacTaBieHs! B TaOMHIIE.

[Toka3zaTesb IpeIOMIICHUS 30J10Ta 71; BBIYMCICH KaK
JCHCTBUTEIFHAS YaCTh KBaJJPATHOTO KOPHS M3 JHAICKTPH-
YEeCKHI MPOHNUIIAEMOCTH €|, @ KOOPPHUIUECHT HIKCTUHKIINT
ky — Kak MHAMasi 9aCTh KBA/IPaTHOTO KOPHS U3 ANAIIEKTPH-
YECKUI MPOHUIIAEMOCTH €.

JIJ IPOCTOTHI paCCMOTPEHHSI BO3bMEM MPHOIMKEHUE
T€OMETPUUECKON ONTHKH.

Paccunraem kod(QQUINEHT OTpa)KEHUsI BOJIOKHA, T10-
KPBITOI'O 30J10TOM IJIEHKOM Ha OCHOBE ypaBHeHUl DpeHens
[13]. Ans aToro ucnons3yem mozens Kpeumana, B KOTOpoi
cioit ¢ HomepoMm 0 0003HAYAET MOAJIOKKY WIIH TIPU3MY,
1 — cno# metaia, 2 — cpeny, HanpuMep Bo3ayX. Takum
00pa3oM, IpeIOMIICHUE Ha TPAHHUIIC IMOIOKKA-METaIT 1
TpaHUIIC METAJUT-BO3/IyX OIUIIIEM B BHJIC:

cosd  Vey(h) — ny(A)¥(sind)?

no(A) e1(h)

}’01(}\., e) = - b]
cosd Ve (L) — ng(L)2(sind)?
no(A) eil(h)

Ve (X) — ng(L)2(sind)? - Ve (A) — no(L)2(sind)?

&1() ()
1”12(}\., 6, I’l) = 5
Ve (L) — ng(L)2(sin6)? . Ve (L) — no(L)A(sind)?

&1(M) e(h)

r1e €,(A) — AUdIEKTpUUECKass MPOHUIIAEMOCTb CPEbI
KaK KBaJpaT I0Ka3aTelsl MPEIOMIICHUs; 1y — [10Ka3aTelb
MPEJIOMIICHHSI BOJIOKHA; O — yTou majgeHus..

Beruncinm nossipusyeMocts 1 K03 GUIMEeHT oTpaxe-
HUS BCeH TpexcioiHoi cTpykTypsl [13].

2ie(h)

a(d, 0) = dNe, (V) — np(L)2(sind)2;

(2)
roi(A, 0) + rio(A, 0, n)exp(a(i, 0))

1+ rOl()\'a 9)}"12(7\,, 9, n)exp((x'()\'a 6))’

ro12(A, 0, n) =

Iae o — NOJIAPU3YyeMOCTh; ¢ — CKOPOCTb CBETa; d — TOJI-
IIMHA MJICHKH; €; — JUAJICKTPUYECKasi IPOHUIIAEMOCTh
30710Ta.

BcenencTBue Toro, 4to B BHIPAXKECHUU (2) IMOJTyYSHBI
KOMIUICKCHBIE Pe3yJIbTaThl, BO3bMEM MOMIYJIb PacCUUTaH-
HOTO KO3 PUIHIEHTa OTPAKESHUS:

Tabauya. KoadduuuenTs! aist noactaHoBku B popmyiy (1)

Table. Coefticients for substitution in formula (1)

Cmita ocrpuisiTopa [Tna3menHas gactora, paji/c VII0Bast 4acToTa BOJIHBI, paji/c Koadpumumentsr nemnduposanusi, pay/c
f,=10,760 — Ty =8,052-1013
-0, ©, = 6305 —3.661-
£1=0,024 | =6,305-1014 I, =3,661-1014
£=0,010 o 13601016 @, =1,261-1015 I, =5241-1014
= R ’ (D = N . = y .
5 =0,071 P 3 =4,511-1015 Iy =1,322-1015
Ja=0, 04 = 6,539 =3,789
f3= 0,601 4= 6,539-1015 r,=3,789-1015
fs=4,384 o5 =2,024-1016 s =3,364-1015
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r(h, 0, n) = rg12(A, 0, n)rg1a(A, 0, n)*,

IJIe 3HAK «*) — KOMIUIEKCHO-COTIPSDKEHHOE BBIPaKEHHE.
YToOBI MOJTYYNUTH PE30HAHCHBIE KPUBBIE, PACCUUTAEM

MHTEHCUBHOCTb OTPak€HHOro u3nydeHus [18]. 3nauenue

HIDKHETO TIpeJiesia OCHOBAaHO Ha BEJIMYMHE YUCIOBOH anep-

TYpPbI BOJIOKHA.
88

[, 0, n)do
RO\, ) =B 3)
[1d0

82

[Ipenensr MHTETpHPOBaHUS B BRIpakeHNH (3) BBIOEpEM
BO BpeMs pacdeTa MOJEIH M3 KPUTEPHUs MaKCHMaJIbHOTO
COOTBETCTBHS CIIEKTPOB IIPOXOXKICHHS, PACCUNTAHHBIX IPH
MOMOIIHM PAacCMaTPUBAEMOM MOJIEIH M DKCIIEPUMEHTAIb-
HbIMH JaHHBIMHU. PaCHpOCTpaHeHI/Ie CBETAa BHYTpPH BOJIOK-
Ha BO3MOXKHO TOJIBKO TPH BBIITOJHEHUH 3aKOHA ITOJTHOTO
BHYTPEHHETO OTPa)KEHHsI, YTO IPUBOJUT K OIPAaHUYCHHIO
MaKCHMaJbHOTO BXOJIHOTO U BBIXOJHOTO yIVIa MAJCHHS
cBeTa (Ha puc. 2 obo3HaueH kak 0,,). Janublil pakTop
3a/1aeT HWKHUI 1pefien uHTerpaia. YacTs u3ydeHus, 1BH-
XKyIIAsCsl BAOJb OCH BOJIOKHA, MONAgaeT U3 CepLCBUHEI
MMF B SMF, ne yuactys B [1I1P (Ha puc. 2 mpeacraBieH
CTPENIKOHM BIONH CEPAIICBHH BOJOKOH). JlaHHEI hakTOop
3a7aeT BEPXHUH Ipeen HHTerpaa.

CpaBHeHue pa3paboTaHHON MoJeJ N
€ IKCIIEPUMEHTAIbHBIMHA IAHHBIMH

st anpoOarin pa3paboTaHHON MOJIEITH MTPOBEICH P
skcriepuMeHToB. Co3mano deTsipe KoHCTpYKIuu MMEF-
SMF-MMF c¢ pasnmuaasivu mmmHamu SMF-ydacTxa: 3, 7,
10 u 15 mMm. M3rotoBnenne oOpa3oB BBHITIOJHEHO B HE-
CKOJIBKO 3TaIlOB: COCAMHCHBI B ITIOMOIIBIO CBAPKU YUaCTKU
MMF u SMF; BBINOJIHEHO CKaJIbIBAHHE OJIHOMOIOBOTO BO-
JIOKHa 10 HeOGXO[[HMOﬁ JJIMHBI TPU TTIOMOIIN CKaJIbIBATCIIA
Fujikura CT-30; ocymiecTBiIeHa cBapKa BTOPOTO OTpe3Ka
MHOTOMOJIOBOTO BOJIOKHA IPH ITIOMOIIM CBAPOYHOTO arlia-
para Fujikura FSM 100P. BeimosnHeHo HaHeceHUe 3010TOH
MJICHKX TOMUMHONW 50 HM Ha y4acTOK OJHOMOAOBOTO BO-
JIOKHA METOZOM TEPMHUYECKOTO HAIBUICHHUS B YCTAaHOBKE
Kurt J. Lesker PVD 75. Jlns HaOMroneHNS TOBEPXHOCTHOTO
TTa3MOHHOTO PEe30HaHCa TIPUMEHEHA SKCTIEPIMEHTAIbHAS
ycTaHoBka (puc. 3).

OKCIIepUMEHT IPOBEACH CIEAYIONUM 00pa3oM: JyB-
CTBHUTEJIbHBIN 3JIEMCHT BMECTE C 3aKPEIJICHHBIM 3EPKAIOM

Puc. 2. Cxema pacnpoctpanenus jyueit B MMF-SMF-MMF
CTPYKTYpe
Fig. 2. Scheme of light ray propagation in the MMF-SMF-
MMF structure

Hcrtounuk CriekTpomMeTp

YyBCTBUTENbHBIN
DJIEMEHT

3epkaio

Puc. 3. OnTuueckas cxema 3KCIEPHUMEHTAIbHON yCTaHOBKU

Fig. 3. Optical scheme of the experimental setup

Ha KOHIIE MHOTOMOJOBOTO Y4aCTKa BOJIOKHA ITOMEIIAJICS
B €MKOCTH C BOJHBIMH PacTBOPaMHM TIIFOKO3bI PA3THMUHON
koHuentpanuu: 0, 4, 10, 20, 30, 40 u 50 %. KonTpoiab
MIPOIICHTHOTO COACPKAHMSI ITIFOKO3BI POBOIUIICS TP TIO-
mornu BecoB [ocmerp BJITD-310. Usznyuenue ot mmpoxo-
MIOJIOCHOTO MCTOYHMKa (TasioreHosas jamna AlphaBright ¢
OINTOBOJIOKOHHBIM BBIXOJIOM U co criekTpoM 400-2100 um)
MOMNAJANI0 B JUIMHHBIN y4acTOK MHOTOMOJIOBOTO BOJOKHA,
3aTeM MPOXOAUIIO Yepe3 KOHCTPYKIHUIO UyBCTBUTEIBHOIO
JIEMEHTA, OTPAKAIOCH OT 3epKajia M JETEKTHPOBAIOCH Ha
cnektpomerpe ABECTA ASP-150. DkcniepuMeHTanbHbIE
M3MEPEHNS U pacyeT MOJIeNiel TPOBE/ICH B ANANa3oHe JUTHH
BoirH 500-900 HM.

Jl1s IpOBEPKH PE3yNbTAaTOB CIIEKTPBI MPOITYCKaHUS,
HIOJIy4EHHBIE U3 MOZENH, 00bEANHNM Ha OTHOM rpaduke ¢
IKCTIepUMEHTaNbHBIMU. Ha puc. 4 BuaHO, 9YTO paccUnTaH-
HBI CIIEKTp BOJIN3U PE30HAHCHOM JUTMHBI BOITHBI OJIM30K K
9KCIIEPUMEHTAIBHBIM JaHHBIM, OJTHAKO NP OTAAJICHUU OT
Hee CHEKTPhI pa3paboTaHHOM MOJEH BCE CHITbHEE OT/INYa-
IOTCS OT DKCIEPUMEHTAIbHBIX AaHHBIX. [10 2TOl npuunHe
CHEKTPHI OBIIIM OrpaHUYEHBI 70 auarazona 610-825 Hwm.
Ipu 5TOM B AHanasoHe 4acTor Ay, + 25 HM OTHOCHTEIIb-
Hasl MOTPENIHOCTh He IpeBbiaet 5,6 % mist ygactka SMF
mmHON 15 MM. Tlpn yMEHBIICHHH JITHHBI OJHOMOIOBO-
TO BOJIOKHA OTHOCHTENbHAS MOTPEIIHOCTh CHUXKAETCS.
Tax npu anmuae SMF paBHO# 3 MM OTHOCHTENBHAS TI0-
TPEIIHOCTb JJIsI TOTO K€ AMaNa3oHa YacTOT HE MPEBbIIIAeT
1,7 %. N3menenne amuasl SMF-ydacTka mIpUBOINT K U3Me-
HEeHHUI0 (hOPMBI PE30OHAHCHOTO MK U €0 MHTEHCUBHOCTH.
ITpu ynmuuaennu SMF ¢ 3 MM 10 15 MM pe30HaHCHBIN MUK
YIIUPSETCs, @ UHTEHCUBHOCTD MPOITYCKaeMOro U3ITy4eHUs
yMeHbIaeTcs B cpefHeM B 1,597 pa3 Ha pe3oHaHCHOMU
JUIMHE BOJIHBI.

Paznmuuns TeopeTHuecKnX pe3ysibTaToB U SKCIIEPUMEHTA
MOKHO OOBSCHHTHL T€M, 4TO B oOnacTsX BHe 450—850 um
MHTEHCUBHOCTH CIIEKTPa MCTOYHUKA M3ITYUCHHUS OUCHb
MaJla, 9TO MOBBIIIAET MOTPEITHOCTD N3MEPEHHH CIIEKTPOB.
JlaHHAas MOAENh MOXET CTaTh OCHOBOM I pa3paboTKu
AJITOPUTMA OTIPOCA BOJIOKOHHO-ONTUYIECKOTO UyBCTBUTEIb-
HOTO Ha OCHOBE ITOBEPXHOCTHOTO IJIa3MOHHOTO PE30HAHCA.
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Puc. 4. Tlonay4eHHbIC CIICKTPBHI MPOIYCKAHUS MPH TOMOIIN pa3pabOTaHHOW MOJIEIIN M SKCIIEPUMEHTAIBHBIX JaHHBIX JJIS1 BOJIOKOH C
qmmHamu SMF-ygactka: 3 MM (a) u 15 mm (D)

Fig. 4. Model-derived and experimental transmittance spectra for a structure with an SMF member length of 3 mm («) and 15 mm (b)

3akjarouenne

B pabote npencraBieHa MOJENb Ul PacUeTOB CIEK-
TPOB MPOITYCKAHUS YyBCTBUTEIBHBIX 3JIEMEHTOB BOJIO-
KOHHO-OIITHYECKUX pepakTOMETPHUUECKUX JTaTYMKOB Ha
ocHoBe MMF-SMF-MMF ctpykryp. DKCepUMEHTaIbHO
MIPOJIEMOHCTPUPOBAHO, YTO MPEAJIOKEHHBIN MOAX0 Ha
OCHOBe cxeMbl Kpeumana MokeT OBITh YCIIEIITHO IIPUMEHEH

JUISL alllPOKCUMAIIMU CIIEKTPOB MPOIYCKAHUS BOJOKOH-
HO-ONTHYECKUX YYBCTBUTEIbHBIX 2JIEMEHTOB.

Pa3zpaboTarHyI0 MOIENb TIPEAIIONATaeTCs IPAMEHUTH
JUTS pacdeTa CIIEKTPOB MPOITyCKAHUS B BOIIOKOHHO-OMTH-
YECKHX JaTYMKaX, ONTUMHU3AINN KOHCTPYKINH JaTINKa,
JUTHHBI OTHOMOIOBOTO y4acTKa, KOJTMYECTBA CIOEB U TOJN-
LIUH TTOKPBITHH.
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AHHOTALUA

BBenenue. Paccmorpena 3a/1aua nccieJ0BaHHS 9yBCTBUTEIBHOCTH SIUTHIICOUIHBIX YaCTOTHBIX ITOKa3aTelel KadecTBa
MHOTOMEPHBIX JUHAMUYECKUX CUCTEM K BapualusM napametrpoB. Meroa. s pemenus 3a1adyu UCIOIb30BaH
anmnapat (yHKIUI 9yBCTBUTEIEHOCTH SKCTPEMATBHBIX 3JIEMECHTOB CUHTYJISIPHOTO Pa3JIOKEHHSI BEIIECTBCHHO3HAUHBIX
nepeiarouHbIX MaTpull. OcHOBHBbIE pe3yabTaTbl. COBMECTHOE MCIIOIB30BAHKE allliapara YacTOTHON YyBCTBUTEIILHOCTH
C METOZOM IPOCTPAHCTBA COCTOSHUI MO3BOJIMIIO IOCTPOUTH MOJAEIN YyBCTBUTEIbHOCTH. Ha 0OCHOBE monyueHHbIX
MOJIeJIel OTpeesIeHbl AIUIICOUIHBIE OIICHKH (PYHKIHUK 4aCTOTHON YyBCTBUTEIBHOCTH MO COCTOSHUIO, BBIXOAY
¥ omMOKe JTUHEHHBIX MHOTOMEPHBIX HEMPEPHIBHBIX CHCTEM B (hOpME Ma)KOpPaHT U MHHOPAHT dTHX (QyHKIui. s
BBIYUCIICHUI IPAMEHEHO CHHTYIISIPHOE Pa3ioKEHUE MaTPHUI], COCTABICHHBIX U3 (PyHKIMIA YaCTOTHOM TapaMeTpHIeCcKOi
YYBCTBHUTEILHOCTH. [10TydeHHBIE SIUTUTICOMTHBIE OIIEHKH Oaroapsi coaep kaTeIbHbIM BOBMOKHOCTSIM CHHTYIISIPHOTO
Pa3IOKEHUST MATPUIL 00JIAIAl0T CBOMCTBOM MHHUMAIBHON JJOCTATOYHOCTH. TaKo# IOIX0]] MO3BOJISIET UCIIONB30BATh
AJIEMEHTHI JICBOTO CHHTYJISIPHOTO 0a3uca, COOTBETCTBYIOIINX SKCTPEMATbHBIM CHHTYJSIPHBIM YMCIIaM, JUIS BBIICIICHUS B
MPOCTPAHCTBAX COCTOSIHUS, BBIXO/IA U OIIUOKHU IOJIITPOCTPAHCTBA, XapaKTEPU3YIOIIUECS /151 Ka)K/I0T0 3HAYEHHSI YaCTOThI
HauOOJIbILIEH U HAaMMEHbIIEH 110 HOpME BapHallel aMILIUTYIHO-4aCTOTHON XapaKTepUCTUKY. Vcronb30BaHue IpaBoro
CUHTYIISIPHOTO 0a3uca J1aJio BO3MOKHOCTh B IIPOCTPAHCTBE MAPAMETPOB BBIIEJIUTH MOANPOCTPAHCTBA, TOPOKIAIOLIIE
HauOONBIIYI0O U HANMEHBIIYIO 110 HOPME BapHAIMI0 aMIUIUTYAHO-4aCTOTHOM XapakTtepucTuku. O0cyxaeHue.
IIpennoxeHHbIH TOIX0A PEINI IPOOIEMy «ONITUMAIBHOTO HOMHHANA — BBIOOpPa HOMHUHAIBHOTO 3HAYEHUS BEKTOpa
TIEPBUYHBIX (PH3UYECKUX TTAPAMETPOB arperaroB 00BbEKTa yIPABICHHS, JOCTABIIIONIIX MHOTOMEPHOMY YIIPABISIEMOMY
MPOIIECCY HANMEHBIIIEe 3HAYCHIE DIUTUIICOUTHBIX OLICHOK (DYHKIMI YaCTOTHOW YyBCTBHTENbHOCTH. K TakiM mapamerpam
OTHOCSITCS: pa3Mepbl Pa3IMYHBIX JeTalIel M XapaKTePUCTHKH TOYHOCTH MX M3TOTOBICHUS, (PU3MUYECKUE CBOMCTBA
MaTepuasoB, a TAK)KE Pa3JIMYHbIE BEIUYUHBI, ONPEACISIONINEe UX KOHCTPYKTUBHOE HcTonHeHue. [1oaxon mo3somu
OCYILECTBUTH CPABHEHUE POTEKAHMs MHOTOMEPHBIX YIPaBIISEMBIX IIPOLIECCOB 10 JJUIUIICOMIHBIM OLIEHKaM YaCTOTHOM
napamMeTpUYecKol UyBCTBUTEIBHOCTH.
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AHanns ‘-IaCTOTHO-pO6aCTHbIX MHOromMepHbIX AHaMNYEeCKNX CUCTEM

Abstract

We consider the problem of studying the sensitivity of ellipsoidal frequency estimates of quality of multivariable
dynamic systems to parameter variations. To solve the problem, we use the apparatus of sensitivity functions of
extreme elements of singular value decomposition of real-valued transfer matrices. The joint usage of the apparatus of
frequency sensitivity with the method of state space allowed us to construct the models of sensitivity. On the basis of the
obtained models, the ellipsoidal estimates of the frequency sensitivity functions for the state, output and error of linear
multivariable continuous systems in the form of the majorant and minorant of these functions have been determined.
The singular value decomposition of matrices composed of frequency parametric sensitivity functions has been applied
to the calculations. The obtained ellipsoidal estimates have the property of minimum sufficiency due to the substantial
possibilities of the singular value decomposition of matrices. This approach made it possible to use the elements of
the left singular basis corresponding to the extreme singular values, to select in the state, output, and error spaces the
subspaces characterized for each frequency value by the largest and smallest normal variation of the amplitude-frequency
response. Using the right singular basis made it possible to identify the subspaces in the parameter space which produce
the largest and the smallest normal variation of the amplitude-frequency response. The proposed approach has solved the
problem of the “optimal nominal” — the choice of the nominal value of the vector of primary physical parameters of the
control object aggregates that deliver the smallest value of ellipsoidal estimates of the frequency sensitivity functions
to the multivariable controlled process. Such parameters include: dimensions of various parts and characteristics of
their manufacturing accuracy, physical properties of materials as well as various values determining their design. The
approach made it possible to compare the course of multidimensional controlled processes by ellipsoidal estimates of
the frequency parameter sensitivity.

Keywords

linear multivariable system, ellipsoidal estimate, frequency parametric sensitivity, sensitivity model, singular value
decomposition
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BBenenue. ITocranoBka 3agauu

B pa3BuTHn cOBpeMeHHOW Teopuu yIpaBJICHHS Ha-
OmomaeTcsl MOBBIIICHHBIN HHTEpec [1-4] k mpobremam
pobacTHOCTH U TPYyOOCTH (MaTOIyBCTBUTEIHHOCTH) CH-
creM. Bornpocam po6acTHOCTH, ¢ KOTOPBIMH TECHO CBS3aHA
npobiieMa rpy00CTH, MOCBSIICHB! PAa0OTHI YUSHBIX U HCCIIe-
JloBaree MHOIMX CTpaH Mupa. TpaaulnoHHOE MOHUMa-
HHUE IpyOOCTH U POOACTHOCTH B COBPEMEHHBIX HAYYHBIX
pabotax omnpenesnseT podacTHOCTb [4, 5] Kak ClIOCOOHOCTh
CHCTEM COXPaHSITh T€ WM UHbIE CBOWCTBA HE €MHCTBEH-
HOW CHCTEMBI, @ MHO)KECTBA CUCTEM, OIPE/ICICHHBIX TEM
WIA MUHBIM CIIOCO0O0M, a rpy0OCTh Kak CBOMCTBO CHCTEM
COXPaHATh KaYECTBEHHYIO KapTHHY pa3OueHus (ha3zoBoro
MIPOCTPAHCTBA HA TPACKTOPUHU NPH MAJIOM BO3MYIICHUH
TOTIOJIOTHH, TIPH PACCMOTPEHUH OIM3KHUX 110 BUAY YypaB-
HEHUH CUCTEM.

Konnenmus mogo0ust, NCHob3yeMast pu KOHCTPYHPO-
BaHMUW YaCTOTHBIX MEPEeNaTOYHbIX MaTpull [6—12], cBoauT
HCCICIOBAHUC BBIHYXKXJICHHBIX COCTABJIAIOMINX TEPEMEH-
HBIX MHOTOMEPHOH CHCTEMBbI K aHAJIN3Y JINHEHHOH aJire-
Opauyeckoii 3aauu, CBS3bIBAIOIIEH BEKTOp JaHHOMW Tie-
PEMEHHO# ¢ BEKTOPOM HA4aJbHOTO COCTOSIHUSI HCTOYHUKA
9K30T€HHOTO TaPMOHHUYECKOTO BO3ACHCTBHSI C TOMOIIBIO
KpPUTEpUAILHOM MaTpHUIbl, TapaMeTPU30BAaHHON YaCTOTOM
BozzeicTBus. [Toceee 00CTOATETHCTBO MO3BOIISIET 331~
1y OLIEHKH U 00ecredeHns poOacTHOCTH MHOTOMEPHBIX CH-
CTEM IIPH FapPMOHWYECKOM SK30T€HHOM BO3AEHCTBUH, MO/
KOTOPO# TOHNMAETCsI Majasi IyBCTBUTEIBHOCTD YACTOTHBIX
ToKa3aTesie KadecTBa K BapHalusIM MapaMeTpoB CTPYyK-
TYPHBIX KOMIOHEHTOB CHCTEM, CBECTH K IIpodiieMe podacT-
HOCTH JIMHEHHOM anrebpandeckoit 3agaqn. Vcrons3oBanue
CUHTYIISIPHOTO Pa3JI0kKEHHSI YACTOTHBIX TEPeJaTOuYHbIX
MaTpul MHOTOMEPHBIX CUCTEM IMO3BOJIACT HA SKCTpEeMaJlb-
HBIX JIEMEHTaX aJreOpanvdeckoro CreKkTpa CHHTYISPHBIX

yrcen 1 6a3ucoB MOCTPOUTH MAXKOPAHTHBIE 1 MUHOPAHT-
HBIE aMIUTATYIHO-9aCTOTHBIC XapakTepucTuku (AYX) nc-
CIIEyeMBIX CHCTEM I10 COCTOSHUIO, BBIXOJY U OIINOKE.

BI)I}IGJ'II/IM IMMOCTAaHOBKY 3aJiauyy OILICHKH IapaMeTpuyc-
CKOHM YyBCTBUTEIBHOCTH KOHTHHYYMa AUX MHOTOMEpPHBIX
CUCTEM YIPaBJICHHA IO COCTOSAHHIO, BBIXOAY U omuoKe.
OneHka NOANPOCTPAHCTB COCTOUT U3 aHAJIN3a MaKCH-
MaJIbHOM ¥ MHHUMAaJIBbHOW YyBCTBHUTEILHOCTEH, ISl 4Ero
BBEJICHBI AJIJIUIICOUIHBIE OLIEHKH YACTOTHBIX (DYHKIIMH
YYBCTBUTEIBLHOCTH IO COCTOSIHUIO, BBIXO/Ly M OIIMOKE B
BUJIC CKaJSIPHBIX MA)KOPAHT W MUHOPAHT 3THUX (QYHKIIHH.
KoncTpynpoBaHue OIIEHOK OCYIIECTBUM C HCIIOJIb30Ba-
HUEM CHHTYJSIPHOTO pasnokeHus [13] MaTpuil 9acTOTHOM
YYBCTBUTEILHOCTH.

[IpennokeHHbIN MOIXO0/T TIO3BOIHUT PEUTUTh MPOOJIeMy
BbI0Opa HOMMHAIBHOTO 3HAUEHHSI BEKTOpa IMapaMeTpoB (K
YHUCITY KOTOPHIX OTHOCSATCS pa3Mephl JeTanei U Xapakre-
PUCTHUKH TOYHOCTU UX U3TOTOBJICHUS, (1)1/131/111601(1/16 CBOM-
CTBa MaTE€pPHAJIOB, a TAK)KE BEJTMUUHBI, ONPEACIISIONINE UX
KOHCTPYKTHBHOE HCIIOJIHEHHE) arperatoB 00bEeKTa yrpas-
JICHUSI, JOCTABISIONINX MHOTOMEPHOMY YIPaBIsIEMOMY
MPOLIECCY HAMMEHBIIICE 3HAUCHNE HJUTUIICOUIHBIX OIIEHOK
YaCTOTHBIX (DYHKIMH 9yBCTBUTEILHOCTH, @ TAKXKE OCYIIIE-
CTBHUTh CpPaBHEHHE IIPOTEKAHHUS MHOTOMEPHBIX YIIpaBIIsie-
MBIX TPOILIECCOB T10 UINICOUIHBIM OIICHKAM YaCTOTHOH
mapaMeTpUIeCKO TyBCTBUTEIFHOCTH. 3a 0a30BEIM MOKa-
3aTeNb YaCTOTHOI POOACTHOCTH NPHHATO YACTOTHOE YUCIIO
00YCJIOBJICHHOCTH KPUTEPUAIBHON MaTPUIIbl JTUHEHHOM
anreOpanyecKkoi 3a1ady, B KaueCTBE KOTOPOH HUCIOIb-
30BaHa YaCTOTHAs MeperaToyHas MaTpulla BXOA—BbIXOJ
MHOTOMEPHOI CHCTEMBI.

[TosiBneHne TeHIEHINN «pOOACTH3ALNU» B PA3BUTUH
TEOPHH YIPaBJIECHHs HECIy4YaiHO, OHA MPOJUKTOBAaHA He-
00XOAMMOCTBIO PACCMOTPEHHUSI COBPEMEHHBIX CIIOXKHBIX
CHCTEM YNpaBJICHUS (HE TOIBKO TPAJUINOHHBIX CHCTEM
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aBTOMATHYECKOrO yIIpaBlIeHus, a 0ojee MHUPOKOro Kiacca
CHHEPreTHYECKUX CHCTEM YIPaBICHUS PA3IMIHON IPUPO-
JIbl) B IMHAMUKE, CO BCEMU BO3MOKHBIMU M3MEHEHUSIMHU
1 BO3MYIICHUSIMU B PEAJIbHBIX yCIOBUSAX (PYHKIIMOHU-
poBaHMA M pa3BUTHUs (BONIOLMH). B HacTosmee Bpems
HanboJee pacCMOTPEHBI M PEHIEHB! BOIPOCH POOACTHOM
YCTOMYHMBOCTH.

[TepBbie pabOTHI IO aHATU3Y W CHHTE3Y I'pyOBIX (Ma-
JIOUYBCTBUTEIBHBIX) CUCTEM OBUIN CBSI3aHBI C PA3BUTHEM
Teopuu yyBcTBUTENbHOCTH [1]. K HacTosmemy BpemeHn
HEJIOCTaTOYHO PaCCMOTPEHBI BONPOCHI TIOCTPOCHUS PO-
0aCTHBIX U IpyOBIX HEJIMHEHHBIX CUCTEM YIPABJICHHS.

[Tpu 5TOM JUIs1 MH)KEHEPHBIX PUMEHEHHUH HEOOXOTMMO
paccMoTpeTh U Oosibline (KOHEUHbIE) BO3MYIIEHUS, T. €.
BOIPOCHI POOACTHOCTH U IpyOoCTH B O0sbIIoM. OTMETHM,
YTO Ha IPAKTHKE MOJICTIH 1 ITapaMeTphbl BO3MYIIIEHUI MOTYT
OBITH HE TOJILKO N3BECTHBI, HO U HEOTIPECICHHBI.

MeToabl YaCTOTHOTO HAMPABJIEHHUS
podacTHoii ycTolYMBOCTH

Hccnenyem HOBBIH B3N] HA TPAAULIUOHHBIE METOABI
U CPEICTBA UCCICN0BAaHUSA MHOIOMEPHBIX CUCTEM YIIPAB-
JICHUsI, B OCOOCHHOCTH B YaCTOTHOM HAIIPABJICHUU TEOPUH
pobacTHOCTH 111 MHOTOMEPHBIX cucTeM. K ux unciry ot-
HOCSTCS 4YaCTOTHBIE NEPEAATOUHBIE MATPULBI K KOHCTPYH-
pyeMble Ha NX OCHOBE YAaCTOTHBIE XapaKTEPUCTUKH. 3aada
KOHCTPYMPOBAHHUS YaCTOTHBIX IEPEIATOYHBIX MaTpPHUI] Pe-
IIeHa ¢ TTOMOIIBI0 UCTIOIB30BaHMUS KOHIICTIIIMH TO00uUS
BBIHYKJICHHOW COCTABJIAIOIIEH COCTOSIHUS MHOIOMEPHOH
CUCTEMBI U COCTOSIHUS HCTOYHUKA KOHEUHOMEPHOIO 3K30-
reHHoro BozzercTsust. [Ipu sTomM Marpuiia npeodpazoBaHust
1mo7001sl HaifjieHa KaK peleHre MaTPUYHOTO ypaBHEHUS
CunbBectpa.

PaccMmoTpuM nHMHENHHYI0 MHOTOMEPHYIO HENIPEPBIBHYIO
cucTeMy

X(0) = Fx()) + Gg(0); x(0) = xp; y() = Cx(@), (1)

rae x(f) n y(f) — BekTopa COCTOSIHUS M BbIXOJA; &(f) =
= g(f) — y(t) — ommbKa 110 BEIXOAY; g(f) — DK30TCHHOC
KOHEYHOMEPHOE BO3IEHCTBHIE; X € R, g,y € R™; CT € Rvn,
G, Ce R»m; F, G, C — marpullbl COCTOSIHUS, BXOAa U
BBIXO/Ia CUCTEMBI (1) COOTBETCTBEHHO.

Kaxk m3BecTHO, op30BaTeNeil MPOSKTHPYEMbIX CHCTEM
WHTEPECYIOT TaKWe YaCTOTHBIC MMOKA3aTeNH, KakK Mmojoca
MIPOMYCKAHMUs OTHOIICHUS BXOI—BBIXOJ Ha YPOBHE 3aaH-
Horo 3Hauenus AUX, mokaszareiib KojiedaTeabHOCTH, I0-
J0ca MpPOIyCKaHHs OTHOILICHUS] BXOA—ONINOKa Ha yPOBHE
TpeOyeMoro 3HaYeHNs OTHOCUTEIBHON YaCTOTHOM OITUOKH
U 1p.

JIist KOHCTPYHPOBAHUSI YaCTOTHBIX MEPEAaTOYHBIX
MaTpHUIl BOCIOJIb3YEMCS TOJOKEHHUSIMU CIIEAYIOIIETo
YTBEPXKICHHSI.

YrBep:xaenne 1. [Tycts g(f) — KoOHEUHOMEpHOE 33/1a-
foIIee BO3JICHCTBHE, KOTOPOE TEHEPUPYETCS C TIOMOIIBHIO
ABTOHOMHON KOHEYHOMEPHOH CHCTEMbl MUHUMAIbHOU
pa3sMepHOCTH

2(f) = Ez(f); z(0); g(¢) = Pz(1); PPT =1,
2(t) = exp(E0)z(0) 2

ez € RLE € R, P € Rm¥l, g € R, Torna clipaBe/jiuBbl
BBIPAKCHHS:

x(7) = exp(F)x(0) + (Texp(E?) — exp(F£)T)z(0),
y(#) = Cx(?) = Cexp(F£)x(0) + C(Texp(E?) — exp(F£)T)z(0),

gn=g0-y()=
= (P - CT)exp(E?)z(0) — Cexp(Fr)(x(0) — Tz(0)),

rae Marpuna T ynoBieTBOpseT MaTPUUYHOMY YPaBHEHUIO
CunbBectpa

TE=FT=GP.o 3)

Jloka3aTenbCcTBO Y TBEPKICHUS MMPUBEICHO B paboTax
[6-8, 11, 12].

Jlng mocTpoeHns MakopaHTbl 1 MUHOpPaHTH AUX 1o
BeIXONy Y(7) = y(¢, ®) u ommbke &) = &(f, ®) MHOTOMEp-
HOM HempepbIBHON cucTeMsl (1) ucnonb3yeM MoJeNbHOe
npejcrabiieHne (2) UCTOYHHKA BHEIIHErO0 BEKTOPHOTO
TapMOHUYECKOTO BO3AEHCTBUS C MATPUUHBIMU KOMIIOHEH-
TamMu

E =diag{E;

((’))]; i—l,_m}, P=1, Q[ 0],

rae 1., — ennHudHas (m>m)-MaTpyuLa; © — YacToTa
BHEIITHETO rapMOHMYECKOTO BO3AEHCTBUS, TPUIOKEHHOTO
KO BceM BxoziaMm cucteMsbl (1); @ — CUMBOJ KPOHEKEPOB-
CKOTO Npou3BeieHus Marpull. [IpuMeHnM JaHHbIe MosoxKe-
HYSL JUIS CIIEAYOIETO YTBEPIKACHHS.

YrBepkaenue 2. Maxopautst M (o), dy(w) 1 mu-
HOpaHThl M, (©), 3,,(w) AYX mo Beixony y(7) = y(t, ®)
n omnOke £(f) = €(¢, ®) MHOTOMEPHOW HENPEpPBIBHON CH-
CTEMBI YJIOBJICTBOPSIIOT OI[CHOYHBIM HEPaBEHCTBAM, MpPH-
HUMAIOIINM JJIsI BHEIITHETO BEKTOPHOTO TapMOHHYECKOTO
BO3JICHCTBHS BUJL

v o) Iyl
Mol = 0 ) = M VO M)
My (@) € 0,{CT)},
st o)l _ [ _ i

=) oy = @ VO 0l

8)(0) € 6,{P — CT(w)},

e 6,{*} — anreOpan4ecKkuii CIeKTp CHHTYIIPHBIX YHCET
matpui (*); (°),, 1 (°),, — MaKCUMaJIbHOE U MHHUMAJIEHOE
3HaUeHUs] CUHTYJSIpHBIX yncelt; T(w) — yacToTHas mepe-
JIaTOYHAsl MaTpHIA, KOTOpasi MMyTeM PELICHUS] ypaBHEHUS
CunbBectpa (3) mpuHUMAET BH]

T(0) = (01 + F2)Lrow{[FG, oG]};i=1,

rae row{(°;), i = 1, m} — cTpouHas MaTpu4Hasl CTPYKTypa
C 2JeMEHTaMu (°;) B CTPOKE; 0 — YacTOTa 3a/alolIeTo
BHEIITHETO BEKTOPHOTO FAPMOHNYECKOTO BO3JCHCTBHS. O
JlokazaTenbCcTBO Y TBEPIKICHUS IPUBEIEHO B [6-9].
MasxopaHTsl U MUHOpaHTH AUYX mo BeIXOIY
y(¢) = y(¢, ®) u ommbke £(¢) = €(f, ®) B YTBepKIACHUU 2
MOYYUM [6] ¢ TOMOIIBIO CBEJICHUSI UCCIIEA0BAHMSI MHOTO-
MEpHBIX CHCTEM yIpPaBICHUS K BEKTOPHO-MATPUIHO-
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My NPEACTABICHUIO, TapaMEeTPHU30BAaHHOMY CKaJIipaMH ?
U .

k(1) = H(t)y(1), V1, T=1, O, 4)

rae K € RP, x € RV, Il € RP*Y — HekoTopasi KpUuTepuaabHast
MaTpHIla; T — NPUHUMACT CMBICT HETPEPBIBHOTO BpeMe-
HU #; () — YaCTOTHI ICTOYHUKA BHEIITHETO TAPMOHHIECKOTO
BO3JEHCTBUSL.

[Tycts matpuia I1(t) mMeeT B CUITy CHHTYJSIPHOTO pas-
JIO)KEHHMSI TIPEJICTABICHHE

() = UZ(V(v), )

rae X(1) — (p X V) — OuaroHaJbHAs MaTpHIla, IMCIOIIAs
Ha IJIaBHOM UArOHAJH CHHTYJSPHBIC YHCIIA MATPHUILBI
I(t); U(t) m V(1) — opToroHaIHHBIC MaTPHIIBL (p X p)
1 (V X V), CTOIOIIBI KOTOPEIX 00pa3yroOT JIEBHIM U MpaBBIi
cuHryIsapHbie 6a3ucel Marpuiis! I1(t). Ecom B (5) mepetiti
K €BKJIMJIOBBIM BEKTOPHBIM HOpPMaM, TO CTAHOBSITCS CIIpa-
BE/IJIMBBIMHU OIICHOYHBIC HEPABEHCTBA

o, (1) = [R@ V(I = (D), VT, (6)

rae a,,(t), oy(T) — IKCTpeMalbHble HIEMEHTHI aaredpau-
4yecKkoro cuekrpa 6, {I1(t)} CUHTYIIpHBIX YHCEN MaTPUIIb]
II(t). HanGomnpiee u HanMEHbIIIEE CHHTYISIPHBIC YHCIIa
(1), a,,(t) marpunst II(t) B (6) o1HO3HAYHO Ompenes-
10T Ha MaTpHIIEe MPaBbIX CUHTYISAPHBIX BEKTOPOB V(T) Te
U3 HUX, KoTophie Ha cdepe ||y(T)|| = fix oToOpaxkaroTcs B
HauOOJBIIYIO U HAMMEHBUIYIO MOIYOCH JUIUIICOUIA, MO~
JIy4aeMOr0 C TIOMOIIIBIO (4), IPUYEM JITTMHBI 3THX MOTYyOCCH
oDl ()| 1 a,,(t)||x(t)|| cooTBeTCTBEHHO.

Takum oOpa3om, 3HaHHE aNreOpanyecKux CHEKTPOB
CHHIYISIpHBIX uncen M, (o), M, € 6,{CT(o)} nozsomu-
JIO OXBATHTH IMPAKTUICCKH BECh KPYT MTPOOIEeM HCCienoBa-
HUSI MHOTOMEPHBIX CHCTEM TIPY TAPMOHUYECKOM BHEIITHEM
BO3/ICICTBUM B YCTAaHOBUBILIEMCS PEKUME B CKaISIPHOM
mocTaHoBke. VIcTonp30BaHue MPaBOTO U JICBOTO CHHTYIISAP-
HOTO 0a3uCcOB B CHHTYJIsSIpHOM paznokeHnn Matpui] CT(m)
u P-CT(w) nano BO3MOXXHOCTh TOJIYYUTh MPO3PAUYHYIO
TEOMETPHUECKYI0 HHTEPIIPETALHIO.

KOHCprPIpOBaHl/Ie YACTOTHBIX NMEePEAATOYHBIX MATPHII
HENMpPepPbIBHBIX MHOI'OMEPHBIX CUCTEM IJISl CJIydasi
MHOI0YaCTOTHOI0 3K30IreHHOr0 BO3AeiicTBHUS

VlcTOYHUK HENPEephIBHOTO MHOTOYACTOTHOTO BEKTOP-
HOTO TapMOHHMYECKOTO BO3AeicTBUs (2) OylaeT UMETh B
Ka4eCTBE MaTPUIbl COCTOSIHUSI MaTPUILy ONPEAEICHHOIO
BHJIA JUIA Cllydasi BEIIECTBEHHO3HAYHOTO BO3/IECHCTBHUS.

YrBepaxaenue 3. {1 HENPEPHIBHOTO MHOTOYacTOT-
HOTO BEIIECTBEHHO3HAYHOT'O BEKTOPHOTO TapMOHUYECKO-
ro Bo3zeiicTBus mMarpuna T(Q) kak pemieHne ypaBHEHUS
CunbBectpa

T(Q)E(Q)-FT(Q) =GP
MOKET OBITH 3ancana B popme

T@=rowl[Tyy Tali=
=row{~(02l + F2)[FG;, oG,,i=1,m}.o )

JlokazaresnbCTBO Y TBEpIKICHHUS IPUBEJICHO B padOTax
[6-8, 11, 12].

VYrBepxkaenus 1-3 cayxar st IOCTPOECHUS MaXo-
panTsl 1 MUHOpaHThl AUX 110 BBIXOY Y(#) M ommbKe &(¢)
MHOTOMEPHOW HENIPEPhIBHOM CUCTEMBI, @ TAKXKE ISl CITydast
MHOTOYaCTOTHOTO BEKTOPHOTO T'APMOHHUYECKOTO BO3JICH-
ctBust. [Ipr 3TOM HCXOIHBIM YCIIOBHEM /TS HX BBIUMCICHUN
SBJISICTCSA CBEACHHE UCCIIeTyeMOW MPOoOIeMbl K THHEHHON
anreOpandeckoi 3amade Buaa (4), CBA3BIBAIONIEH BEKTOP
HayaspHOTO cocTosHUS Z(0) MCTOYHNKA BHEIITHETO rapMo-
HUYECKOTO BO3/ICHUCTBHUS C BBIXOAOM M OIIMOKOMN, a MaTpH-
11a, MOJUIeKaIasi CHHTYIAPHOMY PA3JIOKEHHIO, KaK YKa3aHO
B Y1Bepxkaenuu 2, npuaumMaet suj CT u P-CT.

Ounenka po0acTHOCTH HeNPePBIBHLIX MHOTOMEPHBIX
cucteM. YacToTHbIEe KPUTEPUH POOACTHOCTH

B npo6nemMHO OpHeHTHPOBAHHOM BHJIe POOACTHOCTH B
HacTosIIeH paboTe MOHMMAETCs KaK Majas YyBCTBUTEIb-
HOCTh Ka4eCTBa MPOLECCOB B MHOTOMEPHBIX HEIPEphIB-
HBIX CHCTEMAaX K BapUallMsM NapaMeTPOB UX CTPYKTYPHBIX
9JE€MEHTOB MPU BEKTOPHOM IapMOHMYECKOM BHEIIHEM
BO3/JCHCTBHU.

B cBs3u ¢ 9THM HccnenyeM mapaMeTpU4ecKyro uyB-
CTBUTEILHOCTh YACTOTHBIX ITOKa3aTeliell KauecTBa MHO-
TOMEPHBIX HENPEPBIBHBIX CHCTEM IIPH YCJIOBHUH, UTO
JIUana3oH BapHalHuil mapaMeTpoB CHCTEMBI JOMyCKaeT
MPUMEHEHNE anmnapara TEOPHH YyBCTBUTEIBHOCTH B TIpe-
Jienax BO3MOXKHOCTEH (DYHKIMI 4yBCTBUTEILHOCTH HEp-
BOTO TIOPSIZIKA.

PobacTHOCTH Kak MaJjiasi YyBCTBUTEIbHOCTH
JINHEIHO anreOpauyeckoii 3agaumn

OIEeHKN YaCTOTHBIX XapaKTePUCTHK MHOTOMEPHBIX
HEMPEPBIBHBIX CHCTEM B (OopMe Ma)KOPAaHT U MUHOPAHT
TIOTYYUM C TIOMOIIIBIO CBEICHUSI TIPOOIEMBI K JIMHEWHOH a-
rebpandeckoii 3a/1aue. YUnThIBas JAHHOE OOCTOSTEIbCTBO
CTAHOBUTCSI €CTECTBEHHBIM PacCMOTpEeHHE pOOACTHOCTH
MHOFOMeprIX CUCTEM HpI/I BHCIIIHCM BeKTOpHOM rapMo-
HUYECKOM BO3JICHCTBUU KaK MallOl 4yBCTBUTCIBHOCTH
JIMHEWHOU aJire0panveckoil 3aaaun

(1, q) = (1, q)x(0), %(0) = %(t = 0), @®)

(q — p-MEpHBIH BEKTOP M3MEHSIONUXCA KBa3UCTALNO-
HapHBIX IAPAMETPOB C HOMUHAIBLHBIM 3HAUYEHUEM (), IS
KOTOPOTO

K(t, ®, q = qo) = K(, 0); (2, 0, q = q¢) =Tz, ©). (9)

IIpu rapMOHHYECKOM 3K30T€HHOM BO3/ICHCTBHH HCCIIC-
JIOBaHUE JIMHEWHON anrebpandeckoil 3amaqun (§) MoxeT
OBITh CBEJICHO K MCCIIECIOBAHHIO CTAIIMOHAPHOM 110 £ 33/1a4e

(o, q) = M(0)z(0). (10)

Takum 00pa3om, onupasch Ha OMUCHIBAIONINE JTUHEH-
HyI0 ajireOpandeckylo 3anady cootHomeHnus (8)—(10),
OCYIIECTBUM aHaJIU3 YyBCTBUTEIbHOCTH JUHEHHON aj-
reOpanveckoif 3anaun (10) kK Bapuanuu ee BEKTOPHBIX U
MaTpPUYHBIX KOMIOHEHTOB, NOPOXKIAEMbIX Bapuanuen Aq
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BEKTOpa NEPBUYHBIX (PU3UUECKUX MapaMeTpOB ( OTHOCH-
TEJIbHO HOMUHAJIBHOTO 3HAUEHHUs () B JABYX IOCTAHOBKAX.

B niepBoii mocTanoBke BeKTOpHBIE deMeHTHI (10) npen-
CTaBHM B JICBOM 1 ITPABOM CHHTYJSIPHBIX 0a3Mcax MaTpHIIbI
II(w). ITpu 3TOM 331292 McCIIeIOBAHNS YyBCTBUTEIBHOCTH
(10) 3akmrogaercst B aHAJIM3€ YyBCTBUTEIBHOCTH CHHTY-
TApHBIX yrcen [ 14], a Takyke HIIEMEHTOB JIEBOTO W TIPAaBOTO
CUHTYIApHBIX 0a3ucoB ().

Bo BTOpOI1 NOCTaHOBKE OLIEHUM HOPMY IPHUPALIEHUS
Ax(®) BexTopa K(®), MTOPOKIECHHOTO MPHUPAIICHUAMHE
All(o) marpurs () u Ay(0) Bektopa %(0) OTHOCHTETBHO
VX HOMHHAJIBHBIX PeaT3aliii, OPOXKICHHBIX BapHALIAMU
COBOKYITHOCTH MEPBUYHBIX MMapaMeTpoB. B Takoii mocra-
HOBKE II€PEX0]] OT HOPM MpPUpPAIEHUIN K UX OTHOCHUTEINb-
HBIM 3HAYCHHSIM HUMEET BH]{

8(2) = [[AEI/ICI],

KOTOPBIH MO3BOJIUT OLIEHUTh OTHOCUTEIBHYIO OLIHOKY pe-
HIeHUs JTUHeHHOH 3a1aun (10) B mpsMoit WM MHBEPCHOM
dbopmax ¢ momoripro yucia odyciosineHnoctu C{II(w)}
marpuis (o) [15, 16].

KoncrpyupoBanue GpyHKIUI YyBCTBUTEIbHOCTH
Ma’KOPAHTHBIX © MUHOPAHTHBIX YACTOTHBIX
XapaKTepPUCTHK HelPepbIBHBIX MHOTOMEPHBIX CHCTEM

[Ipu koHCTpyHpOBaHUN QYHKIUI MapaMeTpudecKoi
YYBCTBUTEIbHOCTH MAYKOPAHTHBIX 1 MUHOPAHTHBIX YaCTOT-
HBIX XapaKTePUCTHK HEMTPEPHIBHON MHOTOMEPHOU CUCTEMBI
[IPEAIIONIOKUM, YTO 3aBUCLLEE OT BEKTOPA I1apaMeTpoB
BEKTOPHO-MATPUYHOE MIPEICTABICHUE MOCIEIHEN UMEET
BHJ

X(1) = F(@)x() + G(q)g(0); y() = C(@x(1), (1)

r1e F(q)ig=q, = F; G(Q)jq=q, = G; C() =4, = C-

OueBUAHO, 3aBUCUMOCTh OT BEKTOpa MapaMeTpoB (
MaTPHUYHBIX AJIEMEHTOB HENPEPHIBHOW MHOTOMEPHON CH-
ctemsl (11) mopokIaeT 3aBUCUMOCTh OT 3TOTO BEKTOpa
Ma)KOPaHTHBIX 1 MUHOPAHTHBIX AYX cCUCTEMBI.

Orpannunmcs B ganpHeimeM AYX oTHOLIEHUS BXO/I—
BBIXOJl 1 OTHOCUTEILHON YacTOTHOM ommoOKoi. Torma mis
Ma)KOPAaHTHBIX U MHHOpAHTHEIX AUX cucremsl (11) 3amm-
eM

Mo, q) = oy (0, @) = C(QT(w, @)},  (12)
M, (0, q) = o, {Il (o, q) = C(@)T(o, @)},  (13)
3y, @) = oy (0, q) =P - C(q)T(w, )}, (14)
S,(@, q) = 0, {Mly(w, ) =P - C(q)T(v, q)}. (15)

B Breipaxenusx (12)—(15) marpuna T(o, q) asuaseTcs
pelieHrueM MaTpuuHoro ypasuenus CuiibBecTpa

T(o, 9E(q) - F(q) T(, q) = GP(q). (16)

DOyHKIMN 9yBCTBHTEIBHOCTH MAKOPAHTHBIX U MHHO-
PaHTHBIX YaCTOTHBIX XapakTepucTuk (12)—(15) k Bapuarm
J-TO BIIEMEHTA ; BEKTOPA 1apamMeTPoB ( B CHILy ONpesere-
HUS TI0JIy4ar IIPEACTABICHHUS:

0 0
Mquj((D) = a_ yM(ma q)\q:qo = ;U'M{Hy(wn q)}|q:qoa(l7)

q; i

. O _ 0
Mquj((ﬂ) = ;Mym(ma q)\q:qo - ;am {Hy(ma q)}\q:qoa(lg)

qj qj

0 0
8qu(0)) = a_SM(ma q)\q:qo = a_aM{Hs(wa q)}\q:qoa (19)

qj qj
0 0
quj((l)) = —Sm((,l), Q)\q:qo = _am{Hs((’Ja q)}|q:q0' (20)
0g; 0qj

Buzgno, uto ¢pyHKun ayBctBUTeNbHOCTH (17)—(20)
OKa3bIBAIOTCS 33/JaHHBIMHU Ha (PYHKIMSX TyBCTBUTEIBHOCTH
[14] >meMeHTOB CHHTYIISIPHOTO Pa3NIOKEHUSI COOTBETCTRBY-
IOINX KpUTepuanbHbIX MaTpull. Bee gynkmmm (17)—(20)
3aBUCAT OT YaCTOTHI ® BHEIIHETO FAPMOHMYECKOTO BO3JICH-
cTBUA g(f) MHOTOMEPHOM HerpepbIBHO cucteMmsl (1), a mo-
TOMY OHH CIPaBEIJIMBO MOTYT OBITh Ha3BaHbI YaCTOTHBIMHU
(DYHKIMSMY 9yBCTBUTEIBHOCTH.

Aaroput™ 1 OIEHKHM YyBCTBUTEILHOCTH Ma)KOPaHT-
HBIX 1 MUHOPAHTHBIX YaCTOTHBIX XapaKTEPHCTHK COCTOUT
U3 CIIEIYIOMINX IIaroB.

[ar 1. Petunm ypaBHenue CuiibBECTpa IPU HOMUHAIIb-
HOM 3HAUE€HUHU ( = (| BEKTOpa [1apaMeTPOB OTHOCUTENILHO
Matpuirsl T(w). BemoaanM KOHCTpyHpOBaHIE KPUTECPH-
AJIbHBIX MATPUI

1,(0) = CT(); M(0) = P~ CT(0). Q1)

[ar 2. Ocy1ecTBUM KOHCTPYUPOBAHUE CUHTYIISIPHBIX
paznoxeHuid Marpui (21)

I, (0) = U(0)Z(0)V(0); (o) = U 0)Z(0)V./(0). @)

[ar 3. BelunciuM MaTpuilbl 4yBCTBUTEIbHOCTH
qu/((o) " l'lgq/,(u)) C TTIOMOIIIBIO COOTHOIIICHHH

quj(m) = quT(m) + Cqu(m); quj((n) = —quj((u), (23)

rine qu(u)) — MaTpHlla CeNapaTHOW 4yBCTBUTEIBHOCTH
BBIYHCIIIETCS ¢ TOMOIIBIO MaTpU4HOTrO ypaBHeHns1 CHilb-
BECTpa

T, (0)E@®) + FT,(0) =GP+ F,T().  (24)

[ar 4. CKOHCTPYHPYEM MaTPHUIIBI Syl,((o) u Ss,-(“)) HCXO-
Jis1 U3 COOTHOIIICHUH ' ’

$,/(0) = UT(0)I1,, (@)V(®);

$4,(0) = Ug(@), (@)V (o). e

[ar 5. BeimoaHuM KOHCTpyHpoBaHue (QYHKIUH dyB-
CTBUTEJIBHOCTH Ma)XOPAHTHBIX ¥ MUHOpPaHTHEIX AUX
BXOZI—BBIXO/I ¥ OTHOCHTEIILHOM YaCTOTHOHM OMIMOKH C T10-
Mornpko (17)—(20)

Mquj((D) = (Syj(w))MM; Mquj(w) = (Syj(a)))mmﬂ (26)
6qu(0)) = (Sg/(m))MMs quj(m) = (ng((‘)))mm' (27)

[Tar 6. BerancinM KOHEYHbBIE BApHAIN MaKOPAHTHBIX
1 MUHOPAHTHBIX YaCTOTHBIX XapaKTCPUCTUK MHOFOMepHOﬁ
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HeNpepbIBHOI cucTeMbl (1), MOPOKASHHBIX KOHEYHOMH Ba-

puarnyeit Aq; j-ro KOMIIOHCHTA ; BEKTOpa [1apaMeTpoB ¢

AM, i (©) = My (0)Aq; AM,,, (©0) = My, (0)Aq;,  (28)
A3y (©) = By (@)AG: A3, (©) = 3y (@A) (29)

3ameuanmue. B cBs31 ¢ TeM, 4TO CyIIeCTBYeT aHAJIOT MY~
Hoe (7) SIBHOE BELIECTBCHHO3HAYHOE PELICHHE MATPUYHOTO
ypaBreHus CumbBectpa (16)

T(o, @) = (0?1 + F(q)) 'row{[F(q)G{(q) *

x 0G{(q),i=1, m}, (30)

TO aJbTEPHATHBON BBIYMCICHUIO MAaTPHUIIBI CeTapaTHON
qyBCTBHUTEIILHOCTH qu B mare 3 aJropuTMa ¢ IOMOIIbIO
peIIeHNS] MAaTPUIHOTO YpaBHEHHUS (24) SIBISIETCS HETTOCPE-
creerHoe nuddepenuuposanne (30) mo q;, 4To Kaet s
qu MpeCcTaBJIeHUE

qu(co) = (02l + FZ)‘](quF + FFq_) x

x (021 + F2)y lrow{[FG; G,,i=1,m}— (31)

— (021 + Fz)*lrow{[Fq/,Gi + Fqu cquj], i=1,m}.

3aMeTHM, YTO MOTy4YEHHbIE YaCTOTHBIC (BYHKIMU YyB-
CTBHUTEIBHOCTH HEMPEPHIBHBIX MHOTOMEPHBIX cucTeM (31)
COZIepIKaTeIbHO MOJO00HBI (PYHKIMSIM TPACKTOPHOW YyB-
CTBHUTEJIBHOCTH BO BpeMeHHOI obnactu [17].

YyBCTBUTE/ILHOCTD JIMHEHHON ajredpanydeckoi
32/1a4M K BAPHAIUAM COBOKYITHOCTH NNapaMeTPOB.
YacToTHbIE YHCIa 00YCI0BIEHHOCTH

PaccMmoTpuM Bo3MyIIieHUE TUHEHHON anredpandecKkoi
3a/1aun, MOPOKJCHHOE MpHUpalieHneM A COBOKYITHOCTH
MEPBUYHBIX (PU3MUECKHX MTapaMeTPOB, MPUBOASIIMX K Ba-
puanuu AIL(Z, o, qq, Aq) marpuust II(Z, 0, q) = II(7, ),
a taxke npupamenueM Ay(0) Bexropa y(0) HagabHOTO
COCTOSIHUSI ICTOYHHMKA 9K30T€HHOTO FapMOHUYECKOTO BO3-
aeiicrus. Bapuanuu AIL(z, o, qq, Aq) 1 Ay(0) nopoxaaror
BapHaIio AK(Z, ®), OTPEAEIAEMYI0 BEKTOPHO-MaTPUIHBIM
COOTHOIIICHHEM

Ax(t, ©) = ALz, o, qo, Aq)y(0) +

(32)
+ I1(z, ®)Ay(0) + AIL(Z, ©, qo, Aq)Ay(0).

[epexon B (32) K COOTHOIIICHHUIO IO COTIACOBAHHBIM Ma-
TPUYHBIM H BEKTOPHBIM HOPMaM TIPUBOIUT K HEPABEHCTBY

[AK(z, o) < [|ATI(Z o, qo, AQ)[||[x(O)] + (33)
+ TG, o) |A%0)][ + IATL(Z ®, qo, AQ)[|*[[Ax(0)]]-

BBeneM B paccMOTpEHHE OTHOCHTEITFHBIC 3HAYCHUS Ba-
pHAIHii BEKTOPHBIX M MATPHYHBIX KOMIIOHEHTOB JINHEHHOMN
3amaun (33), ompenenuB uX COOTHOIICHUIMHU

IAK(, o 1A%
Sty ) &2 ———8(0) 2 ———;
o ar O o
IATI(E, @, q,, AQ)]| (34)
orq(t, A .
N ]

Cdopmynupyem Ha OCHOBE PacCMOTPEHUSI HOMHHAIb-
HOW BEpCUU JIMHEHHOW anreOpandecKoi 3ajaqu OIICHKY

2Ol

[Ak(z, o) = )
[(z, )|

(33)
rae (°)" — marpuna nceBgoo0parHast HCXOTHOM (°).

Bunno, uto Beipakenus (33)—(35) mo3BOIAIOT CKOH-
CTPYHPOBATh OLIEHKY

Sy, ) < ||TI(z, o)||-[IT(z, w)][{5,(0) + 36
+0p(t, @) + 6,(0)3(2, )} (36)

MynbTUILIMKATHBHASL KOHCTPYKIUSI U3 MATPUIHBIX
HopM ||II(7, ®)||-||TI*(¢, ®)|| mpencTaBnsgeT coboit ancio
obycnosrennoctu C{II(z, ®)} marpuisr II(z, ®). B cBs3u
C 9THM, UCITIOJIB3YsI 0003HAUCHHUST

C{I(Z, o)} £ [[TI(Z, o)|| [ ), (37
HepaBeHCTBO (36) 3anuinem B BUJIE

S (t, ®) < C{II(t, m)}

< (6,(0) + 3t @) + 8,0 ). OO

Hepagencto (38) ompezessier 4ucio 00yCIOBIEHHO-
cTu kputepuanbHoit Marpunsl (7, ®) nuHeliHo# anrebpa-
MYECKOH 3a1a4M, KaK O/IMH U3 CKAJSIPHBIX HEMHBAPHAHTOB
NpescTaBIsieT co00i KOAPPUIMEHT YCUICHHUsSI OTHOCHU-
TEJIBHBIX TTOTPEHIHOCTEH MPH BO3MYICHHN BEKTOPHBIX U
MaTPUYHBIX KOMIIOHEHTOB JIMHEHHOH 3a1aun. Benmnunna
grciIa 00yCIIOBICHHOCTH YUUTHIBACT €ro onpenenenue (37)
M 3aBUCHT OT MCHOJIB3YEMBIX MaTPHUUHBIX HOpM. [Ipruem
BBIOOP 3THX HOPM U CTENEHb UX COIIACOBAHHOCTH C BEK-
TOPHBIMH HOPMaMHM OIPEJIENSAET YPOBEHb JOCTATOYHOCTH
OLICHKH, 3amaBaeMoii B hopme (38). HanmMeHblyro creneHb
JIOCTATOYHOCTH JIOCTABJISICT KOMIIO3HIIUS CIIEKTPATBbHBIX
MaTPUYHBIX U €BKJIMOBBIX BEKTOPHBIX HOpM. B pabote
UCIIOJIb30BaHa JJaHHasl KOMIIO3UIIMSI COTIACOBAHHBIX HOPM.

Ecnu B nanmpHelIIeM orpaHuuUBaThCs] BXOJAHBIMH—BBI-
XOJJHBIMU OTHOIICHHUSIMU HETIPEPBIBHOM MHOTOMEPHOM CH-
ctemsl (1), To II(®) oKa3bIBacTCsT 9YaCTOTHOM TIePEeIaTOUHOM
MaTpHIEH 3TOTO OTHOIIEHHS. DKCTPEMaIbHbIC HIEMEHTHI
ee aJreOpanvdeckoro CHeKTpa CHHTYISPHBIX YUCEIN SB-
JISIFOTCST MaXOPaHTHOI M,,(®) 1 MupoHaHTHo# M, (©)
AUX storo otHomeHus. B ¢BA3M co CKa3aHHBIM BBEIEM B
paccMoTpeHHe 4rcio 00ycnosneHHOCTH C () OTHOIICHHS
BXOJI—BBIXO/ (YaCTOTHON MEpeAaTOYHON MaTpPUILIBI BXOI—
BBIXO/T), OTIPE/IE/ICHHOE COOTHOILICHUEM

M)

Cy(w) £ (@)
ym

OTMeTHM, YTO YACTOTHOE YUCIO OOYCIOBICHHOCTH
Cy(co) OTHOIIEHUSI BXOJI—BbIXOJ] MHOTOMEPHBIX CUCTEM
KaK (yHKIIHSI YaCTOTBI ® — DJIEMEHT (YHKIIMOHAIBHOTO
MIPOCTPAHCTBA LZQ, e p — 0, AQ =[w: 0 <o < o] s
HenpepsiBHbIX cucteM. Hopwma ||Cy(®)||,—,, gacToTHOrO
qprclia 00yCIOBICHHOCTH KaK 2JIEMEHTa ()yHKIHOHAIBHOTO
MPOCTPAHCTBA ONPEJIEITNM COOTHOIICHHEM

IC (@), = sup Cy(w).
WEAQ
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Janum reoMeTpHuecKyr0 MHTEpPIpETalnio, onupa-
sICh Ha JIMHEHHYI0 alreOpandeckyro 3aaady (8), yuciy
00yCIIOBICHHOCTH OTHOUICHMS BXOJI—BBIX0A. MaTpuua
II(t, ®) orobpaxaer cdepy ||x(0)|| = const B mpocTpan-
crBe RY B anmiiconn ¢ monyocsimu el M (o)|[x(0)]|

M, (0)[[x(0)|| 8 npoctpanctse R™. Eciu HopMa unciia
06ycnosneHH0cm [|C(w)||,, Grm3ka k enuHmLEe, 9TO MMe-
er mecro npu M, (0) = M, (»), T0 chepa B pocTpaH-
cTBe RY oToOpaxkaercs B cdepy B mpocTpaHcTBe R”. Eciun
HOpMa 4ncna 00ycnoBieHHOCTH ||Cy(®)||,, 3HAYUTENBHO
MIPEBBIIIACT SUHHUILY, TO MOJYyYaeMbIi MPH OTOOpaKEHUH
cdepst ||x(0)|| = const amutumncounn B R™ XapaKkTepu3yeTcs B
[|C,(®)]|.; — pa3 oTIMYAOIMMHUCS 110 JUIMHE HAUOOIbLICH
¥ HanmeHsbLel noayocsmu. Crpemienue [|Cy(o)||,, k Oec-
KOHEYHOCTH CBHIETEIILCTBYET O BBIPOXKICHUH AJUTHIICOH 1A
B IPSIMYIO, @ CJIEJOBATEIBHO, O BBIPOXKJICHUH CIOKHOMN
cuctemsl (1), U cucTeMa OOHAPYKHBACT HE MOJHYHO YIIPaB-
JSIEMOCTB I10 BBIXOY. TakiuM 00pa3oM, YHCIIo 00y CIIOBIICH-
HoctH C(®) hopmaibHo sBIsisCH B (38) koadduueHTOM
YCHJICHUSI OTHOCUTEIIBHON BapHalMy NepeaaToyHoil va-
CTOTHOM MaTpHIbI BXOA—BBIXOM, IOPOXKICHHON COBOKYII-
HOCTBIO UCXOOHBIX (bI/ISI/I‘IeCKI/IX nmapaMeTpoB, MOXKET 6BITB
XOpOLIEH XapaKTEPUCTUKON CTPYKTYPHBIX CBOMCTB 3TOIO
otHouieHus [12].

3ajaua CMHTE3a MHOI'OMEPHBIX 4aCTOTHO-podacT-
HBIX HEIPEPBIBHBIX CHCTEM B KJIacCE XOpOILIO 00yCIIOB-
JICHHBIX OTHOWICHUH BXOJ—BBIXOZ MOXET OBITH perie-
Ha METoJaMu 0000IIEHHOTO MOJAIBHOTO YHPaBICHHS
[8, 9], nocraBasIOUIETO0 MAaTPULIE COCTOSHUS CUCTEMBbI
MojgajbHOpoOacTHOe mpeacrasieHue. [Ipu aTom B crry
ACHUMIITOTHYECKUX CBOMCTB OLIEHKa YaCTOTHOTO YHCIIA
00yCIIOBIIGHHOCTH OTHOILEHUS BXOA—BBIXOJ BO BCEM JHa-
[1a30HE YaCcTOT 9K30I€HHOTO FApMOHUYECKOTO BO3ACHCTBUA
NpUMET MUHUMAJIBHOC 3HAYCHUEC, CTCIICHDb OTKJIIOHCHUSA
KOTOPOTO OT €IMHMIIBI ONPENESIeTCS CTEIeHbI0 OTKIIO-
HEHHUs OT €JUHUIIbI YHCJIa O6yCﬂOBHeHHOCTI/I MaTpUulbl
COOCTBEHHBIX BEKTOPOB.

IIpumep. PaccMoTpuM HCIIONB30BAaHUE YaCTOTHBIX
(YHKIMH 4yBCTBUTEILHOCTH Ma)KOPAHTHBIX M MHHOPAHT-
HBIX YaCTOTHBIX XapaKTEPUCTHK HETPEPBHIBHONH MHOTO-
MEpHOU CHCTEMBI ISl HCCIICJOBAHMS YyBCTBUTEIBHOCTH K
napaMeTpUIeCKUM BapHalMsaM Ha IpUMepe HelpepbIBHOM
JBYXKaHATBHOHN (POTOIMEKTPHUCCKON CIEASIISH CHCTEMBI
(®OCC) ¢ npAMBIMI AHTUCHMMETPUIHBIMH CBSI3IMH MEXK-
Iy KaHajJaMu. Mozesb BXOJ—COCTOSIHUE—BBIXOJ COCTOUT
W3 MaTpHUIL

0 1 0 0
F(g) - 20 2 0 0’
0 0 41+¢q) 1
20(1+g) 0 -100 2
0 0
G(g) - 20 4(1+q)’C:[1 0 0 0],
0 00 1 0

20 100

C HOMHHAITBHBEIM 3HadeHueM g = 0. Marpunst E u P ucrou-
HHKa BHEIIHETO TAPMOHNYECKOTO BO3ACHCTBHSA [UIS PeKUMa
OIHOYACTOTHOTO TAPMOHHYECKOTO BO30YXKICHHS KaXKIOTO
BXOJIa CHCTEMBI UMEIOT BU]I

E =diag{E;;i=1,2},E;

wO 00 1 of

0 —(»]

1000]

[TocTaBuM 3a1a4y OLCHKH 4yBCTBHUTEIBHOCTH Mao-
PaHTHBIX 1 MUHOPAHTHBIX YaCTOTHBIX XapaKTEPUCTHK K Ba-
pHaLUsAM MMEePEeKPECTHHIX cBs3el Mexny kaHamamu OOCC.

Ha ocHOBaHMH IPEATIOKEHHOrO anroput™a 1 npu Ho-
MHHAJIBHOM 3HAYCHNH rapameTpa ¢ = 0 BEIYUCIUM MaTpH-
usl F, G, C

0 1 0 0 0 0
|20 2 0 o, |20 4
1o o 4 1 |o of
20 0 -100 2 20 100
_1000]
[0010'

Marpuust F,, G, nonyuum npsiveiv guddepenuupo-
BanmneM marpun F(q) n G(g) mo mapametpy g

0 0 0 O 0 0
0 000 0 4
F, = , G, =
q 0 04 0 7100
-20 0 0 O 0 0

[IpuBenem maru OMEHKH 4yBCTBUTEIHHOCTH Mako-
PaHTHBIX 1 MHHOPAHTHBIX YACTOTHBIX XapaKTEPUCTHK Ha
OCHOBAaHMHU ajropurma 1.

[Tar 1. {ns 3aqaHHOTO TEKYILETO 3HAYEHUS] YaCTOThI
(® CKOHCTPYHPYEM BEIIECTBEHHO3HAYHOE PEIICHHE ypaB-
Henue CunbBecTpa At ¢ = 0 ¢ TOMOIIBIO COOTHOIICHHUS
(30), koTopoe mpuMeT BU:

T(0) =~ + F2)-lrow{[FG, ©G,],i=1,m}.

BhInoTHIM KOHCTPYHPOBAHIE KPUTEPHATBEHBIX MaTPHUI]
I1, (0) 1 II(®) ¢ nomousto (21).

[ar 2. BeraucnuM CHHTYISIPHBIC Pa3IOKeHHUS KPUTeE-
pHanbHBIX MaTpuil B opme (22).

[ar 3. BeraucanM MaTpuIly cenapaTtHO TyBCTBUTEIb-
HOCTH Tq (o), I/ICHOJ‘IL?,yH npencrasiaeHue (31) u MaTpuIls!
yyBcTBUTEIbHOCTH I1 g/ (o) u qu () ¢ momorsio (23).

ar 4. CKOHCprI/IpyeM Marpuusl S, (m) uS (oa) c
MTOMOIIBI0 COOTHOIICHUH (25).

ar 5. Beraucnum (yHKIUH 9yBCTBUTEIEHOCTH Ma-
JKOPAHTHBIX ¥ MUHOPAaHTHBIX AUX BXOI—BBIXO/I M OTHO-
CUTEJIPHON YaCTOTHOW OMIMOKH ¢ TIOMOIIBIO (26) u (27).

[ar 6. PaccunTaem KOHEYHBIC BapUAIlUN MaKOPaHT-
HBIX U MUHOPAHTHBIX YaCTOTHBIX XapaKTEPUCTHK BXOJ—
BBIXOJT 1 OTHOCHTEIIHLHON 9acTOTHOM omuoOku (28) u (29).

Ha puc. 1 noka3ansl KpuBble (PYHKIIUNA TyBCTBUTEIb-
HocTH M, (@) MaxkopauTHOi (1) n MuHOpaHTHOI (2) AYX
BXOJI-BbIX0Jl. BbIunciieHne QyHKIMNA 4yBCTBUTEIBLHOCTH
BBITIOJIHEHO B JIMAIIa30HE YacTOT (M, XapaKTePU3YIOIIUXCS
Han0oJ1ee CyIeCTBEHHBIMH H3MEHEHHUSIMHU, KOTOPBIE TI03BO-
JIUIIM OOHAPY>KUTH JIBA PE30HAHCHBIX THKA.

Ha puc. 2 npusenensl kpussie M, (®) MaxopaHTHOHI
(1) u M, (©) MIHOpaHTHOH (2) _A‘-IX ®OCC mpu HOMU-
HaJILHOM 3Ha4YeHMH mapaMeTrpa g = 0, a TakKe COOTBET-
CTByIOIIME UM KpHBbIe M), (®, q) MaxopaHTHOI (3) u
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My(®)

3 I .

2

0 L H i : HE ! S it ®
102 107! 10° 10! 10% 10°

Puc. 1. KpuBble GpyHKIMH 9yBCTBUTEIFHOCTH aMILTUTYIHO-
YAaCTOTHBIX XapaKTePUCTUK: [ — uMa)I(OpaHTHOI}'I Mqu/_((o)
1 2 — MHHODAHTHOU M,,, q/_((o)
Fig. 1. Sensitivity function curves: / — majorant Mqu/_((o) and

2 — minorant Mqul_(m) amplitude-frequency characteristics

M, (o, q) MuHOpanTHOH (4) AUX ¢ y4eTOM HX KOHEUHBIX
BapHUalMil, MOPOXKIEHHBIX KOHEUHON Bapuauuei Ag napa-
MeTpa q.

Ha puc. 2 3nakamMu «*» U «°» 0TMEYEHBI MaKOpaHTa
1 MHHOPAHTa YaCTOTHOTO MOKa3aTeysl KoJeOaTeIbHOCTH.

Ha puc. 3 mpuBeneHsl KpuBble: 8,,(®) MaXXOpaHTHOI1
(1) 1 §,,(®) MuUHOpPaHTHOM (2) OTHOCHUTENBHOM YaCTOTHOM
omnOku ®ICC npu HOMUHAIBHOM 3HAYCHUU TTapameTpa
g =0, a TaK)Ke COOTBETCTBYIOIIHE UM KpPHBBIE J,(®, q)
MakopaHTHOH (3) u §,,(w, q) MUHOpPaHTHOII (4) OTHOCHU-

M(w)
3

(1)0’2 107! 10° 10? 10°
Puc. 2. KpuBble aMIUTHTYJHO-9aCTOTHBIX XapaKTEPUCTHK
(HhOTOINIEKTPUIECKOM CICSIICH CHCTEMbI: MaYKOPAHTHOMN

(1) M,,p[(®) 1 MuHOpaHTHOH (2) M,,,(®) IPH HOMUHAIBHOM
3HauUeHUHU MapamMeTpa ¢ = 0; MaKOpaHTHOH (3), MUHOpAHTHOU

(4) mpu mapaMeTpUYECKUX BapHaLUsaX

Fig. 2. Amplitude-frequency response curves for: majorant (/)

MyM((u) and minorant (2) Mym(f)) photoglectric tracki'ng system

at nominal value of parameter ¢ = 0; majorant (3), minorant (4)
at parametric variations

d(m)
3 N

s SN

102 10! 10° 10 107 10°

®

Puc. 3. Kpusbie §,,(®) maxopanTaoi (1) u 3,,() MUHOpaHTHOI
(2) oTHOCHTEIBHON YaCTOTHOI OLIMOKY MTPU HOMHHAJIBHOM
3Ha4eHHHu napameTpa g = 0, MaxopaHTHOH §,(®, q) (3) n
MHHOPAHTHOH §,,(®, q) (4) OTHOCHTEBHON YaCTOTHOM ONIMOKH,
TIOPOYK/ICHHBIX KOHEUHOW Bapuanuei Ag mapamerpa g
Fig. 3. Curves of the majorant §,(w) (/) and minorant §,,(®) (2)
relative frequency error at the nominal value of the parameter
¢ = 0, majorant ,,(w, q) (3) and minorant J,,(®, q) (4) relative
frequency error generated by the finite variation Ag of the
parameter g

TEJIHHON YaCTOTHON OMIMOKH, TOPOXKIEHHBIX KOHEYHOMH
Bapualueil Ag napamerpa q.

Ha puc. 3 3HaKOM «*)» OTMEUCHBI MaKCHMAaIbHOE U MU-
HUMAaJIbHOE 3HAYEHHE OTHOCUTEIHHON YaCTOTHOM OLINOKH,
3HAKOM «°» — Ma)KOpaHTa 1 MUHOPAHTa MOJIOC MPOITyCKa-
HUSI MHOTOMEPHO# CHCTEMBbI Ha 33J]aHHOM ypPOBHE.

q)yHKHI/II/I YYBCTBUTCIIBHOCTH MAXXOpPaHT U MUHOPAHT
YaCTOTHBIX XapaKTCPHUCTUK MO3BOJIAIOT OLICHUTh YyBCTBU-
TEJILHOCTh TAaKUX YaCTOTHBIX IOKa3aTeliell KayecTBa Kak,
HarpuMep, MaXOPAaHThl 1 MUHOPAHTHI ITOKa3arels KoJie-
0aTeIBbHOCTH U TIOJIOC MPOITYCKAHMSI.

3akiarouenune

Pemena 3ajgadya MCCJIC€AOBaHUA YYBCTBUTCIBHOCTHU
OJUTAIICOUHBIX aMINITUTYAHO-YaCTOTHBIX XapaKTCPUCTHUK
MHOTOMEPHBIX JMHAMUYECKUX CUCTEM K BApHAIMSIM Mapa-
METPOB C MMOMOIIBIO TIOCTPOEHHUS HILTUIICOUTHBIX OIIEHOK
YaCTOTHBIX (PYHKIUN YyBCTBUTEIHLHOCTH IO COCTOSIHUIO,
BBIXOJLY U ONIMOKE JTIMHEHHBIX MHOTOMEPHBIX HEMPEPHIBHBIX
CHCTEM C MCIOJIB30BAHUEM CHHTYJISPHOTO PA3IOKEHHS
MAaTpHIl, COCTABICHHBIX M3 (DYHKIIMIA 4acTOTHOMN Tapa-
METPHYECKON TyBCTBUTENBEHOCTH. KOHIIEIHS TTOM0GHS
MO3BOJISIET C €ANHBIX AITOPUTMHYCCKUX TIO3HIHI TOCTPO-
UTh YaCTOTHBIC MEPEIATOUHBIC MATPHIIEI MHOTOMEPHBIX
CHCTEM JIUTsl OJTHOYACTOTHOTO ¥ MHOTOYACTOTHOTO CITYYAacB
BO30Y K/IEHHS] BXOJIOB CHCTEM FraPMOHMYECKUM DK30T€HHBIM
BO3ﬂeﬁCTBHeM Jid peIICeHud 3aJa4u CUHTE3a 4YaCTOTHO-
POOACTHBIX CHCTCM.
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AHHOTANMSA

Bgenenmne. [IpencrasieHs! pe3ynbraTsl HCCIIEIOBAHUS MOP(HOJIOTUH M (POTOKATATNTHYECKOTO PA3JIOKEHNUSI BOJBI TOHKUX
HAaHOIIOPUCTBIX IUICHOK B BHJE (PAKTAIBbHBIX JEHAPHUTOB U3 cepedpa M MelH, a TaKKe UX COeJUHeHUH — Hoanaa u
okcuaa. Meron. HanoropucTsie ciion u3 cepedpa U MeAu CUHTE3UPOBAHBI METOIOM XUMHUYECKOH PeaKIMU 3aMeIeHUs
HA METAIUTHIECKHX MOLTOKKAX. MompoBanie npoBeeHo B mapax ioaa. OKCHIMPOBAHHE BBITONHEHO TyTeM HATpeBa
Ha Bo3ayxe. M3yuenne Mopdonoruu u cocTaBa CHHTE3UPOBAHHBIX CIIOEB OCYIIECTBICHO C TOMOIIBIO CKAHUPYIOIIETO
9JIEKTPOHHOTO MUKpOocKoma. OcHOBHBIE pe3yabTaThl. [lokazaHo, 4To yxke uepe3 2—3 ¢ mocie Havdajla peakiud Ha
TIOJNIOKKAX (POPMHUPYIOTCSI METAJUINIECKHe HAaHOMOPHUCTHIE ciIon TommuHoi 1o 1 MxM. Cion cepebpa cocTosT u3
KPHCTAJUINYECKUX I'eKCaroHaIbHBIX IUIACTHH M MHUKPO- M HAaHOICHJIPUTOB. B cirydae peakiun 3aMeIeHns ¢ COIBIO
MeJIi cpa3y HPOUCXOAHUT (POPMUPOBAHUE CIIOSI, COCTOSIIETO U3 MEIHBIX MUKPOACHIPUTOB. BHyTpeHHMIT KBaHTOBBII
BBIXO/1 (hOTOKATaIM3a BOJBI JUIS CIIOEB C cepeOpOoM M MEJIbI0, a TAKKe CJI0eB METaUI-IIOIyIPOBOJHUK cocTaBmi 0,4—
0,45 %. O6cy:xnenne. [TonydeHHbIe Pe3yIbTaThl MOTYT OBITh MCIIOIB30BAHBI IS CO3aHMs (POTOKATOIOB C OOJIBIION
MOBEPXHOCTHIO ISl (POTOKATATUTHYECKOTO PA3JIOKEHH s BOJIBI C IIENIBIO MOTyYSHHUsI BOAOPOIHOTO TOILIUBA.
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dpakTanbHble MUKPO- Y HAHOLAEHAPUTLI U3 cepebpa, Meam 1 X COEANHEHUIA. ..

Abstract

The results of investigation of morphology and photocatalytic properties of thin films in a form of dendrites of silver
and copper, and their compounds synthesized by the reaction of substitution, are presented. The morphology and the
composition of the synthesized layers were performed by scanning electron microscope. It was shown that already
through 2-3 s after the reaction beginning metal nanoporous layers up to 1 um thick are formed on the substrates. Silver
layers consist of micro-crystalline hexagonal plates and micro- and nano-dendrites. As the duration of the reaction
increases the layers become more compacted, and the minimum of the pores size becomes 20 nm. In the case of the
reaction with the copper salt the formation of copper microdendrites takes place immediately. The internal quantum
yield of photocatalysis of water for silver and copper layers as well as for metal-semiconductor layers is 0.4-0.45 %.
The obtained results can be used for the creation of photocathodes with large surface for photocathalytic water splitting
in order to obtain hydrogen fuel.
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nanoporous layer, silver, copper, morphology, photocatalysis
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BBenenune

dorosnexTpoxuMuueckuit (OIX) karanns sBISETCS
MIPUBJIEKATEIBHBIM [TPOLIECCOM ISl IIPe0Opa3oBaHus U
HaKOIUICHHS COJHEUHOH 3Hepruu. B ocHOBe ogHOTO M3
MeTo/10B JekuT OOX pa3noxkeHUe BOJbI HA BOJOPOI U
KHUCIIOPOJ, UTO SIBISETCS UJI€ANbHBIM IS «3EJICHBIX)» TeX-
Honorwuii [1]. DX pa3noxeHue BOIbI BIICPBBIC OBLIO TPO-
JIEMOHCTPUPOBAHO B 1972 romy npu 0OIydYeHUH THOKCHI
TUTaHa ynbTpaduosneToBeIM u3inyueHueM [2]. C Tex mop
OCHOBHBIMH 33/1a4aMH SBJISIOTCS TIOBBIIIEHUE (P EKTHB-
HOCTH (JOTOKATAIMTHIECKOTO PAa3JIOKEHHS BOJBI, TOBBI-
IIEHHE YCTOHYMBOCTH U JOJITOBEYHOCTH (DOTOIEKTPOIOB
U CHIDKCHHE UX CTOMMOCTH. B mocnennue roasl Obl1 10-
CTUTHYT PSIJ YCTIEXOB ITPH CO3AAHUH MOTYIPOBOTHUKOBBIX
(dortosnexrponos [3—5]. [lepCreKTHBHBIMU HAITPABICHUSIMHI
SIBJISIFOTCS TAKXKE MeTa/uTHueckue Gporoanekrpos [6] u ¢o-
TORJIEKTPOBI THOPHUIHOTO THITA METAJLI-TIONYTPOBOIHHUK U
TIOJTYTIPOBOAHUK-TIONYIPOBOIHHUK [7—15]. B orokaranuza-
TOpax 4acTo UCTIOIb3YIOT CJIOM HAHOKOMIIO3UTOB, COYETA0-
IIMX HAHOYACTHIIBI OJIArOPOHBIX METAILIOB (30J10TO, cepe-
0po) MM Me/U € TTOTYTIPOBOIHUKOBEIMU HAHOYACTUIIAMH,
obnaaronMy (POTOKATATUTHIECKUMH CBOMCTBAMH. [Ipn
TUTa3MOHHOM PE30HAHCE B METAJUTMUECKIX HAHOUACTUIIAX
[16, 17] mpoucXoOuT TOKATBHOE YCUICHUE aMIUIHTY/IBI
0TI TIEKTPOMArHUTHON BOJIHBI BOJIM3M HAHOYACTHUIIBI U
YBEJIIWYCHHUE TMOTIONICHHS. JTO TO3BOJSAET CYIIECTBCHHO
yBEJNUYUTH dPPEKTUBHOCTH (hOTOKATAIN3A MOJTYIIPOBO-
JHUKOBBIX HaHo4YacTuIl. OHAKO TJIa3MOHHBIE PE30HAHCHI
B METAJNINYECKUX HAHOYACTHUIAX CYLIECTBYIOT B OTpa-
HUYEHHOM CIIEKTpajIbHOM HHTEpBajie. MeTaminueckue
HAHOCTPYKTYPbI U HaHOIIOPHUCTHIE METAJLIBI, OJlaroaps
CYIIECTBOBAHUIO B HUX OBEPXHOCTHBIX MJ1a3MOHOB, CIO-
COOHBI JIOKAIM30BaTh IEKTPOMArHUTHOE T10JIe B HAHO-
pa3MepHBIX 00JIACTSIX M MPeoOpPa3OBBIBATH €0 B JIpyrue
(dbopmer sHEpTUN. BO QpaKkTalbHBIX METAIITHYCCKUX Ha-
HOCTPYKTYpPax MOTYT (pOPMHUPOBATHCS «TOPSINE TOUKIY, B
KOTOPBIX HHTEHCUBHOCTH MOJIS 37IEKTPOMArHUTHON BOJTHBI
BO3pacTaeT B Thicaun pa3 [18, 19]. [Ipu 3TOM BO3HHKAIOT
TOpsYMe IEKTPOHBI U ABIPKH, KOTOPbIE y4acTBYIOT B DOX
nporecce. Takue MeTaIMYECKUE HAHOCTPYKTYPhI MOTYT

CaMOCTOSITEIIFHO UIPATh POJHh (POTOAIEKTPONIOB, OO CO-
YeTaTbCs C MOTYIMPOBOIHUKOBEIM (POTOKATATH3IATOPOM
[20]. JocTOMHCTBO METaUIMYECKUX HAHOCTPYKTYp — B
HUX ITOBEPXHOCTHBIC IJIA3MOHBI CYIIECTBYIOT B IIHPOKOM
CHEKTPaIbHOM MHTEPBAJIE, BBIIIC TIA3MEHHOHN JTHHBI BOJI-
HBI MeTaia. HaHomopucThie METalIbl TAK)KEe HAXOAAT
MPUMCHEHHUE B XUMUYCCKHUX U OMOCEHCOPaX JJIsl yCUIICHHSI
pamanoBckoro paccessHust (SERS) [21-23].

CyiectByeT 00JBIIOE KOJIMYSCTBO METOIOB CHHTE3a
METJNINYCCKUX HAHOTIOPUCTHIX CIIOCB: XMMHUYCCKOC U
BaKyyMHOC HAHCCCHHE, IICKTPOHHO-ITyYeBas INTOrpadusi,
nasepHas a0y U T. 1. [24-28]. OqHako OONBIIMHCTBO
9THX METOJIOB SIBIISTFOTCSI MHOTOCTYTICHYATHIMU U TPEOYIOT
CJIOKHOTO W JIOPOTOTO 000PYIOBaHUS. DTO CHIDKACT TpaK-
TUYECKYIO0 3HAYMMOCTh JaHHBIX METOJOB JJISI COTHEUHOU
SHEPTEeTHKU.

Hens HacToOsIIEH pabOTHI — HCCIIEIOBAaHNE BO3MOXK-
HOCTH CHHTE3a MHUKPO- U HaHOIIOPUCTHIX CIIOEB cepedpa,
MEJIU U UX COCAMHCHHU B BUIC (PPAKTAIBHBIX JICHAPUTOB
OJTHOCTYTICHYATHIM METOIOM, HCIIOIb3YIOIIUM PCaKIIUU
3aMelleHH s, a TaKXKe n3yueHrne ux mopgosoruu u ¢horo-
KaTaIUTUYECKUX CBOMCTB nMpuMeHuTeNnbHO K PIX pasno-
JKCHHIO BOJIBL.

MarepuaJjbl M MeTOAbI

B kadecTBe mouIoKeK A1 METAITHYECKIX HAHOTIOPH-
CTBIX CIIOEB HCIOIH30BAHBI MOJTUPOBAHHBIC TUIACTUHBI U3
meau mapku M1 (TOCT 859-20141, 99,9 %, BO3MOXKHEI
npumecu Zn, Ni, P, Fe, As, O, Sn, Bi), a Takxe u3 37ek-
TPOJIUTUIECKOTO Keje3a (Bo3aMoxkHbI mpumecu C, Si, Mn,
S, P). Ilpu aToM cymmapHasi KOHIIEHTpanus IpuMeceil He
oonee 0,1 %. JIoCTOMHCTBO METAITMYECKUX TOJTOKEK —
OHH SIBJIIOTCS €CTECTBCHHOH MPOBOIAIICH OCHOBOW IS
dorosnexrpona. [Toanokku uMeroT pasmepsl 10 x 10 Mm?2
u TommHy 0,5 MM. BeIOop MaTepraioB MOIIOMKEK orpee-
JICH PSIOM XUMUYECKOH aKTUBHOCTH METaJUIoB. IJis CHH-

ITOCT 859-2014 Mensb. Beenen. 01.07.2015. M.: Crannapr-
uadopm, 2015. 5 c.
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A.C. Cupopos, N.A. be3pykos, A.B. HawekuH, H.B. HukoHopos

TC3a MOPUCTBIX CJIOCB U3 cepe6pa n MCH HCITOJIb30BaHbI
CJICAYIOIHNE peaKIIu1 3aMCIICHUA !

Cu +2AgNO; — 2Ag| + Cu(NO3),,
Fe + CuSO4 — Cu] + FeSOy,.

Ilepen mpoBeneHnEM CHUHTE3a MOJIOKKN OBLIH IIPO-
MBITHI B arieToHe. [ljiss CHHTe3a MOPHUCTOTO CJIO0Sl U3 Ce-
pedpa MOUIOKKK U3 Mellu ObLIN MOTPYKEHbI B BOJHBIN
pacTBOp azoTHOKHUcIOro cepedpa (AgNO;, 3,75 Bec.%).
Jlnst cuHTEe3a MOPUCTBIX CIIOEB MEIH TTOJUIONKKH U3 KeJle-
3a OBUIM MOTPYXKEHBI B BOIHBINH pacTBOp cynbdara Meau
(CuSO4-5H,0, 5 Bec.%). Peakiuu nccnenoBansl py KOM-
HaTHOW TemmepaTrype 0e3 rmepeMeInBanns pacTBOPOB.
[TponomKUTENbHOCTD PEaKIMY, KOTOPasi cCOCTaBmIIa OT | ¢
JI0 2 MUH, ¥ KOHIICHTPAIIMN PaCTBOPOB OBLIN OMpEIEIICHbI
Ha OCHOBAaHUHM ITPEABAPUTEIBHBIX SKCIIepUMeHTOB. [Tocme
TIPOBEZICHNS PEAKIMI 00pa3Ibl OBIIN IPOMBITHI UCTUIIIN-
POBAHHOM BOJOW U BBICYIIEHBI.

OreHka yBeJMUYEHUs MO0 TTOBEPXHOCTH MOCIIEe
NPOBE/ICHHSI PEaKIIMHU BIIOJIHEHA C TOMOIIBI0 CKAHUPYIO-
IIET0 AEKTPOoHHOro Mukpockona (COM) JSM 7001 F mo
COM-u3o6paxenusiM. lJiss 3TOro Ha CIUHUIIEC TLIOMIATH
TIO/ICYNTHIBAJIOCH KOJIMYECTBO JICHAPUTOB, UMEIOLINX O/IU-
HaKOBBIE Pa3Mephbl. 3aTeM UX IUIOMIAAN CyMMHPOBAIINCH.

Jist mpoBeieHUsT YaCTUYHOTO HOAMPOBAHUS TTOJTY-
YEeHHBIE ITOPHCTHIE CIION cepedpa M Meay MOMEIIaich B
HaCBHIIIEHHBIE TTapbl HoJa B BO3AYLIHON aTMocepe mpu
KOMHATHO# TemmepaType Ha 1—10 munH. {18 9acTHaHO-
TO OKHCJIEHUSI TIOPUCTBIX CIIOEB MEIH TOUIOKKH C MOPH-
CTBIMH CIIOSIMH MEJH TIOMELIATNCH B IPOTrPaMMHUpPYEMbIe
reun (Nabertherm), Harpetsie 1o Temmeparypst 400 °C Ha
10 muH. OKHCIIEHHE MPOBOAMIOCH B BO3MYIIIHOM atMocde-
pe. Ctpykrypa 1 MOp(OIIOTHs TOPUCTHIX CJIOEB H3yUYeHA C
momoIeo COM, 000pyI0BaHHOTO CUCTEMOI JIIsl pCHTTE-
HoOBcKoro sHeprouciiepcuonnoro (EDX) ananmnza INCA
PentaFETx (Oxford Instruments, England).

Jus mpoBenenust ®OX pa3noxeHust BOIbI 00pa3Ibl
ObUIN TTOMEIIEHBI B SYEHKY, 3alI0JTHEHHYIO BOJHBIM pac-
TBOpoM HUTpaTa Hatpus (1 Bec.%), n ocBemeHsl yepes
OKHO M3 KBapIEBOTO CTEK/Ia. B kauecTBe HCTOUHMKA CBe-
Ta UCIONB30BaH ocBeTuTenb Novacure 2100 ¢ pryTHOH
JIAMTIOW MOIITHOCTHIO 3 BT M CHIEKTpaJIbHBIM HUHTEPBAIOM
naiyuenust 250-500 um. Ha dorokaranuruueckyro sueiky
MOJIaBAIOCh MOCTOsIHHOE HanpspkeHue U = 0,5-5 B uepes
OasmmactHblil pe3uctop 1 kKOM. CpenHsist HOrpenHOCTb 13-
MepeHHi 1 00paboTKH pe3yasraroB paBHa + 0,7 %.

Omnpezennm BHYTPEHHIOK KBAaHTOBYIO 3(h(heKTHBHOCTD
¢dorokaranuza n [29]:

N, Lho

= s
b
Np Pabe

n

e N, — KOIIM4eCTBO (POTOIICKTPOHOB; N, — KOIHYECTBO
NOIIOLICHHBIX (pOTOHOB; [, — HOTOTOK; P\ — MOII0-
IIEHHAs DHEPIHUs; O — YacTOTa M3Iy4YEHHs; e — 3apsl
SIIEKTPOHA.

Pe3y.]1 bTaThbl U 06cymne}me

Ha puc. 1 nokazana Mop¢osiorust MUKpO- 1 HAaHOCTPYK-
Typ M3 cepedpa Ha MOUIOKKE U3 MEIU IPU PA3ITUIHON

MPONOJKUTEIBHOCTH peakuuu. [Ipu manoit nmpomoiku-
TEJIBHOCTH PEaKIMK Ha MOMIOKKE C(HOPMHUPOBAHBI IUIA-
CTHHBI U3 cepedpa pazMepoM MeHee | MKM, MHOTHE U3
KOTOPBIX UMEIOT HenpaBwibHylo Gopmy (puc. 1, a). [lpu
YBEIUUCHUN MPOIOJDKUTEILHOCTH PEakUy pa3Mep Iuia-
CTHH YBEIMYWICS 10 HECKOJbKNX MHKPOMETPOB, U OHH
mproOpeny TekcaroHanbHyto popmy (puc. 1, b). Cpemass
TommuuHa ractuH coctaBuia 100-200 am. Ipu sToM Ha
TPaHsIX CepeOPSHBIX MIACTUH CPOPMHUPOBAHBI MUKPOJICH-
JIpUTHI U3 cepedpa, UTMHA KOTOPhIX JocTruria 3 MkM. [Tpu
HaJ’IBHeﬁHIeM YBCINMYCHUN BPEMCHU pEaKIUU IJIOTHOCTH
MUKPOJACHAPUTOB YBCINYNIACh, a UX JJIMHA OOCTHUITIA
6 MkM (puc. 1, ¢).

[Tpu npOOIKUTENBEHOCTH peakuuu oosee 1 MUH Ipo-
MCXOJUT YIUIOTHEHHE CJI0s, OH IPEBpaIlaeTcst B 0JJHO-
POAHBIN HAaHOMIOPHUCTHIH CII0H cepedpa ¢ pazMepoM Top
50-100 uwm (puc. 1, d).

EDX-xapra wactu COM-u3o00pakeHus (puc. 2) mos-
TBEPIKACT MOSBICHNE CEPEOPSIHBIX HAHOCTPYKTYpP Ha MEJI-
HOM MOII0XKKE.

HccnenoBanne yBelnueHHs MU0 HAHOTIOPHUCTOTO
CJIOSI OTHOCUTEIIBHO IIJIOMIA N MOAJIOKEK BBIOIHEHO Ha
ocHoBaHuU 00paboTkn COM-u300paxenus. B pesynbrare
yBeJIMYeHne cocTaBmio: 5,6:103 pa3 s mopdosoruu Ha
puc. 1, a; 12,4-103 pa3 mas puc. 1, b; 42,4-103 pa3s mis
puc. 1, c. OTmMernmM, 4TO B NMPUBEIEHHBIX OIICHKAaX YyBe-
JIMYEHUS He YUYTEH BKJIAJ] B IUIOIIA/b «HAHOUIID) JUIMHON
MeHee 50 HM.

Ha puc. 3 nokazano COM-n3o0paxeHne MeIHOTO
CJIOSl Ha TOJUIOXKKE M3 jKese3a. BuiHo, 4To MeqHbIe MU-
KPOJICHJIPUTHI PACTYT HETIOCPEICTBEHHO HA TIOBEPXHOCTH
JKEIEe3HON MOI0KKH. [TpennonoKuTenbHo, 3TO MOXKET
OBITh CBSI3aHO C PA3JIMUUEM BAJICHTHOTO COCTOSTHUS MEJH
cepeOpa B pacTBOpE: MOHBI ME/IM HAXOMATCS B IBYXBAJICHT-
HoM coctosiauu (Cu?™), a HoHBI cepebpa B O[HOBAJIEHTHOM
(Ag"). MenHble MUKPO/ICHIPUTHI 3aITIOJTHSIOT TOBEPXHOCTh
TIOJJIOMKKH C BBICOKOU TIOTHOCTHIO (pUC. 3, a). YBenuueHue
TUIOIA/IM HAaHOIIOPHCTOTO CJIOSI OTHOCHUTENILHO TIIOMIA M
TIO/ITIO’KKH, ITOJy4YEHHOE HAa OCHOBaHMH 00padboTkn COM-
usobpaxenuii (puc. 3), cocrapiuser 58,2103 pas.

PaccMoTpuM cTpyKTYpYy ¥ MOP(]OIOTHIO HA TIpUMe-
pe MexHOTO MUKpoaeHapurta. W3 puc. 3, b BugHO, 4TO
MHUKPOJEHAPUT COCTOUT U3 «CTBOJIA», JUTMHA KOTOPOTO
JOCTHUTAET 3 MKM, OT KOTOPOTO OTAEJIEHBI «BETBW» JAITHHOMN
300-800 aM. Ha «BeTBsIX» pacIioiOKeHbI «UTIIbD. JmruHa
«urmy» gocturaet 200 HM, a UX TONIIMHA JISKUT B TIpeenax
15-20 um. Ha «urmax» pacronoKeHbl «UIIIbD» MEHBIIETO
pasMepa («HaHOUTIIbI»): NIUHON 20—25 HM U TOJNIIUHOMN
10-15 um (puc. 3, ¢).

MexaHn3Mbl (HOPMUPOBAHUS M pOCTa PPAKTAIBHOTO
aHcaMOJI1s1 HaHOYACTHI B (hOpMeE JICHJPUTA CYIIECTBEHHO
3aBUCAT OT METO/Ia M yCIIOBHH ero cuHTe3a. /i onmcanus
9THX TPOIECCOB, KaK MPABUIIO, UCTIONB3YIOT arperauoH-
HBIE Mozienn HaHodacthna—kiactep [30]. Hanbonee gacto
B KaUECTBE MEXAHM3MOB aCCOIMAINH UCTIONb3YIOT OTPaHH-
YeHHYTIO TUQQy3uei arperanuio 1 0aUTICTHYECKYTO arpe-
ranuro. B HacTosmeit padbore B poriecce HOpMUPOBAHUS
1 pocTa GpaKkTAILHOTO MUKPOJICHIPUTA HCIIOIb30BAHBI
00a MexaHn3Ma.

B pesynbrare flogupoBaHus WM OKHUCIEHUST MOp(ho-
JIOTHSl MEUKPOJICHPUTOB coxpaHuiiack. [locne Wonnpo-
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Puc. 1. Mopdornorust HOpHCTOro ciios U3 cepedpa (a—c) ¥ B MONIEPEUHOM ceueHHN () Ha TIOITIOKKE U3 MEJTH.

TIponomxurensHocTh peakiuu: 1 ¢ (a); 4 ¢ (b); 10 ¢ (¢); 2 muH (d)

Fig. 1. Morphology of a porous layer of silver (a—c) and in cross section () on a copper substrate.
Reaction duration: 1 s (a); 4 s (b); 10 s (¢); 2 min (d)

BaHMS CJIIOM MUKPOJCHAPHUTOB U3 cepedpa M MeIu CTalH
CBETJIO-JKENTHIMU. [lociie OKMCIeHUs CIIOW MHKDPOJIEH-
JPUTOB U3 MEIH W3MEHHJIN OKPAaCKy OT KPacHO-KOpHUYHe-
BOI 710 4epHOH. DTO yKa3bIBaeT Ha 00Pa30BaHUSI OKCHIA

Puc. 2. EDX-kapra yactu COM-u3zo006paxenus. Cepedbpo —
roiy0oii 1BeT, Me/ib — KOPUYHEBbIH 1BET. [IpOI0IIKUTEIBHOCTD
peaxuu 4 ¢

Fig. 2. EDX map of a part of SEM-image. Silver — blue color,
copper — brown color. The duration of reaction is 4 s

menu, 6mmskoro no cocraBy k CuO. Ha puc. 4 nokaszano
CDOM-m300pakeHre MUKPOICHIPUTOB U3 Hommma cepedpa.
IIpomomKHUTeN-HOCTS HOAUPOBAHUS paBHA 5 MUH. 3aMETHO,
YTO B PE3YNIbTATEe HOIUPOBAHUS MPOU3OILIO YBEIUUECHUE
TOJILMHBI «BETBEU» U «UIID» MUKPOJAEHAPUTOB. [Iprunnoit
9TOTO SIBJISIETCS MEHBIIIAs TNIOTHOCTD Honaa cepedpa, 1mo
cpaBHeHuUIo ¢ cepedbpom!.

[Tpu nomeniennn Gorokarosa U3 HAHOIIOPUCTOTO cepe-
Opa wim Menu B (POTOKATATUTHYECKYIO STUSHKY M IToj1ade
CBETOBOTO ITOTOKA Ha ()OTOKATO]I, B IIEIH BO3HUKAET (hOTO-
TOK, YTO yKa3bIBaeT Ha nosiBieHue ®IX peakuuu.

3aBUCHMOCTH BHYTpPEHHEH KBAaHTOBOW >(deKTHBHO-
CTH OT HalpsDKEeHUS Ha (POTOKATATUTUICCKON sTUeiKe s
(hoTokaronoB u3 cepebpa M MeAM TOKA3aHBI Ha PHC. 5, .
Bunno, uro mpu HanpsbkeHnu MeHee | B xBaHTOBas (-
(hexTHBHOCTD cl1ab0 3aBUCHT OT Marepualia (HOTOKaTO/A.
IIpu yBenuueHUU HaNPSKEHUs MPOMCXOAUT POCT KBaH-
TOBOM 3 pexTnBHOCTH, a Tpu U > 3,8 B — HacklleHue.
MaxcumanbHasi KBaHTOBast 3pGEeKTHBHOCTB Y (OTOKATO/IA
u3 cepedpa cocrauia 0,45 %, kotopast OOJbIIC 3HAYCHUS
it poroxarona n3 meau. [IpuunHO# 3TOrO MOXKET OBITH
TO, YTO IUIA3MEHHast AJIMHA BOJHBI cepedpa paBHa 390 HM,
a meau — 550 mMm [16, 17]. U mosTOMYy OBEpXHOCTHEIS
MJIa3MOHBI B cepeOpe Bo30ykaatoTest B Oojee MUpOKOM

I Big Chemical Encyclopedia. chempedia. info. 12.06.2022.
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Puc. 3. MopdoItorust MopHCTOTo CIIOSt MEITU Ha MOJUTOKKE U3 Kkele3a. [IpoqomKkuTelbHOCTh peakiuu 4 ¢

Fig. 3. Morphology of copper porous layer on iron substrate. Duration of reaction is 4 s

Puc. 4. Mopdonorus nopucToro cios u3 oauaa cepedpa Ha
HOJUTOKKE M3 Me/TH. [TPOIOJDKUTEIBHOCTD PEAKIIUIA: 3aMEIIeHHS
4 ¢, ioqMpOBaHUA 5 MHUH

Fig. 4. Morphology of silver iodine porous layer on copper
substrate. The duration of reaction is 4 s. The duration of
iodizing is 5 min
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Hanpsoxenue, B

CIIEKTPAIbHOM MHTEpBaJe, TAC MPOUCXOIUT JIOKATBHOE
YCHJICHHUE TIOJIS DJIEKTPOMArHUTHON BOJHBI U TOSIBICHHE
«TOPSTYUX TOUEK».

3aBUCHMOCTH KBaHTOBOM 3P (EKTUBHOCTH OT HaIpsike-
HUS HA (DOTOKATAITNTUYECKON STYEHKe [Tl MUKPOJICH/IPUTOB
METaJLI-TIOTYIIPOBOAHUK ITOCIIE YAaCTUYHOTO HOANPOBAHUS
WJIN OKHUCIICHMSI METaJlla MoKa3aHbl Ha puc. 5, b. Buano,
YTO yBEJIMUCHNE HANPSDKEHUS MPUBOAUT K yBEITUUECHUIO
KBaHTOBOU »¢¢ekruBHOCTH. [Ipn U > 3 B mns fionuna
cepebpa u Hoanaa MeI MPOUCXOANT HACBHIIICHNE 3aBUCH-
MocTeil. MakcnManbHas KBaHTOBasI 3PPEKTUBHOCTD IS
fommuma cepedpa cocrapmuser 0,42 %. Jlns okcuna Mean B
PaccMOTPEHHOM JHana3oHe HanpsDKEHUI HACHIICHUS HE
MIPOUCXOTUT.

DddexTuBHOCTS (POTOKATATM3A MATCPUATAMH, TTOITY-
YEHHBIMH HOBBIM METOJIOM, COIIOCTaBUMa C IPYTUMH MaTe-
pHaramu, ONMCaHHBIMU B paborax [7—15]. B To e Bpewms,
UCIIOJIb30BaHHBIA METOJ CHHTE3a 3HAYUTEJILHO JICIICBIIC
JIPYTHX, U TTO3BOJISIET CO3/1aBaTh (POTOKATO/IBI HA OOJIBIION
TUTOIIA/IH.

W3BecTHO, uTO CcymiecTByeT 1Ba THIA (oTodhdeKTa:
00BeMHBIN U MOBepXHOCTHRIHA [31]. s mepBoro Tuma
JJIEKTPOH MOTIOMaeT (POTOH U MEPEXOAUT B «TOPSTICE»
cocrosiHue B 00bemMe MeTtajiia. OIHaKo, KOraa OH ABIIKETCS

=
~
T

Db dextruBHOCTD, %
=
[
T

Hanpsoxenue, B

Puc. 5. 3aBucHUMOCTH BHYTpPEHHEH KBaHTOBOH d(PEKTHBHOCTH OT HANPSDKEHUSI Ha (POTOKATATUTHIECKOI sSTUeHKe ISl MaTepHaoB:
MHKPOJICHAPUTOB MesH (kpuBasi /) u cepebpa (kpuBast 2) (a); MoIyInpoBOIHUKOB Hoanaa cepedpa (kpusas /), foauaa mean
(xpuBas 2) u okcuaa meau (kpusas 3) (b)

Fig. 5. Dependence of internal quantum efficiency vs. voltage in photocatalytic cell. Material of microdendrites: / — Cu,

2 — Ag (a). Dependence of internal quantum efficiency vs. voltage in photocatalytic cell. Material of semiconductors: / — Agl,
2—Cul, 3—CuO (b)
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13 o0beMa MeTaiia K TpaHuIle pasjena Cpel, OH TepseT
4acTh SHEPrUU 3a CUET CTOJIKHOBEHHI ¢ TepMalu30BaH-
HBIMH 3JIeKTpOHaMHU. [[JIs1 BTOPOTO THIIA 3JIEKTPOH IOIJIO-
I1aeT 3Hepruio (JOTOHA Ha TPAHHMIIE pa3zielia cpell, U 'y HETro
€CTh BO3MOXXHOCTb BBIUTH M3 MeTajuia 6e3 moTepb SHEp-
T'UH. DJIEKTPOH MOCIE BBIXOAA M3 METAIUIA B 3JICKTPOJIUT
crocoOeH BOCCTaHABIMBATh MOHBI BoJopoaa. OueBHIHO,
4TO 151 (POTOKATaNN3a MPEACTABIIET HHTEPEC UMEHHO
MMOBEPXHOCTHBIN (oTod(h(exT. B cirydgae GppaxTambHBIX
METAITMYECKUX MUKPOJCHIPUTOB C Pa3BUTON MOBEPXHO-
CTBIO OBEPXHOCTHBIN (hoTOA(PDEKT 03BOJISIET YBENUYNTD
s dexTuBHOCTH (hoTOKaTaNM3a. briarogaps mpuiiokeHHOMY
K (hOTOKATATUTUIECKOI sSTUCiKe HAPSHKEHUIO TTPOUCXOANT
MHKEKLUS AJIEKTPOHOB B METaJL1. DTO MO3BOJISIET BOCCTA-
HOBHTB €TI0 MIEKTPOHEUTPATIBHOCTb.

Kak BugHO U3 puc. 3, Ha MOBEPXHOCTH MHUKPOJICH-
JPUTOB TIPUCYTCTBYIOT «HAHOWIJIBD), TOJIINHA KOTOPBIX
coctanisieT 10—15 um. Ilpu npunoxeHuH 3J1€KTPUUYECKO-
TO TIOJISA, COTTIACHO 3JIEKTPOCTATHIECKON TeopuH, BOIH-
3M TAKUX METAUTMYECKUX «HAHOWII» HANPSKECHHOCTH
EKTPUYECKOTO MO MOXKET JIOCTUTATh JECATKOB-COTEH
kB/cwm [32]. B Takux ycnoBHAX U3 OCTPHS «HUID» BOSHHUKA-
€T aBTOJIEKTPOHHAsI SMUCCHSA [32]. DMHUCCHS 37IEKTPOHOB
MOYKET BO3HHKATh KaK MPH MTPUIOKESHUH K ()OTOKATAIUTH-
YEeCKOH s4elike MOCTOSHHOIO HaNpsKEHUs, Tak U 3a CUeT
UIEKTPUUECKON COCTABIIAIOIECH MOJIs 3JEKTPOMArHUTHON
BoJIHBL. TakuM 00pas3om, B cilydyae METaJUINYECKUX MU-
KpO- M HAaHO/ICH/IPUTOB aBTORJICKTPOHHAS SMHCCHSI MOXKET
BHOCHUTb BKJIa]] B IpoLiecc (hoToKarannsa.

PaccMoTprM BO3MOKHBIH BKJIAJ] HAarpeBa eKTPOINTa
B TIpouecchl (poTokaranusza. HanomopucTeie MeTamminye-
CKHE CJIOM MOIVIOMIAIOT MPAKTHYECKH BCIO SHEPTHIO Majia-
tfomtero n3nydenus. Ilornomennas sHeprus, B KOHEUHOM
cueTe, MPeBpaIaeTcs B TeII0. DTO MPUBOANT K IMOSIBIIE-
HUIO HArPETOro CJIOS AJIEKTPOJINTA BOJIIM3H HAHOIOPUCTOTO
cios metamia. Kpome Toro, B «ropsiaux TOYKax» M3-3a
CYIIECTBEHHOTO YBEIUYECHHUS UHTEHCUBHOCTHU 3JIEKTPO-
MarHUTHOM BOJIHBI POMCXOANT JIOKAJIbHBIH HArpeB dJIeK-
TponuTa B HaHOMacuITabax. B ciydae aBTrosnexTpoHHON
SMHCCHHU Yepe3 «HAHOUTITY» MPOTEKACT dIEKTPUICCKUI
TOK BBICOKOH IUIOTHOCTH, YTO COIPOBOXKAACTCS HArPEBOM
ocTpust «urbD». [1o 3T0# NpuYMHE aBTO3IMHCCHOHHBIC
KaTOJ(bl M3TOTABINBAIOT U3 MATEPUAIIOB C BHICOKOW TEM-
TepaTypoii TIaBICHNA, HAIIPIMeEp, U3 Boabppama. B pe-
3yJbTaTe MPOUCXOANT JOKAIBHBIN HArpeB 2JIEKTPOIUTA B
HaHOMacIITabax, YTO0 MOXKET MPUBOJUTH K JIOKAJTbHOMY
YCUJICHHIO KaBUTAIMK U 00PAa30BaHUIO MUKPO- U HAaHOIY-
3BIPBKOB Ta3a. YenbHast AJIEKTPOIIPOBOAHOCTD pa30aBiIeH-
HBIX IEKTPOJIUTOB PACTET C POCTOM TeMIeparypsl. Takum
00pa3om, HarpeB IEKTPOIUTA BOIN3U (POTOKATO/IA TAKIKE
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MOXKET yBEIMUUBATH YPPEKTUBHOCTD Pa3JIOKEHUS BOJIBI.
B cnyuae cTpykTyp MeTalI-IOJyIPOBOAHUK MPOUCXO-
JT aHaJOrMYHbIE pouecchl. M3BecTHO, UTO raoreHu/st
cepebpa M MeaH, a TaKXKe OKCHJBI MEIN CaMH 1o cebde
o0manmarT GoToKaTaTuTHIECKIME cBoicTBamu [10—-13].
OnHaKo NMpH MHXKEKIMH IEKTPOHOB U3 MeTaula (hOoTOKa-
TaJIMTUYECKass aKTUBHOCTh MaTEPHANIOB YBEJINYUBAETCS
U PACIIMPAETCS CHEKTPaNbHBIA JTHANAa30H IPOSBICHUS
AKTUBHOCTH.

IIpu npoBeneHnN HOAUPOBAHUS UM OKUCIICHUS MU-
KPOJICHPUTOB U3 cepedpa U MeIi Ha rPaHMIEe METaILI-TI0-
JYNPOBOJHUK (POPMHUPYETCS TOHKHI NMPOMEKYTOUHBIN
CJIOW C MOHM)XEHHBIM COJIEpP)KaHHEM Hoaa/Kuciopoaa.
XapaKTepUCTUKHU 3TOTO CJIOS CYIECTBEHHO OTJIMYAIOT-
Csl OT XapaKTePUCTUK COOTBETCTBYIOIIETO MeTajlla U Io-
IynpoBogHuKa. Hanuume 3T0ro cios MOXKET OKa3bIBaTh
CYIIECTBEHHOE BIMSIHNE HAa BHYTPEHHIOIO KBAaHTOBYIO 3(-
(exTHBHOCTB (hOTOKATANIN3A CTPYKTYP METAIUI-TIONYIIPO-
BoqHHK. Hamame 6appepa [IoTTKM 1 KBaHTOBOI SIMBI Ha
TpaHMIe METAII-TIOIYIPOBOJIHUK MOXKET CYIECTBEHHO
yBeTH4IHMBaTh 3PPEeKTUBHOCTH (hoTokaramm3a [8, 9]. OgHako
JUTS ONIPEACTICHUS XapaKTePUCTHK MPOMEXYTOYHOTO CIIOS
B CTPYKTypax MeTaJuI-TIOIyIPOBOIHUK B ONMMCAHHBIX CITy-
qasix He0OXOUMO MPOBEICHUE JOMOJHUTEIHHOIO UK
SKCIEPUMEHTOB.

3akiaouenne

DKCIEepUMEHTHI MO0Ka3alli, YTO MUKPO- U HAaHOIIOPH-
CTBIC CJIOH M3 cepedpa M MEIM C BHICOKOH IIOTHOCTBIO MOP
MOT'YT OBITh CHHTE€3UPOBAHBI C MCIIOJIb30BAHUEM PEAKIIUi
3aMernieHus. Ha HauanpHON cTaguy cUHTE3a cepeOpsiHbIX
cil0oeB 00pa3yroTcs cepedpsiHble KPUCTAIIMYECKHE TI1a-
CTHHBI FeKcaroHasbHoi opmsl. [Ipu nponomkenun peax-
M Ha HUX (DOPMUPYIOTCS cepeOpsIHbIE MUKPOICHIPUTHI.
B ciydae MeJHBIX CII0€B MUKPOCH IPUTHI BOZHUKAIOT Cpa-
3y. [Ipu yBeIM4eHU! JUIUTEIHHOCTH PEAKIIUU IPOUCXOIUT
YILUIOTHEHHE HAHOTIOPUCTHIX CII0eB. MomxupoBaHie CHHTe-
3MPOBAHHBIX HAHOTIOPUCTHIX METAITUYECKHUX CIIOEB MO3BO-
JSIET cO3/1aBarTh THOPH/IHBIE HAHOCTPYKTYPhI METAIUI-TIO-
JYIPOBOJHUK. MeTajindeckue CloU, a TaKkKe CIOU
METaJI-TIOTYIPOBOIHKK 00J1a1af0T (DOTOKATATUTHICCKAMHE
cBoiicTBamMu. BHyTpeHHs1s1 kBaHTOBast 3 HEKTUBHOCTD (o-
tokaranu3a cocraBuia 0,4—0,45 %. JIOCTOMHCTBOM OITH-
CaHHOTO METO/Ia CHHTE3a HAaHOIIOPUCTBIX CIIOEB SIBIISCTCS
TO, OH MIPOUCXOUT C UCIOJIb30BAHHEM OJHOCTYIIEHYATON
peaxinu, OTHOCUTEIHHO HEJOPOTHX PEaKTHBOB U HE Tpe-
Oyet ciiokHOTO 0O0opymoBanus. [lomydeHa BO3MOKHOCTh
CO3/IaHUSI HAHOTIOPHUCTBIX CIIOEB HA MOJJIOKKAX OONBIIOH
TUTOIIA/TH.
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Abstract

Organic thin film transistors (OTFTs) are significant for several reasons because their design processes are less
complicated than those of conventional silicon technology which requires complex photolithographic patterning
techniques and high-temperature and high-vacuum deposition processes. The more complex procedures used in
traditional Si technology can be replaced by low-temperature deposition and solution processing. OTFTs based on the
single-layer dielectric medium are poor in reducing the leakage current among the source and drain channel due to the
incompatible resistance of dielectric medium. The paper presents a model of a tri-layer dielectric medium based on
the organic semiconductor pentacene. In this tri-layer OTFT, three different dielectric mediums are used, such as SiO,,
POM-H (PolyOxyMethylene-Homopolymer) and PEI-EP (PolyEthylenelmine—-Epoxy resin), for reducing the leakage
current and enhancing the mobility among the source and drain channel. The parameter values, such as drain current /g,
threshold voltage V; and mobility for the designed tri-layer dielectric OTFT, are evaluated and compared with the single
layer and bi-layer OTFT models. Thus, the attained mobility, drain current and threshold voltage for the proposed OTFT
model are 0.0215 cm?/(V's), —4.44 mA for —10 V gate and —2.5 V drain voltage (V) and threshold value 0.2445 V
(V,) for gate voltage —10 V (V;). These attained parameter values are greater than the single- and bi-layer dielectric
OTFT models. Thus, the mathematical modeling of the designed tri-layer dielectric OTFT model enhances the electrical
characteristics of the other OTFT models.

Keywords
OTFT, SiO,, PEI-EP, POM-H, mobility, threshold voltage
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AHHOTaNMA

OprannyecKkre TOHKOIUICHOYHbIE ToJieBble TpaH3ucTopsl (Organic thin film transistors, OTFTs) mmpoko HCHOMB3YIOTCS
110 HECKOJIBKUM HpHuuHaM. [Iporiecchl nX MpOeKTHPOBAaHMS MEHEE CIIOXKHBI, YeM NPH TPaJUIHNOHHON KpeMHHEBOH
TEXHOJIOTUH, KoTopasi TpedyeT 0coOble MeTObI (POTOTUTOTpadUIECKOT0 (OPMHUPOBAHUS PUCYHKA M MPOIECCOB
BBICOKOTEMIIEPAaTYPHOTO M BHICOKOBaKYyMHOTO ocaxxaeHui. Hanbomee TpygoemMkue mporeypsl, HCIIOIb3yeMbIe B
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TPaJNIIMOHHON KPEMHHEBOIT TEXHOIOT UK, MOTYT OBITh 3aMEHEHBI HU3KOTEMIIEPAaTypPHBIM OCAKACHHEM U 00paboTKON
Ha TBepblil pactBop. OTFT Ha 0OCHOBE OHOCIIONHOM JMAIEKTPUUECKON CPeibl HMEIOT OOJIBIION TOK yTEUKH MEXITY
HCTOKOM U CTOKOM H3-32 HECOBMECTUMOCTH COMPOTUBIIEHHH IUAIEKTPHUIECKOi cpesibl. B paborte npencrapieHa Moziens
TPEXCIOMHON AUAIEKTPUUECKON Cpeibl HA OCHOBE OPraHUYECKOro MOJIYNPOBOJHUKA MEHTalleHa. B TpexcioiiHoM
OTFT ucnons3oBansl Tpu andnekTpudeckne cpenst: SiO,, POM-H (monmnoxcumernnen-romononnmep) u PEI-EP
(TTONMMA THIICHNMHH-3TIOKCHU/THAS CMOJIa) JUISl CHIDKCHHUS! TOKA YTEUKH U yBETHUYCHUS MOABIKHOCTH MEXKTy MCTOKOM
M CTOKOM. BEINonHeHa olleHKa U CpaBHEHHE 3HAUYEHMH IapaMeTPOB: TOKA CTOKA /g, TOPOTrOBOro HaNpsuKeHus V, n
TIOZIBIDKHOCTH [ JUIs pa3paboTanHoro TpexcioiHoro audiekrpudeckoro OTFT ¢ ofHO- 1 ABYXCIOHHBIMU MOZEISIMH.
IMonydenusle 3Ha4eHUs napamMeTpoB it padpadoranHoit mogenu OTFT npu nanpsikenun 3arBopa Vg =—-10 B
cocraBuin: Iy =—4,44 MA; p=0,0215 cm?/(B-c) (aust Hanpskenns croka Vpg=-2,5 B) u V,=0,2445 B. [lony4uenubie
3HAYEHHs MapaMeTPOB OKA3aJIUCh OOJbIIE, YeM B OFHO- M ABYXCIOHHBIX AudnekTpudeckux mopemsix OTFT. Takum
00pa3oM, MaTeMaTHIeCcKoe MOICTMPOBAHNE Pa3pabOTaHHON TPEXCIOHHOM CTPYKTYpPhI TPOAEMOHCTPHPOBAIIO YTy IIEHHE
ANIEKTPUIECKUX XapaKTePUCTHUK 110 cpaBHeHHIO ¢ apyrumu Tunamu OTFT.

KunoueBble cioBa
OTFT, SiO,, PEI-EP, POM-H, noaBmxHOCTb, IOPOTOBOE HATIPSKCHHE
Ccpuika aist uutuposanus: [lanran /1., Sinas P. Maremarnueckoe MoaenupoBanue Tpexcioitnoro aumnekrpuka OTFT

Ha OCHOBE IIEHTAI[EHOBOTO MOIYIPOBOAHKKA [UIS YITyUIISHHUS 2TeKTPHUECKNX XapakTepucTuk // HayuHo-Texanaeckuit
BECTHHK MH()OPMAIMOHHBIX TEXHOJIOTHH, MexaHuKH 1 onTukd. 2023. T. 23, Ne 3. C. 473-482 (na auru. s3.). doi:

10.17586/2226-1494-2023-23-3-473-482

Introduction

Organic thin film transistors (OTFTs) are currently
developing an increase in attention due to the low-
temperature technique and affordable manufacture.
Consequently, their ability for a variety of applications
is growing, including large-area flexible electronics
and affordable electronic components [1]. Their useful
applications include flexible screens, RF identification
tags, sensors, electronic paper, etc. Furthermore, the natural
flexibility of OTFT with all-polymer architectures enables
the development of flexible integrated circuits [2]. Organic
and polymer microelectronic device fabrication methods
include thermal evaporation, printing, spin coating, and
lithography [3]. A number of printing processes, such
as Ink-Jet Printing (IJP), screen printing, micro contact
printing, are quite interesting. The IJP approach has
been receiving more attention among these printing
technologies because of the polymer devices produced
based on the benefits of straightforward fabrication
processes, compatibility with many substrates, low
temperature processing and affordability [4]. A Metal Oxide
Semiconductor Field-Effect Transistor (MOSFET) and
OTFT have similar operating principles.

However, the channel formation is different and
operates in a voltage-controlled current source by applying
a voltage between the gate and the source (V) [5]. At
this point, the charge carrier accumulation process begins
at the semiconductor and insulator interface helps for
the generation of current as well as the flow of current
when a voltage between the drain and the source (V) is
applied [6]. OTFT is combined using the gate dielectric
and an organic semiconductor layer with electrodes that
consist of source, gate and drain [7]. The arrangement of
the gate dielectric can be either upward or downward that
determines the structure of the OTFT. Hence, the organic
semiconductor layer source and drain contacts are referred
to as Top Gate (TG) and Bottom Gate (BG) based on their
location and contact structures [8]. Complex integrated
circuits based on OTFTs need to be characterized and
modeled in advance for efficient design.

Many mathematical models of the OTFTs have
been created in recent years. They mostly utilize models
of conventional Metal Oxide Semiconductor (MOS)
transistors that have been slightly changed by the addition
of suitable experimental factors [9]. The created model
need to exhibit strong efficiency in circuit simulations
and sufficient accuracy in device simulations. In reality,
the design must consider the material specifications
and the physical foundations of the device structure.
However, innovation is still in its early stages and a
variety of parameters including materials and structure
that can change the established model by upgrading
[10]. Therefore, it’s crucial to take a hands-on approach
to make the model update easier. Implicit equations are
included in the model because of the physical treatment
with surface potential variables. Model convergence in
circuit simulations will rarely be affected by this technique.
Hence, The OTFT model should be derived based on the
explicit equations to prevent this divergence [11]. In this
paper, the parameters of the OTFT, such as capacitor
factor, mobility and threshold voltage, are mathematically
modeled based on the different combinations of dielectric
layer, such as SiO,, PolyOxyMethylene-Homopolymer
(POM-H) and PolyEthylenelmine—Epoxy resin (PEI-EP),
to analyze the performance of the OTFT using F4CuPc
semiconductor material. The derived parameters of the
OTET device for three different dielectric layers are used
for finding the electrical characteristics. These electrical
characteristics for each combinations of dielectric layer
are derived and compared. As a result, the tri-layer
dielectric OTFT will have better electrical properties than
the existing OTFT. Major contributions of the designed
model are:

— Mathematical modeling of tri-layer OTFT is derived for
enhancing the electrical properties of the OTFT.

— Organic semiconductor pentacene, or F;,CuPc, is used
to examine the effectiveness of the developed tri-layer
dielectric OTFT.

— Insulating or dielectric medium including PEI-EP,
POM-H and SiO, is used for enhancing the electrical
conductivity between the source and drain.
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— Parameters of the tri-layer OTFT, such as capacitor
factor, mobility and threshold voltage, are
mathematically determined.

Literature Review

Numerous techniques are introduced for enhancing
the electrical conductivity between the source and drain
channels which have been developed by using single-, bi-
and tri-layer dielectric medium. The majority of current
methods are studied and some of them are reviewed below
Borthakur and Sarma [12] had designed OTFT based on
top contact pentacene with bi-layer source drain electrode.
The dielectric medium used in this model are N, N*'-Bis
(3-methyl phenyl) — N, N*'-diphenyl benzidine with TPD/
Au bi-layer source-drain (S-D) electrodes. This bi-layer
electrode shows better performance than the single-layer
S-D electrode OTFT devices. The field-effect mobility,
“on—off” ratio, threshold voltage and the subthreshold
voltage, are attained from the designed model with TPD/
Au bi-layer source-drain electrode.

Cortes-Ordonez et al., [11] had developed an analytical
and compact model of gate capacitance in OTFT. This
modeling aims to validate compact capacitance of OTFTs at
the accumulation from the depletion region by considering
the frequency response. This OTFT is designed based on
the Unified Model parameter Extraction Method (UMEM)
to calculate the parameter values of the designed model.
The effect associated with the density of localized states is
included in the gate capacitance. Furthermore, experimental
derivation of the gate capacitance and the presentation of
this model forecast with a high accuracy.

Li et al., [13] had performed a mobility model based
on temperature and contact resistance in organic thin-film
transistors. A mobility model for OTFT is developed by
taking into account contact and temperature resistance
based on the device physics. The mobility model with
hopping mechanism can explain that temperature and
gate bias are dependent on the surface potential. It is also
taken into account to determine the proper mobility when
calculating the contact resistance. A DC compact model
is designed for resisting the interface and temperature in
the model at the range of —190 °C to 22 °C. The several
comparisons among developed model and experimental
data or numerical iteration provide strong evidence for the
mobility and current models validity.

Cortes-Ordonez et al., [14] had performed extraction of
parameter from [-V and C-V characteristics by modeling
OTFTs with the temperature range of —123 °C to 77 °C.
Analyses of the obtained parameters based on temperature
dependency are performed. At various temperatures, an
OTFT-adapted unified model and parameter extraction
techniques are employed for finding the performance of the
model. The experimental I-V characteristics in the linear
and saturation regimes as well as the C-V characteristics
at various frequencies are compared in order to validate
this model.

Leise et al., [15] had developed an approach for the
calculation of charges and capacitances in staggered
OTFTs. The charges are produced in an analytical and
concise manner using an existing DC model. To distribute

charges among the drain and source sides of the channel, a
linear charge partitioning system is used. The only factors
that affect the final equation are the drain and source end
charge densities of the channels with geometrical features.
The capacitances are compared with the results of the
Centaurus Technology Computer-Aided Design (TCAD)
simulation and measurement data using the compact model
which is implemented in Verilog A. This model has the
advantage of having a singular formulation that accounts
for all operational regimes.

Numerous dielectric polymers with single-, bi-, and
tri-layers are used from the above-reviewed method to
improve electrical performance. In existing techniques, the
mathematical modeling of single-layer dielectric medium
is used for OTFT to conduct the electric current from the
source to drain electrode. In those OTFT, the mobility of
the charge carriers of the OTFT is poor. Therefore, the
tri-layer OTFT is mathematically created to improve the
electrical performance of the OTFT and the mobility of
charge carriers.

Proposed Methodology

In OTFT, the flow of current among the source and
drain channel is produced by an inorganic dielectric such as
silicone dioxide which is employed as a dielectric polymer.
Using the inorganic dielectric layers, there are advantages
as well as disadvantages in the OTFT. The advantages of
the inorganic dielectric are addressing the scaling issues and
reducing the leakage current in the short channel OTFTs,
and the disadvantages are reduction in mobility with an
increase in dielectric constant and high-surface energy
that reduces the mobility further. Hence, the addition of
organic dielectric layers to the inorganic dielectric will
enhance the mobility and reduce the leakage current in the
short channels. In this mathematical model, the tri-layer
dielectric medium enhances electrical conductivity of the
source and drain channel. The interior structure of the tri-
layer OTFT is illustrated in Fig. 1.

The variables in the tri-layer OTFT are Thickness of
the semiconductor (7)), Thickness of tri-layer dielectric
medium (7gc), Source capacitance of oxide material
(Coy.s), Capacitive resistance for source (R g), Gate
Resistance (R;), Gate to Source capacitance (Cgq), Gate
to Drain capacitance (Cgp), Source to Drain Resistance
(Rgp), Drain capacitance of oxide material n (Cpy, ) and

Tox R

b e ey o
Cas + Cap

éOVD
T()SC - SD —
—

R — R
] Gate g

COV,S

Si/Substrate

Fig. 1. Interior structure of the tri-layer OTFT (see below for
notation definitions)
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Capacitive resistance for Drain (R p). In this model, the
n-type heavily doped silicon wafer is used as a substrate.
The gate dielectric, such as SiO,, POM-H and PEI-EP, are
used for controlling the flow of current at the source to
drain channel. For evaluating the electric characteristics
of the OTFT, an organic semiconductor such as F;,CuPc
and pentacene is used. Finally, the copper is used as the
source and drain metal electrode. The parameters extracted
from the mathematical modeling are Device threshold
voltage (V,), capacitive insulation (Cj,q;, Cir and Ciye3)
and Mobility (p) for three dielectric medium are evaluated.

Mathematical modeling of OTFT for extracting the
parameters

In this model, the work done is based on deriving
the mathematical equations for single-, bi- and tri-layer
dielectric medium based OTFT model to extract the
electrical parameters of the OTFT. Bottom gate-top contact
is the fundamental architecture of a transistor where the
length is situated among the drain and source contacts.
OTFT is simply a drift mechanism like the existing
Complementary Metal Oxide Semiconductor technology
where the linear and subthreshold regimes are controlled by
using a single equation. The derived equation for the OTFT
is based on the Variable Range Hopping (VRH) model. For
unipolar charge carrier (electrons) the channel conductivity
from equation is defined as

o = epn(y), (1

where n(y) is the electron concentration in the channel,  is
the electron mobility defined as the charge velocity divided
by the electric field. In the following equation, the mobility
of electron is determined as

nw="VIE.

Two powerful experiments are used to define the
material charge mobility. The first is Time of Flight (TOF)
where mobile charges are generated by photonic excitation.
The charges are accelerated by external electric field (£).
The mobility can be measured by the time (A?), it takes the
charges to move through a path of distance (L). Mobility
of electrons at first TOF is determined using the following
equation

L

HtoF = ANE

Current density across the channel according to Ohm
law is determined using the equation

J,=oE,. )

Substituting the equation (1) in (2) and integrating will
give us the total channel current

inﬁwﬂzm%m@M@h (3)

z

The channel charge per unit area is defined in equation

Och :—;en(wdy. @)

Substituting equation (3) in (4), the following equation
and determines the total channel current.

Ix == uEchh£ dz

Ix == “‘EchhVV’

)

where W is the channel width accepted by integration over
z axis and E, = d—x The channel charge O, per unit area
X

is assumed to be constant across, and it is accumulated
across the channel after flat band has achieved, which is
determined at equation.

Qch = 7Cins( VG - Vx - q)ms o Vins(FB))s (6)
where V; is the gate to source potential, V. is the potential
in the channel at a point x and the C; is insulator capacitor
per unit area. The insulator capacitor per unit is determined
using the following equation
o €08ins
T

where €, and g;,; are the permittivity of free space and

relative insulator permittivity and ¢, is the insulator
layer thickness. Fig. 2 shows the metal, insulator and
semiconductor energy levels before physical contact.
Electron affinity of insulator (ex;), Electron affinity
of semiconductor (ex,), Insulator gap energy (£g;),
semiconductor gap energy (Eg,), Fermi level for
semiconductor (Ef,), Fermi level for insulator (Ef;),
Potential difference between the intrinsic Fermi level
and the doped Fermi level (e®f), Metal work function
(e®d,,), Fermi level for metal (£,,). When metal, insulator
and semiconductor materials are jointed together to
form MIS capacitor, an equilibrium state occurs by
Fermi level alignment between the metal work function
and the semiconductor Fermi level (a short between the
semiconductor bulk and the metal contact may be needed
to promote this equilibrium). This equilibrium and the

o
* A

ed,,

— lins

Semiconductor

—> '

Metal

Insulator

Fig. 2. Metal, insulator and semiconductor energy levels before
physical contact
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associated charging cause the HOMO and LUMO levels
to bend near the interface between the semiconductor and
the insulator. In addition, it causes a shift in the vacuum
levels of the metal and the semiconductor. The existence
of nonzero potential between the gate material and the
semiconductor cause net charge to appear on both sides
of the insulator. The metal-semiconductor work function
difference @, is derived from equation

S

&
2q

(Dms = (I)m - (Xs + - (DF)’
where @ is the metal work function, y, is the
semiconductor electron affinity, E,, is the semiconductor
gap energy, ¢ is charge, and @ is the potential difference
between the intrinsic Fermi level and the doped Fermi
level. In the case of non-degenerate semiconductors, it is
defined by using the following equation:
Ny
(I)F = thn;,

where V, is the thermal voltage, N, is the donor doping
concentration, and #, is the intrinsic carrier concentration.
The contact potential effect (the different energy levels of
the metal and semiconductor) is not the only one that causes
net concentration of charges. A “parasitic” charge may exist
in the insulator and influence the charge concentration in
the MIS device.

If the “trapped” charge is defined as QO and if
we assume it is concentrated close to the insulator
semiconductor interface (as appear in Fig. 3), then the
induced potential drop across the insulator is defined by
using the equation.

L0
s Cins.
In this equation, the MIS capacitor is in equilibrium

without external potential that can sum the energy levels
using the equation

_q)ms = (DSO - VinsO' (7)

If a gate voltage V; is applied, then the potential drop
across the insulator and the surface potential changes as per
the following equation

VG = AVinsO + A(psO = (Vins - VinsO) + ((Ds - (DSO)' (8)

Vig LUMO
B, e
A y — o
- HOMO
lins —yf l—
Metal Semiconductor ~ Metal Semiconductor
Insulator Insulator

Fig. 3. Flat band conditions after applying external potential
Vg

By inserting equation (7) into (8), the gate voltage V;
will be converted to the following equation
VG = Vins + q)s + (I)ITIS'
Flat band conditions exist when no charge is present in
the semiconductor and the semiconductor energy bands are
flat. In this condition, the surface potential equals to zero
and the charge density on the gate metal should cancel the
parasitic charge existing in the insulator as defined by the
following equation

QSS+ szo'

Therefore, in flat band condition the gate potential is
derived as equation

SS

Vo (FB) =1V,

1ns+(Dms: to

ms*
Cins

Hence, the flat band condition results in the threshold
voltage in the form of the following equation

Oss
Cins

Vt = + cI>ms = (Dms + Vins(FB)' (9)
Substituting the equation (9) in (6), we get the charge
per unit as the following equation

Qch = 7Cins( VG - Vx - Vt)' (10)

dv,
Substituting the equation (10) in (5) with £, = d_ , We
X

apply electric field among the drain and source contact.
Then, the following equation defines the total channel
current:

L= u— = Cin(Vg = Vo= V. (11)
Integrating (11) over the channel length L and the drain
source potential Vg, the following set of equations is

derived:

L Vo d g
.[[x = .[ ”d_);cins(VG - Vx - Vt) w,
0 Ve
L Vp
.[)dex = I}[ HWCins( VG - Vx - Vt)de’
N
L v,

D
[x.[ dx = HWCins .[ (VG - Vx - Vt)de’
0 VS
w_ '
L= p—Ciy .[ Vo=V, =V)dV..
L Vg
Here, Vpg=Vp—Vgand I, = Ipg, and then

w Vs
Ipsjin = Hzcins[VG —VilVps— > (12)
Equation (12) can be used as long as |Vpg <|Vg;— V).
This region is called the linear region. However, when
drain-source voltage increases above this limit, section of
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the channel (near the drain electrode) will move to depletion
state cancelling charge accumulation at this zone. By
increasing the drain-source voltage, the channel depletion
zone enlarges. This bottleneck section limits the channel
current by increasing the channel resistance associated
with increasing the channel depletion that is affected by
the drain-source voltage. In turn, this dependence causes
the channel current to get into saturation region. For this
case, integration of the boundaries is used, and the result
looks like equation:

Legy VeV
[ Ipsdy="| WuCi(Vg—V,—V)dv(y),
0 0

where L g is the effective channel length and V; — V, is the
voltage boundaries inside L. For long channel transistor
(L >> d in lateral transistors) the depletion section is small
compared to channel length (L — Ly << L). So L can be
written as L. Integration of the equation results in

V2 VaVy
IpsL = uWCins| [V = VIV - ?] =
0
w V- V)
:“Zcins V- VillVe— Vz]*T (13)

w 2
Ipssat= HZCins Vo=V~

Equation (13) can be used as long as |Vpg > |V — V.
This region is defined as the saturation region.

L
n= (V—V)((SZ)VG). Here, L and W are the length and

width of the channel, St and V' are the thickness of the
semiconductor and gate voltage, respectively. In this
model, three different layers of insulator are used, such as
Si0,, POM-H and PEI-EP, for enhancing the conductivity
of current from source to drain channel by varying the
gate and rain voltage. The following two equations are an
illustration of the linear drain current for tri-layer OTFT.

€0€pOM-H
+

Ips jin = W—

w [ €0€si0,
+
L

E0EPEL-EP ]
X

Isio, fpom-H IpEL EP

2
VDS

*[Vg— Vt]VDS_T’

€0€poM-H N €0EPEI-EP

IDS,Sat I L

w [8085102
+
2L

][Vc - VA

Isio, fpoM-H IpELEP
where £g;0,, €pom-n> Eppr_gp are the relative permittivity
of the insulators, such as silicone dioxide, POM-H and
PEI-EP, tSi02> tPOM*H’ tPEI*EP lS the th.ickness 'Of the
insulators. The current “on—off” ratio is derived by dividing
the maximum drain current to the minimum drain current
with the same drain voltage. The description of different
parameters used in the designed model for evaluating are
illustrated in the Table 1 (parameters /g;o,, /pom-t> IPEI-EP
correspond to 7, in Fig 2 & 3).

Model Parameter Extraction

Electrical characteristics of tri-layer OTFT, such as
capacitive insulation, threshold voltage and mobility, are
derived using mathematical modeling on Matlab R2020b
software with the system configurations of Intel i5-3450S
processor at the speed of 2.80 GHz based on 64-bit
operating system and 8.0 GB Memory (RAM). In this
mathematical model, three dielectric layers, such as SiO,,
POM-H, PEI-EP, are used for improving the electrical
conductivity of the transistor. POM-H is the perfect
material for components that are meant to replace metal. It
provides great stiffness and strength with low friction and
high wear resistance. It has a broad operating temperature
range (—40 °C to 120 °C) with good stability. Additionally,
it mixes well with metals and other polymers that provide
great dimensional stability in high precision moulding.
Likewise, the third dielectric medium PEI-EP can possess
high initial decomposition temperature up to 340 °C. By
using these POM-H and PEI-EP layer, the leakage current
from the channel will be reduced and this improves the
mobility of the free electrons in the channel.

Table 1. Description for the parameters used and derived for the tri-layer OTFT

Parameters Description Values

L hannel Channel Length, cm 0.02

W channel Channel Width, cm 1

Tox Thickness of the semiconductor, nm 40

Ve Gate to source Voltage, V —20 to —80
Vps Drain to source Voltage, V —2.5to 10
€ Permittivity of the vacuum space, F/m 8.854-10-12
£sio, Relative permittivity of silicone dioxide 3.9
£pOM-_H Relative permittivity of POM-H 3.8
EPELEP Relative permittivity of PEI-EP 3.8
Isio, Thickness of the silicone dioxide insulator, pm 0.3
POM_H Thickness of the POM-H insulator, um 0.8
IPELEP Thickness of the PEI-EP insulator, pm 0.3
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I-V characteristics for single-, bi- and tri-layer
dielectric medium OTFT

OTEFTs are tri-terminal, unipolar, voltage-controlled,
high input impedance devices which are used as an
integral part for vast variety of electronic circuits. The
OTFT devices will be in ‘off” state with a minimum
current flow between source and drain electrodes when the
gate voltage is not applied. If the gate voltage is applied,
the electrons or holes can be induced at semiconductor/
dielectric interface that increases the source drain current
(‘on’ state). OTFTs are mainly designed using a single
dielectric medium for reducing the leakage current and
enhancing the current flow at the source-drain channel.
Though the single-layer dielectric medium (such as SiO,)
is good in reducing leakage current, the temperature
resistance is still a major drawback in the OTFT. Thus, a
tri-layer OTFT mathematical model has been derived using
organic dielectric medium for enhancing the temperature
resistance of the device. Fig. 4 shows the [-V characteristics
for single-layer dielectric medium OTFT.

Fig. 4 illustrates the I-V characteristics for three
different layer OTFT models. The V,, (V) refers to Vg
that represents gate to source voltage which is kept
constant for drain current characteristics of MOSFET. In
this mathematical model, the gate voltage has been varied

a
0
<
£
S 40
=
[0}
£
=
U -
g —— V=20
& —— V=40
80 —— V=60
—— V=80
~10 0

Drain Voltage Vps, V

for attaining different drain current characteristics of the
designed tri-layer OTFT model. I-V characteristic of the
OTFT is determined by making the gate voltage (V)
constant and varying the drain voltage (V) to attain the
drain current (/g) of the OTFT. The single-layer OTFT
consists of Si0, as a dielectric medium, bi-layer consists of
SiO, and PEI-EP as dielectric medium and tri-layer consists
of SiO,, PEI-EP and POM-H as a dielectric medium. The
insulation of the substrate current will be high for the
designed tri-layer OTFT due to the three insulation layer,
which reduces the leakage current at the source to drain
channel.

Table 2 illustrates the attained values of the drain
current characteristics for the three different OTFT models.
These values of the /¢ (mA) are almost similar to the
Ipg (mA) of single- and bi-layer dielectric medium OTFT
model but the resistance of the tri-layer dielectric medium
has enhanced the values of the designed tri-layer OTFT
than the other OTFT models.

The threshold voltage is abbreviated as 7, which is
the least gate-to-source voltage (V;) required to provide a
conducting route between the source and drain terminals. It
is a critical scaling factor for maintaining power efficiency.
In this evaluation, the threshold voltage of the three
different layer OTFT model are demonstrated at Fig. 5.
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Fig. 4. 1-V characteristics for single-layer (a), bi-layer (b) and tri-layer (c¢) dielectric media
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Table 2. 1-V characteristics for single-, bi- and tri-layer dielectric medium OTFT models, V

Drain voltage (V)
Gate voltage (V;) Single-layer Bi-layer Tri-layer
-2.5 =5 =15 -2.5 =5 =15 -2.5 =5 =15
-20 -3.33 -12.91 —28.75 —3.54 —-13.33 —29.37 —4.44 -15.13 -32.07
—40 -3.64 —-13.54 —29.69 -3.96 -14.17 —-30.63 —5.76 -17.77 -36.03
—60 -3.91 —14.08 -30.50 —4.37 —-15.00 —31.88 —7.08 —20.41 —40.00
-80 —4.18 -14.61 -31.29 —4.79 -15.84 -33.14 -8.40 -23.06 —43.96
a b c
0 0
> > | > -0.1
Ny N Ny
g ) %
g1 E g
S S-0.2 =
) = i)
2 2 202
£ : g
= E =
—0.3
-8 4 -8 —4 0 -8 4 0
Gate Voltage Vg, V Gate Voltage Vg, V Gate Voltage Vg, V
Fig. 5. Threshold voltages for single-layer (@), bi-layer (b) and tri-layer (c) dielectric media of OTFT
Table 3. Threshold voltage vs. gate voltage for different layer structures of dielectric medium OTFT, V
Parameter Single-layer Bi-layer Tri-layer
Gate voltage (V) -2.5 =5 -7.5 2.5 =5 -7.5 -2.5 =5 -7.5
Threshold voltage (7,) —-0.51 -1.03 -1.6 —0.14 —0.19 -0.25 -0.12 —0.16 —0.207

Table 3 illustrates the attained threshold voltage of three
different layers OTFT for different gate voltage. Threshold
voltage for minimum gate voltage is similar for three
different types of OTFT but the maximum gate voltage
differs a lot for the different type of OTFTs. The threshold
voltage for the tri-layer dielectric medium OTFT model
consist of low voltages, lower than single- and bi-layer
dielectric medium OTFT model, which results in quick
conduction of current among the source and drain channel.

Effective mobility of the single-, bi- and tri-layer OTFT
for different pentacene thickness are illustrated at Fig. 6.
The OTFT is activated by biasing the gate which begins

collecting carriers among the source and drain channels.
This attraction is normal to the carrier flow that attracts
channel carriers to the semiconductor-oxide interface where
they can scatter off the interface. This additional scattering
mechanism reduces the mobility of the carriers crossing
the channel. Hence, a tri-layer dielectric OTFT has been
designed to enhance the mobility of the carrier between the
conduction channels.

Table 4 illustrates the effective mobility of three
different layer OTFT model for different pentacene
thickness. Thus, the evaluation of the effective mobility for
three different layer OTFT model shows that the designed

R a b c
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Fig. 6. Effective mobility for single-layer (@), bi-layer (b) and tri-layer (c) OTFT
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Table 4. Effective mobility vs. pentacene thickness for different layer structures

Parameter name Single-layer Bi-layer Tri-layer
Pentacene thickness, nm 10 20 30 10 20 30 10 20 30
Effective mobility, cm?/(V-s) 0.002 0.004 0.006 0.003 0.006 0.009 0.005 0.010 0.016

tri-layer dielectric OTFT based on SiO,, POM-H and PEI-
EP model performs better than the other OTFT model.

Conclusion

Mathematical modelling of tri-layer OTFT has been
implemented and compared with the existing OTFT based
on different layers of dielectric medium. The proposed tri-
layer OTFT model designed in this research work is based
on the three dielectric medium, such as SiO,, POM-H
and PE-EP. For evaluating the I-V characteristics of the
designed tri-layer OTFT, the pentacene semiconductor is
used in this designed model. The evaluated parameters
of the designed model are drain current (mA), threshold
voltage (V) and mobility (n). The attained /g (mA) from
single-, bi- and tri-layer dielectric medium OTFT model
for —20 V gate voltage and —2.5 V drain voltage are —3.33,
—3.54 and —4.44. Then, the threshold voltage of the single-,
bi- and tri-layer OTFT of 10 V (V;) are —2.072, —0.3023
and —0.2445. Likewise, the mobility of the three OTFT
model for 40 nm pentacene are 0.0092, 0.0125 and 0.0215.
Thus, the evaluation of the drain current (mA), mobility (i)
and threshold voltage (V) of three different layer dielectric
medium OTFT model shows that the performance of the
designed tri-layer dielectric medium OTFT model is greater
than the other OTFT models. In future, the generated
mathematical model will be simulated using computerised
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AHHOTaNMS

Beenenue. VccnenoBanbl HHPPaKpacHbIE CIEKTPbI TOHKUX IIJIEHOK cMecH anokena yriepona (CO,) u Boasl (H,0),
TTOJYYEeHHBIX METOIOM OCaKAEHUs U3 mapoBoil (asbl, B nuamazone temmepatyp 11-180 K. ITo pesynsraram anammsa
CTIEKTPOB M3y4eHO 00pa3oBaHMe THAPATOB M KiaarpartoB. Mertoa. s nccaenoBanus 00pa3yIoONHXCsl TOHKAX TICHOK
TIPUMEHEHBI MEeTO/IbI HH(PAKPACHON CHEKTPOCKOIHH, MACC-CIIEKTPOCKOIINH U ONITHIECKOro aHanm3a. MudpakpacHas
cnexTpockonus ¢ npeodpazosanueM Dypre (Fourier transform infrared, FTIR) mo3Bonmna upenTHdGUINpOBaTH
MOJIEKYJISIDHBIH COCTaB M CTPYKTYPHOE COCTOSIHHE MOJICKYJISIPHBIX cMeceld. Macc-CeKTPOCKOMHS U aHaIH3
uHTep(EPEeHIIMOHHON KapTHHBI IIPUMEHEHBI JJIsl JOTOJIHUTEIBHOTO MOATBEPKACHUST 00pa30BaHuUs ONpPeeIeHHBIX
ctpyktyp cmecu CO, n H,O. OcnoBHBbIe pe3yabTaTthl. [lokasano, uro B cmecu CO, n H,O nponcxomur odpazoBanne
THPATHBIX ¥ Ta30BO-THPATHBIX CTPYKTYp CO,. O6pa3oBaHHbIE THAPATHBIE COETUHEHNUS yIePKUBAIOT MoseKynbl CO,
B CBOMX CTPYKTypax M HE MO3BOJSIOT eMy CyOIMMHPOBATh MPH TeMmrmepaType cyonumanuu cBoboguoro CO, (93 K)
npu gasnennn P = 0,5 mxTopp. [Ipn s3ToM TemmepaTypa cyOnuManuy CBI3aHHBIX B THAPATHBIE CTPYKTYPBI MOJEKYI
CO, nexwur B unrepsaine 147-150 K. s BerdOpannoro coorHomenus konnentpamuit CO, (25 %) u H,O (75 %)
MIOKa3aHo, YTO N3MEHEHHUE B CIIEKTPaX M Pe3yJIbTaThl MacC-CIEKTPOCKOIINH CBUJIETEILCTBYIOT O HETIOIHOH TH/Ipaan3aliiy
cmecu. Yactb Monekyn CO, ocrarorcst B CBOOOIHOM COCTOSHUU M CyOIMMHpYIOT TIpH Ooliee HU3KOH Temreparype.
IloaTBepskieHo, 4TO yBEeINYEHNE MTOKA3aTeNs MPETOMIEHHUs NpH yMeHblleHny KoHuenTpanuu H,O B cmecn ot 100 %
10 25 % CcBUAETEIBLCTBYET 00 yBEIMYCHHN MeHee IUIOTHBIX 00pa30BaHUil B CpaBHEHHH C aMOP(HBIMH CTPYKTYpaMu
kounencaroB CO, u H,O. Oo6cy:xnaenue. ITomyyennbie pe3ynsraTel pacIIMPSIOT 3HAHUS O MPOIEccax KIaTPaTHOTO
u ruapatHoro obpazosanuii B cmecax CO, u H,O, o ¢pu3nuecknx xapakTepucTUKaX MX CTPOEHUS U M3MEHEHHH
XapaKTepHCTHK B 3aBHCHMOCTH OT criocoda obpa3oBanus. MccnenoBanue MpeacTaBIsieT HHTEPeC I COBPEMEHHON
(M3UKN KOHAEGHCHPOBAHHOTO COCTOSHHS.

Kurouesbie ciioBa
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ViccnepoBaHme rugpaToB Anokcuaa yrnepoaa B TOHKMX nneHkax metogom FTIR-cnekTpockonun...

Abstract

The IR spectra of thin films of a mixture of carbon dioxide and water were obtained using the physical vapor deposition
method. They were researched in the temperature range of 11-180 K. Based on the results of the research; the formation
of hydrates and clathrates was investigated. Several methods were used in the course of this research. These methods are
mass spectroscopy, IR spectroscopy, and optical analysis of the thin films formed. Not only the molecular composition
but also the state of the structure of molecular mixtures can be determined via Fourier transform infrared spectroscopy
(FTIR). Additional data were needed to confirm the emergence of certain structures of carbon dioxide and water mixtures.
The mass spectroscopy method and interference pattern analysis were utilized to obtain that data. Hydrate and gas
hydrate structures of CO, do form in the mixture of carbon dioxide and water. This was confirmed in the course of the
experiments. The CO, molecules are contained in their structures by the hydrate compounds formed, which prevents CO,
from sublimating at the sublimation temperature of free CO, (93 K) under the pressure of P=0.5 pTorr. Meanwhile, the
sublimation temperature of CO, molecules bound in hydrate structures becomes equal to 147-150 K. The ratio of CO,
and H,O concentrations was chosen to be 25 % and 75 %, respectively. For this ratio, the changes in the spectra and the
results obtained via mass spectroscopy indicate incomplete hydration of the mixture. Still, some CO, molecules remain
free and sublimate at a lower temperature. It was found that the concurrent increase in the refractive index and decrease
in the concentration of H,O from 100 % to 25 % indicate the growth of the formations that are less dense compared with
the amorphous structures of CO, and H,O condensates. The results obtained in the course of this research broaden the
knowledge of the processes of clathrate and hydrate formation in mixtures of CO, and H,O, the physical characteristics

of their structures, and the changes in their characteristics depending on the way they are formed.
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BBenenune

3axBaT ¥ XpaHeHUe MoJIeKyIl okcuaa yrepona (CO,)
SIBJISIETCSL OIHOW M3 HauOoJiee MEePCIeKTUBHBIX CTPaTerni
1o 60pb0e ¢ TII00ATBHBIM MMOTEMICHUEM, YTIPOXKAIOIIUM
9Kosoruyeckoit karactpodoii [ 1-3]. M3BectHO, 4TO MOITE-
kyibl CO,, 3aneraromue Ha nryoune csoime 400 MeTpoB
ozt Bozo#t (H,0O), M3MEHSIOT CBOIO CTPYKTYPY M 00pasyroT
Ta30BBIN THAPAT, KOTOPHIH ONOKHPYET ero ncmapeHue Ha
nosepxHocTs H,O u B arMocdepy, 4To, B CBOIO OUEpEb,
MO3BOJIsIET M30ekaTh 00pa30BaHMs TTAPHUKOBBIX T'a30B.
JlanHasi KOHIICTIIIMS JIETJIa B OCHOBY OJTHOTO M3 KJTFOUYEBBIX
¢daxropos cHmxeHus BeiopocoB CO, [4]. Kpome sTorO,
ra3orujipaTHeie 00pa3oBaHUs COAEPIKAT OONBLIOE KOJIU-
YECTBO OTHOCUTEJIBHO YNCTOW DHEPTHH B CPABHEHHU C
JPYTHUMHU TPAJNIHOHHBIMU UCTOYHUKAMHU YTIJIEBOJOPOJIOB
[5]. B Hayunbix paboTax, MOCBSIIEHHBIX Py MEPEIOBBIX
TEXHOJIOTHI JOOBIYM TOJIE3HBIX UCKOTIAeMBIX [6, 7], omrca-
HO, YTO M3 TA30BbIX THPATOB TAKXKE MOXKET OBITh ITOITy4eH
MIPUPOIHBIN ra3. Takke BaXHO 3HATH YCJIOBUS, IPH KOTO-
poix Mosekynsl CO, CITOCOOHBI CO371aBaTh U OCTaBaThHCS B
CTPYKTypax Ta30BbIX THIPATOB.

l'azoBbBIe THAPATH MPENCTABISIOT COOON COeqUHE-
Hust, oOpazoBaHHble Monekyiaamu H,O, cBI3aHHBIMH BO-
JIOPOJIHOM CBSI3bI0 B C(hepruecKyro Gpopmy, KOTOpas cTa-
Ounusupyercs 3a cueT Moaekyinsl-rocts (NO,, Ar, CO,).
Moutekyna-rocTb BO BpeMsi CTAOMIM3ALUK «3aITUPACTCS»
BHYyTpHU pemerku H,O u XpaHUTCs BHYTpU HEe HPOAOI-
YKHUTEIIBHOE BPEMsl, OKa IIEJIOCTHOCTh BOAOPOAHON CBSI3U
He Oyner HapymieHa [8]. YHukanbpHO# (uszndeckoi oco-
OEHHOCTBHIO I'a30BBIX TH/PATOB SIBIISIETCS TOCTEBast N30Mpa-
TeIbHOCTH [9, 10], KoTOpast UMeeT 0co0yI0 BaXKHOCTD MPH
CO3/IaHNH TEXHOJIOTUH OT/EICHUS U XPAaHEHHS ONpe/IeIICH-
HBIX ra30B. MOXHO CKa3aTh, YTO yJIaBIMBAHHUE MOJIEKYI
CO, nnu MOOBIX IPYTHX FOCTEBBIX MOJIEKYI MOKET JIETKO
JIOCTHTaThCs JTaKe B CMEIIAHHBIX ra3ax. ['a30Bble rUIpaThl

TaKOKe MOKA3bIBAIOT OYEHb XOPOILHE TIOKA3aTeNI XPaHCHNUS
rasa B co3aHHOl cTpykrype [11-13].

Konnenmus xpanenus monekyn CO, B Tak Ha3bIBa€MOI
THJPAaTHOW TepMeTH3anuu Obula MpeasiokeHa B padore
[14]. TTozxe mauubIit 3¢ dexT 0BT MompodHEe OMHCaH B
pabote [15], a ero mpumenenne B [16—18], rae onmcana
BO3MOXXHOCTb U TEXHUYECKas OCYIIECTBUMOCTD 10 XpaHe-
HUto Monekyn CO, ¢ UCTIONb30BaHUEM Ta30BO-THAPATHOTO
3axBaTa.

Psin pabot, n3yvaromux ra3oBblie THAPAThl, HAPABICH
Ha Oosiee (yHIaMEHTaJIbHBIC UCCIIEI0BAaHUS, HAIpUMED
Ha UCCJIeIOBAHUs: CKOPOCTH 00pa3oBaHUs I'UAPATHOM
cTpykTypsI [19, 20]; xnarparHoro (ra3oBo-THIpaTHOrO)
pasaeneHust Ha OCHOBE TEXHOJIOTUH YJIaBJINBAHUS B MH-
TErpupPOBAaHHOM KOMOWHHPOBAHHOM IIHMKJIE Ta3n(pUKalnu
yraepoxaa [21, 24]; BIusSHUN TeMOepaTypsl U JaBICHUS
Ha 00pa30BaHMS Ta30BEIX THAPATOB [25]. V3yueHwue mose-
JIEHUsI M1 0COOCHHOCTEN 00pa30BaHUs THAPATHBIX U Ta30-
BO-TUAPATHBIX CTPYKTYP HE MPEKPAIAETCs ¥ 1O ceil AeHb,
SIBJISISICH OJTHUM U3 aKTyaJIbHBIX HANpPaBJICHUH B 00JacTH
9KOJIOTHH M DHEPTETUKH [26—29].

Hacrosiias pabora BKito4aeT B ce0st MCCIIeI0BaHUE
nporecca 00pa3oBaHusl, a TAKIKE HCCIIEIOBAHHE OCHOBHBIX
CHEKTPaJIbHBIX XapaKTePUCTUK TOHKUX IUICHOK U razo-
BO-TUAPATHBIX CTPYKTYp Mosekys CO,, MOTy4eHHBIX MPH
TIOMOIIIM METO/Ia OCAXK/ICHUS U3 ra30Boi (pazel. OCHOBHBIC
MHCTPYMEHTBI, C TIOMOIIBIO KOTOPHIX BBIIOJIHEH aHAIU3 T10-
JMy4eHHBIX 00pa3moB: nHppakpacHas (MK) crekrpockomms
¢ mpeobpazoBanmem Pypre (Fourier transform infrared,
FTIR-cnekrpockonus) cpexnero MK nmamazona (400—
4200 cm 1), a Taxxe macc-criekrpockonusi. Beioop FTIR
00yCIJIOBJICH HECKOJIBKUMHU (haKTOpaMH: JaHHBIA METO]| HC-
TOJIB3YETCsl MCCIISIOBATEISIMU M XOPOLIIO 3apEKOMEH 10BaI
ce0st BO MHOTHX OTpacisiX HayKH, B TOM YHCIIE ITPU HCCIIe-
JIOBAaHUU TOHKMX IJICHOK M KpHOKOHJeHcaToB [30-32]; B
cpenaem VK nuanasone MOXHO 3aMETHTh OOJIBIIYIO YacTh
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CHEKTpanbHbIX MHKOB [33-35]. Macc-CeKTpoCcKonus Kak
METO/]] B HACTOsALIEH paboTe MpUMEHsIeTCsl JUIsl BepuQHKa-
LU JTaHHBIX.

MeToxojorust

ToHkHMEe TNJIEHKH HCCIEAyEeMbIX COEJUHEHUMN
CO, + H,O nomyuyeHsl METOIOM KPHOBAKYYMHOH KOHZIEH-
caluy U3 ra3oBoi (a3sl (METO (PU3NIECKOTO OCAKACHHS
u3 mapoBoii ¢assl, PVD [36]). BemmonHeHO ocaxaeHue
mpu 7= 11 K Ha crienuanbsHyt0, ITOKPHITYIO 307I0TOM, TIO/I-
JIO’KKY TIOJTyaBTOMAaTHYECKON YCTaHOBKH KPHOBAKYYMHOTO
cnekrpodoromerpa (puc. 1). Meroa ocakaeHus U3 ra3o-
BOIi (hasbl sIBJISIETCSI OJHUM U3 HauOosee dPPEeKTHBHBIX
CIOCOOOB IMOJTYYSHHUsI TOHKUX IIJICHOK KPUOKOH/ICHCATOB B
XOpOUIO KOHTPOJIMPYEMBIX CTPYKTYpPHO-(a30BBIX COCTOSI-
Husx [37-39]. OH Takke MUPOKO NPUMEHSETCs B HCCe-
JIOBaHMSX (PU3UUECKUX CBOICTB COCIMHEHUH MPU HU3KHUX
U CBEpXHU3KHX TeMmeparypax [39-43].

lNazoananusarop Extorr XT100 («Extorr Inc.», CILIA)
TIpezcTaBiIsIeT co00W KBaJPyNONbHBIH aHAIN3ATOP OCTa-
TOYHBIX I'a30B M UMEET B COCTABE BCTPOCHHBIN B MOIOKKY
9IEMEHT HarpeBaHws1, TO3BOJISFOIINN KOITMYECTBEHHO OTIpeie-
JSITh KOMIIOHEHTBI TIPH MX CyOnuManu. Jlnamna3oH remnepa-
TYp, IIPU KOTOPOM IPOU3BOAMUIOCH CHATHE 3HAYCHUMN CIIeK-

Puc. 1. 3D-Mozenb SKCIIepUMEHTaIbHON YCTaHOBKU
KPHOBaKyyMHOTO criekrpodoromerpa.

| — BakyyMHast Kamepa; 2 — BakyyMmHbIit Hacoc Turbo-V-301;

3 — BakyymHast 3aaBmwxka CFF-100; 4 — naTuuk gaBieHus
FRG-700; 5 — mammna I'udpopra—MaxMarona; 6 — HOIIOKKA;
7 — (hOTOYMHOXKHTEb, JTa3epHbIil HHTePhEepoMeTp; 8 — UCTOUHUK

CBETa, ONTHYECKUH KaHall, 9 — UHPpaKpaCHbIH CIIEKTPOMETD;
10 — BBICOKOTOYHAsI CUCTEMA HAITyCKa Ia3za B KaMepy;
11 — cuctema Harrycka B CHCTEMY IIPOM3BO/ICTBA CMECH;
12 — macc-cniekrpometp Extorr XT100

Fig. 1. A3D model of the experimental cryovacuum
spectrophotometer apparatus.

1 — vacuum chamber; 2 — Turbo-V-301 vacuum pump;
3 — CFF-100 vacuum gate valve; 4 — FRG-700 pressure
sensor; 5 — Gifford-McMahon machine; 6 — substrate;

7 — photomultiplier, laser interferometer; 8§ — light source, optical
channel; 9 — infrared spectrometer; /(0 — a high-precision system
of injecting gas into the chamber; /7 — a system of injecting the
mixture into the production system; /2 — Extorr XT100 mass
spectrometer

TpoB, coctaBuia 11-200 K npu nasnenun P = 0,5 MKTOpD.
TonmrHa co3aBacMbIX IJICHOK OCTaBajach OJMHAKOBOM
JUISl BCEX DKCIIEPUMEHTOB B TIpEJiesiaX BCEro TeMIIepaTyp-
HOTO JIana3oHa KOH/ICHCAIIH.

BaxxHO0i1 0COOEHHOCTBIO YCTAaHOBKH SIBIISICTCS HAINYNE
ABTOMATH3UPOBAHHOTO MOJYJISI KOHTPOJIS TEMIIEPaTyphI,
BBITMIOJTHEHHOTO C ITOMOIIBIO MPOTPAMMHOTO KOMILIEKCa
LabView («National Instruments», CIIIA). [lanHbIii Mo-
JIyJb CBSI3BIBACT MEKAY COOO0M OXIIaKIAIOUIYIO TTOMTOXK-
Ky, mammmHy [uddopma—MakMarona, HarpeBareib, Tep-
Moaartduk DT-670 u PID-perynsarop TepMOKOHTpoIIEpa
LakeShore 325 («LakeShore», CILIA). C ero momorsto
OCYIIECTBIIEHO OoJiee OBICTPOE JOCTHIKEHHE HEOOXOIUMBIX
TEMIIepaTyp ¥ JajbHeiInas cTabmin3anus TeMieparypbl
BOJIM3M KOHTPOJIBHOM TOYKH CHSITHS CIIEKTPAJIbHBIX Xa-
pakrepuctuk [44]. Kpome sTOro, npu JOCTHKEHUH KOH-
TPOJIBHOW TOYKN MOJIYJIb BBITIOIHSET OTKITIOUCHHE MAIIHBI
T'udhdhopma—MaxMarona, co3maromieit BHOpaIlMOHHBIEC KO-
neGaHUs BO BpeMs CBOCH pabOTHI, UTO IMO3BOJSET YMECHb-
muTh uckakeHust B K cnekrpax.

CriekTpainbHBIC XapaKTePUCTHKH 00pa3IoB JETEKTH-
poBanbl ¢ nmomompio FTIR-cnexkrpomeTrpa ®CM 2203
(«<MHD®PACIIEK», Poccust), obnagaromero MakCumalib-
HBIM CIIEKTPAIbHBIM paspernenueM pasubiM 0,125 cm! u
UMEIOIIETO CIEKTPaNIbHBIH auanaszon 370—7800 cm 1.

KoaddumpenT npenomiieHnst 1 TOMINHA HAHECEHHOM
Ha TOJUTOKKY TOHKOH TUICHKH U3MEPEHBI ITPU ITOMOIIN HH-
TepepEeHIINOHHBIX KaPTHH, OIYYEHHBIX C JIBYX JIy4eH 1o-
JIyIIPOBOAHHMKOBOTO JIa3epa B pe3yJbTare JEIeHus, KOTOpbIe
JIETEKTUPOBAHBI (DOTORIEKTPOHHBIM yMHOXHTENEM (PIY)
P25A («Sens-Tech», Benmukobpurtanus). YIIbl maaeHus
JBYX Jydei coctaBisitoT o = 0° u o, = 45°. JlnuHa Bon-
HEBI Ta3epa A = 406 HM, MaKCUMaJIbHAs YyYBCTBUTEIHLHOCTh
(dhortosnexkrporHoro ymHoxkurens (OIY) okosno 400 HM,
YTO BAXXHO IJId MOJYYCHHA Ka4CCTBCHHBIX I/IHTep(bepeH-
IIMOHHBIX KapTHH. Pacyer koa(PHUIMEHTOB MpeToMICHUs
BBIMOJIHUM 110 hopmyrte [45]:

2
sina,

=

sino, — | —

S

1-—

S =

TIE t] U t) — NEPUOJBL; O U O,y — YTIIbI NaJCHUS JIydei
MIEPBOTO U BTOPOTO JIA3€POB.

DopMHPOBaHUE U XOJ JTA3€PHOTO JIyda B XOJ€ IKCIIe-
puMeHTa nokasansl B Bujae 3D-monenu (puc. 2). C momo-
b0 TAHHBIX, PETHCTPUPYEMBIX C JIA3€POB, IIPOBEPEHO
HAalpaBJIeHHe UCTIAPEHUs: NeHCTBUTENBHO JIU CYyOIMMAaIus
MIPOUCXOJIUT C MOJIOKKHY, Ha KOTOPOH pacIoyioXeH oopa-
3€l, WU 9TO BBIXOJ] OCTATOUHBIX Ia30B U3 KaKOI-TO Ipyroi
YacTH BaKyyMHOH kamepsl. [1pu cyOonmnmarn ucciemyemMoit
CMECH C TTOJIOXKKH HaIpsDKEHUE CUTHAIIA, TOCTYTIAIOIIee Ha
DDY, yBenmuuBaeTcs B pa3bl H3-32 CyOIMara, BIUSIOIETO
Ha X0 JTyda.

B xone uccienoBaHuii co3qaHbl CMECH B PA3IHYHBIX
KOHIIEHTpannoHHbIX cooTHomeHusx H,O n CO,. Jlns sto-
TO MCIIONb30BaHa cuctema Harekanwus 11 (puc. 1). [pu co3-
JaHuu HeoOxoxuMelx nponopuuit H,O n CO, npumenen
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Puc. 2. 3D-monenb popMHUpOBaHHS Ta3epHOTO IMyUYKa
MPU KPUOBAKYYMHOM KOH/ICHCAITUH.

1 — BakyyMHas Kamepa; 2 — MOMJIOKKa; 3 — Ja3ep;
4 — (OTOYMHOXKHTEIH; 5 — ONTUYECKUI CIITUTTEP

Fig. 2. A3D model of laser beam formation in the process
of cryovacuum condensation:

1 — vacuum chamber; 2 — substrate; 3 — laser;
4 — photomultipliers; 5 — optical splitter

3akoH JlabToHa O MapluuaibHOM JIABICHUN [a30BOM CMECH.

[TocnenoBaTenbHOCTD CO3MAaHUs 00pa3iia COCTOUT B Clie-

JIYIOIIEM:

— co3JIaHue 00JACTH HHU3KOTO JABJICHHS ITyTEM OTKAUKH
BO3/IyXa ¥ OCTAaTOYHBIX MAPOB M3 HEOOIBIIOr0 0ObeMa
CHCTEMBI HaTEKaHUs, B KOTOPOM OyIeT MMPON3BOANUTHCS
JanbHeHIee Co3AaHue CMECH JUIsl TIOJTYUYEHUS] YUCTON
Cpensr;

— TIOfIaYa B OTKa9aHHBIN 00BEM BelecTBa Oyaymei cme-
cH, 00J1a/1afolee MEHBIINM JaBJI€HUEM HACBIIIEHHBIX
napos (H,0);

— mnonaua Broporo Bemecta (CO,). IIpu aToMm 1o 3Ha-
YEHUSM JaBJICHUSA I[I0CJIE HAIlyCKa IIEPBOIO U BTOPOIO
BEIIICCTB OMPEIICIIUM HX COOTHOIICHHUE;

— TI0/1a4a CO3/IaHHOM CMECH B BaKYyMHYIO KaMepy C I10-
CJICAYIOIIMM OCXKICHUEM Ha TIOJIOXKKY.

B skcnepumenrtax ucnonb3oBansl: CO, 4uCTOTON
99,999 % (TOO «UCXAH TEXHO-T'A3», r. Ammarsl,
Kazaxcran) ¢ MakcIMabHOH 00OBEMHOM T0JIel KHUCIopoaa
He 6omnee 0,0005 %; mapsr H,O ne 6omee 0,0007 %; nu-
CTUJUIMPOBAHHASI BOJIa C MAaCCOBOM J0JE€HM ocTaTKa 1ocie
BeImapuBanus He 6omee 0,005 % ot obbpema.

Pe3yabTarhbl U 06Cy:K1eHUE

Kosdduumnent npesoMmiaeHust 4 CKOPOCThb pocTa.
B Xopne sKcriepuMeHTa onpeesieHbl CKOpOCTh POCTa KOH-
JICHCATa 1 MOKa3aTeI MIPEIOMIICHHS JUTS Psijia Pa3iIMIHbIX
xoHneHTpanuit CO, nu H,O nmpu temneparypax 7 paBHBIX
11, 45, 80 m 110 K. [lanHBIe, TOTYyYEHHBIE C TTOMOIIBIO
nHTEP(EPEHIIMOHHBIX KapTHH JBYX Ja3€PHBIX JTydeil A
cmeceit H,O u CO,, nmpeacrasnens! B Tadmn. 1 u 2. Bugsxo,
YTO 10 Mepe mpubnmxeHus konuenrpauun H,O B cmecn
K 25 % (H,0 (25 %) + CO, (75 %), Tabun. 2) Habnronaercs
yBeJIMUeHHEe ToKa3aressi npenomienus. [lonydennas 3a-
KOHOMEPHOCTb CBUJIETEIBCTBYET O pocTe 0oJiee IIOTHBIX
CTPYKTYp, 4yeM amopduble kongencarsl CO, uau amopod-
ueiit e H,O. JlaHHas 3aKOHOMEPHOCTH IPOSIBIISIETCA U B
JIpyTUX ra30BO-THPATHBIX CMecsX [42].

[To marnbIM TabI1. 1 3aMETHO, YTO 11O MEpe yBEIHMUCHUS
TEMIIEpaTypbl KOHJCHCAIIMN KOI(PGHUINECHT MPETOMIICHUS
st emecn H,O (85 %) + CO, (15 %) yBennunBaercst 10
80 K, a 3arem cranoButcs menbie npu 110 K. Beposrao
9TO CBS3aHO C TEM, YTO TeMIIepaTypa CyoIMMamyu cBOOO-
HbIX Monekyn CO, npu ganHoM aasieHun P = 0,5 MKTOpp
cocrasmser 93 K.

FTIR-cnekTpsbl. 3Ha4CHHUS YaCTOT aCCUMETPHUYHBIX
kojebanuil (Moaa v3) yaiie APYrux UCIONIb3YIOTCS JUIs
WIeHTU(HUKALUY U ONMCAHUS Ta30BbIX, TBEP/bIX, THAPAT-
HBIX U ra3oruaparssix oopasosanuil CO, B pa3jIMuHBIX
coenuHeHmsx [33-35]. B Hacrosimeit paboTe Ha TaHHOM
(hakTe cocpenoToueHO OCHOBHOE BHMMaHue. Ha puc. 3
n300paskeHbl KojebaTeabHbIe MOJBI ABYX JIMANA30HOB.
IMepBbiii auanazon 2265-2295 cm! (puc. 3, a) xapakre-
PEH J1JIs aCCUMETPUYHBIX KosieOanuit usoromna O16CI13010,
a Bropoii — 2310-2390 cm! (puc. 3, b) — mist moste-
KyJl 4dCcTOro auokeuna yriaepoaa O16CI2016, Konebanust
Ha Gosiee BbICOKUX yacTorax (V) (2279 u 2283 cm 1) st
monekys O16C13016 MoxkHO OTHECTH K KOJIEOAHUSIM MeJl-
KHX CTPYKTYp AMoKcuaa yriepona (512), a konebanus na
yactore 2275 cm! k konebGaHusAM GOJBIIMX CTPYKTYP
(51262).,

AccuMeTpuyHbIe KoJieOaTeIbHbIe CIIEKTPhl Ha 4acTo-
tax 2275 u 2279 cm! orpaxkaror koppensuuio ¢ FTIR-
CreKTpamHu ra3oBbix ruaparos O16C13016 sI tuna [46].
OTMeTHM, 94TO KPOME CaMOT0 HAJIWYHS MHKOB, KOPPEIH-
PYIOT Takk€ W HAJM4YUE CABHUTA B CTOPOHY YMEHBIICHUS
BOJIHOBOTO YHCJIa NP yBEIMYEHUU TEMIIEpaTyphl MOJ-
NOoKKU. THTEpecHON 0COOCHHOCTBIO SIBIISIETCSl HATUIHE
Pa3BOCHHOCTH OCHOBHOTO MUK Ha JOTOJIHHUTEIbHYIO

Tabnuya 1. 3aBUCUMOCTD KO3(DDHITHIEHTA TPEIOMIICHUS U CKOPOCTH POCTA OT TEMITePATyphI

Table 1. Dependence of the refractive index and growth rate vs. the temperature

Cocras Temneparypa, K CKOpOCTh POCTa, MKM/C KoadduiuenT mpenomieHust
11 0,0167 1,2567
45 0,0141 1,3293
H,0 (85 %) + CO, (15 %)

80 0,0110 1,4044
110 0,0052 1,2875
11 0,0230 1,2320

CO, (100 %)
45 0,0138 1,3935

H,0 (100 %) 11 0,0167 1,2231
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Tabnuya 2. 3aBucuMOCTh KO3 (HUIIHEHTA TPETOMIICHHS U CKOPO-
CTH POCTa OT KOHLIEHTpauuy, npu temneparype 7= 11 K

Table 2. Dependence of the refractive index and growth rate vs.
the concentration at a temperature of 7= 11 K

Cocras pocra e | mereumrimn
CO, (100 %) 0,0118 1,2320
H,0 (25 %) + CO, (75 %) 0,0114 1,3381
H,0 (50 %) + CO, (50 %) 0,0176 1,2860
H,0 (75 %) + CO, (25 %) 0,0181 1,2760
H,0 (80 %) + CO, (20 %) 0,0166 1,2703
H,0 (85 %) + CO, (15 %) 0,0166 1,2708
H,0 (90 %) + CO, (10 %) 0,0155 1,2539
H,0 (95 %) + CO, (5 %) 0,0173 1,2330
H,0 (100 %) 0,0167 1,2231

gactory 2283 cm . DTy "acToTy TakKe MOKHO OTHECTH K
konebanusaM Mojiexya usororna O16C13016 [47]. 3amerum,
YTO C TIOBBIIICHHEM TeMIICPaTypbl HHTCHCUBHOCTH TAHHOTO
KoneOanust ocinadesaer, a mocie 94 K mncuesaer. 310 MOKHO
CBSI3aTh C TE€M, YTO TaHHBII MUK OTHOCHUTCS K KOJICOaHUSIM
cBoGoaubIX Mosiekys O16CI3016, kotoprie He opranu3oBa-
JIY BOZIOPOZIHYIO CBsI3b ¢ Monekynamu H,O, u3-3a uero mpu
JOCTIDKEHUH TeMIeparypsl cyonumMaryun guctoro CO, oHu
ucnapsitorcs. O TOM, 4TO IaHHBIN MUK OTHOCUTCSI K 4acTo-
TaM Konebanuii razoodpasnoro u ssaa O6C13016, taxke
roBoputcs B padbore [33].

CrnexTpbl aCCUMETPUYHBIX MOJ PACTATHBAHUS V3 JUIs
monekyn O16C12016, koTopble HaOMIOAAINCH B XOI€ JKC-
TIEPUMEHTOB, PACIIOJIOKEHBI Ha puC. 3, b (dacToTsl 2340 1
2357 em ). B paGore [33] KoneOarebHbIN MUK Ha YacTOTe
2357 cM ! OTHOCAT K KOJIEOAHUSAM YHUCTOTO Ia3000pa3sHOro
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Koa¢ppunment nporyckanus
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BosiHOBOE YHCIIO, CM !

Koadduument mpormyckanus

O16CI12016, Konebarenbublii muk Ha yactore 2340 cm ! B
pa3HBIX UCTOUYHUKAX MHTEPIPETHPYIOT M0-PA3ZHOMY, TaK
KaK U Tas3, u jej, u rugpar O10C12016 gemonctpupyror ac-
CUMETPHUYHBIC KOJIcOaHUs Ha TaHHOH yactote [33, 48, 491].
ABTOPBI TAaHHOU PaOOTHI MIPEIIONIATAIOT, YTO MOTYICHHBIN
MK OTHOCHMTCS K razoBoMy ruapary Ol16CI12016 sI-ruma,
TaK Kak HaOmromaeTcst Hanmmaue Monekyn CO, rmocie Teme-
parypsl cyOIMManuy, MPUBBIYHON [UIs 0B 1 ra3oB CO,.
[Tuk Ha yacrore 2379 cm ! sBusieTcs HECBOMUCTBEHHBIM
nukoM uzororna O16CI13016 [47] u oTHOCHTCS K ra30Boii
cTpykType HecBszaHHbIX ¢ H,O monexyn CO,.

B xo71€ dKCIIepUMEHTOB KoJIeOaHMsI BTOPOro pe3oHaHca
®epmu He HaOMOMaTKCh. OHAKo B padore [33] moka3aHo
UX OXKHIaeMoe MecTornonoxkeHne. OTCyTCTBHE JaHHBIX TH-
KOB B XO/IC HACTOSIIIINX HKCIIEPUMEHTOB IPEITOJIOKUTEIIBHO
CBSI3aHO C TEM, YTO BOJISTHOM Jie]] IEMOHCTPUPYET BBICOKYTO
WHTCHCUBHOCTH MOTIIONICHUS B JTAHHOM JHAaNa3oHe, TEM
CaMBIM HeE TI03BOJISII OOHAPYKUTH Ooee ciadble MUKU Ha
yacrorax 3580-3620 cm 1.

Ha puc. 4 npenctaBiaeHpl THKN TOTIOMIEHUS TIEPBO-
ro pezonanca @epmu. Kak u B cimyyae ¢ kojaeOaTeTbHBIM
koM Ha gactore 2340 cm!, naHHbIi y9acToK npencTas-
JISIET 3HAUYMTEIIbHbIE CIIOKHOCTH B MHTEPIIPETAlUH U3-3a
0OJIBIION CXOXKECTH KOJIEeOaTeNbHBIX CIEKTPOB I'a30BBIX,
TUZIPAaTHBIX U KnaTpaTHelX coenunennii CO, u H,O. Ha oc-
HOBe pador [33, 35, 46] MOXKHO TIPEATOIOKHTE, YTO ITUKU
Ha yactore 3709 cM ! OTHOCSITCS K XapaKTePHBIM IIUKAM TH-
napara CO,, kak u noniomeHue Ha yacrore 3704 el

YHUKaIbHAas 3aBUCHMOCTH BHJHA HA TPEXMEPHOM
MIPEACTaBICHUN KOJIEOATEIBHBIX CIEKTPOB V3 (puc. 5).
OT™MeTHM, 9TO HadaJloM CyOIMMAIil CBOOOTHBIX MOJICKYI
CO, mpu npaBneruu P = 0,5 MKTOpD SIBISIETCS TEMIIEPATY-
pa T=94 K [50]. Accumerpuunble KoieOaHus v3 st MO-
sekyn CO, Ha gactore 2340 cM ! mprCyTCTBYIOT BILIOTH JI0
150 K. Do HabrofeHHe MOKET TOBOPUTH O TOM, YTO YacTh
monekys CO, ocTaeTcs B COCTaBe CMECH MOCIe IPeooie-
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Puc. 3. FTIR-criekTp AMOKCH/A yIlieposia B 3aBUCUMOCTH OT TEMIIEpaTyphl B KoJiebaTebHbIX 30Hax: 2265-2295 cm-! (v3) u3otona
O16C13016 (@) n 23102380 cm! (v3) uzoromna O16CI12016 (b)

Fig 3. FTIR spectrum of the carbon dioxide vs. the temperature in the oscillation zones of: 2265-2295 cm™! (v3) of the O16C13Q16
isotope (a) and 2310-2380 cm! (v3) of the O16C12016 isotope (b)
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Puc. 4. FTIR-cniexTp quokcuja yriepoza B 3aBUCUMOCTH OT TEMIIEpaTyphl B JUala30He IepBoro pe3oHanca depmu
Fig 4. FTIR spectrum of the carbon dioxide vs. the temperature in the range of the first Fermi resonance
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Puc. 5. TemmniepatypHasi 9BOJIOIHS KoJIeOaTEIbHBIN MOJIBI V3 MOJICKYJIBI MOKCHIA yIIIepo/a B Auana3oHe yactot 2320-2400 cv-!
Fig. 5. Thermal evolution of the v3 vibrational mode of the carbon dioxide molecule in the frequency range 2320-2400 cm!
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Fig. 6. The mass spectra of the condensation mixture of the water and the carbon dioxide at different temperatures
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HUS TEMIIEPaTypbl CyOIMMaInu, 3aJepXKUBasiCh, 110 BCEH
BUJMMOCTH, B Fa30BO-THIPATHBIX CTPYKTYpaX.

3ameruM, uTo popmMa KoIeOATEIFHOrO KA Ha YacToT-
HoM fuanasone 2320-2380 cm ! mpereprieBacT H3MEHEHUsI
rnociie JocTxeHus remreparypsl B 94 K. Bepositnee Beero,
9TO CBSI3aHO C MCIIAPEHHEM MOJIEKYN CBOOOIHOTO M30TO-
na O!6CI130!6 ynu 3aKII0YEHHOr0 B MEJIKMX CTPYKTYpax
(512). TpeOyercst MPOBECTHU €llle P MCCIENAOBAHUN ISt
TOTO YTOOBI C YBEPEHHOCTBIO 3asBIIATH, YTO JAHHBIC TUKU
npuHaexar uzororny O10CI13016,

Macc-cnexkTpsbl. Macc-ciextpel cmecu H,O + CO,,
CHSITBIC BO BpeMsi CyOIIMMAIIMOHHBIX [TPOLIECCOB, MOKA3aHBbI
Ha puc. 6. [TomyueHHbIe pe3ysbTaThl B MEPBYIO OUEPEb
CBsI3aHBI C MJICHTH(UKAIMEH CyOIMMHUPYIOILEro BelecTBa
T10 €ro MOJIIPHOM Macce. BuaHo, 4ro yactuuHo cyOnmma-
nust Monekynn CO, u H,O nporekaeT npu uX NpUBBIYHBIX
Juia gasnenus P = 0,5 mxtopp temneparypax: aiust CO, —
oxorio 93 K (HaOmomaercss He3HAYUTENBHAS CyOIMMAITH),
st HyO — oxorno 172 K (monHas cyonuManus MOJIEKyI
H,0).

IIpu sToM Ha puc. 6 BUAHO, 4yTO yacTh Moiuekyn CO,
OCTaeTCsl B COCTaBe CMECH M TOCJE MPEOAONICHHS TeMITe-
parypsl ero cyoiaumanuu. EMMHCTBEHHBIM BO3MOXKHBIM
OITMCAHUEM JIAHHOTO SIBIICHUS CYMTAETCsl 00pa30BaHKE -
JIPaTHBIX CTPYKTYP, KOTOPBIE TPEIATCTBYIOT CyOInMalum
yactu Monekyl CO,, 3aepKuBasi UX B COCTaBe CMECH.
[Ipenmonaraercs, 4YT0 AaHHBIE CTPYKTYPHI SBISIFOTCS Ta-
30BBIMH THJpaTamMu, u Mosiekyiasl CO, «3acTpeBaroT» B
cepruecku-cBs3aHHbIX Monekynax H,O, kotopsie yaep-
JKMBAOT NX W HE MO3BOJISIIOT CyOIMMHPOBATh ITPU TEMIIEpa-
type 93 K. Ilpencrasnennsie Boime FTIR-ciexTpsl Taxoke
yKa3bIBaroT Ha coxpaHenne CO, B cocTaBe cMecH Mocie
TIPEOAOJICHNS TEMIIEPATYPhI CyOIUMAIHH.
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3akJ/iouenne

HccenenoBaHbl CTPYKTYpHBIE 00pa30BaHUS B CMECH
muoxcnga yraepona (CO,) u Boast (H,0O), momyueHHbIe
metoaoMm PVD. Jlns noCcTHKeHUs MOCTaBICHHBIX IIeNIeH
HCIOTB30BaHbI HECKOIBKO METOMOB: MAacCC-CIIEKTPOCKO-
nus, ontuyeckue uccinenoBanus u FTIR-cnexkrpockonus.

Ha ocHOBe nmomy4eHHbIX JaHHBIX CETIaHbl CIIETYIONIIe
BBIBOJIBI. B X0/1€ 9KCIIEPUMEHTOB B CMECH MPOUCXOJUT
o0Opa3zoBaHue THJPATHBIX U ra30BO-THIPATHBIX CTPYKTYD
CO,. O6pa3oBaHHbIC I'HPATHBIC COCIUHEHHUS YIEP)KUBAIOT
monekyisl CO, B CBOMX CTPYKTypax, HE TT03BOJISIs CyOn-
MHUpoBaTh mpu TeMmmeparype 93 K (temmeparypa cyomu-
manuu csoboguoro CO, npu nasinernu P = 0,5 MKTOpD).
IIpu 3TOM cyOnMManoHHast TeMIIepaTypa CBI3aHHBIX B TH-
JpatHble CTPYKTYpbl MosieKyl CO, pasna 147-150 K. s
BbIOpanHON koHUeHTpanuu CO, (25 %) — H,O (75 %)
M3MEHEHHUS] B CHSTBIX CIIEKTPax W JaHHBIC, OJy4YeHHbIE
C TIOMOII[BIO MaCC-CHEKTPOCKOIUHU, TOBOPAT O HETIOIHOM
ruapaausanuu cmecu. Yacte monekyn CO, octaercs B
CBOOO/THOM COCTOSIHMY U CYyOIIMMUPYET paHee. YBEInueHue
TIOKa3aTells PEeJIOMIICHNUS TIPH TTPHOIV>KeHNU KOHIICHTpa-
n H,O B cmecn k 25 % cBHAETENBCTBYET O pocTe Ooliee
TUIOTHBIX TI0 CPaBHEHHIO ¢ aMOp(hHBIMHU KoHieHcaramu CO,
n amop¢ubIM 1570M H,O cTpyKTYD.

B nmanmpHeiimem A 6o1ee TOUHOTO H3YyUSHHS YCIOBUI
00pa30BaHUs THAPATHBIX U Ta30BO-THIPATHBIX COSTMHEHUI
CO, TpeOyeTcst TpoBecTH OOIIbIIIEE KOJTUIECTBO UCCIEO0-
BaHuil. MccnenoBanus B 00JacT THAPATHBIX M KJIaTpar-
HBIX CTPYKTYp HE 001aJal0oT JOCTATOUYHBIM KOJIMYECTBOM
JIAHHBIX 0 (PU3MYECKHUX XaPAKTEPUCTHKAX UX CTPOCHUS U
3aBHCHUMOCTH OIIPECIICHHBIX XapaKTepPUCTHK OT crocoba
oOpa3oBaHus rujpara wim kiarpara. [lo aToil mpuunHe
Ba)KHO MCCIIEZIOBATh JIAHHYIO 00JacTh ¢ Pa3HBIX CTOPOH,
MPUMEHSIS PA3JINYHbIE METO/IbI OJIyYEHHS THPATOB, B TOM
YHCciIe B TOHKUX IUICHKaX, MOJYYEHHBIX C ITOMOIIBIO Me-
TOJIOB KPHOBaKYYMHOTO OCQ)KICHUS M3 Ta30BOI CPEIIBL.
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AHHOTALUA

Beenenue. [IpuMeHeHne COBpeMEHHBIX CHCTEM BHCOHAOIIONCHHS COMPSDKEHO C PeIIeHHEM 3aJad MOHUTOPHHTA
JIeSITEIIFHOCTH TIEPCOHANIA U COOIIONEHHS TEXHOJIOTHYECKOTO TIpoliecca Ha OCHOBE aHalM3a M 00pabOTKH OOIBIINX
00BEMOB BHICOAHHEIX. DTO IMPUBOJUT K YIOPO’KAHMIO XpaHWININA HHQOpPMAINHY, 3aTpaTaM BPEMEHHBIX PecypcoB
NepCoHaja Ha MOUCK KIIIOUEBBIX COOBITHH Ha JUTMTENBHBIX BPEMEHHBIX OTpe3kax. PaccMoTpeHa 3a7ada MOBBIICHUS
MH(POPMAIMOHHOM IEHHOCTH XPaHUMBIX JaHHBIX C KaMep BUJICOHAOIIONCHHUS Ha OCHOBE (PUIIBTPALIMU KAJPOB U OLICHKH
surponuu. Meroa. [Ipeyioxena peann3anus aropuTMoB 00pabOTKH M cxKaTus UHOOPMALUK, HAIIPABJICHHBIX HA
CHIKeHHE 00beMa XPaHHMBIX BUICOAAHHBIX. [IprMeHeHne naHHON peann3aluu CrocoOCTBYET MOBLIIIEHHIO 001meit
MH(POPMALMOHHON IIEHHOCTH, d()(PEKTUBHOCTH PabOTHI CHCTEM BHICOHAONIOACHHUS 3a CUET ONTUMHU3AINHA 00BEMOB
XpaHUMON NH(OPMAIINHY U YBETWICHHIO COOTHOIICHHS MOJIe3HOH MHpopManun. [ MoBHIIeHNs NHYOPMATHOHHON
LEHHOCTH BUIEOJAHHBIX MPEUIOKEH METOJ, BKIIOUAIOMINN HCIIOIB30BAaHIE COBPEMEHHBIX TEXHOJOTHI CXKATUS
BHJI€0, AITOpUTMa (QUIBTPANMH KaJpOB U OLEHKY 00paboTaHHOrO BHAEO Mo MeTpuke SHTponuu lllenHona.
OcHOBHBIE pPe3yabTaThl. BHINOIHEHBI aHAN3 U CPaBHEHHE CYIIECTBYIONIMX aJTOPUTMOB CKaTUSI BUICOJAHHBIX.
IIpoBezeH PKCHEPUMEHT, B PE3yJIbTaTe KOTOPOTo J0Ka3aHa KOPPEIISIHS MKy BHICOKUMHU 3HAYEHHSIMH SHTPOIUH U
MH(OPMALIMOHHON LIEHHOCTBIO KaJipa. YCIEHIHO arpoOHpOBaH aJIrOpUT™ (GHIIBTPALIMH Ka/IpOB, TTO3BOJIMBIINI TOBBICHTD
SHTPOMNHIO B 5,4 pa3a M COKPATUTh JUTUTENBHOCTb BUeO B 8 pa3. Mcrnonab30BaHNE METONIOB CHKAaTHs BUICOIAHHBIX U
3¢ PeKTUBHBIX KozieKoB, HanpumMep, H.265/HEVC no3Bonuio ymMeHbIHTh 00beM (aiiina o CpaBHEHHIO C HCXOAHBIM B
14,57 pa3. PaccmoTpena anpobanus mpeuio;keHHOT0 MeTo/1a IPH PeIICHUH 3a1a9 (GHIBTPALUH, TIepeadd U XPaHCHUS
BHJICOJJAaHHBIX I MOBBIMIEHUST HHPOPMAMOHHON EHHOCTH BHCOJAHHBIX, IPOU3BOIUTEIHHOCTH IIPOLECCOB
aHaIM3a ¥ MOo¥MCcKa HH(OPMAINH 3a CYET CHIYKEHHS N30BITOUHBIX, MAJIOIIOJIE3HBIX ()parMeHToB JaHHBIX. O6cy:KaeHue.
[penmymecTBO NpeCTaBICHHOTO METO/Ia 3aKIIF0YAETCs B YIaICHUH H30BITOYHBIX KaJpOB HAa OCHOBE aHAIIH3A JIBIKSHUS 1
OLICHKH SHTPOITMHU BHU/ICOJAHHBIX, KOMOMHAIIMHI PA3IMIHBIX MOIXOJI0B T10 CHIDKEHUIO 00beMa NepeiaBaeMoi 1 XpaHUMOit
uHpopmanuu. [IpuMeHenne MeToaa O3BOIUT MOBBICUTh 3G ()EKTUBHOCTh XPAaHEHHUs JaHHBIX B Pa3IMYHBIX CHCTEMAX
BUI€OHAOTIONEHUS (AT TOTHCTUYECKUX LIEHTPOB, CKIACKUX KOMIUIEKCOB, TOPTOBBIX MOMEIIEHHIA).
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Abstract

The use of modern video surveillance systems is associated with solving the tasks of monitoring the activities of
personnel and compliance with the technological process based on the analysis and processing of large amounts of video
data. This leads to an increase in the cost of information storage, the cost of staff time resources to search for key events
over long time periods. The problem of increasing the information value of stored data from video surveillance cameras
based on frame filtering and entropy estimation is considered. The implementation of algorithms for processing and
compressing information aimed at reducing the volume of stored video data is proposed. The use of this implementation
contributes to increasing the overall information value, the efficiency of video surveillance systems by optimizing the
volume of stored information and increasing the ratio of useful information. To increase the informational value of video
data, a method is proposed that includes the use of modern video compression technologies, a frame filtering algorithm, and
an evaluation of the processed video by the Shannon entropy metric. The analysis and comparison of existing video data
compression algorithms are performed. An experiment was carried out, as a result of which the correlation between high
entropy values and the information value of the frame was proved, the frame filtering algorithm was successfully tested,
which allowed to increase entropy by 5.4 times and reduce the duration of the video by 8 times. The use of video data
compression methods and efficient codecs, for example, H.265/HEVC, reduced the file size by 14.57 times compared to
the original one. The approbation of the proposed method is considered when solving problems of filtering, transmitting,
and storing of video data to increase the information value of video data, the productivity of the analysis and information
retrieval processes by reducing redundant, useless data fragments. The advantage of the presented method is to remove
redundant frames based on motion analysis and entropy estimation of video data, a combination of various approaches
to reduce the volume of transmitted and stored information. The application of the method will increase the efficiency
of data storage in various video surveillance systems (for logistics centers, warehouse complexes, retail premises).

Keywords
information entropy, Shannon entropy, video data, video compression algorithms, information storage, video surveillance
systems
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BBenenue

[Ipu peann3anyu COBpEMEHHBIX CHCTEM BHICOHAOIIOIE-
HUA BAXXHBIMU 3a1a4aMU ABJIAIOTCA MOHUTOPUHT ACATCIIb-
HOCTH TIEpCOHANIA U COOIOCHUE TEXHOIOTUIECKOTO MPO-
necca [1]. [TonyyeHHblie (haiisibl ¢ Kamep BUICOHAOTOICHNUS
MOTYT OBITh Pa3/ICICHBI HA ()PArMEHTHI C YKa3aHHEM METOK
BPEMCHH U JIATBI, OJTHAKO ITPU KPYIIIOCYTOYHON 3aITUCH 00b-
€M XpaHUMOI1 HH(OopMaIK HEN30EKHO PACTET. Y YUTHIBaS,
YTO B ONPE/ICICHHOE BPeMs CYTOK aKTUBHOCTH TIEpCOHAIIA
3HAYUTENBHO MMaJaeT, YaCTh XPaHUMOH HHQOpMAHH He
HECeT BBICOKOU IIeHHOCTH. HeoOXomumocTh aHamm3a u 00-
paboTku OOTBIINX 00HEMOB TaHHBIX HEM30€KHO TIPHBOIUT
K YBEJIMYCHUIO BPEMEHHBIX 1 MAaTePHUAIBHBIX 3aTPaT.

B cootBercTBUH ¢ Teopuel nH(DOPMALIUN IS OLCHKH
XPpaHUMBIX TaHHBIX UCIIOJIB3YETCA ITOHATUE HH(bOpMaLII/IOH-
HOTO cojieprkanust uik nHpopmanuu [lleHHOHa — KOJTHUe-
CTBCHHOM OLICHKU YPOBHS «HCOXKUIAHHOCTIY OMPEIICIICH-
HOTO pe3yJIbTara, 3aBUCSIICH OT BEPOSITHOCTH HEKOTOPOTO
KOHKpeTHOTrOo coObITHs [2]. Undopmarnus [llenHOHA CBSI-
3aHa C TIOHSATHEM YHTPOIHS, KOTOPasi MPEICTABISICT COOOM
CpefHee KOJIMYECTBO MH(pOPMAIUU O cede, KOTOpyr Ha-

Orronarenb OKUIAaeT MOTYYHUTh O CIy4aifHON BeIWYrHE IPU
ee m3MepeHun. Takum 00pa3zom, oHOpoHAst HH(OpMAaIHs,
UMeeT Majblii YPOBEHb «HEOKUIAAHHOCTU» U, CIIeI0Ba-
TeJIbHO, HU3KYI0 dHTponHio [3]. Takoil xapakTepucTUKOI
MOXET 00J1a7aTh JUINTEIBLHOE BUJIEO O€3 CyIIeCTBEHHBIX
M3MEHEHHH, UMEIOMIEE CXO/ICTBO CO CTATHCTHYECKUM H30-
Opa’keHHEM.

C npyroit CTOpoHBI, TUHAMUYECKOE BUACO C MHOXKE-
CTBOM HEMPEICKa3yeMBIX COOBITHI (paKTHUUECKH MMEET
00NN YPOBEHb «HEOKUAAHHOCTI» U 3HAUCHHE HH-
(dhopmanmonHoit suTponuu. C TOYKH 3peHUs HH(POPMALIU-
OHHOTO COfiep)KaHus BuacO(aiii, 00IaaroIIHii BEICOKOM
DHTPOITHEH, IICHHEEe» U IIOJIE3HEEe» JUIsl CUCTEMBI, TaK KaK
COJICPIKUT OOJIBINIE pa3HOOOpa3HOU HH(DOPMAIIHH.

B pesynbrare TpeOyeTcs penieHne 3a1aqu MOBbIIICHUS
MH(GOPMAITMOHHON IEHHOCTH BHJICOJ@aHHBIX Ha OCHOBE
OLIEHKH MH(OPMAIMOHHON SHTPOIIUHN XPAaHUMBIX BUIEO-
JTAaHHBIX 3a CUET Pa3pabOTKH HEOOXOJMMBIX aJTOPUTMOB
00paboTku mHpopManuu. PemeHne mo3BOIUT CHUZHUTH
00BbeM «OecIONe3HBIX» JTaHHBIX, HE NMEIOIINX IIEHHOCTH
HU B NIPOIECCAX YNPABICHUS WIN TTOJAEPKKN MTPUHATHS
pemieHuid, HU B 3a7a9ax oOpaOOTKW W aHaHM3a JAHHBIX.
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A.L. O6yxoB, M.C. HUKOOKUH

[ToyueHHBIN pe3ysibTaT MOXKET UMETh BBICOKYIO aKTyallb-
HOCTB JIsl 00J1acTel, CBSI3aHHBIX C XpaHEeHnEeM 1 00padoT-
Kol 0OJBIINX 00HEMOB BH/ICOAAHHBIX, K KOTOPBIM OTHO-
CSITCSl JIOTUCTUYECKUE LEHTPBI, CKIIAJICKAE KOMIUICKCHI,
TOPrOBBIC TOMEIICHUS U JIP.

MHorue cucteMbl HaOMIOICHUSI SIBISIFOTCSI ACLIEHTPAJIN-
30BaHHBIMH, OCOOEHHO €CII OPTaHN3alnsl IMEET HECKOIb-
KO 0OBEKTOB C LIEHTPAIM30BaHHBIM yIpaBieHneM. B Takom
ClTydae BHJEOIOTOK, IOJy4eHHbIH Ha KOHKPETHOM OOBEKTE,
JIOJDKEH OBITH OTIPaBIEH B LEHTP 00pabOTKHU JTaHHBIX
(LIOM) mnst nanmbHEHIIEro XpaHeHUs1, 00pabOTKH, epeIadn
U BBIJAUM MOJIB30BATENsAM 110 3ampocy [4]. Bompoc a¢-
(beKTHBHOM nepeiauy U XpaHSHUs] HHPOPMALUH SBIISIETCS
aKTyaJIbHBIM, TaK KaK MHOTHE CKJIaJICKUEe OOBEKTBI, JIOTH-
CTHYECKHUE LEHTPBI U TIOMELICHNS] MOTYT OBITh y/aJICHBI
ot HHO/I u ucnons3yroT yCciayru HHTEpHET-IIpoBaiiepa co
crabbIM KaHatoM nepenadn. [Ipu GecripoBoHol nepenade
JAaHHBIX OTPAaHWYCHUS HAKJIQABIBAIOTCS TAK)KE W BHEITHEH
cpemoii (moroaa, MOCTOPOHHUE CUTHAJIBI U T. TI.), KOTOPBIE
MOTYT IpepBath nepeaady ganusx B [IO/.

Iens paboTel — pa3paboTka MeTOAa, HAMPABICHHOTO
Ha MHUHHMH3AIIUIO 00beMa Tepe/aBaeMbIX JaHHBIX M COKpa-
HICHUS M30BITOYHON XPaHUMON HH(DOPMAIIHH.

Hcnonb3oBanue MeTOA0B CKATHSA
JJISl yMeHbIIeHUS pa3Mepa daiijia

[Tpu nepenave BUACONAHHBIX IO CETH CO CIa0BIM KaHa-
JIOM WJIM B YCIIOBHSX HEONAronpusiTHON BHELIHEH Cpeabl
MOXXHO COKPaTUTh 00beM MH(POPMAIINH, HUCTIONB3YSI METO/IbI
cxarust Qaiinos. JlaHHBII OJX0/] TO3BOJIUT COKPATHUTh
BpeMsi Mepeiavyr JIaHHbBIX 110 CEeTH M Harpy3Ky Ha KaHall.
Cy1miecTByeT MHOXXECTBO METO/IOB M YTHJINT, PEHIAIOIINX
JIAHHYIO 33Jia4y, Cpean HanOoJiee pacrpoCTPaHEHHbIX OT-
MetuM caenyronme: bzip2, LZMA?2, Deflate, agantiusHoe
apuQMeTHIecKoe KoTupoBaHue u ap. [5].

Meron cxxarmst bzip2 ocHOBaH Ha anroputMe bappoysa—
VYunepa. [Tociie noydeHus moToka JaHHBIX METOJ] CHavaJIa
JIEITUT HeC)KaThIe TaHHbBIC Ha OIOKH (PUKCHPOBAHHOTO pa3-
Mepa, IPUMEHsSI K HUM TIpeoOpaszoBanne bappoyza—Yumepa
JUIS TIPEBPAIECHHsSI OCIEI0BaTEIbHOCTEH MHOTOKPATHO
YepeIyIOIINXCsl CHMBOJIOB B CTPOKH OJJMHAKOBBIX CHMBO-
JIOB. 3aTeM mpuMeHsieTcs nmpeodpasosanre Move-To-Front
u koqupoBanue Xaddmana [6].

Lennoii anroput™m Lempel-Ziv—Markov (LZMA) uc-
M0JIb3YET YIy4LICHHBIH aropuT™ cxatus A. Jlemnens u
S1. 3uBa 1977 rona (LZ77), noMONHEHHBIH aIrOpUTMOM
WHTEPBAIBLHOTO KOAMPOBAHMS, a TAKXKE CIIEIUATHHBIMHU
npoueaypamu Jutst 00pabOTKH JBOMYHBIX (aitinos. Bropas
Bepcus anroputma (LZMA?2) mony4nia psj yyqIIeHAN:
TIO/IZIEPKKA MHOTOTIOTOYHOCTH M XPAHEHHE OTHOBPEMEHHO
CKAThIX U HEC)KATBIX JIAHHBIX I SKOHOMHH OUT [7].

Deflate — anroputm cxatust 6€3 IOTeph U UCHOTB3Y-
eT koMOuHaIuio anroputMoB LZ77 u Xabdmana. LZ77
3aMEHSET TIOBTOPHBIC BXOX/ICHHSI JAHHBIX Ha CCBUIKH, &
KozmpoBaHue XappmaHa — METOJ| KOJUPOBAHHMS C Tepe-
MEHHOH JJTMHOM, KOTOpasi HazHayaeT 0oJiee KOPOTKHE KOJIbI K
0oJiee YacTo MOBTOPSIOIIMMCS CHMBOJIaM [8].

KoHTekcTHO-aanTuBHOE JBOMYHOE apudmeTnde-
ckoe koxupoBanne (Context-Adaptive Binary Arithmetic
Coding, CABAC) npuwmensiercst B xoneke H.265/HEVC

Jst cxarust Bujaeonanusix [9]. KogupoBanue ocHOBaHO
Ha TEXHUKE CKaThs 0e3 IoTepsh ISl MoTy4eHus 0ojiee Bbl-
COKOM CTETeHHU CKaTHs, YeM OOJIBIINHCTBO aJITOPUTMOB,
KOTOpPBIE JIOCTYITHBI B KOJMPOBAHUY BUACONAHHBIX. [Ipn
ero MPUMEHCHHUH CHadajla KOHBEPTHUPYIOTCS BCE HEOHU-
HapHBIC CHMBOITBI B OMHAPHBIE, 3aTeM IS KaXI0TO OnTa
BEIOMpaETCs MOJENb Mpencka3anus. Jlaree ucmonb3yeT-
s TIONTydeHHas OT ONMIDKANIINX JIEMEHTOB HH(OpMAIII
JUT ONTHMU3AITNH CTENICHH BO3MOKHOCTH MPEACKa3aHHH.
Apudmernueckoe KOIUPOBAHUE SBISETCS (UHAIBHBIM
I1arOM CXKaTHsI JaHHbIX.

B xone cpaBHuUTENBbHOTO aHann3a 3QpQEeKTHBHOCTH KO-
JIMpOBaHMst 0cHOBHOTO mTpodmitst H.265 ¢ konexamu H.264/
MPEG-4, MPEG-4 ASP, H.263 HLP u H.262/MPEG-2
MIOJIYYCHO CHIDKeHHE OuTpeiita Ha 35,4 %, 63,7 %, 65,1 %
1 70,8 % COOTBETCTBEHHO NMPH PABHBIX MOKA3ATESIX MTHKO-
BOTO OTHOIICHHS CUTHAJ-IIIYM U CYObEKTUBHO ONHAKOBOM
kadecte [10]. Takum oOpas3om, Tt XpaHEHUsT OOIBIIAX
00BEMOB BHICOMAHHBIX B CIydae KPYIIIOCYTOYHOTO HAOMIO-
JIEHUS MCTIONb30BaHne MeTooB bzip2, LZMA?2, Deflate
HE ABJISICTCA NPEANOYTHTENBHBIM. [IpeioskeHo mpuMene-
Hue kozeka H.265/HEVC, ocHOBaHHOTO Ha KOAWPOBAHUH
CABAC, kak 6osiee HOBOTO 1 3()()EeKTHBHOTO METO/IA CHKa-
THUSI BUJICOJIAaHHBIX B KaU€CTBE OJJHOIO U3 MHCTPYMEHTOB
MOBBIIICHUS UX WH()OPMAIIIOHHOW IIEHHOCTH.

MeToa noBbIeHUS] HH(POPMALOHHOH HEHHOCTH
BH/I€0JAHHBIX

Vcnionb3yst alropuTMBbl CKATHSI, MOXKHO JOOUTHCS CO-
KpaileHus pasmepa (aiia, Ho B OOJIBLIIMHCTBE CIy4acB
00bEM JTaHHBIX OCTACTCS JOCTATOYHO OOJIBIINM, OCOOCH-
HO TP XPaHCHUU BHUJICOAPXUBOB C KaMep HAOIOICHUSI.
B cBsi3u ¢ 3TUM, KpOME HCIIOJIb30BaHUS PA3IMYHBIX TEX-
HOJIOTHI CKaTHsI BUJICO, B paMKaX IMPEIJIOKCHHOTO METOIa
TIOBBIIIICHUS MHPOPMAIIMOHHON IEHHOCTH BUICOMAHHBIX
HEOOXOAMMO pean30BaTh aITOPUTM (HUIBTPAHA H30bI-
TOYHBIX KaApoB. CyTb pabOTHI alrOpUTMa 3aKITF0YASTCs
B M3BJICUCHUH U3 FICXOIHOTO BUACO KaJIpOB, HA KOTOPBIX
MIPOUCXOIUT KaKoe-THOO0 JBIKEHHE B OOIBIIOM 00BeMe
(7151 UCKITIOUCHUS PEAKIINU Ha [ITYMBI).

Paccmorpum mmaru aiaroputMa (GUIBTpaldu KaapoB
MPEJIOKEHHOTO METOIa.

[Tar 1. M3 BuaeomnoToka 3axBarbiBaeTcs i-ii U i + 1
kagpbl. OCyIIECTBUM BBIYUTAHUE OJHOTO Kajpa U3 Jpy-
TOT0, YTO MO3BOJIHT OMPEICITUTh CMEIICHHE 00BbEKTOB IPU
YCIIOBHH HETIOIBHKHOCTH KaMEpBHI.

[ar 2. Pa3nuiy kagpoB NEPEBEAEM B CEPYIO MPaJALHIO
U I MUHUMHU3AIAA OTCIICKUBAHUS IIYMOB W JIMITHUX
KOHTYPOB IIPUMEHHUM pa3MBITHE 110 ["ayccy.

[ar 3. BeimomHuM QIIBTPAHIO KaJapa ¢ TOMOIIBIO
MTOPOTOBOTO 3HAaUeHHUs. Eciy 3HaueHne MUKCena MeHbIIe
MTOPOTOBOTO 3HAYEHUS, OHO YCTaHABIMBACTCS paBHBIM 0,
B IIPOTHBHOM CJIy4yae — PaBHO MaKCHMaJlbHOMY 3Haue-
HUIO (255). D10 TO3BOMSET OOJIee YETKO CETMEHTHPOBATH
O0OBEKTHI.

[ar 4. K kaapy npuMeHUM MOP(OIOTHUCCKUN
(hUITBTP — OlepaIuio pacIIupeHusi, KoTopas 100aBUT He-
KOTOPOE KOJIMYECTBO MUKCEIIOB K TPaHUIIaM 0OBECKTOB Ha
M300paKCHHUH, YTO TIO3BOIIUT YAATUTh HEOOIBIIHNE Pa3phl-
BEI U CTVIQJIUTH HX.
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Iar 5. IIpoBeneM NOUCK MacCUBa KOHTYPHBIX TOUYEK U
nx aHanus. Eciu cpean KOHTYpoB 0OHapyKeH Takoi 00b-
€KT, IJIOLIa/{b KOTOPOT'O BHIIIE TOPOrOBOr0 3HAYEHHUS, TO
ero 3auKcupyeM Kak 00bekT Habmonenns. Kaap ormernm
METKOH «J[BIKCHUE» U COXPAHUM B OTICIIEHBIN (haiii.

B pesynprare BhITONHEHUs maroB 1—5, mocie obpa-
OOTKHM BHICOAAHHBIX Ha BBIXOJE (DOPMHUPYETCS] OTACTBHBIN
BHAe0(hailI, COCTOSIIINI U3 KaJIpOB, NMEIOINX MPU3HAKA
JBIKCHUST 00BEKTOB. AJITOPUTM MOXKET OBITH MOIU(]H-
LUPOBAH JJI COXPAHEHUS 3HAYUTENbHO YAAJICHHBIX 10
BpeMeHH ()ParMEeHTOB C JABMIKCHUEM B pa3HbIC (ailsibl, YTO
00JIErYUT 10 HUM HaBUTALMIO.

3aBepIIaroIuii mar npeIokeHHOro MeTo/ja — OLIEHKa
MHPOPMALMOHHOM LIEHHOCTH KaJpa. B kauecTBe MeTpuKu
ucnoab3yeM sHTponuto llleHHOHa, KOTOPYIO paccuuTaeM
0 cIeyromIe hopmyrie Tt Kaxmoro kaapa [11]:

255

E=—- % (plog(pp).
=0

i€ P — BEPOSITHOCTD ITUKCENIOB CO 3HAYCHUEM K.

Torma B mpomecce 06paboTKH BHIEO TIOCTE BBITOTHE-
HUS mara 4 oCymecTBAM pacueT dHTPOIHH I Kajapa u
coxpaHuM ero. /lyist nanbHeMIero cTaTucTU4ecKoro aHa-
JIU3a TOCTABUM B COOTBETCTBHE KAXKIOMY KaIpy 3HAUYCHUS
0 wm 1 (OTCYyTCTBHE WM HaIWM4YWE METKHU «JIBUKEHHEY)
¥ CyMMapHBIi pazmep 0071acTi KOHTYpOB Ha TEKYIIEM Ka-
npe. Jlns pacueta SHTPONUU MCXOJHBIE KaJIpbhl BUJIEO HE
HCIIOJIb30BaHbI, YTOOBI HE OIICHUBATh THCTOTPAMMBI Pac-
MpeeseHusl OTTEHKOB ceporo. B pesynbrare Ha CIIO)KHOM
KaJ[pe C MHOXECCTBOM OOBCKTOB (MMEHHO TaKUM U OyneT
KaJp ¢ KaMephl HAOMIOICHUS HA CKIIAJIC) SHTPOIHS PUMET
CPaBHUTEIHHO OJITHAKOBEIC M BBICOKHE 3HAYCHUS. DTO HE

TIO3BOJIMT MCIIONB30BATh SHTPOIHUIO, KAK HEKOTOPYIO 00BEK-
THUBHYIO METPHKY, COOTBETCTBYIOIIYIO «IIEHHOCTU» KaJIpa,
TaK KaK CTATUYHBIN KaJp B paMKaX MHOTOYaCOBOTO BHJIEO
HUMEET HU3KYIO TOJIE3HOCTb.

BhIMOTHUM TECTUPOBAHUE MPEITOKESHHOTO METO/IA.
IIpoBeneM dKCIEPUMEHT Ha TECTOBOM (haiiie ¢ KaMepbl
BHJICOHAOTIONEHUS CKIIAJCKOTO KoMIuIekca (koxek H.264/
MPEG-4, pazpemenue 1920 x 1080 mukcenoB, OUTpenT
321 Kowut/c, 12 kaapos/c) pasmepom 223 Mb u 1iiuresbHO-
ctoio 01:08:42. [Tpumep paboThl anropuTMa GpUIIBTPAIKK HA
TECTOBOM BHJIEO peJICTaBleH Ha puc. 1. Paccmorpum npo-
MEXYTOUHBIE PE3YJIbTaThl 00PaOOTKH MOCIIEIOBATEIILHOCTH
U3 YeThIPEX KaJPOB, YTO MO3BOJHUT OLEHUTH, KaK MPE/I-
JIOKEHHBIN MOAXOJ JUTSl KQXKIOU Mapbl COCETHUX KaIpOB
nmpeobpasyer UCXOAHbIC JaHHbIC, IPUMEHSET (UIbTPBI,
BBIJIC/ISICT KOHTYPHI U B UTOI'€ PACCUUTHIBAET SHTPOITHUIO.
AHanu3 3HaYCHUU DHTPOIHH JUIsI HCXOJHOTO YaCOBOTO
BHUJICO MPE/ICTABICH HA PUC. 2. 3aMETHBI Y€TKO BBIPAKEH-
HBIE YYaCTKU BO3PACTAHMUS SHTPOIHH, COOTBETCTBYIOIINE
MOMEHTaM JIBUKEHHS Ha BHJICO.

[TocTporM KOPPENSIIMOHHYI0 MaTPUILY IJIsl IPOBEPKH
TUTIOTE3BI O 3aBUCUMOCTHU 3HAYCHU A DOHTPOIINHU OT HAJITUYIUA
JIBIDKEHUS 00BeKTOB B Kajpe. [IpoBenem aHain3 B3auMHO-
'O BIIMAHHUSA TPEX MapaMETPOB: SHTPONNH, HATUIUU JABUKC-
HUS ¥ pa3Mmepa obiactu KOHTYpoB (puc. 3). HaOmromaercst
BBICOKasI KOPPEJSIIIUS MEXK/Ty SHTPOIUEH U pasMepoM 00-
JIACTU KOHTYPOB, a TAKXKe (haKTOM MepeMeIneHus 0ObEKTOB.

B wurore aHanu3a BHJHO, YTO METPHUKA JHTPOIUHU
[lenHona mpu 00pabOTKe KaJAPOB Ha miare 4 MpeIoKeH-
HOTO METO/Ia MOXET MCIIOIb30BaThCs ISl OLICHKU UHDOP-
MAIMOHHOM IEHHOCTH BH/IE0 (KOTOpPasi PSIMO TPOIOPIIHU-
OHAJIbHA KOJIMYECTBY JIBMKYIIUXCS OOBEKTOB B Kajpe).
CpaBHUM MOJTYYEHHBIE PE3YIIBTaTh (Ta0IHIIA).

W3Bneuenne Onpenenenue Dunprpanus
JIByX COCEHUX l___> Ppa3HHALIBI
KaJ[poB MEKTy KaJpaMu 3HAYEHUIO

Pacuer

IIpumenenune
ITouck n ananus
10 HOPOTOBOMY IMOP(OJIOTHYIECKOT0 KDHTYPOB SHTPOIHH Kajpa,

¢unsTpa pazmerka

E=0,0041

E=0,0241

E=0,0230

E=0,0277

Puc. 1. [Ipumenenue anropurma GHIBTPALIH KaIPOB U OLIEHKH SHTPOIHN

Fig. 1. Application of the frame filtering algorithm and entropy estimation
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Tabnuya. CpaBHEHHE UCXOAHOTO U (DHIBTPOBAHHOTO BUIEO

Table. Comparison of the source and filtered video

3navyenue >uTpornuu llennona

OuapTpoBaHHOE
HcxonHoe Bujieo
BHUICO
KonuuectBo xaznpos 12 364 1512
CpenHsis SHTPONHS 0,00743 0,03997
CymMMapHast SHTPOTIHS 91,925 60,443
0 4000 8000 12000 Pasmep aitna, MBb 223 15,3
H
OMEp KaApa Burpeiit, K6ut/c 321 4404
Puc. 2. I3MeHeHne 3HaUCHUH SHTPOITUH Ha HCXOIHOM BHICO Konex H.264/MPEG-4 H.265/HEVC

Fig. 2. Changing entropy values on the source video
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DHTponus JIBrxenue Pazmep
obrmactu

Puc. 3. KoppensinonHas MaTpHLia IPU3HAKOB

Fig. 3. Correlation matrix of features

VYnanenue u30BITOYHBIX KaJpOB MO3BOJIUIO 3Ha-
YUTEIHHO COKPATUTh 00BEM XpaHMMOW MHG(OPMAIIHH.
[Ipumenenune konexa H.265/HEVC, ocHoBaHHOr0 Ha
CABAC, naxe Ha MCXOIHOM BHCO IO3BOJIMJIO YMEHbB-

IIMTH ero pasmep 10 86 Mb (ipu ToMm ke paspermeHnn 1
outpeiite 3,5 Mout/c). KogupoBanue GpuibTpoBaHHOTO
BH/JICO MPUBEJIO K UTOTOBOMY pazmepy — 15,3 Mb.

B HUTOTC, NpU COKpallCHUN JIUTCIBbHOCTU BUACO B
8 pa3 cymMapHast SHTPOIHSI CHU3MIIACh TOJNBKO B 1,5 pasa.
CpenHsist SHTPONHUS IPU 3TOM BO3pocia B 5,4 pasa, OTKyza
CJIe/lyeT, 4T0 MH(POPMAIIMOHHASI [IEHHOCTh OT(QHIBTPOBAH-
HOTO BHJIEO Bo3pocia B 5,4 paza. O0uwmii o0beM daiina
OTHOCHUTEJIBHO UCXOAHOI0 COKpalleH B 14,57 pas.

IIpakTHYecKoe MPUMeHEeHHeE MOJyYeHHbIX
Pe3yJIbTaTOB NPH OPraHU3aLUuU
XpaHeHUs! BUIEOIaAHHbIX

PaccMoTpuM HHTErpaIuio mpeaioKCHHOTO METo/Ia B
O/ mns peurenus 3amaa4 GUIBTPAIIMHA UCXOIHBIX BUIC-
onaHHEIX (puc. 4). Pemrennem 3amaun Oyner obecriedeHre
MUHUMH3AaIIU 00beMa WHPOPMAIINH, TIOBIIIICHUE €€ HH-
(hopMaMOHHOM IIEHHOCTH [T CHCTEM BUICOHAOIIONCHUS
B TAKUX MPEIMETHBIX 00IaCTsIX, KaK CKIIA/ICKIE KOMITJICKCHI,
JIOTHCTUYECKHE [IEHTPHI, TOPTOBBIC TIOMEIICHHSI.

OcyIecTBUM MOJYyYEHHUE UCXOIHOTO BHaeohaiiaa u
yIaJICHUE U3 HEro M30BITOYHBIX KAaIPOB JJISl MOBBIIICHUS
SHTPOIMHH C UCIOJIb30BAHUEM MPEIOKCHHOIO METO/IA.
[Tociie BBIMOSHEHHSI OIICHKH YHTPOIHU OCYIIECTBAM KO-
JMPOBKY (aiina ¢ nmomoursto koaeka H.265/HEVC, obe-

Ionyuenue Oo6pabotka
HCXOJJHOTO HCXOJTHOTO
¢aiina BUJICO

Ornenka
OunbTpanus
Ka/IpOB > SHTPOIHH
[llennona

v

~ e R
OtnpaBka ¢aiina ®OparmenTanys W3menenne paspemeHns Konsepramus
10 ceTu BH/JICOJJAHHBIX u OuTpeiita BUICO H.265/HEVC
L J \ J
CoxpaHeHue Cepsep- API s monyyenus )
: Beb-ceps pBCp Y
00paboTaHHOTO : e6-cepeep 0alaHCUPOBIIUK BUJICOJIAHHBIX )
¢aitna B LIO/] : Y ) Y
y v Y
— Cepsep
: XpaHunuiie BUIEO TPAHCKOIUPOBAHS XpaHWIuIe MeTalaHHbIX

KOHy‘

Puc. 4. briok-cxema anropuTMa HHTETpalliuy IPEIOKEHHOTO MeToa B IeHTp 00padotku nanusx (LOMI)
Fig. 4. Block diagram of the algorithm for integrating the proposed method into the data center
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CIICYMBAIOIIETO HAMIyUILIME M0Ka3aTeIn 10 UTOrOBOMY €ro
pasmepy. Pasperienue xajapa u OUTPEHT Ompenesium dKe-
TIEPUMEHTAIIBLHO B 3aBUCUMOCTH OT TIOCTABJICHHBIX LIEJICH:
XpaHeHue, NHTEeIUIeKTyalIbHasi 00padoTKa TN IIPUMEHEHHUE
ANTOPUTMOB pacrio3HaBaHus 00bekToB [12]. [Ipu HeoOxo-
JMMOCTH UCXOHOE BHJIEO MOXKET OBITH (hparMEHTHPOBAHO
Ha OTJETbHBIC (aliIbl B CIydae, eCIN YIaCTKH MOBBIIICH-
HOW HTPONNHN pa3[eieHbl 3HAYNTEIbHBIMU BPEMEHHBIMHU
naTepBagaMu. CxaTelii 1 0O0paboTaHHBIN BHUIEO(aNTBI
(MM HECKOJIBKO OT/ICJIBbHBIX BHJIEO C yKa3aHHEM BpEMEH-
HBIX MeTOK) nepenaaum o cetu B LIO/I.

Paccmotpum nporenypst B3aumoneiictsust ¢ LIO/. [l
MOJTyYCHUS TAHHBIX KIMCHT oOpainaercsi K BeO-cepBepy.
B xauecTBe KiMeHTa MOXET BBICTYIAaTh CUCTEMA yIpaB-
JICHUSI CKJIQJOM WM Jifo0asi HHPOpPMalMOHHas cUCcTEMa
JUIst 00pabOTKN JAHHBIX C KaMep BHACOHAOMroneHus. Jlis
B3aUMOJICHCTBYSI MPUMEHUM HHTEpdeiic TporpaMMHpOBa-
Hus ipunoxenuit (API), a mist paBHOMEpHOTO pactipernere-
Hus 3arpocoB Mexry API — cepBep-6anancuposmuk [ 13].
CepBep TpaHCKOIUPOBAHMS HCIIONIB3YyEeM JJIsSl TEPEKOIH-
pOBaHUS WM KOAMPOBAHUS BUAEO, KOTOpPOE MpeodpasyeT
HCXOJHOE BHJIEO B TpeOyemble pOpMaThl U pazperieHus
JUISL pellIeHNs] KOHKPETHBIX 3a]a4 00pabOTKK JaHHBIX HIIH
NMpuHATHS perieHuit [14]. Xpanunuie BUaeo npeaHa3Ha-
yeHo jurs xpanenust BLOB (Binary Large Object)-nanHbix
TPaHCKOIMPOBAHHBIX BUEO. XPAHUJINILE METAIaHHBIX UC-
TI0JTb3YEM JUISl XpaHEHHs BCEX METaIaHHBIX BHJIEO, HAIIPH-
Mep, BPEMEHHBIX METOK, pazMmepa, pa3pemneHus, popmara
U T. 4. [15] mw nmpeacrasiser coboit TAOIHMIHYIO CTPYKTYPY,
KOTOpasi MOXKET OBITh Pealn30BaHa C UCTIOIb30BaHUEM pe-
JISIIMOHHON cHcTeMOit yripaBienus 6a3zoi manHabIX (CYB/),
Hanpumep PostgreSQL.
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3akJ/iouenne

PaccmoTpeH BOnpoc ONTUMH3AINH XPaHWIININA BUJIE0-
JAHHBIX C KaMep HAOMIoeHNs T OBBIIEHH HH(OpMa-
IIMOHHOM 1leHHOCTH. KpyrocyTouHas 3anuch NpUBOAUT K
3HAYUTEIbHBIM BPEMEHHBIM HOTEPSIM ITPHU TTOUCKE HYKHBIX
(parMeHTOB BHJICO, a TaKXKe YIOPOXKAET MX XpaHEHHE.
C yderoM, 4yTo MH(POPMALMOHHAS LIEHHOCTh TAKUX JJIH-
TEJILHBIX BUJICO MOXKET OBITh HE3HAYUTENILHOM, a HHTEpeC
JUISL TI0JIb30BaTelIed, padOTaIOIUX C HUMH, MOTYT IIpeJl-
CTaBJISITh TOJIBKO OTJEIIbHBIC (pparMeHThl, 3a/1a4a OLEHKH
1 (UIBTpauy MCXOAHBIX BHICO(DAIIIOB SBISIETCS aKTy-
aJbHOM.

[IpennokeHo NCIOIB30BaHUE PA3TMUHBIX MOIX0I0B
JUTS CKaTHs BUACOAAHHBIX, A TAKKe METO/ (DHIIBTPAIiY Ka-
JIPOB, BKITFOYAIOMINH OIICHKY WH(POPMAMOHHOI SHTPOIIHH.
B xopxe sxcnepuMeHTaNbHBIX UCCIIEIOBAaHUM OIpeesieH
ONTUMAJILHBIN BapUaHT BUJICOKOJICKA, MOITBEPIK/ICHA THITO-
TEe3a 0 3aBUCHMMOCTHU MEX/Y HAINYMEM JABHKECHHS B KaJpe
(u, cnenoBaTenbHO, BHICOKOH MH(OPMAIIMOHHON IEHHOCTH )
u sHTponuel lllenHoOHa, paccunTaHHOM JU1st 00paboTaHHOM
Pa3HMILBI MEXKAY COCETHUMH KaJpamH. [IpoBeieHHbIE UC-
MBITAHUS TOKA3aJIM BO3MOYKHOCTD TTOBBIIICHHS SHTPOITUH
nocie (GUIBTPauK U30BITOYHBIX (CTAaTUYHBIX) KaJIPOB JI0
5,4 pa3a u cHIDKeHHE 00beMa XpaHUMO# nHpopMmarun 10 8
pas. [IpuMeHeHne anropuTMOB CKaTHsI TO3BOIMIIO CHU3UTh
pa3mep uroroBoro ¢aiina B 14,57 pas.

PaccMmoTpenHble MOnXoAbl OBITH anmpoOUPOBAHBI IS
pemeHus 3a1a4 GpuIbTpaLuy, nepeJadu 1 XpaHEeHUs BU-
JICOJTAaHHBIX, MMOBBIIICHUS] HHPOPMAIIMOHHOHN IEHHOCTH
BU/ICOIaHHBIX, IIPOU3BOAUTEIILHOCTH MIPOLIECCOB aHAIM3a
U MOMCKa HHPOPMALIUH 3a CUET CHUKCHHUS M30BITOUHBIX,
MaJIOTOJIe3HBIX (PParMEeHTOB JaHHBIX.
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AHHOTALUA

Beenenne. Ataku Ha BeO-TIPIIIOKEHNUS SBISIOTCS YaCTHIM HANpPABICHUEM aTakW Ha WH()OPMAIMOHHBIE PECYpPCHI
37I0yMBIIIEHHUKAMH Pa3IHIHOTO YPOBHS MOArOTOBKH. [10100HBIE aTaky BO3MOKHO HCCIIEIOBATh C MOMOIIBIO aHATIN3a
HTTP-3anpocos, mpou3BeIeHHBIX aTaKyIOMMUMU. B paboTte nccneioBana BO3MOKHOCTD BBISIBIICHHS TPYIIIT aTaKyIOMINX
T10 TAaHHBIM COOBITHI CHCTEM 0OHapYKeHUsI BTOP)KEHHH. BBIsIBICHNE TPy aTaKyIOIIUX MO3BOJISIET YIYUIIATE paboTy
QHATUTHKOB O€30IaCHOCTH, PACCIESAYIOIINX U PearupyoIiX Ha HHIUCHTbI, CHU3HUTD BIMSHUE COOBITHHHON yCTaIOCTH
TIPY aHAIIM3€ COOBITHI GE30IaCHOCTH, a TAKXKE ITOMOXKET BBIBUTH MIAOIOHBI U PECYPCHI aTaK 370yMbIIIIEHHUKOB, YTO
TIOBBICUT KAa4eCTBO 3aIl[UTHI CUCTEMBI B 11e710M. MeTo/. BrIsiBIeHNE TPy aTaKyIOMUX B paMKaX MPeaIoKeHHOTO MeToa
BBITIOJTHEHO HA OCHOBAHHU MOCIIE0BATENLHOCTH 3TanoB. [IpoBeneno pa3duenne 3anpocoB Ha TOKEHBI IO PETYIIPHOMY
BBIPAKEHHIO, OCHOBAHHOMY Ha ocobeHHocTaX npotokosna HTTP u arak, KoTopble 9acTO BCTPEUAIOTCS M BBIABIISIOTCS
cucTeMaMH OOHapyXeHHs BTOpKeHUH. Brimonneno B3BemmuBanue TokeHOB anroputMoM TF-IDF (Term Frequency-
Inverse Document Frequency), 4To 03BOJISIeT BBIACIUTE peikUe TOKeHEL. Ha ciieyrorem sTare Ipon3BeeHo OTAeNIeHHe
OCHOBHOTO $I/Ipa 3aIlPOCOB, HE COAEPIKAIINX B ceOe pelKHe CIIOBa, COBIACHUE 110 KOTOPBIM IT03BOJISIET TOBOPUTH O
CBSI3aHHOCTH COOBITHIH. TakuM 00pa3oM HMPOUCXOIUT OTAEIECHHE HCIIOIb30BAHUS MYOINYHBIX, JOCTYIHBIX OTKPBITO
0T pa3pabOTaHHBIX WM MOIU(UIMPOBAHHBIX ATAKYIOIIMMHU, HHCTPYMEHTOB ataku. /st onpeeneHus pacCTOSHUS
MIPUMEHEHO MaHX3TTEHCKOEe paccTosanue. Ha mocnennem stane npoenena kinactepusanus MerogoMm DBSCAN (Density-
based Spatial Clustering of Applications with Noise). OcHoBHbIe pe3yabTaThl. [loka3aHo, 4To JaHHBIE TOIE3HON
Harpy3ku HTTP-3anpocoB MOTYT HCIIOIB30BAThCS ISl BBISIBJICHUS TPYIII aTakyromuX. [IpennoxkeH 3¢ GeKTHBHBII
METOJ TOKEHH3AIUH, B3BEIIMBAHNUS U KIACTEPU3aNy PacCMaTPUBAEMbIX JaHHEIX U nctoib3oBanne Meroga DBSCAN
UL KJIaCTepHU3alliy B paMKax Mertoza. IIpoBeeHa oLeHKa MEeTpHUK: OAHOPOIHOCTH, IIOJIHOTHI U V-Mepbl KIacTepU3aliy,
TNOJTy9aeMBbIX pa3IMYHBIMU MeToaMu Ha Habope nanHbIX CPTC-2018. BrisiBieHo, 4To mpeyiaraeMblii METOJT TO3BOJISIET
TMOJTYYUTh KJIACTePHU3ALUIO0 COOBITHI, 00J1aIal0IIy 0 BBICOKOM OJTHOPOTHOCTBIO U IOCTATOYHOU MONTHOTOM. [IpencraBieHo
KOMOMHMPOBaHHE KJIACTEPU3ALUU C KJIacTepaMu, 00pa30BaHHBIMU JAPYTMMH METOJAMHU, C OOJIBIIONH OJHOPOAHOCTBIO
KJIaCTEPU3aIMH AJIS IOTyYEHHs BHICOKOTO MOKa3aTeNs MOJHOTH! U V-MepBbI IPU COXPAHEHUH OOJIBIION OTHOPOAHOCTH.
Oocy:xnenue. [IpemokeHHBI METO MOXKET HATH pUMEHeHue B paboTe aHanuTukoB Oe3zonacHocT B SOC (Security
Operations Center), CERT (Computer Emergency Response Team) u CSIRT (Cybersecurity Incident Response Team)
Kak TP IPOTHBOACHCTBUN BTOPKEHUSIM, TaK U B cOOpe JAHHBIX O TEXHUKAX M TAKTUKaX aTaKyIOMINX, BKIIOYAs aTaKn
ypoBast APT (Advanced Persistent Threat). MeTox o3BOJIUT BEISBIATH MIA0IOHBI CJIET0B HHCTPYMEHTOB, HCIIONB3YEMBIX
aTaKyIOIIMMH, YTO JaCT BO3MOKHOCTb IIPOBOJIUTE aTPHOYIIUIO aTak.

Kirouesbie ciioBa

IPYIIBl ATaKyIONIMX, CIO0XHBIE aTakH, OOHapyXeHHEe BTOPKEHHIl, KOppensuus coObTHII 0e30macHOCTH,
K1OepOe3011acHOCTh
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Abstract

Attacks on web applications are a frequent vector of attack on information resources by attackers of various skill levels.
Such attacks can be investigated through analysis of HTTP requests made by the attackers. The possibility of identifying
groups of attackers based on the analysis of the payload of HTTP requests marked by IDS as attack events has been
studied. The identification of groups of attackers improves the work of security analysts investigating and responding
to incidents, reduces the impact of alert fatigue in the analysis of security events, and also helps in identifying attack
patterns and resources of intruders. Identification of groups of attackers within the framework of the proposed method
is performed based on the sequence of stages. At the first stage, requests are split into tokens by a regular expression
based on the features of the HTTP protocol and attacks that are often encountered and detected by intrusion detection
systems. Then the tokens are weighted using the TF-IDF method, which allows to further give a greater contribution
when comparing requests to the coincidence of rare words. At the next stage the main core of requests is separated
based on their distance from the origin. Thus, requests not containing rare words, the coincidence of which allows us
to talk about the connectedness of events, are separated. Manhattan distance is used to determine the distance. Finally,
clustering is carried out using the DBSCAN method. It is shown that HTTP request payload data can be used to identify
groups of attackers. An efficient method of tokenization, weighting and clustering of the considered data is proposed.
The use of the DBSCAN method for clustering within the framework of the method is proposed. The homogeneity,
completeness and V-measure of clustering obtained by various methods on the CPTC-2018 dataset were evaluated.
The proposed method allows obtaining a clustering of events with high homogeneity and sufficient completeness. It is
proposed to combine the resulting clustering with clusters obtained by other methods with high clustering homogeneity
to obtain a high completeness metric and V-measure while maintaining high homogeneity. The proposed method can
be used in the work of security analysts in SOC, CERT and CSIRT, both in defending against intrusions including APT
and in collecting data on attackers’ techniques and tactics. The method makes it possible to identify patterns of traces

of tools used by attackers, which allows attribution of attacks.
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BBenenue

Amnamm3 HTTP-3anpocoB urpaet BayKHYIO pojib B 00Ha-
pykeHuu BropxeHuid. HanpasieHus arak, KOTOpble MOXKHO
B HUX OOHapyXUTh, BKItouaeT SQL-wabpekunn, SSRF,
XXE, uabekuu koMasg 1 ap. MHorue u3 arak MOryT
MIPUBECTH K yAAJEHHOMY BBIITOJHEHUIO KO/Ia Ha CepBepe,
TJIe Pa3MEIICHO MPUIOKEHHE, TPEBPAIas ero B IangapM
IS TalbHEHIIero NpOoABMYKEHUS 3JI0yMBIIIICHHUKOB.
Cornacuo oruety Pocrenekom-Conap!, B 2021 roay araku
Ha BeO-NPUIIOKEHHS UCIIOIB30BAIIMCH JUTSl B3JIoMa HH(pa-
CTPYKTypHl B 20 % aTak rpynnupoBOK CPETHETO YPOBHS U
B 50 % — BBICOKOTO YPOBHS.

Hannsie HTTP-3anpocoB MOXXHO MCIIOJB30BaTh HE
TOJBKO [UTST OOHAPYKESHUS BTOPIKECHUI, HO M JUTS TIOCTICTY-
FOIIETO WX aHajH3a, B YaCTHOCTH BBIIEICHUS TPYIIIT aTa-
kytomux. [ToHATHE TPYIIIBI aTaKyIOIINX HECKOIBKO IITHpe
cnoxubix arak uau APT (Advanced Persistent Threat),
TTOCKOJIBbKY BKITIOYAET PA3INYHBIC BPEJOHOCHBIE KaMITaHHH,
MPOBOAMMBIC OHOU Tpynmoi. Takum 00pa3oM, MOHATHE
TPYTIIBl aTaKYIOUINX OXBATBIBACT aTaKH, MPOBOJUMEIC OJl-
HUM 3JIOYMBIIIUICHHUKOM, Ha OJTHY IIeJb (CJIOJKHAs aTaka),
CXOJKHE 11eTM (BPEAOHOCHAS KaMITaHKs) U pa3INyuHbIe LETH.

! [Dnekrpornsiii pecypc]. Pesxxum mocrtyna: https://rt-solar.
ru/upload/iblock/01e/Otchet-ob-instrumentarii-professionalnykh-
gruppirovok 2021-god.pdf (zara obpamenus: 31.03.2023).

Brienenue rpyni aTakyromux MOXKET yIydlInTh pa-
6oty SOC (Security Operations Center), CERT (Computer
Emergency Response Team) u CSIRT (Cybersecurity
Incident Response Team) Giiaromapst mpeoOpa30BaHHIO
OJTHOMEPHOI'0 MacCHBa COOBITHH B JIByMEpPHBIH MacCHB
JIeHCTBUI IpymIl. DTO MO3BOJSET CHU3UTh BIMSHUE SIBJIE-
HUS YCTAJIOCTH OT CUTrHaJIOB TpeBory (alert fatigue) [1] npu
paboTe aHAIUTHKOB. BhlieeHne Ty JaeT BO3MOKHOCTh
TOYHEE OLIEHUTH YPOBEHb YIPO3bI U IIyOWHY KOMIIpOMe-
TallUU CHCTEMBI Ul MPHUHATHS COOTBETCTBYIOMINX MEp
pearupoBanusi. Taxke BbIAEICHNE TPYII U Ia0JIOHOB
WX JIEHCTBHI ITOMOTAET MPU MPOBEACHUH (HOPEHIUOIOTH-
YECKUX MCCIEAOBaHUHN, aTpHOYIIUH aTaK, IPEBEHTUBHOM
BBISBIIGHUH PECYPCOB, HCIIONb3yEMbIX aTaKyIOIINMH.

CoBpeMeHHbIE METO/IBI BBIZIETICHUS TPYIIIT aTaKyOMINX
BKJIIOYAIOT TOJIXO/Ibl, OCHOBAHHbIC Ha aTpuOyTax coObl-
TUN WIK HA 11arax, IpeJIpUHUMAaEeMbIX aTaKyOUMU [IPU
MPOABMKEHUM BHYTpH cuctemsl [2]. IlepBast xareropus
BKJIFOYa€T METO/Ibl, OCHOBAaHHbIE Ha CBOWCTBAX COOBITHIA,
BPEMEHHBIX METKaX, CTATHCTHYECKUX B3aMMOCBSI3IX U
(unpTpannu, Bropasi — OCHOBAaHHBIC HAa MOJEIH Mpe.-
MOCBIJIOK-TIOCJIEICTBUN U CLieHapHax arak. Hekoropsie
METO/Ib HCIIOIB3YIOT KOMOMHUPOBAHHBIN MOAXO] C TIPH-
MEHEHHEM METO/IOB 00enX KaTreropuii. Bermensemoe cxon-
CTBO MOXET OBITH OCHOBAaHO Ha HCIIOIb30BAHUN CXOXKETO
WHCTPYMEHTApHsl, COBIIAJICHUN LI€JIeH U CTaTyca arak, a
TaKoKe Ha OCHOBaHWY 0OMeHa MH(opMaLeil BHyTpHU Ipy-
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MeTo[, BbISIBEHMS FPYNN aTaKyloLLMX H2 OCHOBaHUW aHanv3a noJsie3Ho Harpy3ku ceTeBoro Tpaduka...

TIBI aTaKyomuX. JleTanbHblit 0030p METOJI0B KOPPEISIIUT
COOBITHII OE30MaCHOCTH TPHU PEIICHUH CXOXKHX 3a/auax
npezicTaBieH B padorax [3-5].

Cpenn MeTo0B pabOTHI ¢ JaHHBIMH B KHOepOesorac-
HOCTH ¥ OOHApY>KCHNH BTOP’KEHUI OTMETUM B3BEILIMBAHNE
TOKEHOB ¢ ucrnonb3oBanueM anroputma TF-IDF (Term
Frequency-Inverse Document Frequency). Hampumep, B
pabote [6] ucmonb3oBaHa KomMOHMHAIM anroputMoB BPE
(Byte Pair Encoding) u TF-IDF mns o6HapyxeHus Brop-
xenuit o ganabiM HTTP-3anpocos. Ha Habope qaHHBIX
CSIC-2010! TouHoCTh UX MeTO/A ¢ KJIaCCHU()UKATOPOM
Isolation Forest mocturia 89,48 %, a F-mepa — 90,17 %.
B [7] npennoxkena cucrema BotTokenizer, coneprxanias
anroput™ TF-IDF. Ha ocnoBannu URL (Uniform Resource
Locator) 3ampocoB [7] ¢ BRICOKOW TOYHOCTBIO OBLIH OIpe-
JIeTIeHbI B Tpaduke U3BECTHBIE cemelicTBa OoTHETOB. Cpenu
JIpyTUX padoT B 00MacTi KHOepOE30MacHOCTH U O0HAPY-
JKEHMs1 BTOpkeHui ¢ ucnonb3oBanueM TF-IDF moxno
BBIICTUTH [8], B KOTOPOW paccMOTpeHa KOMOMHAIINS aJl-
roputmoB TF-IDF u SVM (Support Vector Machine) s
oOHapykeHUs BTOpKeHUH. OTMETHM, UTO MPOBEICHHBII
aHaJIM3 HAayYHbIX paboT M0 TeMe MoKa3al, uTo MOJXO0J
TF-IDF He ObUT M3yYeH JUIs PEIICHHS 3a1a4l BbIICICHUS
TPy aTaKyIOIIUX WM CXOKUX 3a/ad.

B pesynbTrare BBITOIHEHHOTO MCCIIEAOBAHUS MPE/Io-
xeH metox pazouenust HTTP-3anpocoB Ha TOKEHBI U UX
B3BeIIMBaHUs Ha ocHoBe anropurMma TF-IDF ¢ nocneny-
IolIel KiacTepu3alenl sl BBISIBICHUS T'PYTIIT aTaKkyo-
mux. [IpoBeneno uccienoBanue 3pPEKTUBHOCTH METO-
Jla C IPUMEHEHHEM Pa3JInYHBIX METOJIOB KJIACTEPHU3ALIUH
Ha Habope JaHHBIX COPEBHOBAHUI MO TECTHPOBAHUIO HA
npornkHoBeHne CPTC-2018. IIpeacTaBieHHBIH MOIXO
110Ka3aJl BBICOKUH YPOBEHb OJHOPOJHOCTH IOJy4aeMOM
KJIaCTepU3alH U JOCTaTOYHYIO ONHOTY. [lomy4ueHnsie pe-
3yJIBTaThI MTOKA3aJId IPAKTHYECKYIO 3HAYNMOCTH MOAX0/1a 1
3apPEKOMEH/IOBANIN €TO0 IS HCTIOJIb30BAHMSI B KOMIUIEKCHBIX
METO/Iax I10 BBISBICHHIO TPYIIIT aTaKyIOMINX.

Meton

ATakyroIue, UCIONb3YIONNE OJUH U TOT K€ HH-
CTPYMEHT, YacTO OCTAaBISIOT CXOXKHE CIEbl B CUCTEME.
ITockonbky HTTP oTHOCUTCS K TEKCTOBBIM IIPOTOKOJIAM,
JTAaHHBIE 3aPOCOB, TOMEUCHHBIX KaK MOMBITKA BTOPKE-
HUS, MOTYT UCIIOJIb30BAaThCs AJIS OMpPECNICHUsI CXO/ACTBA
HHCTPYMEHTAPHsI, IPUMEHIEMOTO B paMKax UCCIIEAYyEeMbIX
arak. Taxke MHOTHE THITBI aTaK Ha BEO-TIPHIIOKEHHUS Tpe-
OyIOT HECKOJIBKHX 3aIPOCOB JUTS JIOCTHKEHUS LIENTH aTakH,
YTO NO3BOJISIET BBISIBUTDH aTaKy rpymisl [9].

W3BeCTHO, YTO MHOTHE TPYIIBI aTaKyIOMIHUX UCHIOJIb-
3yI0T MHCTPYMEHTBI, HAXOASIIUECS B OTKPBITOM JOCTYTIE.
Taknum o0Opa3oMm, cieabl TaHHBIX HHCTPYMEHTOB OynyT
CXO0XKH, OJIHAKO 3TO CXOJCTBO HE OyleT TOBOPUTH O TOM,
YTO aTaKyIOIMINe MPEICTABILIIN OHY TpyIity. 1 pemenns
3a71a4M pa3JesIeHHs CIy4aeB UCII0Ib30BaHNUs OHOIO U TOTO
K€ HeMyOIMYHOIO U OTKPHITOTO MHCTPYMEHTOB TTOJIXOAUT
anroput™m TF-IDF [10]. TF-IDF paboraer no cienyroie-
My IPHUHLHUILY: [T0Cie Pa30MEeHUs] TeKCTa Ha TOKEHBI, IS

! [Dnexrponusiit pecypc]. Pexxum pocrymna: https:/www.tic.
itefi.csic.es/dataset/ (nara obpamenus: 20.05.2023).

Ka)IOTO TOKCHA (CJIOBA) BBIYHUCIIMM OTIICIIBHO MOKA3aTeIIH
TF u IDF:

n
2

TF(tad): k

i=1

()

TJie 1, — KOJIMYECTBO CJIOB ¢ B KOJUIEKINH; k — oO11ee Ko-
k

JMYECTBO YHUKAIBHBIX CIOB; . #1; — 00IIee KOJIMUYeCTBO
i=1

CJIOB B IOKYMEHTE; d — HCCIICAYSMBbIil TOKYMEHT.

IDF(t, D) = In—, )

J=1

m
rae 7, — KOJINYECTBO KOJICKIUH; ). N; — KOIIMYECTBO
. J=1
KOJIJICKIIUH, CoNlepKaIuX TpedyemMoe CIIOBO ¢; D — MaccuB
KOJIJICKIIHH.
Paccunraem oOmmii mokasarens TF-IDF va ocHOBaHuM
BeIpakeHui (1) u (2):

TF — IDF(t, d, D) = TF(t, d)IDF(t, D).

Takum 00pa3oM, 4acTO BCTPEUAIOLTHECS CIIC/IbI OTKPBI-
TBIX HHCTPYMEHTOB Oy/IyT IMETh MEHBIINI BEC IIPH OLICHKE
CXOJICTBA 3aIPOCOB, MOCKOIBKY MOIOOHBIE apTe(aKThI
OymyT BcTpedarsces yamie. Ha 0cHOBaHMM 3TOTO BO3MOXKHO
peannu30BaTh METOJI, BHIMOJIHSIONINN BBISIBICHNE TPYIIT
aTaKyHIUX [0 COAEPKUMOMY 3aIPOCOB, TOMEUEHHBIX
crcTeMaMH OOHAPY)KEHHSI BTOPIKEHHH, KaK COOBITHS aTaKu.

IIpennaraemslii METOJ pa3AeiauM Ha TPH dTara.

IMoaroroBka AaHHBIX U TOKeHHU3anus. [ npume-
HCHUSI METOJIa MCIIOJIb3YEeM I0JIe C Harpy3koii (payload)
HTTP-3anpoca cobwiTHii 6e3omnacHoctu. [IpuBenem mgaH-
HBIE K TEKCTOBOMY BHJly: BBIIIOJIHUM, €CIIM HEOOXOIMMO,
packonupoBanue u3 Base64, a taxxe onepanuto URL-
JeKoMpoBaHus. Jlanee mpoBeieM TOKEHN3AIHIO TaHHBIX
3aIPOCOB IO CJIEAYIOLIEMY PEryISIPHOMY BBIPaKEHUIO:

[MSVNNM&N\?=<\[\]:\(D\-", ] +.

JlaHHBII HAOOP CMMBOJIOB ITO3BOJISIET Pa3/ICIUTh CJIOBA
BHYTPHU CaMOTI0 3arpoca ¢ MCIOJIb30BAHUEM CHHTAKCHCa
HTTP 3HaunMble cOCTaBIISIIOIINE BHYTPU HAIPY3KU TaKUX
BUIOB aTak, Kak SQL-MHBEKIINS WiTH dKCIUTyaTaus XSS.

ITocne Toxkennzanmu orennM citioa MmerogoM TF-IDF n
0TOPOCHM CJIOBA, YACTOTA B IOKYMEHTAX KOTOPBIX OOJIbIIE
MOPOTOBOTO 3HaueHMs. B HacTosIei paboTe BRIOpaHO 3Ha-
yeHue moporooi yactotsl 0,7. [TponsBeneHHbIi 0TOOp HE
OKa3aJl 3HAYUTEIIFHOTO BIMSHUS Ha PE3yIbTaThl OCIETyIO-
IIMX 3TATOB, HO MO3BOJIMJI CYIIIECTBEHHO COKPATUTh BPEMH,
Tpebyemoe s BeraucieHnid. OnTuManbHOE 3HaueHUe Mo-
pora BeIOEpeM TpH peau3aliii MeTo/Ia B paMKax KOHKpET-
HOTO OKPY’KEHHS JIUIsl COKPAIICHUS] BDEMEHH BBISIBIICHHSI.

OT60p 3anpocoB. [{71s1 OLIEHKU PACCTOSIHUS MEXKAY 3a-
MpocaMy IPUMEHNM MaHXITTEHCKOE paccTosiHue. JlanHbIH
BBIOOD CBs13aH ¢ TeM, uTo Marpuria TF-IDF sBnsercs pa3pe-
JKCHHOW W UMEET OOJBIIYI0 Pa3MEpHOCTh C TOUKU 3PCHUN
KOJIMYECTBA CBOMCTB. JTO MPHUBOIUT K HEI(D(HEKTUBHOCTH
UCTIONB30BaHUsSI €BKIIM0BA PACCTOSIHUS M3-3a «IIPOKIISTHS)
pasmepHoctH [11].
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A.B. lNasnos, H.B. BonowwnHa

OTMETHM, YTO MPUMECHCHUE METOJOB KJIaCTEPpHU3aIUU
K TOJIyYUBIIEMYCsI HA0OPY JIacT B pe3yJIbTare HU3KUE I10-
Ka3aTelll OJHOPOTHOCTH ¥ IMOJIHOTHI KIIACTEPH3AIUU. DTO
CBSI3aHO C TEM, YTO MHOTHE 3aIpOCHI HE COlepIKar B cede
penxue cinoBa. Takum 00pa3oM, CyIIECTBYET IPyIIIia 3arpo-
COB, OJIU3KKX K HAYaJTy KOOPAUHAT 10 COBOKYITHOCTH BECOB
BXO/ISIIIIMX B HUX CJIOB, U OJHM30CTh ITHX 3alPOCOB B T'e0-
METPHUUYECKOM CMBICIIE HE OTPa)KaeT COOTBETCTBHE OJIHOMN
U TOH JKe IpyIIe aTaKkyoIHX, a TOBOPHT JIUIL 00 OTCYT-
CTBHH B 3alpoCe PEJIKUX, aHOMAJbHBIX CJIOB. bornee Toro,
NPUMEHEHHE KJIACTepU3alMi KO BCEM 3alpocam MOXKET
OBITh CHJIBHO OTPaHUYCHO C TOYKH 3pPCHHS BBIOOpA METOIOB
KJIaCTEpU3aIINH, TOCKOJIBKY MaTpHIa PacCTOSTHUN, UCTIONb-
3yeMasi BO MHOTHUX METOaX, SIBIIICTCS PECYPCOCMKOH, U
pasmep moTpeOIIIeMBIX PECypCOB PACTET KBaPAaTHIHO OT
KOJITYCCTBA AIICMCHTOB.

Jiist 0TOOpa 3aPOCOB, CYHIECTBEHHO OTCTOSIIMX OT
LIEHTPa KOOP/IMHAT, BBIIIOJIHKM OIIEHKY [UIOTHOCTH pacrpe-
JICTICHUST CYMMBI PACCTOSIHHI CJIOB B 3arpocax OT Hayaia
KOOP/IMHAT, OMPECIUM IPAHHILY, Hd KOTOPOH TPOUCXOAUT
CYILIECTBEHHOE ITa/ICHHE IUIOTHOCTH, ¥ BBIOEPEM 3aIpOChI,
HAXOJISIIMECS CIIPaBa OT 3TOM IPAHHUIIBI, TSI KOTOPBIX BEP-
HO BBIPAKCHUE

diStManh(xi’ 0)>1,

rae disty,,, — MAaHX3TTEHCKOE PAacCTOSHHUE; T — 3Hade-
HHUE KOOPIMHATHI TPAHUIIBI; X; — OLCHUBACMBIN IEMEHT
BBIOOPKH.

Kaacrepuzanus. K oToOpaHHBIM JaHHBIM HCTIONB3YEM
pasnuyHBIe METOBI KIacTepu3anuu. g onpenenenus
PacCTOAHUA MECKIAY O6’beKTaMI/I MMPUMCHUM MAaHX3TTECHCKOC
paccTosHue.

3KCHepl/lMEHTaﬂbHOE HCCIeI0BaHHE
nokaszareJjieii OleHKH MeToaa

Jist moaTBep K IeHUS pabOTOCIIOCOOHOCTH METO/IA BBI-
TIOJTHUM 3KCHEPUMEHT C IPUMEHEHHEM Pa3InYHBbIX METO-
JIOB KJIACTEPU3AIMHU JIAHHBIX.

Bri6epem nHabop nanubix CPTC-2018 [12]. HaGop 6611
coOpaH B paMKax COPEBHOBAHHMH MO TECTUPOBAHUIO HA
MIPOHUKHOBEHNE, KOT/IA Mepe]] Pa3InIHbIMI KOMaH/IaMHU
Obli1a TIOCTaBIICHA 3a71a4a MOTYYNTh MAKCHMAJIbHBIC TIPH-
BUJIETHH B CETH, MOJICJINPYIONIEH peatbHy0 KOMIIAHUIO.
Takol NoaXoJ UMEET psAJl MPEUMYLIECTB 10 CPAaBHEHUIO C
npyrumu. Tak, mpu c6ope JaHHBIX U3 peajbHoro Tpaduka
HNPHUIUIOCH Obl BECTH OYEHB JUINTEIbHOE HAOIIOACHHE,
yOupars KoH(UACHIMATbHbIE JaHHBIE U3 TpauKa U Ipo-
BOJIUTH JIOJITYIO U CIIOXKHYIO Pa3MeTKy AaHHbIX. [1pu uckyc-
CTBEHHOM MOJICJIMPOBAHUY aTaK UX pazHooOpaszue ObLIo
OBl CyIIecTBEeHHO OrpaHn4eHo. bosee Toro, B coBpeMeH-
HBIX HaOOpax JaHHbIX, TOCTPOCHHBIX HA 3TOM IIPHHIIHIIE,
MIPaKTHYECKH OTCYTCTBYIOT CIOXKHBIE aTaku. B nanHOM
cirydae, Onarozapst mpupose coopa JaHHbIX, He TpedyeTcs
JUINTENIbHOE HAOMIONCHNE U ylaJeHNEe KOH(PHUICHIINAIb-
HBIX JaHHBIX. bonbIIas HHPpPACTPyKTypa U pazaudus B
MOJX0JaX KOMAaH/I-y4aCTHHI] MO3BOJIMIN MOTYyYUTh pa3-
JIMYHBIE aTaKH, PEaN30BaHHbIC PA3HBIMU MHCTPYyMEHTa-
mu. Vcrnionb30BaHue KOMUH HHPPACTPYKTYPHI I KOMAH/T
JIaJI0 BO3MOKHOCTH MPOBECTH TOUHYIO Pa3METKY JaHHBIX

OTHOCHUTENIBHO MPUHAAJIEKHOCTU K KOMaH/1aM, MPeACTaB-
JISIFOIIIMIM PA3JIMYHBIE TPYTIITBI aTaKyIOMINX.

B HaGope npecraBieHsl JaHHBIE O CpaOaTbIBAHUH CH-
CTEMbI OOHAPYKEHUsI BTOPKEHHUH, CTaTUCTHIECKHUE JTaHHbBIC
10 TpauKy, METPUKH, COOpaHHBIE C KOHEYHBIX YCTPONUCTB
u apyrue nanasle. Coracue Ha MyONMMKAIMIO CBOUX aTak
Jany 7 KOMaH]l, y9acTBOBAaBIINX B COPEBHOBAHMAX. [l
MIPOBEPKH TIPEATIaraeMoro B JaHHOW paboTe MeToja Uc-
MIOJIb30BAHBI JJAHHBIE CUCTEMBbI O0OHAPYKEHUSI BTOPKEHUH
Suricatal. B na6ope npencrasneno 6onee 330 Thic. cpa-
GaTpIBaHUM, OTHOCSIIMXCS K 225 BUIaMm U 14 xareropusm
aTak.

[Tpu 06paboTke HAbOpa AAHHBIX JOMOIHUTEIBHO MPO-
U3BEJIEM CIIEAYIONIHe ASHCTBUS: JaHHbIe KOMaH 1 00be/1u-
HUM B €IMHBIH HaOOp ¢ 7100aBJICHHEM METKH KOMaHJIbl;
yaaiauM creayronie coositus: ¢ [P-anpecom HazHaueHus
169.254.169.254, K0TOpPBII UCNIOAB3YETCS 1S YIPaBICHUS
MHPPACTPYKTYPOIl OpraHU3aTopoB; U3 Kateropuu «Not
Suspicious Trafficy; He oTHOCsAHEecs k poTtokomy HTTP.

B pesynbrare 00paboTkn octanock 89 ThIC. COOBITHI
6e3omacHocTu. [lepeBenem Harpys3Ky U3 KomupoBku Base64
B TekcT, 3aTteM npuMmenum URL-nexoauposanue. s no-
CIIEYIOIIETO UCCIIEI0BAaHMSI BO3bMEM KOJIOHKH C METKaMHU
komana 1 HTTP-narpysky.

ITocne Toxkenusaunu u npumenenus TF-IDF ocymie-
CTBUM OILIEHKY TUIOTHOCTHU paclpeiesIeHHs] pacCTOSIHUI
3aIpOCOB OT Havasa KoopauHart. {is nanpHeieit paboTsl
orOepeM 3arpockl BUAA:

distyrann(xi, 0) > 5,3.

[TonyueHHbI# rpaduK IIOTHOCTH [TOKa3aH Ha PUCYHKE.

CABUT TpaHULBI BOPABO MPUBOJUT K YMEHBIICHUIO
YHCIIa pacCMaTPUBAEMBIX 3alIPOCOB, TOT/IA KaK CABUT BIEBO
BeJIeT K YMEHBILICHHIO T0Ka3aTelel OLEHKH, OIy4yaeMOon B
UTOTE KJIacTepu3anny. B BEIOOPKY cO 3HaYEHHEM I'PaHUIIbI
5,3 nmonano 17 ThIC. 3apOCOB.

K nosryueHHBIM TaHHBIM IPIMEHHUM Pa3IndHbIE METO-
I Kmactepusanmu. s oneHky 3p(heKTHBHOCTH METOIOB
UCTIONb3YEM METPHKH: OJHOPOIHOCTB, TIOJTHOTA U V-Mepa
[13].

OnpenenrM OAHOPOAHOCTH (/) (TOMOT€HHOCTH), KOTO-
past ompesiessieT, HaCKOJIBKO JIEMEHTHI B KIacTepax CXOKU
JIpYT C IpyTOM:

H(CIK)
H(C)

rae C u K — 7rajoHHas u TIOJIYYC€HHAas KJIaCTEPU3AIINU,

h=1-

>

H(C) — surponus; H(C|K) = —ZM log fek s H(C) =
m m .k ny

=-Y—log|— |, H(C|K) — ycnoBnas suTpornus, N — 06-

cN N

11ee KOJINYECTBO OOBEKTOB B BBIOOPKE; 71; — KOIMYECTBO
00BEKTOB B KJIACTEPE k; M, — KOIUYECTBO OOBEKTOB C
METKOH ¢; 7, — KOJIMYECTBO OOBEKTOB C METKOH ¢ B Kia-
crepe k.

I [Dnexrponnbiii pecype]. Pexxum moctyma: https://suricata.
io/ (mara obpamenus: 31.03.2023).
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Tabnuya. OueHKa pa3InYHBIX METOJIOB KJIaCTepH3aIN

Table. Clustering methods evaluation

Merpuku, %
Meron I'mnepriapametpbl
O1HOPOIHOCTh Ilonnora V-mepa
CrextpanbHas knactepusanus [14] N=28 0,7 0,45 0,55
DBSCAN (Density-based Spatial Clustering of eps=1,
Applications with Noise) [15] min_samples=1 0,98 0,04 0,08

0,4

=
W

=t
[\S]

IInotHOCTH

0,1

0,0
0 4 8

MaHX3TTEHCKOE PAcCTOSIHUE

Pu(,:yHOK. Fpa(bHK TJIOTHOCTHU pacIipeACICHUs MAHX3TTCHCKOI'O
pacCcTogaHus 3aIIpOCOB OT Ha4YaJIa KOOpAUHAT C YKa3aHUEM
rpaHUulbl OTCECUYKH

Figure. Density plot of the Manhattan distance of requests from
the origin indicating the cutoff boundary

Takum oO6pa3oM, 3HaUEHHE OJHOPOJHOCTH ITOKA3bI-
BAET CTENEHb U3MEHEHUs YHTPOIMUU 34 CUET U3BECTHOMU
TIPUHAJUIC)KHOCTH OOBEKTOB K BBIICJICHHBIM aJITOPUTMOM
kimactepam. JIydmmii pesynsraT oTpakaet 3HaueHue i = 1,
TOTJa KaXK/IBIH KJIACTEP COAEPKUT TOJIBKO JIEMEHTHI Ofl-
HOTO KJIacca.

PaccunTaem noiHOTY 1O ciexyromei hopmyne:

_ H(CK)
H(K)

[TomHOTa OTpaxkaeT 3HAYCHHE JOJIN COOBITHI C ompe-
JIeJICHHbIII METKOM, KOTOpas IMoIajaeT B OAUH KjacTep.
Jlyuiunii pe3yssTar nojyu4uM B TOM CIIydae, €Clid BCE 3Ha-
YEHHUs C OTHONM METKOM HaXOAATCS B OTHOM KJIacTepe.

ITockonbKy OTHOPOAHOCTH U MOJHOTA, KAaK U TOYHOCTb
U MOJIHOTA NPH KJIacCH(UKaUK, MOTYT IPUHAMATH 3HaYe-
Hue | B TOM ciydae, €ClIM YHCIIO0 KJIACTEPOB PABHO YHUCITY
cOOBITHH (TOTZIa MAaKCHMMaJIbHa OAHOPOAHOCTD) WIIN €CIH
YHCIIO KJIAcTepOB paBHO | (TOrma MakcHMaibHA MOJTHO-
Ta), VT OICHKH COATaHCHPOBAHHOCTH ATHX ITapaMeTPOB
HCIONB3YeM FapMOHUYECKYIO V-Mepy, KOTOpasi IMEET BH]

c=1

hxc

h+c

V=2

B Tabnuiie npuBeaeHBI Ty4IIUe METOIbI C TOUKH 3PEHUS
OJTHOPOJHOCTH MOJIy4YaeMOH KJIaCTepU3aluu U V-Mepsbl.
Br160p runeprapamMeTpoB 0CyIIECTBUM IS HCCIIEyeMOTro

HaOopa naHHbIX. [Ipy yKka3aHHBIX B TaOnHIle 3HAYCHUAX
MIPETIOKEHHBIN B TaHHON paboTe MEeTOoA MoKazaj CBOIO
s dexTuBHOCTD. 3a/1auy ONTUMHU3ALNN 3HAYSHUI THIIepIia-
PaMeTpOB PELINM OTJEIBHO MPH PEIICHUH MPAKTUYESCKUX
3ajad.

Hecmotpst Ha TO, 4TO OTCYTCTBYIOT OOLIEPHHSTHIE Ipa-
HUIIBI TTOKa3aTesel, MPU KOTOPBIX OLIEHUBAEMbIE METOMBI
3¢ PEKTHBHBI, NCXO/SI U3 OCOOCHHOCTEH perraeMoi 3a1adu
MOXKHO CJIeNIaTh MPEAIIOI0KEHNE O TOM, YTO HAHOOJIBIITYTO
MPAKTHYECKYI0 IPUMEHUMOCTD OyIyT UMETh MOJIXO/IBI,
oOnanaroniie BHICOKOH OTHOPOAHOCTHIO. DTO CBA3aHO C
TeM, YTO HaJM4YHE B MOJTYYECHHBIX KJIACTEpaX OONBIIOrO
KOJIMYECTBAa HEBEPHO OTMEUCHHBIX COOBITHII MPUBEAET K
HEBEPHOW OIlEHKE BO3MOXHOCTEH M TTyOMHBI IPOHUKHO-
BEHUSI aTaKyIOIUX U, COOTBETCTBEHHO, HEZOCTATOYHOCTH
WK N30BITOYHOCTH MpEeANpUHIMaeMbIX Mep. bonee Toro,
Pe3yNbTaThl KJIACTEPU3alM MHOXKECTBA METOJIOB C BBICO-
KO OJTHOPOJTHOCTBIO MO’KHO OOBETMHUTH B KOMIIJIEKCHOM
MmeToze 0e3 CyIIecTBEeHHOM NOTepH OTHOPOAHOCTH. Takum
o0pazom, knacrepusanus npu momond DBSCAN — nan-
Oosiee MOAXOASAIIMI METOJ| KJIACTEPHU3ALNH TIPH aHAJIH3e
JlaHHbIX none3Hoi Harpy3ku HTTP-3anpocoB npeninoxeH-
HBIM METOJIOM CPEZIM BCEX PACCMOTPEHHBIX.

3akJ/iouenne

IIpennoxxen MeTOA BBISABICHUS TPYIN aTaKyHOUIUX
Ha OCHOBaHUMW TOKEHHU3alMM JaHHbIX Harpy3ku HTTP u
npumenenus anroputma TF-IDF. [Tokazano, 4To BbIcOKast
3¢ PEKTUBHOCTH PaOOTHI METONIA TOCTUTACTCS IIPH HCIIOTb-
3oBaann DBSCAN B xauecTBe MeTOIa KJIaCTEPU3AINN.
VIydmmTh pe3yisTaT KIacTepru3aiui BOSMOKHO, 00bEIH-
HUB I10JIyYEHHBIE KJIACTEPBI € KI1ACTEPAMU JPYTUX METOJOB
C BBICOKHMM ITOKa3aTeJIeM OJJTHOPOTHOCTH.

[TpenyoxxeHHBIH METOJ MOXKET OBITH TIPUMEHEH IPH
BBIJIJICHUU TPYMI aTaKyIolUX NPy aHalu3e IPYrux TeK-
CTOBBIX MPOTOKOJIOB, TakuxX kak FTP niu LDAP. OtmeTum,
YTO 3HAYEHUE PEryJSIPHOrO BBIPAXKEHUsI, IPUMEHSIEMO-
TO JUIsl TOKCHU3AIUH, TPEOYeT YTOYHCHHS C YUETOM OCO-
OCHHOCTEH KOHKPETHOTO PacCMaTpUBAEMOTO ITPOTOKOIIA.
KommuectBo u pazHOOOpasme aTak, MPOBOAUMBIX Yepe3
Mo{00HBIC TTPOTOKOJIBI, CYIECTBEHHO MEHBIIE, YeM IS
HTTP. Meton taxxe nmpuMennM i1 anamm3za HTTPS-
TpaduKa, IpH YCIOBHH HACTPOWKH Mepenadn Tpaduka B
IDS 4epes oOparHbIil MPOKCH UK QapPBOIL.

B pamkax nanpHEHIIMX UCCIEA0BaHUN BO3MOXKHA pas3-
paboTKa KOMILJICKCHOTO METO/a BBISBJICHUS IPYII aTaKy-
FOIIUX, BKITIOYAIOIIETO MPEIJIOKEHHBIH, a TaKkke MpoBepKa
MPeJITIOKEHHOTO METO/Ia Ha TAHHBIX peajbHBIX aTak.
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AHHOTaNMA

Beenenue. VccnenoBana akTyaabHas 1 BOCTpeOOBaHHAS 3ajada ACTEKIIMU KIIOUEBBIX TOUYEK JHIA. PaccMOTpeHs!
CYIIECTBYIOIINE MOIXOAB! K PCIICHHUIO 3aJ[aui JETCKIINH KIIOYEBBIX TOUEK JIMIA, YacTO KJIACCHPHUIHPyeMbIe Ha
napaMeTpudeckue u HermapaMmerpuueckue. OnpeneneH Hanbolee KaUeCTBEHHBIM HAa CETOAHSIIHUN JICHb OAXO],
OCHOBaHHBII Ha MeTojax NIybokoro oOydenus. [IpennoxkeHo aABa pelIeHHMs: KalCyJIbHasl CETh C AMHAMHYECKOU
MapIIpyTH3aueil 1 NryOoKas KalcylibHas ceTh. B kauecTBe JaHHBIX JUIS IPOBEACHHMS dKCIiepruMenTa Beiopans! 10 000
CreHepUpOBaHHBIX JIUI U3 0a3bl caiita Kaggle, pasmeuenusix ¢ nomorsto dpeiimBopka MediaPipe. Meton. [peioxken
METOJI UCTIONb30BAaHMs KalCYJIbHBIX aPXUTEKTYP HEHPOHHBIX CETEH ISl pelIeH s 3aaul JETEeKINH KIIFOUEBbIX TOUEK
nura. MeTon BKIIIOYaeT B ce0st HCTIONIb30BaHIE CETMEHTAIINH 110 PacIIO3HAHHBIM ¢ TIOMOIIBI0 GpeiimBopka MediaPipe
KITFOYEBBIM TOUYKaM JInIA. {71 MOCTPpOSHHs CeTKH JIMIa TprMeHeHa Tpuanrymsus Jemnone. [Ipeqnoxena apxutektypa
DTyOOKOI! KarCyIIbHOH CETH ¢ y4eTOM CeMaHTHIeCKol cerMenTarui. OCcHOBHBIE pe3y abTaThl. Ha ocHOBe pa3MedeHHBIX
JTAaHHBIX BBITTOJIHEHBI YKCIIEPUMEHTHI 110 JETCKIUHU KIIIOYEBBIX TOUYEK C IMOMOIIbI0 pa3paboTaHHBIX KAICYIBHBIX
HeWpoHHBIX ceTeil. [To pe3ynbraraM TeCTUPOBaHMS MOJIYYeHbI 3HaYeHHsT GpyHKIuHK moteps 2,5-2,9 u Tounoctu 0,87-0,9.
O6cy:xnenne. [IpeuiokeHHast apXUTEKTYpa MOXKET OBITh UCIOJIb30BAaHA B TEXHOJIOTUSIX 110 COIIOCTABICHUIO F'€OMETPHIt
CETOK JINI[a peaslbHOIO YeJIOBEKa U TPEXMEPHOI MoJesn. ApXUTEKTYpa MOXKET HAUTH PUMEHEHUE B UCCIIEA0BAHUAX
KaICyabHBIX HEHPOHHBIX ceTell B 00acTi 00paboTKu 1 aHAIM3a N300paKEHHIM.
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Abstract

The problem of detecting key points of the face is investigated. This problem is quite relevant and important. The
existing approaches of solving this problem, which are usually divided into parametric and nonparametric methods, are
considered. As a result of the study, it was concluded that, nowadays, the most qualitative results are demonstrated by
approaches based on deep learning methods. Two solutions are proposed: a capsule network with dynamic routing and
a deep capsule network. The data for the experiments are 10,000 generated faces taken from Kaggle, marked up using
MediaPipe. A method of using capsule architectures in neural networks to solve the problem of detecting key points
of the face is proposed. The method includes the use of segmentation based on the key points of the face recognized
using MediaPipe. Delaunay triangulation was used to build the face mesh. The architecture of a deep capsule network
considering semantic segmentation was proposed. Based on the marked-up data, experiments on the detection of key
points using the developed capsule neural networks were performed. According to the test results, the loss function
reached values in range 2.50-2.90, the accuracy reached values in range 0.87—0.9. The proposed architecture can be
used in technologies for comparing the geometry of the face grid of a real person with the geometry of the face grid of
a three-dimensional model as well as in further studies of capsule neural networks by researchers in the field of image

processing and analysis.
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BBenenue

3a/aua JeTEeKIUHU KIIOUEBBIX TOUEK JIUIA — OJ[HA W3
33124 KOMITBIOTEPHOTO 3peHus. J{eTeKIus KIIFoYeBbIX TOUeK
JIMIa HaxXoauT MHOXKECTBO HpHMeHeHHﬁ, Ha4ynHadA OT CO3-
JIaHWST QaHUMAIIMOHHBIX (DMIEMOB M 3aKaHYUBAsI CJIOKHBIMHU
cucTeMaM¥i OMOMETPHH M KOMITBIOTEPHOW 0e3011acHOCTH.
CyIiecTByIOT pa3MuHbIE XOPOIIO U3YYEHHBIE ITOJXO/IBI K
PELICHHUIO 33]1a41 JIETEKIMH KJIIOUEBBIX TOUYEK JINIIA, O/THA-
KO, IOSIBIICHHE HOBBIX APXUTEKTYp HEHMPOHHBIX CeTel naeT
CEpHbE3HBI KaUeCTBEHHBIN CKavOK B 3TOW 00NacTh Kak
C TOYKHU 3PEHHSI CKOPOCTH, TAaK U TOYHOCTH. TeM caMbIM
paccMaTrpuBaeMast 3ajada OCTaeTCsl aKTyaJIbHOM U 1O Cceil
neHb. OTMETHM, YTO UCKYCCTBEHHbBIE HEHPOHHBIE CETH Ha
CETONHANIHUHN JIeHb J1e-(paKTO CTAIH MOMyISpPHBIM arma-
paTtoMm JuIst pellieHnst pa3Horo poxa 3anxad. Vccnenosarenu
HaXoJsIT BCe OOJbIIe 00acTell TPUMEHEHHS U Pa3BUTHS
HelpoHHBIX cerel [1-3]. Kaxaplil rox paspabarsiBaioT
HOBBIE apPXUTEKTYPbl HEHPOHHBIX CETEH, YCOBEPIIEHCTBYIOT
QITOPUTMBI ONITUMM3AIINH, 32 CYET KOTOPBIX M IPOUCXO/IUT
«oOyueHue», 1 MHOTOE Jipyroe. He cexper, uro oxHa u3 ca-
MBIX BOCTPEOOBaHHBIX OONacTell MPUMEHEHNST HEHPOHHBIX
ceTeil B HacTosiIee BpeMst — 00J1acTh KOMITBIOTEPHOTO 3pe-
HUsL. DTO CBSI3aHO C IIMPOKHM Pa3BUTHEM M BHEJPEHHEM
TEXHOJIOTHH KOMITBIOTEPHOTO 3pEHHs B MEJUINHE, POOO-
TOTEXHUKE, BUICOHAOTIONCHNN, KOMITBIOTEPHOU Ipaduke,
CO3/1aHNM aBTOHOMHBIX aBTOMOOUJIEH.

[Ipu pewreHnn 3a/1a4 KOMITBIOTEPHOTO 3PEHHUSI AKTHB-
HO MPHUMEHSIOTCSI CBEPTOUHbIE HEHpOHHBIE ceTH. Oco0o
OTMETHM CJIEAYIOIIHNE SIPKHE OTpacieBble MPeICTaBUTE-
nu nocinenuux: AlexNet, ResNet, YOLO, u ap. [4-6].
Hecmotpst Ha akTUBHOE Pa3BUTHE OTPACIIEBBIX PEIICHHH,
COXpaHsIeTcs IpodiieMa pereHus 3a/1a4, B KOTOPBIX BCTpe-
YafoTCs CIEAYIONE OCOOCHHOCTH B JIaHHBIX: TIOBOPOTHI
OJIHUIX U TEX ’K€ OOBEKTOB, pa3Hasi CTENEHb OCBEIICHHOCTH,
M3MEHEHHE B3aMMHOTO PACIOJIO0KEHHUSI B MPOCTPAHCTBE
OTAENBHBIX YacTell 00bekToB. B pabote [7] mpemtokeHa
APXHUTEKTypa KalCYITbHBIX HEHPOHHBIX CETEH, Crocob-
Hasl pacIIMPHUTh 00JIACTh 3a]1a4, MOJIAIOIIMXCS PELICHUIO
C IIPUBJICYEHUEM allapara UCKyCCTBEHHbBIX HEHPOHHBIX
cereil. [TonoxxuTenbHbIE pe3yabTaTbl JOCTUTHYTHI C [IOMO-

IIBIO MCIIOJIb30BAHMS CJIOEB, B KOTOPBIX MPUMEHEHBI TaK
Ha3bIBaeMbI€ «KarlCyJIbl», KOTOPbIe, KPOME IPHBBIYHBIX aK-
TUBAILMOHHBIX KAPT, UCIIOJIB3YIOT JOIOIHNUTEIBHYIO CTPYK-
Typy (MHpOPMALNIO) JUTS yueTa B3aUMOCBSI3EH OTIeIbHBIX
yacTeil o0bekTa Apyr ¢ apyroM. Eme ogHO nmpenmymecTBo
KarCyJIbHON apXUTEKTYpbl — TpeOyeTcss MEHbIIHH 00beM
oOydJaromeil BRIOOPKH B CHITy OOJBIIET0 00heMa M3BICKa-
eMBIX U3 JaHHBIX HH()OPMaLUH.

IlocTanoBka 3a1a4u

KarncynbpHble HEHPOHHBIE CETH 001aal0T 3HAYNTEIb-
HBIM MOTEHIIMAJIOM T10 paboTe ¢ IByMEpHBIMU H300pa-
JKEHUSIMU 1 U3BJICUCHHIO U3 HUX TPEXMEPHBIX NPU3HAKOB
[8]. IostBnstroniecs BO3MOXXHOCTH BBI3BIBAIOT OIPOMHBIN
WHTEpEeC B MCCIEOBAaHMUAX 00IacTeil MpUMEHEeHUs TaHHOH
APXUTEKTYPHI, 0COOCHHO TPUMEHUTENHFHO K 00IaCTH KOM-
neI0TepHON rpaduku. B HacTosIIee BpeMsl KOMITbIOTepHAS
rpaduka 3arparuBaeT TaKHe acleKThl HANICH KU3HH Kak:
(DUIIBMBI, UTPBI, KOMIIBIOTEPHOE MOJIEIIMPOBAHUE PEallb-
HBIX (PU3UYECKUX CUCTEM; TPEHAKEPHI JUJIsl BOAMUTENCH,
MUJIOTOB U BOCHHBIX; TPEXMEPHOE MOJICIIMPOBAHUE Opra-
HOB YeJIOBEKA ISl IETEKI[H aHOMAJINiT; MOJIEJIMPOBAHHE
MPOTE30B; HAISIHBIC 00yYarole MaTepualbl, 1 MHOTOE
npyroe. HecMoTpst Ha cepbe3HOE Pa3BUTHE BBIYNCIUTENb-
HBIX YCTPOWCTB M IIPOrPaMMHOTO 0OECIeueHus 1o pado-
T€ C TPEXMEPHBIM MOAEIHPOBAHUEM, CaM MPOILECC YACTO
MOXXET TpeOOBaTh MCMOIb30BAHUS JOPOTHX TEXHUIECKUX
pelIeHnil 1 BBICOKOKBATH()UIIMPOBAHHBIX CIICI[HATINCTOB.
[TepeuncneHHble aCHEKTHI €IIe Pa3 MOTUBHPYIOT HHTEPEC
M3y4YEeHUs] IPUMEHUMOCTH apXUTEKTYpPhl KaIllCYJIbHbIX HEH-
POHHBIX CETei K TPEXMEPHOMY MOJIECIMPOBAHHUIO, & TAKKE
K QHAJIN3Y BBITOA U IPOOIEM.

OcHOBHasl MpUYNHA BBHITIOJIHEHUs HACTOsAIIEeH pabdo-
Thl — (haKT, 4TO OOJIBIINHCTBO COBPEMEHHBIX PELICHUI
pacrio3HaBaHus KJIIOUEBBIX TOYEK JINIA UCTIONIB3YIOTCS B
KOMMEpYeCKIX MpoeKTax. B cBs3M ¢ 3THM HcciIenoBaTesu
B CBOMX paboTax He IPEeOCTABISIOT MOIPOOHYIO apXUTEK-
TYpY CBOETO PEHICHHUSI U pa3MEUCHHBIC TaHHBIE, Ha KOTOPBIX
TIPOBONTMITHCEH MccienoBanus. [lenb paboTer — pa3paboTka
pelIeHns1, COOCTaBUMOTO 110 KaUeCTBY C aHaJIOraMH, HO
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MOJTHOCTBIO OTKPBITOTO U MPO3PAYHOTO ISl IPYTUX HCCIIe-
JIoBaTeliei.

JocTukeHusi B 00J1aCTH 1eTEKITUN
KJII0YeBBIX TOYEK JINIL

OmnpejeneHne KIOYEBBIX TOUEK JIHUIA SBISIETCS aK-
TyaJbHOW U BOCTPEOOBAaHHOW 3a/lauell Ha MPOTSIKEHUU
MOCTIETHUX JecaTHaeTHil. [Iporece neTekun KIoueBbIX
touek juna (Facial Feature Point Detection, FFPD) 00b14-
HO paccMaTpHBaeTCs Kak 3a7aya 0OydeHUs C y4uTelleMm,
JUIS PEHICHUs] KOTOPOH MCIIONIB3YIOTCSI HAaOOPhI JaHHBIX,
pa3MmeueHHbIe BpyuHYI0. CyIiecTByeT MIHUPOKHUIA CIIEKTP
METO/IOB, MO3BOJISIFOIINX BBISBIIATH KIIOUEBBIC TOUKH Ha
n300pakeHUAX YenoBedeckux Iuil. B pabote [9] pa3nene-
HBI CYIECTBYIOIINE TOIXOABI Ha JIBE ITI00aIbHbIE KaTeTo-
pun: mapaMmeTpudeckne (B KOTOPBIX JaHHbIC TTOIYMHEHbI
M3BECTHBIM BEPOSITHOCTHBIM PACIIPE/ICIICHHSIM C HACTpau-
BaeMBIMH ITapaMeTpaM1) U HermapaMeTpruueckre (KOTopble
HETIOCPEJCTBEHHO CTPOST 3aBUCUMOCTH) (puc. 1).

FFPD-MeTonb! 10 KPUTEPUIO KATErOPU3aLUU «MOJIEIb
¢dopmb» (Categorization criterion: Shape model) nesnsit-
csl Ha:

— METO/IbI Ha OCHOBE MAapaMETPUIECKON MOJIEIH (POPMBI
(Parametric Shape Model-based Methods);

— METO/Ibl Ha OCHOBE HeTlapaMeTPHIECKUX Mozenei (op-
™Mbl (Non-parametric Shape Model-based Methods).
MeTobl Ha OCHOBE MapaMETPUUYECKONH MOAEIH

(OpMBI IO KPUTEPHIO KAaTErOPU3alUN «MOJIENIb BHEIIHO-

cti» (Categorization criterion: Appearance model) aesnst-

csl Ha:

— JIOKaJbHBIE METOJIbl Ha ocHOBe uacteil (Local Part-
based Methods);

— xomuctuueckue meropbl (Holistic Methods).

Mertozbl Ha OCHOBE HeTlapaMeTpuieckoi Mozenu ¢op-
MBI IT0 KPUTEPHIO KaTErOpH3aluy «CBsI3b Mex1y (popmoit
u BHemHUM Buom» (Categorization criterion: Connection
between Shape and Appearance) nexsitcs Ha:

— obpa3nossie Mmetoasl (Exemplar-based Methods);

— MeToIBI Ha ocHOBe rpadmaecknx mozeneit (Graphical
Model-based Methods);

— MeTtosl KackaaHoi perpeccun (Cascaded Regression-
based Methods);

— METO/Ibl, OCHOBaHHBIE Ha TITybokoM o0yuenun (Deep

Learning-based Methods).

[Tapamerpudeckre MOJIEIN OCHOBAHbI Ha IBYX IIPEAIIO-
JIOKEHUSX: YaCTH JIUIIA JIfoieH (Tiasa, Hoc, TYOBL, U T. 11.)
MIPEACTABISIFOT COOOM JIOKANbHBIE 00JIACTH, B paMKax rpa-
HUI] KOTOPBIX HAXOASTCS KIFOUYEBBIE TOYKA KOHKPETHOTO
mmma (Local Part-based Methods); iemoe nmro pacecMarpu-
BAeTCs, KaK OTACIbHBIN MPHU3HAK, HTHOPUPYS OTACTHHBIE
4epThI, TAKKE KaK T1asa, poT, Hoc U T. . (Holistic Methods).
Ha puc. 2 nmoka3zans! kmroueBbie TOUkH 1151 600 n306pa-
JKEHUH JIUI] (YepHbIe KPECTUKN); KPACHBIMH TOYKAMH BBIJIE-
JICHBI CPEJJHUE 3HAUCHHSI Ul COOTBETCTBYIOIINX KITFOYEBBIX
TOueK. BUITHO, YTO KIIFOUEBBIE TOUKH ACHCTBUTEIBHO 00pa-
3yIOT HEKOTOPBIE 00JIaCTU-KIIaCTEPhl, TIPUBBIYHBIE JJIsI OTIH-
CaHMs PyCCKUM SI3BIKOM: I71a3a, OPOBH, KOHTYPBI JIULIA, U JIP.

[IprMepoM XOIMCTHYECKOTO METO/Ia CIYXKHT Ipeod-
pa3oBaHME MUKCEIIOB H300paKSHUS JIUIA B BEKTOPHI MPH-
3HAKOB (pHC. 3) WM UCTIONb30BaHUE METO/Ia ITIABHBIX KOM-
TIOHEHT JUTSI Pa3JIOKEHISI H300paskeHNsI Ha «COOCTBEHHBIE
mumay (eigenfaces) (puc. 4) IS MOCIEAYIOMET0 UX aHa-
mu3za [10].

Henapamerpudeckne METObl OCHOBAHBI TOJIBKO JIHIIIb
Ha JIaHHBIX, HE TPEAIOoJaraloT MOCTPOSCHUE CTaTHCTHYe-
CKUX MOJIeJICH ¥ IPE/ICTAaBICHBI IIUPOKHM HaOOpOM pas-
JUYHBIX 10/1X0/10B. OOpa3oBble METOABI UCTIOIb3YIOT
KakJj0e n300pa)keHHe B Ka4eCTBE OTAEIBHOIO MpHU3HAKa,
IIPX 3TOM 00pa3oBbIe N300paKEHMS COEPIKAT TOJIHbIC
(Bce, BeTpeyaromyecs Ipy TecTe) MPU3HAKH.

Hanpuwmep, B padote [11] onrcaHHBIH MOIX0I UCTIONE-
30BaH [UTS PEeIICHAS 3a1a49n aeTeKknnu iuia. [Iporecc 06-
HapyKEHHS JETEKTOPOM JIUII Ha OCHOBE 00PAa3IloB COCTOUT
B CIenyromeM: Kaxaslii oOpasern o0pabaTsIBaeT TECTO-
BOE M300paXCHUE IS TTOTYyUCHHS KapThl JOCTOBEPHOCTH
(puc. 5, a@); KapThl TOCTOBEPHOCTH, TTOTyICHHBIC HA YPOBHE
00pas3ioB, CyMMHPYIOTCS JJIsl IOCTPOEHUSI OKOHYATEIbHOM
KapThl J0CTOBepHOCTH (puc. 5, b). [lanee craHOBUTCS BO3-
MOXKHBIM HaWTH JINIA, CChUIAsICh HAa MUKH HA OKOHYATEIb-
HOW KapTe 0OCTOBEPHOCTH (pHC. 5, ¢).

Mertonsr FFPD, paboratoniue Ha 6a3e rpaduyueckoit
MOJI€JIM, OCHOBAHbI Ha APEBOBUAHONW CTPYKType M Ha
MapKOBCKHX CIIyYalHBIX MOJsIX. B MeTomax Ha OCHOBE
JIPEBOBUIHON CTPYKTYPBI KXKIast TOYKA YEPTHI JIUIIA pac-
CMaTpHUBAETCS KaK y3€J, a COBOKYITHOCTH TOYEK — Kak

FFPD Methods

Categorization Criterion: Shape Model

/

Parametric Shape Model-based Methods

Categorization Criterion: Appearance Model

7N\

Local Part-based Methods Holistic Methods

Exemplar-based Methods

s

Non-parametric Shape Model-based Methods

Categorization Criterion: Connection between
Shape and Appearance

AN

Deep Learning-based Methods

Graphical Model-based Methods Cascaded Regression-based Methods

Puc. 1. Knaccuduxarus meronos FFPD [9]
Fig. 1. Classification of FFPD methods [9]
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e

Puc. 2. PactipeneneHne KIFo4eBbIX Touek st 600 n3o0pakeHwit [9]
Fig. 2. Key points distribution for 600 images [9]
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JepeBo. Pacrnionoxenne XxapakTepHbIX TOUEK JIMIA MOYKHO
ONTHMAJILHO ONPEJEIHUTh C IIOMOIIBI0 JUHAMHYECKOTO
rporpaMmupoBanus. Hanboree mormysipHbIi METO OCHO-
BaH Ha KaCKaJHOW perpeccuu. DTOT METOJ MO/Ipa3yMeBacT
o0yueHHe Cepuy pPerpeccopoB KackaJHbIM oOpazom. [Ipu
3TOM KaX/IbIi N3 PETPECCOPOB YTOUHSET 3HAYCHUS IIPE/IbI-
JYIIHX JIO TTOyYeHNS UCTUHHBIX 3HaUeHUH (puc. 6).
Pa3BuTHe HemapaMeTpUUECKUX METOAOB BO MHOTOM
MIPOM30ILIO Oarofaps MPUMEHEHHIO METOI0B Ha OCHOBE
nrybokoro o0ydenust. B pabote [12] BriepBbie paccMoTpeHa
KOMOMHALUSI CBEPTOYHOrO MOJX0/a ¥ NPHHIUIA KacKala
perpeccopoB. JlanbHeiiiee pa3BUTHE, KaK, HAIPUMED, B pa-
6ote [13], MO3BOIMIIO KPOME KITFOUEBBIX TOUCK PACIIO3HATH
1 KaKue-TO JIOTOJHUTENbHbIe jeTaiu. B [14] pazpaborans
ONITHMHU3ALMOHHBIC AJITOPUTMBI, IPeJHa3HAYCHHBIC JIs
peleHust 3aa4 KOMIBIOTEPHOTO 3pEHHMS, BIIOCIEICTBHN
YCOBEpIICHCTBOBAHHBIE MPH TIOMOIIN PEKYyPPEHTHBIX HEH-

[ITIITITTIITF

[ITTTTTTTT

A TTITTITIT1TI 1]

Puc. 3. JInno npeacTasieHo HEOOIBIIMM KOJINYECTBOM IpH3HAKOB [10]

Fig. 3. Face is represented by a sufficiently small number of features [10]

Puc. 4. Cobctrennbie nuia [10]
Fig. 4. The eigenfaces [10]
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a

Boosted Exemplar-based Face Detector

Testing image

> .3I Va2
fx .
" i

Y Y U

Voting-based exemplar detectors

Detected faces

Final confidence ma

L2

Puc. 5. IIponecc obHapyKeHUs AETEKTOPOM JIUI] Ha OCHOBE 00Pa3IOB: TECTOBBIE N300paxkeHHs (a); KapThl IOCTOBEPHOCTH HA YPOBHE
00pa3oB (b); MOKCK JIUI] 10 OKOHYATEIFHOM KapTe TOCTOBEPHOCTH (C)

Fig. 5. The face-detection process: testing image (a); exemplar-level confidence maps (b); detection of faces based on the final
confidence map (c)

Puc. 6. Pesyasrar mporaosupoBanus 11 Habopa nanabix 300W ¢ ucrons3oBaHreM TexXHOIOrHH 00padoTku nzoopaxennit cGPRT.
OreHKa KOHTYpa JIMLa HHULHAIH3UPYETCS 1 HTEPATUBHO OOHOBIIACTCS Yepe3 Kacka/l AePeBbeB PErpecCHi: HaualbHas OLlCHKa
KOHTYpa (@), OIEHKH KOHTypa Ha pa3HbIx dtarmax cGPRT (b—f)

Fig. 6. The result for 300W dataset using cGPRT technology. The face contour is initialized and updated using the regression trees
cascade: initialization (@), contour correction using cGPRT (b—)

poHHBIX cereil. B pabotax [15, 16] onmcans npeackasa-
HUSI TTO3BI M KIIFOYEBBIX TOYEK Jaua B 3D 1 UCIIOIb30BaHO
COIOCTAaBIICHHE TPEXMEPHBIX MOP(HUPYEMBIX MOJIENIEH ¢
JIByMEpHBIM H300paxkeHueMm juna. B pabdore [12] cono-
CTaBJISIOTCSI IIOTHBIE MOP(UPYEMbIe MOJIEIU C TOMOLIBIO
KackaJia cBepTouHbIX cereil. B [13] ureparuBHo conocras-
nsiercst MopdupyeMast MOJIelIb OJJHOH CBEPTOYHOMN CETHIO,
pacIIMpPEeHHON C IOMOIIBIO JONOJIHUTEIBHBIX KaHAJIOB, C
(opmaMy NpU3HAKOB HA KakJoi urepauuu. Camoe Obl-
CTpOE COBPEMEHHOE penieHne 00padboTKn M300pakeHUH
MpeaoxkeHo B padore [17] oT HHKEHEPOB KOPIOpAITUU
Google. Pemenne mo3Bonniao Ha MOOMIBHOM Tpadude-
CKOM TIporieccope o0HapykuBaTh 468 TPEeXMEpPHBIX TOUCK

Puc. 7. [lpumeps! npencka3anus ceTku auua [17]

Fig. 7. Examples of facial keypoints prediction [17]

numa co ckopocteio 10 1000 xagpos/c (puc. 7). Cambie
BIICUAT/IIONIME Ha JAHHBIH MOMEHT Pe3y/bTaThl IPEeICTaB-
JeHsl B padote [18] ot aBropoB u3 komnanuu Microsoft.
[TpemoskeHHOE penIieHre CnocoOHO ¢ POU3BOAUTEIHLHO-
ctbto boiee 150 kaapos/c Ha oHoM siape CPU npenckasbi-
BaTh IUIOTHYIO CETKY Jiniia u3 6osee 700 TpeXMEpHBIX TOUEK
C TOCJCAYIONICH TPEXMEPHOH peKOHCTpyKIHeH (puc. 8).

MoTuBauus BBeeHUs KaNcyJIbHBIX ADXUTEKTYP

Tak kak CBepTOYHBIE APXUTEKTYPbl UMEIOT HEAOCTATKH,

TO U1 UX YCTPAHCHUA pa3pa60TaHI)I KarCyJbHbIC apXHUTCK-

Typbl. PaccMOTpUM OCHOBHBIE HEJOCTATKHU.

1. ¥Yracanue NpU3HAKOB NPH MCIOJbL30BAHUN CYOIHC-
Kkperuzanuu. Hecmotpst Ha To, yTo Max Pooling u
Average Pooling cion npu3BaHbl yMEHbIIATh 00bEM
BBIYHCIICHUH 1 YBEITMYMBATh CKOPOCTH OOYUIEHUsI CETH,
OHM K€ MPHUBOASIT K MOTepe NH(OPMAIIUHU MPH OCY-
LIECTBJIEHUHU MpsIMOTo npoxoja. Hanpumep, Ha puc. 9
Ha BXOJ ITOJIAETCsI KapTa MPpHU3HaKa, OCIIe 3TOro K HeH
npuMeHstoTcs anropuTMsl Max Pooling n Average
Pooling. BuaHo, uTo mociie 00padoTK H300pakeHUI
AJITOPUTMBI IPUBOJAT K YyraCaHWIO CUT'HAJIA. C YueTOM
TOTO, YTO NMEPBBIC CJIOU CBEPTOYHBIX CeTeH COCTOST U3
0JOOHBIX KPHUBBIX, IPOUCXOJIUT Cepbe3Has MoTeps
nH(OpMAaLMK U3 TAaHHBIX.

2. HecnocoOHOCTB K U3BJIeYeHHIO HHGOpPMALMH 0 TIPO-
CTPAHCTBEHHBIX OTHOIIEHHUAX MEKIY 00beKTaMH.
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Puc. 8. Ilpumepsl npefckazanus CETKU LA U nocuenyromas 3D-pekoncTpykuus [18]

Fig. 8. Examples of facial keypoints prediction and 3-D reconstruction [18]

ab

-

after Max Pooling

SEEEERY

i t featu
{hput feature map after Average Pooling

cd

after Max Pooling

input feature map

after Average Pooling

digit express of the pooling process

Puc. 9. llpumepsl 3aTyXaHust HHPOPMAIHH B CIOSAX cyOauckperusanuu [ 7] ans anroputmoB Max Pooling (a, b) u Average Pooling (c,

d), B rpadpmueckoM (a, ¢) u mudposoM (b, d) pexxumax

Fig. 9. Examples of information vanishing in pooling layers [7] in case of Max Pooling (a, b) and Average Pooling (¢, ). In graphical

(a, ¢) and digital (b, d) cases, correspondingly

Omnepamust CBEpTKH, UCIOIb3yeMasi B KJIACCHIECKUX
CBEPTOYHBIX apXUTEKTypax, CrIocoOHa 0OHAPyKHUBATh
B JJAHHBIX OIpE/eNICHHbIE IPU3HAKH, HO HE CIIOCOOHA
OTCIIS)KUBATH X B3aUMHOE PACIIOJIOKEHHE JIPYT OTHO-
CUTEJIBHO JIpyra. TO MOXKET MIPUBOIUTH (M IPUBOIUT)
K omuOKaM U HETOYHOCTSIM B pabore mojeneit [19].

IIprmep mokaszan Ha puc. 10. CBeprouHast HelipoHHAs
ceTh B 000MX cITydasx Kiaccu(uIupyeT 0ObEeKT Kak
JIMIIO0, HO BTOPOH CIIy4ai JTMLOM HE SBISAETCS.

OTcyTcTBHE CBOICTBA MPOCTPAHCTBEHHON MHBa-
puaHTHOCTH. /{1 popMUpOBaHHS TIPEICTABICHUS O
TOM, KaK 00OBEKT BBIIVISIZUT «C PA3HBIX CTOPOH», CBEP-
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Puc. 10. IIpumep ommbovHOTO ONpeeae s Hanuaust una [19]

Fig. 10. An example of incorrect face detection [19]

TOYHBIM apXUTEKTypaM OOBITHO HEOOXOIIIMO OTPOMHOE
KOJIMYECTBO JIAHHBIX. DTO MPUBOANT K HEOOXOIUMOCTH
cbopa 6onpIIoro 06beMa JaHHBIX OJHOU MPUPOJBI, U

K JJUTENbHOMY 00y4eHHUIo Mozaenu. To, 4To MOHSTHO

YEJIOBEKY, OKa3bIBACTCS COBEPIICHHON HOBUHKOM J1Jis

KJaccuieckux cBeprok. Ha puc. 11 nzobpaxena crarys

CB000/1bI, KOTOpAst JIETKO y3HaBaeMa C Pa3HbIX yIJIOB

0030pa ¥ C pa3HbIM YPOBHEM OCBEIICHUS JUIs YeIOBEKa.

Ho nuist pacriosnaBanust JaHHOTO 00bEKTa CBEPTOYHOM

HEHPOHHOW CEeThI0 PN 00yUSHHUH ITOTPEOyeTCs! CBOS

TTOABBIOOPKA JAHHBIX JJISI KAXKJIOTO U3 BAPHAHTOB M30-

OpakeHui.

[NepeuncnenHble MpoOIEMbl BO3MOKHO MCKIIFOYNTD MPH
TTOMOIIIH KalCYNbHBIX apXUTeKTyp. Pabora [7] saBusercs
OJIHOM U3 IEPBBIX, B KOTOPOH PACCMOTPEHBI HIEU KaIlCYJIb-
HBIX aPXUTEKTYP.

Monunpukanus kancyabHoi apxutekTypbl DeepCaps

PaccMoTpuM MomupHUKaIIIO apXUTEKTYPHI, TIPeTHA3HA-
YEHHOU IS PEIICHHS IIOCTABICHHON [IEJTH PaObOTHI M TIO CO-
BMECTHUTEIBCTBY SBJISIOMICHCS OXHOW M3 CAMBIX TOMYIISAP-
HBIX Ha JTAaHHBIH MOMEHT — apxuTeKTypsl DeepCaps [20].

ApPXHMTEKTYpa COCTOUT U3 OJJHOTO KJIACCHYECKOTO CBEPTOY-
HOTO ¢J105, 16 KarcyibHbIX CJIOEB (YEThIPE U3 KOTOPBIX —
ciou co Skip Connections), a TakKe OIHOTO ITOJHOCBSI3-
HOTO CJIOSI, UCTIONIB3YEMOTO ISl OIIPEACIICHUS] KOOPIMHAT
KJTFOYEBBIX TOUYEK JIHIA (PELICHUs 3a/[a4ll PErPECCHH OT-
HOCHTEJIBHO KOOPMHAT 3TUX TOYEK).

Monmnduxarus apxutektypsl DeepCaps cOCTOHT B cite-

JIYIOILIEM.

1. B paGore [20] BBIIIOTHEHO TECTUPOBAHNE APXUTEKTY-
pbl DeepCaps B 3amaue kiaccudukanuu Ha HabOpax
manHbix MNIST, FashionMNIST u SVHN. Pasmepsr
BXOAHBIX NAHHBIX (I_[II/IpI/IHa X BBICOTA B IUKCEJIaX,
YUCJIO KaHAJIOB) JJIs YePHO-OCIbIX M300paKeHUI
paBHbl (64 % 64, 1), U UBETHBIX HM300pa)KeHUH —
(64 x 64, 3). B nHacrosiueii paboTe HCIIOIB30BaH pazmep
nmaHHbIX (128 % 128, 3). i3menenue pa3mepa CBsI3aHO C
TEM, YTO JUIS JAHHBIX MEHBIIIETO Pa3Mepa 3HAYUTEIILHO
YMEHbIIAIOCH KaueCTBO pabOThl 00YUIEHHOI MOJIeNH, a
JUTsl IAHHBIX OOJIBIIETr0 pa3Mepa — BO3pacTalia BbIYKC-
JIMTENBHASI CIIOMKHOCTD MPH 00yYEHNH U HCTIONB30BAHUI
MOJICITH, a TaK)Ke yXy/IIaaach ClIOCOOHOCTbh MOJCIH
00001aTh MPU3HAKH.

2. Ha BxXon mpenjaraeMoil apXuTEeKTyphl MOCTyHaIN HE
TOJIBKO UCXOJHbIE N300paXKEHUsI, HO U N300paXKEeHUs,
MOJTyYSHHBIE B PE3YIIbTATE UX CEMAaHTUYECKOH CerMeH-
taruu. CerMeHTalus Mojy4eHa Ipy HOMOIIH 3apaHee
npenodydenHoi cetu U-net. Takol moaxo mMO3BOIMIT
W3BJICYb JIOTIOJIHUTEIIBHBIC PU3HAKH U3 NCXOJHOTO
n300paKeHUST U TIOBBICHTH CIIOCOOHOCTB CETH K 0000-
ICHHUIO.

3. B pe3synbrare ceTh Ha BXOJ MOJIYYHIIa JJaHHbIC, pa3Mep
KOTOPBIX paBeH (128 x 128, 6) — ckielika HCXOIHBIX
TpEeXKaHaJbHBIX N300PAKEHUH U UX CETMEHTUPOBAH-
HBIX TPECXKaHAJIbHBIX KOTIHUH.

4. B ucxoaHOW apXUTEKType, PEIIaroei 3a1auy Ki1acCu-
(buKaLMK, BHIXOIbI HEWPOHOB BBIXOIHOTO CIIOSI, KOJIMYe-
CTBO KOTOPBIX PaBHO KOJIMYECTBY KJIACCOB, HOPMUPOBA-
JIMCh, YTOOBI Ha BBIXOJIE OBLIO MOJY4YEHO COBMECTHOE

Puc. 11. Tlpumepsl BUI0B H300pakeHN pu pacno3HaBaHuu cTatyu CBoOozs! [19]

Fig. 11. Examples of images types when recognizing the Statue of Liberty [19]
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BEPOSITHOCTHOE pacrpe/esieHne (CeTh MOXKET oIpejie-
JISITh HECKOJIBKO OOBEKTOB Ha M300pa’KEHUU M OTHOCUTH
MX K pa3HBIM KjaccaM). B Hacrosmel pabote Takoit
MTOJIXO/1 HE TOAMTCS: JUIS KaXKJOH TOYKH HEOOXOIMMO
IPE/ICKA3bIBaTh Cpa3y TPHU KOOPIMHATHI, IPUUEM CBSI3b
MIPEACKa3aHuil B paMKax OZHOTO KOHTEKCTa OKa3bIBa-
eTcs KpaliHe HeXelaTeTbHOW. DTO O3HaYaeT, 4To He-
pannoOHaIBHO UCTIONB30BaTh TPH KAIICYIIbI IS KAXKI0H
TOYKH, TIOATOMY 33JICHCTBOBAHO I10 KaIlCyJe Ha TOUKY,
T. €. 468 Karcyrn, kaxaas U3 KOTOPhIX BBIAAET TPH KO-
OpJMHATHI.

5. B kadectBe QyHKIUH TOTEPh OEPETCS SBKIMIOBO pac-
CTOSTHME MEX/1y UCTHHHBIMHU U NpEJCKa3aHHbIMU KO-
OpAMHAaTaMU COOTBETCTBYIOIIUX TO4YeK. B xauecTBe
(yHKINH, MTOKa3bIBAIONIEH TOYHOCTH MPECKa3aHMH,
BbIOpaHa MHIMKATOpHast GyHKIHMS (BecoBast), KOTOpast
3a kaxkayro nonasmyro B 0,01 mapoByro OKpeCcTHOCTb
TOYKy mobaBisina 1/468 kK TOYHOCTH.

IMosyyeHHBIE pe3yIbTATHI

IIpoBepka pabOTOCIIOCOOHOCTH KArCyIbHOW HEHPOH-
HOU CeTH BBINIOJIHEHA B JIBA 9Tara. JTO CBSI3aHO C TEM, YTO
JCTEKIUsI TPEXMEPHOI CETKH JHUIa SBISETCS CIOXKHON
3a1aueil. Mcxons U3 3Toro, cHavasa MpoBEAECHO MpeAcKa-
3aHHEe HEOOJIBIIOTO KOJMYECTBA KIFOUYEBBIX TOYCK JIMIA B
npoctpancTtse 2D. /s 5TOr0 BRIMTOIHEHA pa3paboTKa Tpo-
CTOH apXUTEKTypHI (puc. 12) Ha OCHOBAaHUH APXUTEKTYPHI,

a

WcTuHHBI

WcTuHHBI

A

96 %96, 1

Input image

9 x 9, 256 | convolutional layer

primary caps layer

9x9,32,8

Flat Caps Layer

Class Capsules

Puc. 12. Apxutekrypa ais geTeKuuu 15 Touek auna
Fig. 12. 15 face-points detection architecture

ommcaHHO# B pabore [7]. Ha maHHOM 3Tare ucnonp30BaH
JTATACeT, COCTOSAIINI M3 M300paKCHUH B TpaIallisiX CEporo
JIUIL JTFOAEH, pa3MEUCHHBIN |5 KITFOYeBBIMH TOYKAMH JIHIIA:
YTOJIKH T'y0, TICHTPHI BEepXHEH 1 HIKHEH T'y0, HOC, 3padKH,
YTOJKH TJa3, Ha4allo ¥ KOHEIl OpoBHEBIX IyT. [Ipumepst
JTAaHHBIX TIPEICTaBlIeHB! Ha puc. 13, a. Pemenne ontumu-

b

IIpenckazannsbiit

IIpencka3anublit

Puc. 13. TIpumepsl paboTsl 00ydeHHOIT MOJIETTH: HCTHHHOE (@) U TIpeicKa3aHHoe (b) n300pakeHus

Fig. 13. Examples of model application: initial image (a) and model’s prediction (b)
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3alMOHHOM 3a/1a4¥ 11 MOJIETIM BBITIOIIHEHO HAa BUCOKAPTE
GeForce RTX 3070. O6yuenue 3ansuio 20 3mox, a oodmee
BpeMst 00yueHust — 54 MuH. 3HaueHue QyHKIUN OTEPh Ha
TECTOBOH BeIOOpKE paBHO 0,2618, a GpyHKIMSI TOUHOCTH Ha
TECTOBOH BEIOOpKE JOCTUIIIA 3HaYeHUs B cpeareM 0,8601.
JlaHHbBIe 3HAYCHUS HE SBIAIOTCS MOKA3aTeJIbHBIMH, TT03TO-
My MPOAEMOHCTPHUPYEM PE3YIIBETaThl paOOTHl 00YUICHHON
MOJIEJIM Ha CIIy4alHbIX JAHHBIX U3 TECTOBON BBIOOPKH
(puc. 13, b) — pacmnookeHrne KPaCHBIX TOYECK Ha MPeJ-
CKa3aHHBIX M300paXKCHHUIX COTIOCTAaBUMO C TOYKAaMHU Ha
HCXOAHBIX U300paXKESHUAX.

BeinonauM npoBepKy paboTocriocoOHOCTH apXHUTEKTY-
PBI C TOMOIIIBIO PACO3HABaHUS TPEXMEPHON CETKH JIUIIA C
OTHOCHTEJIEHO OOJIBIIMM YMCIIOM KJIFOUEBBIX To4eK (468 To-
yek). Mcnons3yem nannsie, cocrosume n3 10 000 crene-
pupoBaHHBIX JUIl (puc. 14, a), pa3MEUeHHBIE C TTOMOIIBIO
¢bpetimBopka MediaPipe (puc. 14, b).

Ha ocHOBe MOIy4eHHBIX JaHHBIX OCYIIECTBUM CET-
MEHTHPOBaHHE MO PacO3HAHHBIM ¢ ToMotnbio MediaPipe
KJIIOUEBBIM TOYKaM JHNA. sl MOCTpOCHUs CeTKU IuIa

ucTosb3yeM TpuaHrynsanuto Jleaone. CermMeHTanuo mpo-
BEJIEM 10 OTAEIbHBIM CErMEHTaM: OBaJl JINLA, JIEBBIH U
npaBbli 11a3a, HOC U poT (puc. 14, ¢).

[TomydeHHy0 CErMEHTAIMI0 UCIOIb3YEM B MPOLECCE
o0yuenus HeiiponHoii cetn U-net [21] s pernenus 3a1a-
YU CEMaHTHYCCKOHN cerMeHTanuu (puc. 15).

Hcnonp3yeM BTOPYIO HEMPOHHYIO apXHUTEKTYpYy
(DeepCaps) riry6okux KarcynbHBIX ceTeil. Ha puc. 16 mo-
Ka3aHa cxema pa3pabOTaHHON apXUTEKTYPBI.

[Ipenmaraemast apXUTEKTypa ¢ y4€TOM CEMaHTHIECKOM
CEerMEHTAllMM U MPEACKa3aHUs CEeTKH JIMIA MMOKa3aHa Ha
puc. 17.

OO0yuenne 3ans0 20 310X, BCEro B BEIOOPKE ObLIO
10 000 u3obpaxenuii, 1000 u3 HUX ObLIA OTVIOKEHA Ha
tect. [1o pe3ynsraram oOydeHns 1 TeCTUpOBaHUS (DYHKINS
MOTEPb BO BpeMsl 00ydeHHs] BapbHpOBajach B Ipejesnax
2,30-2,60, a tounocte — 0,9—-0,94. Bo Bpems Tectupo-
BaHU (DYHKIHUS IMOTEePh AOCTHUIIA 3HaueHui 2,50-2,90, a
togrOCTh — 0,87-0,90. IIprmMep paboTer 00ydeHHOU ceTn
Ha TECTOBBIX JIaHHBIX MIPEJCTaBJICH Ha pHc. 18.

Puc. 14. Ilpumepsr: mu1 n3 HAOOpa NaHHEIX (a); pasMeTkH (hperimBopka MediaPipe (b) 1 AByMepHOI cerMeHTauH (¢)

Fig. 14. Examples: faces from the dataset (a); MediaPipe application (b) and 2D segmentation (c)
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Puc. 15. Apxurektypa HeifponHoii cetn U-net [21]
Fig. 15. U-net architecture [21]
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Fig. 16. Developed deep capsule network architecture for the facial keypoints detection
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Puc. 17. Cxema pa3paboTaHHO apXUTEKTYPbI C YI€TOM CErMEHTALMU U PEeICKa3aHUs CETKH JIMIA [TyOOKO#l KaricyIbHOM CeThio

Fig. 17. Developed deep capsule network architecture with additional segmentation for the facial keypoints detection
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Puc. 18. Ilpenckazanne CeTKH JIMIA TITyOOKOH KarCyIbHOH CEThIO

Fig. 18. Deep capsule network’s predictions

Juckycecust

B cBs131 ¢ TeM, YTO OONBITMHCTBO COBPEMEHHBIX pellie-
HI/II71 10 paCHO3HaBaHI/IIO KJIFOUCBBIX TOYECK JIMIlA UCIIOJIb-
3YIOTCSl B KOMMEPUYECKHUX MPOEKTaX, UCCIAEA0BATENIN, UX
CO3AOIIKE, HE TIPEIOCTABIISIOT MOIPOOHON apXUTCKTYPhI
CBOErO pelIeHus] U pa3MEeueHHBIX JaHHbIX. B HacTosei
pabote mpeaIoKeHa apXUTEKTYPa, KAYECTBEHHO COIOCTa-
BUMas C 3aKPBITBIMU PELICHUSIMU, OJHAKO SIBJISIFOLIASICS
TTOTHOCTBIO OTKPBITOW M TOCTYIHOW AJISL IPYTUX UCCIIe-
JIOBaTeJIei.

3akJjouenne

B pesynberare paboTsl chopMupoBaH HAOOp JaHHBIX
Jutst 00y4YeHUs 1 00yUYEHBI JIBe HEHPOHHBIE CETH: KalCyJlb-
Hasi CeTh C IMHAMUYECKON MapHIpyTH3aluel U TITyOoKas
KarncynmpHast ceTh. O0e CeTH MoKa3aid BBICOKHE PE3yilb-
TaThl B 3a7a4e ACTEKINHU KIIOUEBBIX Todek juma. [lepsas
HEHpoCeTh pacrno3HaBasia 15 AByMEPHBIX KJIFOUEBBIX TOUEK
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JIMIa 1Mo Habopy JAaHHBIX, B3SATOTO M3 0a3ml caiita Kaggle.
ITonyuyena tounocts paBHas 0,86, 9TO HE sABISETCS UE-
AJIbHBIM I1OKa3aTeji€eM, HO IIpU BU3YyaJIbHOM CpaBHCHUU
MPUMEPOB, HE BXOJSIIIUX B 00yYaIOIIyI0 BEIOOPKY, PE3yJib-
TaT OKasaycsl BBICOKUM. Bropast HelipoceTh pacrio3HaBaiia
468 TpexMepHBIX KJIIOYEBLIX TOYEK Jihla. B OTKpbITOM
JIOCTYIIE OTCYTCTBYIOT HAOOPBI JaHHBIX [UISl PELICHUS Ta-
KOM 3a7ja4¥, OITOMY OBUI MCIIOJIb30BaH HA0OP AaHHBIX
0e3 pasMerku. Jlanee BEITIOTHEHA pa3MeTKa C TOMOMIBIO
pemenust kopriopanuu Google — dpeiimBopk MediaPipe,
KOTOpas MCIIOIb30BaHa B 00y4eHUH. B pe3ynpTare mo-
mydeHa To9HOCTH 0,90, 9To py BU3yaThbHOM CPaBHEHHU
JlaeT KpalHe BBICOKUH pe3yNbTaT, IOYTH HE OTIMYUMBII
ot pemenuii MediaPipe. KancynbHable HeHpOHHBIE CETH
MO0Ka3aJil BBICOKHE PE3yJbTaThl B PEHICHUM 3aJla4yM IO
JCTCKIMHU KIIFOUCBBIX TOYCK JIMIIA. Ha ocHoBe TOJTYYCHHBIX
PEe3yIbTaTOB MOXKHO CJIeNIaTh BBIBOJ, YTO pa3paboTaHHOE
pelIeHrne MOXKET ObITh UCIIONIB30BAHO B TEXHOJIOTHSIX T10 CO-
MOCTABJICHHUIO TEOMETPHH CETKH JIMIA PEATBHOTO YETIOBEKa
C TEOMETpHEH CeTKH JINIAa TPEXMEPHON MOJICIIH.
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AHHOTANMSA

Obecrieuenre 6€30MacHOCT 0OBEKTOB KPUTHYECKOI HH(POPMALIMOHHON MH(PACTPYKTYPbl — AKTHBHO Pa3BUBAIOIICECS
HanpasjeHue B cepe nHGOPMALMOHHOH 0€30IIaCHOCTH HA HALMOHAIILHOM U MHUPOBOM ypoBHe. KareropupoBanue
00BEKTOB KPUTHYECKOH MH(PACTPYKTYpbI SABJISETCS COCTABHOM 4acThiO 00IIEro mporuecca odecredeHns 6e30nacHOCTH.
IIpn AMHAMHUYHO M3MEHSIOIEMCS] YPOBHE YIpO3 MPOIIECC ONMpPEAENIeHHs KaTeropuy 00beKTa BCe ellle HeJ0CTaTOuHO
ontumaineH. Ha ocHOBe cymecTBYIOmMUX TpeOOBAaHUNH POCCHHCKHMX U MEXIyHAPOAHBIX CTAHIAPTOB OIEHUBAHNE
00BEKTOB KPUTHUECKOH MH(PPACTPYKTYPHI MPOBOANTCS HE BCETA ONEPATUBHO M KOPpeKTHO. Taxske He (OPMHUPYIOTCS
YUCIICHHBIE OIEHKH, He 00ecIeunBaeTcs 00ObeKTHBHOCTD OIEHKH M MOCIENyIoMel MepeoneHkK: CO CTOPOHBI
HE3aBHCUMBIX SKCIepToB. B pabdoTe mpepcraBieH aHaNIN3 aKTyalbHBIX TPEeOOBaHHN B 00JIACTH KaTErOPUPOBAHUS
00BEKTOB KPUTHYECKON HH(PACTPYKTYpHI, MpUMeHseMbIX B Poccuiickoii @enepannu. BrimonHeH cpaBHUTEIBHBII
aHaJIM3 HAlMOHAJLHBIX HOPMATHBHBIX MPABOBBIX akTOB Poccuiickoii dexepanuy u CUCTEMbI MEXIyHapOIHBIX
CTaHJapTOB B 00J1aCTH MH(POPMALIMOHHOI 0€30MacHOCTH. PaccMOTpeHO perypoBaHue MpoLecCcOB KaTeropupOBaHUs
00BEKTOB KPUTHUECKOH MHPpAacTpyKTyphl. O60CHOBaHAa HEOOXOAUMOCTH (OPMUPOBAHUS YHCICHHBIX 3HAYCHHH
KPUTEPHEB 3HAUNMOCTH AJIl KOPPEKTHOTO OTMpPEJeNeHNs U MOCIeAyIoNnel He3aBUCUMON OLEHKH (TIEpEOLeHKN)
KaTeropuy 00bEKTOB KPUTHUECKOH MHPPACTPYKTYypsI. [IpencTaBaeHsr pekoMeHIalny 0 COBEPIIIEHCTBOBAHMIO MPOIiecca
KaTeTOPHPOBAHUS 00BEKTOB KPUTHUCCKOI MHPPACTPYKTYPHI U (POPMHUPOBAHUIO YHCICHHBIX OIEHOK. Peanmm3anmus
TIPIIIOKEHHBIX PEKOMEH/IAlNi ITO3BOJIMT HOBBICHTH TOYHOCTH, OOBEKTHBHOCTD M JJOCTOBEPHOCTD MIPOLIECCa CO3MaHHMs
COBPEMEHHBIX CUCTEeM obecreueHus: HHGOPMAIMOHHOH 6€30MaCHOCTH.

Kirouesbie ciioBa

KpUTHYECKasi NHPOPMaILMOHHAsI HHPPACTPYKTypa, KATErOPUPOBAHNE 0OBEKTOB KPUTHUECKOW MH(OPMALIMOHHOM
UH(PACTPYKTYPbI, KPUTEPUH 3HAYUMOCTH, HH(POPMALMOHHAs O€30M1aCHOCTh, CUCTEMA YIIPaBIeHHs] HHPOPMAILIMOHHO
0€30I1aCHOCTH, PUCKH, OCTATOYHbIC PUCKU

Cepuika quist mutapoBanust: Jlusiun M., O630p HAMOHATBHBIX U MEK/IyHAPOIHBIX CTAHAAPTOB JUIsl KATSTOPUPOBAHUSI
00BEKTOB KPUTHYECKOH MHPOPMALIMOHHONW HHPACTPYyKTypbl // HaydHO-TeXHNYECKHI BECTHUK MH()OPMALIMOHHBIX
TexHOoJoTHi, Mexanuku u ontuku. 2023. T. 23, Ne 3. C. 519-529. doi: 10.17586/2226-1494-2023-23-3-519-529

Review of national and international standards for categorizing of critical
information infrastructure objects
Ilya L. Livshitz>
ITMO University, Saint Petersburg, 197101, Russian Federation
livshitz.il@yandex.ru™, http://orcid.org/0000-0003-0651-8591
Abstract
Ensuring the security of critical information infrastructure facilities is an actual developing area of information security
both at the national and global level. Categorization of critical infrastructure objects is an integral part of the common
and holistic security process. With a dynamically changing threats level, the process of determining the category of an

object is still not optimal enough. Based on the existing requirements both of Russian and International standards, the
assessment of critical infrastructure facilities not always be carried out promptly and correctly, in addition, numerical
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Hay4HO-TeXHUYeCcKMi1 BECTHUK MHDOPMALIMOHHbLIX TEXHONOM MK, MexaHukn n ontuku, 2023, Tom 23, N2 3 . 9
Scientific and Technical Journal of Information Technologies, Mechanics and Optics, 2023, vol. 23, no 3 S


http://ntv.ifmo.ru/
http://ntv.ifmo.ru/en/
mailto:livshitz.il@yandex.ru
http://orcid.org/0000-0003-0651-8591
mailto:livshitz.il@yandex.ru
http://orcid.org/0000-0003-0651-8591

0630p HauMOHaNIbHbIX 1 MeXAOYHapOoOHbIX CTaHAAPTOB AJ1d KaTeropnposaHmna 0OBLEKTOB...

estimates are not formed, the objectivity of the assessment and subsequent reassessment by independent experts is not
ensured. This article presents an analysis of the current requirements in the field of categorization of critical infrastructure
objects used in the Russian Federation. A comparative analysis of the national regulatory legal acts of the Russian
Federation and the system of International standards in the field of IT-security is presented. Regulation of categorization
processes of critical infrastructure objects is considered. The necessity of forming numerical values of significance
criteria for the correct determination and subsequent independent evaluation (reassessment) of the category of critical
infrastructure objects is substantiated. Recommendations for improving the process of categorizing critical infrastructure
objects and the formation of numerical estimates are presented. The implementation of the recommendations made
will improve the accuracy, objectivity and reliability of the process of creating modern information security systems.
Keywords

critical information infrastructure, categorization of critical information infrastructure objects, significance criteria,
information security, information security management system, risks, residual risks

For citation: Livshitz I.I. Review of national and international standards for categorizing of critical information
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KHWMH, koTopoe 3aMeHUIIO0 paHee MPUMEHSIBIIEECs YCTapeB-
11ee TOHATHE — «KJIFOYEBbIE CHCTEMbI HH(POPMAIMOHHOMN
nHppacTpyKTypbl», npempioxennsie B 2014 r. ®CTOK
Poccun, u onpenenuia HOBbIEe TpeOOBaHUS 110 3aLIUTE:
[Tpuka3 denepanbHON CIyKOBI IT0 TEXHUYECKOMY M 3KC-
noptHOMY KoHTpoIto (DPCTIK) Poccum ot 21 mexabps
2017 . N 2354 «O0 yTBepskaeHnr TpeOOBaHUM K co3/a-
HUIO CUCTEM 0€3011aCHOCTH 3HAaYMMbIX 00BEKTOB KPHTHU-

1 Vxa3 [pesunenta Poccuniickoit ®enepannn ot 05.12.2016
. Ne 646 [DnextponHsbIil pecypc]. Pesxum poctyma: http://www.
kremlin.ru/acts/bank/41460, ceoGonusIit. S3. pyc. (nata obpa-
menus: 20.10.2022).

2 MdenepanbHbIii 3aK0H 0T 26.07.2017 . N 187 [DneKTpoHHBIH
pecypc]. Pexxum mgocrtyma: http://www.consultant.ru/document/
cons_doc_LAW_220885/?ysclid=18d73e934i5010228, cBobox-
HbIiL. 3. pyc. (nara obpamenus: 20.10.2022).

3 Tlocranosnenue [pasurenscrea PO or 08.02.2018 . N 127
[Dnexrponnslii pecypce]. Pesxum mocrtyma: https://base.garant.ru/
71876120/?ysclid=18d7511svw618900114, cBoOomHsIii. 3. pyc.
(mara obpamenust: 20.10.2022).

4 TIpukaz ®CTDOK Poccuu or 21 ngekabps 2017
N 235 [Dnexrponnsiii pecypc]. Pexum gocryma: https://
fstec.ru/normotvorcheskaya/ akty/53-prikazy/1589-
?ysclid=18d7t834hy284363961, cBobox- Hblit. 3. pyc. (nara
obpamenus: 20.10.2022).

yeckol nH(popManoHHO# HHppacTpyKTypbl Poccuiickoii
Gdenepanun u obecriedeHUI0 UX (QyHKIIMOHHUPOBAHUS)
u [pukasz ®CTIK or 25 pexabps 2017 . N 2395 «O6
YTBEp)KACHUU TPEOOBAHMH MO 00eCIeueHNI0 0€3011aCHOCTH
3HAYMMBIX 00BEKTOB KPUTHYECKOH HH(POPMAIIMOHHON HH-
tdhpactpykrypbl Poccuiickoit @enepanuu (B pen. [Iprkazos
OCTIK Poccum ot 9 aBrycra 2018 . N 138, ot 26 mapra
2019 1. N 60, ot 20 depans 2020 . N 35).

Juist o6vexToB KM BakHO OMEpaTHBHO M KOPPEKTHO
BBITTOJIHUTE OLICHKY KPUTEPHs 3HAYMMOCTH MH(OpMALHU-
onnoit cucremsl (MC) B 3aBHCHMOCTH OT 00pabaThIBae-
MBIX TUTIOB mH(popMmarmu [1, 2]. Ompenenenne KpUTepust
3HaunMocTH VIC 3aBHCHUT OT MPUMEHIEMBIX KaTeropuit
MHPOPMAITUH U PeTIaMEHTHPYETCs (hopMabHBIM TIpoIiec-
coM kareropupoBaHust. C yueTom mocienyromei «CTou-
MOCTH» OHIMOOK TPU CO3/IaHUH HEKOPPEKTHOW CHCTEMBI
obecnieuenust napopmanmonHo 6ezornacHoctu (COUB)
MIPH HETOYHOM (HETIOIHOM) KaTeropupoBaHuH, MOYKHO 000-
CHOBAHHO MOJIAaraTh, 4TO 3Tl KaTerOpPUPOBAHUS SIBIISCT-
Csl KIIFOYEBBIM, TTOCKOIIBKY Oe3omacHoCTh 00bexToB KNI
KpaiiHe Ba)kKHa IPAKTUYECKH Ui BCeX cep COBpEMEH-
HOM SKOHOMUKHU M FOCYJapCTBEHHOIO yrpasieHus [3, 4].
AKXTyalbHOCTB paccMaTpuBaeMoi MpoOIeMbl TOYHOTO YHC-
JICHHOTO ¥ KOPPEKTHOTO KaTeropupoBaHus 00bexroB KN
C YYETOM HOBBIX PHCKOB M TPEOOBAHUS TIOBBIIICHHUS YPOB-
Hs obecrieuenus b s cTparermueckn BaKHBIX OTpac-
JIel oATBepK/IeHa JOMOIHUTENbHO B YKase [Ipe3unenra
Poccuiickoit Denepanuu ot 01.05.2022 Ne 250° «O nonon-
HUTEJIBHBIX MEpax Mo 00CCICUYCHUIO HH(DOPMAIIMOHHO
6e3omacHoctu Poccuiickoii deneparumy.

Henpunsitue mep o 3amure Ha oobexTax KU mo-
JKET TIPUBECTH K CEPbE3HbIM MHIIMJCHTaM, HalpuMep, B
o0acTy TOIUIMBHO-IPHEPIeTHYECKOTO0 KOMILIEKca: Hed-
TaHOM TepmuHan SaudiAramco’, Hedrsamol 3aBox Oil

5 Tpukaz ®CTIK Poccuu ot 25 mexabps 2017 r. N 239
[Dnexrponnslit pecypce]. Pexxnm nocryna: https:/fstec.ru/en/53-
normotvorcheskaya/akty/prikazy/1592-prikaz-fstek-rossii-ot-25-
dekabrya-2017-g-n-239?ysclid=18d7u36shh579968999, cBo6on-
HBIU. S13. pyc. (mara obpamenus: 20.10.2022).

6 Va3 [Ipesunenta Poccuiickoit @enepanuu ot 01.05.2022 1.
Ne 250 [Onexrponnsiii pecype]. Pesxum moctyma: http://www.
kremlin.ru/acts/bank/47796, ceobomubIii. SI3. pyc. (nata oOpa-
menust: 20.10.2022).

7 XyCHTbI 30KUTaloT HEYTH paKeTamMu [ DIEKTPOHHBIN pecype].
Pexxum nocrtyna: https://www.kommersant.ru/doc/4584906?, cBo-
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N.N. JlmBunL,

Indial, nedrenepepabarsiBaromuii 3aBoj Petro Rabigh?2,
tpybonposos Colonial Pipeline? u np. AkryanbHOCTH mpo-
6nembl 3amuThl 00bekTOB KM He BBI3BIBaCT COMHEHUS,
W U CHIDKCHHS yIiepOa U MUHUMHU3AIUNA PUCKOB BO3-
HHUKAaeT HEOOXOIUMOCTh co3naHus koppekrHoro COUB
s oosexToB KU, UsBectHo, uTo kaxnas VC, pabora-
foIIasi ¢ OMpPEeNIeHHON «IyBCTBUTEIBHOW» WH(POpMAIIH-
eif, TpeOyeT MPUMEHEHHUs OIIPEIeIICHHOTO Habopa Mep 1
CPENCTB 3aIIUTHl (HHOT/IA HA3BIBAEMBIX «KOHTPOJISIMNY,
[T-security controls), o0ecrieunBaIOMMNX MOJIEPKAHUE
0e30macHOro (yHKIIMOHUPOBAHMS HA 33JaHHOM YPOBHE
(cTeneHb pe3yNbTaTUBHOCTH, effectiveness) B COOTBETCTBUH
C OIpeJIeJICHHBIM MHOYKECTBOM TPEOOBaHUI MM KPHUTEPUEB
(criteria). B xauecTBe KpUTEPUEB MOTYT OBITh TPUHSTHI
W3BECTHBIC HAIMOHAIIBHBIC U MEXKTyHAPOIHBIC CTAHIAPTHI,
KOTOPBIC MPEOCTABIISIOT PSKOMEH/IAIIMH 110 BBITIOTHCHUIO
MIPOIIECCOB OLICHKH COOTBETCTBHSA (conformity assessment).
CoOTBETCTBEHHO, KOPPEKTHBIN MPOIIECC KaTerOPUPOBAHMS
MTO3BOJISIET PAIIMOHATFHO YCTAaHOBUTH KPUTEPHUH, Jajiee
BBHIOpAaTh ONTHMAJBHEIN HAOOP CPECTB U MEpP 3aIIUTHI
(controls) m oGecTieunTh 3aJaHHBIN PE3YABTAT — CO3/IAHME,
BHenpeHne u pa3zsutne COUbB ams koHKpeTHOTO 00BeKTa
KHWMU [5, 6]. B pa3BuTHEe HOBHU3HBI JaHHON TEMBI IPUMEM
BO BHMMaHHE €IIe OJIUH MapaMeTp — SKOHOMHYECKYIO
a¢pextuBHOCTE COUB MprMEHUTETBFHO K ONTHMATBHOMN
COBOKYITHOCTH CPE/ICTB M MEP 3aIllUTBI, O3BOJISTFOIUX 00e-
CIICUUTH 33JIAHHBIN PE3YJBTaT B OMPEICICHHBIX TPAHMIHBIX
yCIOBHSX (BpeMs, AICHBIH, IIEpCcOHAl U mpodee). [Ipumep
pacueTa ONTHMAJIbHOCTH Pa3IMYHBIX HAOOPOB CpEICTB
¥ Mep 3aIIUTHl H COMMOCTABICHUS WX IO TIOKA3aTEI0 YH-
cToro muckoHTHUpoBaHHOTO Hoxoma (Net Present Value,
NPV), nmomydeHHBII aBTOPOM IIPH TPOBEICHIH KypCOB B
Yuuepcurere UTMO, npencrasiex Ha puc. 1.

Ha pucyHKke 1okazaHo HarIsJHOE COMIOCTABICHNE JIBYX
u OoJice BapuaHTOB Habopa MEp U CPEACTB 00CCIICUCHHSI
0€3011acCHOCTH, JIAIOIIUX PA3INYHbIC IKOHOMHUYECKHE pac-
YEeTHbIE 3HaYeHMs 1o nokasarento NPV. Buano, uro Bapu-
aHT 2 BBIDJIIIUT OoJiee MPEAIOYTHTEIbHBIM, TOCKOIBKY
MPOXOJHUT TOYKY OKYyIaeMOCTH paHbIIIC, YeM BapUaAHT [
MIPU OIMHAKOBBIX IPAHUYHBIX YCIOBUAX (I1abopaTopHBIC
pacueTHble ycnous) [7, 8].

AHaJIM3 POCCUICKOI0 3aKOHOAATE/ILCTBA
AJs KaTeropupoBanusi 00bekToB KUN

Kak Obu10 TI0Ka3aHO B pasnene «Brenenue», B Poccnii-
ckoil denepanny B 3aKOHOJATEILCTBO BBEJICHO MMOHSATHE
KHWMU, x o6s13aTenbHOM 001acTH MPUMEHEHHS! KOTOPOTO

OonubIi. S3. pyc. (nara oopamienus: 20.10.2022).

1 Xakeps! norpeboBanu $7,5 MIH y HHANACKOTO HEYTAHOTO
3aBoza Oil India [DnexTponHsii pecype]. Pexxum moctyma: https:/
www.securitylab.ru/news/531297.php, cBoboxHbIid. SI3. pyc. (zara
obpamenus: 20.10.2022).

2 ABapuiiHas CUTyalus: KaK IPOTUBOCTOATH aTaKykoleMy
cucremsl [1A3 Bpenonocy Trisis [DnekTponHbIi pecypc]. Pexxum
nocrymna: https://www.securitylab.ru/analytics/523661.php, cBo-
OonubIi. S3. pyc. (nara oopamenus: 20.10.2022).

3 Colonial Pipeline npeaynpexaaer KIMEHTOB 00 yTeuKe
JAHHBIX B pesynbTare araku DarkSide [DaekrpoHHbIil pecypc].
Pexxum poctyna: https://www.securitylab.ru/news/523424.php,
cBoOonHBIH. f3. pyc. (maTa obpamenus: 20.10.2022).

CormocrapieHue BceX BAPUAHTOB 110 CPOKY IOy ICHHUS
MOJ0XKHUTENbHOTO NPV
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Puc. 1. TIprmMep COMOCTABICHHS BAPUAHTOB MEpP H CPEIICTB
obecriedenus 6ezonacHoCTH [7]
Fig. 1. An example of comparing various security controls
combinations [7]

OTHOCSITCS OpPTaHM3aLNH, (YHKIMOHUPYIOUINE B 3aKpbl-
ToM miepeune 14 chep nestempHOCTH (cT. 2 1.8 187-®3) 1
nmetorme MC, nHpOpMannoHHO-TeNeKOMMYHUKAITHOHHBIE
CeTH WJIN aBTOMATH3WPOBAHHBIEC CHCTEMbI YIPAaBICHUS
TEXHOJIOTUUECKUMH TIPOLIECCAMH, SBIISIOIINECS 00bEKTaMU
KHNU. OcHOBHBIC IOPUINYECKIE CXEMBI 00€CIICUCHHUS TIPO-
necca 3auutel 00bexroB KU pernmamentupyer 187-03.
O06001eHHO, mporiecc kareropupoBanust 00bexkToB KU,
B COOTBETCTBUU cO cT. 7 187-D3, 3akimtouaercs B ycra-
HOBJIGHHH 9KBHBAJICHTHOCTH KOHKpeTHOro oobekra KU
KPHUTEPHSIM 3HAYMMOCTH (BCEro onpezeeHo 14 kpurepues
1o 5 rpymnmam) M MoKaszaTesiM MX 3HAYeHHWH, KOTOpHIC
omnpeznenensl B I111-127. Ykazanuslii aTan 00s1361BaeT CyOb-
extoB K1 00BbEKTHBHO ONPEEnTh KPUTHIHBIC TPOIIECCHI
OpraHu3aIiH, 1 Ha UX OCHOBE 00OCHOBAHHO BBHIJICTHUTH
KOHKPETHBIE 00BEeKTHI, oTHOCsAmuecs K KHU.
CymiecTByronieli HOpMaTUBHON NMpaBOBO 0a30ii B
Poccuiickoit @enepanuu B chepe odecredeHus 06e30-
nacHoctd KU He ompeneneHs! «1esieBbie» KOHKPETHBIE
MoKa3aTenu AJid KPUTEPUEB KIIOYEBBIX MPOIIECCOB, OT-
BETCTBEHHOCTbH 32 UX ONPEAEICHHUE MOJIHOCTHIO JOKUTCS
Ha cyobektel KIU. Tlokazarenu KpureprueB 3HaUUMOCTH
3-X Kareropui 3HaYMMOCTH, OT 1-ii (HauBbICIIEit) 10 3-1
(HamMeHbIel), onpe/esIeHbl KOHKPETHBIMHI JTHara30Ha-
MU HCYHCISIEMBIX €IMHHII U [TOKAa3aTesIMU HapyIICHIH
IITaTHOW pabOTOCTIOCOOHOCTH OTHOCHUTEIBHO YCTAHOB-
JIEHHOTO O(HUIIHaIBHOTO (PUKCUPOBAHHOTO 3HAYCHHUS.
Crporue (pUKCHPOBAHHBIC OTPAHWYCHUS MOTYT ITPUBOIANUTH
K OIpEIeNIEHNIO KaTeTOPUH 3HAYMMOCTH, HE OTPaKaroIeH
B TIOJIHOW Mepe peabHOCTh (PYHKIIMOHUPOBAHUS U (MIIN)
HEIpPEePbIBHBIC NPOIECCHl TEXHUUECKOW MOJACPHHU3AIUH,
(DYHKIIMOHAIBHOTO Pa3BUTHS U (MJIN) MEPEeKOH(PUTYPH-
poBaHus. Hanpumep, B HacTosliiee BpeMsi HE B MOJHOMN
Mepe onpesesieH MOPsIOK MPOBEIEHUS] KaTeTOPUPOBAHUS
CJIO)KHBIX COBPEMEHHBIX OOBEKTOB, OCHAIICHHBIX OJIOKaMH
JIEKTPOHUKH T10]] YIIPaBICHUEM MHKPOIPOLECCOPOB —
CTAHKOB C YHCIIOBBIM IPOrPAMMHBIM YTIPABJIEHHEM ', METH-

4 ABTOMATHYECKUH WM aBTOMATU3MpOBaHHbI? Bee paBHO
OKUU! Tpaucnopr [DnexkrpoHHblii pecypc]. Pexxum nocryna:
https://www.securitylab.ru/blog/personal/valerykomarov/349793.
php, cBoGomHEI. S3. pyc. (maTa oOpamenus: 20.10.2022).
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0630p HauMOHaNIbHbIX 1 MeXAOYHapOoOHbIX CTaHAAPTOB AJ1d KaTeropnposaHmna 0OBLEKTOB...

IUHCKUX MH(POPMAIIMOHHBIX MOHUTOPMHIOBBIX CHCTEMBI
TEIUIOBO30B, CY/IOB C IU(POBLIME OJIIOKAMHE YIIPABICHHSIZ,
OtMmeTnM, 4TO TIporiece obecriedyeHns: 0€30MacHOCTH 00b-
extoB KU B Poccuiickoit ®@enepartin ObIT CyIIECTBEHHO
MozepHu3upoBaH B 2018 1., kKak B paMKaxX COOTBETCTBHS
OTIpEICJICHHBIM Ba)KHBIM 3aiadaM «CTpaTernn Haruo-
HalbHOU Ge3omacHocT Poccuiickoit @enepanun»3, Tak
U TIpu cMeHe mpuMeHsBmerocs emie B 2014 1. moaxona
3aIIUTHl KIFOYEBOH CHCTEMBbI HH()OPMAIMOHHON HHpaA-
crpykrypsl, mpemiokennoro ®CTIK Poccun? u orMeHen-
Horo B 2018 1. B cymecTByromem BapuaHTe )KECTKHUE yCTa-
HOBJICHHbIE HOPMATHBBI HE JIONYCKAIOT BapUally UCXOIS
U3 aKTyaJbHBIX (WM TUIAHUPYEMBIX MPH MOCIETyomei
MOJIEPHHU3AIINN ) U3MEHEHNH TEXHUYECKUX XapaKTePHCTHK
1 (MIIM) TEXHOJIOTMYECKNX M3MeHeHui oobexToB KNU.
B ommume oT M3BECTHOTO MOXO0/A YIIPABICHUSI PUCKaMHU
B texandeckux cucremax (TOCT P UCO cepuu 310007,
T'OCT P MOK cepun 31010°), B cy1ecTBYIOLIMX YCIOBUSX
BIanenbbl 00bekTOB K He BEITOMHSIOT TEPEOIICHKY I10-
kazareneii o I111-127, He momaepKUBarOT U He OOHOBIISIOT
(baiiTe! pUCKOB (HE YIUTHIBAIOTCSA OCTAaTOYHBIC PUCKH) M HE
NIePECMaTPUBAIOT COCTAB MEp M CPEICTB 3alUThI, IIPHMe-
HSIEMBIX B Ka)K/IbIi KOHKPETHBIM MOMEHT.

AHAJIU3 MeAKTYHAPOIHOM 3aKOHOAATEIbHOI 0a3bI
JJIsl kKaTeropuposanus o0bexToB KU

AHanm3 MeXIyHapOJHONH HOPMATHBHON 0a3bl HAUHEM
C paccMOTpEeHHs HanboJee U3BECTHOTO, IIPAKTUIECKH MIPH-
MEHSEMOTO U MEePUOINYCCKH 0OHOBISIEMOro CTaHAapTa
ISO/IEC 27005:2018 Information technology — Security

1 Kparkuii 0630p HOBO#T MeTomuku oreHkn yrpo3 ®CTIK
[OnexTponnsrit pecypc]. Pexum nocryna: https://www.
securitylab.ru/blog/personal/Business_without danger/350381.
php, cBoGOmHBI. S3. pyc. (nara odpamenus: 20.10.2022).

2 Cerogust ACY TII He 3alMIIAIOT HU BO3LYIIHBIA 3a-
30p, HU MPONpPHUETAPHBIE MPOTOKOJBI [ DIEKTPOHHBIN pecypc].
Pexxum nmocrtyna: https://www.securitylab.ru/blog/company/
solarsecurity/347320.php, cBoOonusIii. SI3. pyc. (naTa obparie-
Hus: 20.10.2022).

3 Va3 Ipesuzenra Poccuiickoit ®eneparmu ot 02.07.2021 r.
Ne 400 O Crparerun HaloOHaJIBbHOM Oe3omacHocTH Poccuiickoit
Deneparnun [IaexkTpoHHbI pecypce]. Pexxum poctyma: http://
www.kremlin.ru/acts/bank/47046, ceoboausiii. 53. pyc. (nata
obpamenus: 20.10.2022).

4 Undopmanmonnoe coobmenne ®CTIK Poccnn ot 4 mas
2018 . N 240/22/2339 [DOnexrponHblli pecypc]. Pexum
nocryna: https://fstec.ru/normotvorcheskaya/informatsionnye-i-
analiticheskie-materialy/1585-informatsionnoe-soobshchenie-
fstek-rossii-ot-4-maya-2018-g-n-240-22-2339, cBoOoaHbIH. S3.
pyc. (nara obpamenus: 20.10.2022).

5 TOCT P MCO 31000-2019 HaunonanbHblii cTangapt
Poccuiickoit ®enepaunu. Menempxment pucka. [IpuHuuns u
PYKOBOACTBO. [DnekTpoHHbIH pecypc]. Pexxum nocrtyma: https:/
docs.cntd.ru/document/1200170125?ysclid=lgxkri97tj944205707
cBOOOAHBIN. S13. pyc. (mara oopamenus: 20.10.2022).

6 TOCT P UCO 31010-2021 HauuoHanbHbIH CTAHAAPT
Poccuiickoii @enepaunu. HanexxHocts B TexHuKe. MeTOIbI OLICH-
KU prcKa. [ DiaekTpoHHbIii pecypc]. Pexxum noctyna: https://docs.
cntd.ru/document/1200180987?ysclid=lgxkvbc8ut371018586 cBo-
OonubIi. S3. pyc. (mata oOpamenus: 20.10.2022).

techniques — Information security risk management’.

JlaHHBIN CTaHAPT CUUTACTCSI BO BCEM MHUPE KIIIOYEBBIM

Julsl pacuera puckoB (octatouHbix prckos) Vb n dopmu-

POBaHMS CHCTEMBI JJIsl TOYHO OTPEIEIIEMbIX TpeOOBaHHN

IIPU KaTErOPUPOBAHNH 3alIHUIIAEMBIX aKTHBOB Pa3INIHOTO

Ha3HA4YCHMS. 3aMETHM, YTO B OKTA0pe 2022 T. BBIIIUIA HOBAs

Bepcus crangapra ISO/IEC 27005:2022 — Information

security, cybersecurity and privacy protection — Guidance

on managing information security risks3.

PaccmoTpuM Hanbosnee BaskHbIE TPEOOBAHUS, YCTAHOB-
nennbie B ISO/IEC 27005:2022:

— OIpesieNieHue KpuTepueB Bo3ecTus (Impact criteria).
Kpurepun pa3paboraHbl 1 KOHKPETH3HPOBAHBI C TOUKH
3peHUsl CTENEHH yIiepOa WiIK 3aTpar s OpraHu3aliy,
BBI3BaHHBIX coObITHEM b, ¢ yueTom ypoBHS Kitaccu-
(buKanuy 3aTpOHYTOr0 HHGPOPMALIMOHHOTO Pecypca;

— OIICHKA MOCIENCTBUH (Assessment of consequences).
OrneHka akTHBOB HAaYWHAETCS ¢ KIacCH(PUKAINU aK-
THBOB B COOTBETCTBUH C MX KPUTHYHOCTHIO C TOUKH
3pEHUST X BAKHOCTHU VISl JOCTHIKEHUST OM3HEC-1eneit
opranuzanyi. Jlanee oneHKa OnpeaessieTcs C NCIOlb-
30BaHHMEM JIBYX TOKa3aTeeil: BOCCTAHOBUTEINIbHAS CTO-
MUMOCTb aKTUBA (CTOMMOCTh BOCCTAHOBIICHHUSI, OUUCTKH
1 3aMCHbI HH(OPMAITUH, €CIIH 3TO BO3MOXKHO); JICJIOBBIC
MOCJIEICTBUSI TIOTEPH MM KOMIIPOMETAIMH aKTHBA,
TaKKe KaK IMOTeHIHaIbHbIe HeOIaronpusTHhIE 1eJIOBbIC
U (M) IpaBOBBIC MM HOPMAaTHBHBIC TTOCIICACTBHS
PacKpbITHS, MOAN(DUKALIUH, OTCYTCTBHS M (MJIN) YHUY-
TOXEHUs1 MHPOPMAIK U JPyTruX MHPOPMAITMOHHBIX
AKTHBOB.

OtmetnM, uto B [1I1-127 geTko ykazaHO, YTO UCXOI-
HBIMH JJAHHBIMH IS KATETOPUPOBAHMS SBJISIIOTCSI YTPO3BI
6e3onacuocti nHopMmarmu (YBU) B oTHOMIEHHH 00BEKTa
KHNU, a takxke uMeroluecs JaHHbIC, B TOM YHCIIC CTaTH-
CTHYECKHE, O KOMIIBIOTEPHBIX WHIMJEHTAX, MPOU30IIE/I-
mux pa"ee Ha o0bekTax KM cooTBeTcTBy!OIIEro THIIA.
B pesynbrare BujeH 00NN METOJMUECKUIN MTOIXOM IS
orpeziesieHus] 0ObEKTHBHBIX CBHUJICTEIBCTB (CTATUCTHKH),
Ha 0a3e KOTOpOll BO3MOYKHO BBITIOJIHCHHUE OLICHKH PHCKOB
1 BbIOOpa Hanbosee 3pPEKTUBHBIX MEp MPOTHUBOICHCTBHS
akTyansHeIM YBU. B kauecTBe npumepa paccMOTpUM OT-
4eT «AHaJIN3 MOUICHHUYECKUX 3BOHKOB C TEPPUTOPUHU
Vkpaunbl. YyacTHUKU U 1upsl (Ho10pb 2022)»%, B KO-
TOpPOM TIpUBECHBI JaHHBIe cTatucTuku Coepa 3a 2022 1.
B oTtdere orMedeHO, UTO MOIIEHHUKHU caenand 1,5 Mipa
MOTBITOK TO3BOHUTH KIIMEHTAaM OaHKOB C EIIbIO TIOXUTUTh
JICHeXKHbIe cpe/icTBa. Takke MpuBe/ieHbl JaHHbIE 110 Ole-

71ISO/IEC 27005:2018 Information technology —
Security techniques — Information security risk management
[DnexTponHbIit pecype]. Pexxum goctyna https://www.iso.org/
standard/75281.html, cBoGoausIii. SI3. pyc. (nara obparueHus:
20.10.2022).

8 ISO/IEC 27005:2022 — Information security, cybersecurity
and privacy protection — Guidance on managing information
security risks [DnexTponHsIii pecypc]. Pexxum mocryma: https://
www.iso.org/standard/80585.html, cBoboxusrit. 3. pyc. (nara
obpamenust: 20.10.2022).

9 AHanu3 MOIIEHHUYECKUX 3BOHKOB C TEPPUTOPHH YKPAHHBI.
VuactHuku ¥ nudpsl [DnekTpoHHbIN pecypce]. Pexum nocrymna:
https://promo.sber.ru/kibrary, cBo6oausiii. S3. pyc. (nara obpa-
mienust: 20.10.2022).
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N.N. JlmBunL,

paropam, KOTOpble Oe3HaKa3aHHO MPOITYCKAIOT MOIIICHHH-
Yyeckuil Tpaduk ¢ yCTaHOBOUHBIMH JaHHBIMH.

BakHo 00paruTh BHUMaHKE Ha JOTHKY cTannapra [ISO/
IEC 27005:2018, B KoTOpOM 0c000€ BHUMaHHE OT/IaHO Ha
ornpenenenne OusHec-nenei. Jlajgee BHIIONIHEHA KIaCCH-
(ukarus HeoOXOIUMBIX aKTHBOB MCXOJs M3 MX YPOBHS
KPUTHYHOCTH 10 OTHOIIECHHIO K OTPEICIICHHBIM paHee On3-
HEC-IIeIM, ¥ BRIOpaH HanboJiee ONTUMAIIBHBII COCTaB Mep
JUIsl IPOTUBOAEICTBUS C yUETOM BaKHON HKOHOMMUECKOM
OLICHKH «BOCCTaHOBHUTEIBHOW cTrouMocTny (replacement
value of the asset), HACKOJIBKO 3TO MPAKTHYCCKU BOZMOXK-
Ho. B Ilpunoxkennun B (Annex B) nano onucanue cocrasa
MepPBUYHON MHPOPMAIIMU, KOTOPOE BKIIOYAET: KU3HEH-
HO BaxkHy uHpopmatuto (vital information) nns ocy-
LIECTBIICHNS] MUCCHU WM OU3HEca OpraHu3alyu; THIHYO
nHpopmanuio (personal information), B COOTBETCTBUH
C HAIlMOHAJIBHBIMH 3aKOHAMH O KOH(HJCHIMAIBHOCTH;
CTpaTerunvyecKyro HHPOpMaIuio (strategic information),
HEOOXOAMMYIO ISl TOCTHIKEHUSI [ENEH, OMpPENeIEHHBIX
CTPATErn4eCKUMH LETAMHE; JOPOTOCTOAIILYIO HH(POPMAIHIO
(high-cost information), c6op, XxpaHeHue, 0opaboTKa u
nepeada KoTopoi TpeOyeT UTUTENBHOTO BPEMEH! U (1T )
CONpsDKEHA C BBICOKOM CTOMMOCTBIO ITPUOOPETEHUSL.

[Ipumem Bo BHMMaHMe, 4TO HH(POpPMALUs, KOTOPas
He ObuIa MACHTU(GUIUPOBAHA KaK «YyBCTBHUTEIbHAs»
(sensitive) mociie mpoBeICHHs O0IIEH OIECHOYHO Mpo-
Leypsl B TIEPBOM IIMKJIC, MOKET HE MMETh Kiaccuduka-
LM, CIIE/IOBATEIIHHO, JIayKe ECITH Takasi HHpopMarwys OyaeT
CKOMITPOMETHPOBAHA, OPTAHNU3AIMsI BCE PABHO CMOXET
YCIICIITHO BBIMIOJIHUTH CBOIO MuUccuio. C Ipyroif CTOPOHBI,
HEOOXOIMMO MPUHATH BO BHUMAHHE, YTO B CIydae OIIN-
009YHOHN ¥ (M) HEMOTHOW KIACCU(PUKAINN TEPBUIHOMN
nH(pOpMaIK, BO3MOXKHBI Cepbe3Hble HHIMAEHTH b B
cilyyae KOMIIPOMETAIMH, TIOCKOIIBKY JUIsl OITMOO0YHO IPo-
nyleHHo# nHpopmaiu [yt koHkpetHoro oobekra (MC) B
COUB He ObUTH MPEIYCMOTPEHBI COOTBETCTBYIOIINE MEPHI
3amuThL. B pesynbrare HEOOX0ANMO YUeCTh, YTO NCKITIOUH-
TEJbHO Ba)KHO BBINOIHEHHE MTOCIIS/IYIONIEro 00s13aTebHOT0
LIUKJIA TIEPEOLICHKH C YUYETOM OCTaTOYHBIX PUCKOB B OTHO-
mennu o0wvekTa 3anmthl (MC) [9-12].

Ananu3 ¢eaepanbHOro 3akonogareabecrsa OPI°
AJisl KareropupoBanus 00bekToB KU

PaccmorpuM zBa akTyanbHbIX crangapra (BSI-Standard
200-2 IT-Grundschutz Methodology (BSI200-2' u BSI
200-3%) B cucteme (eepanbHbx cTanaaptos BSI (OPT),
KOTOPBIE OIPEIEIISIIOT Ipoliecc yrpasieHus puckamu Vb,
B TOM YHCJIE OPSIOK PabOTHI ¢ AKTHBAMHU ITPUMEHHTEIIHLHO
k oovexram KUU. Ilepen Hauaom hakTriaeckoro ananmsa
puckosB Wb no BSI 200-3 BeIONHUM IpOLETYPY B COOT-
BerctBun ¢ BSI 200-2, BKIOYAONIYO: peTiaMEHTAIHIO

1 BSI-Standard 200-2 [DnekrpouHslit pecypc]. Pexum o-
cryna https://www.bsi.bund.de/SharedDocs/Downloads/EN/ BSI/
Grundschutz/International/bsi-standard-2002_en pdf. pdf?
blob=publicationFile&v=2, cBoboaHbIi. SI3. pyc. (nara obparie-
aust: 20.10.2022).

2 Hemenkoe KauecTBO WM Kak olleHuBarh pucku B no BSI-
Standard 200-3 [DnextponHsIii pecypc]. Pexum goctyma https://
www.securitylab.ru/blog/company/USSC/352337.php, cBoGoa-
HBIU. S13. pyc. (mara oopamenus: 20.10.2022).

U BHEJIpeHUE mporiecca odecneueHus b B opranusanmmy,
B TOM YHCJIE ITyTeM YTBEpPXKICHUSI KOHLENINKN Oe3onac-
HOCTH; OTIpe/ie]ICHHE 00JaCTH NPUMEHEHHSI KOHLICIIUH
0e301MacHOCTH U (POPMHPOBAHHUE COOTBETCTBYIOIICTO IIe-
PEUHsI IEHHBIX MH(OPMAIIMOHHBIX aKTHBOB; OIIPE/ICIICHNE U
BHEJIpeHNE 0A30BBIX U CTAHIAPTHBIX MEp MO 00ECIICYEHHTO
Wb onpeneneHHbIX aKTUBOB.

B pesynbrare janHOTO OLEHUBAHUS (TI0 AHAJIOTHH CO
crarnaprom ISO/IEC 27005) momyunm nepedeHs HHGOp-
MallMOHHBIX aKTUBOB, B OTHOHICHUHN KOTOPBIX HCO6XO}II/IMO
BBITIOJIHUTH aHanu3 puckoB. Ctanmapt BSI 200-2 nomycka-
eT 00bEAMHEHNE aKTUBOB B IPYIIIBI C [EIBI0 COXPAHEHUS
Pa3yMHOCTHU TIPY BBIMOJIHEHUH OLIEHKH 3HAYUTEIHLHOTO
KOJIMYECTBA TUIIOBBIX aKTHBOB (OZIHOTHITHBIX IPOIPaMMHU-
PYEMBIX MPOMBIIUICHHBIX KOHTPOJIJIEPOB, pabOYMX CTaH-
UK ¥ Ip.) W ONpe/ieieHue B JaJIbHEHIIIEM TPHOPUTETOB
JUISl TAKOHM OIIEHKH: «CTaHJapTHAs 3aIUTa» — IPHOPUTET
OT/IaeTCsl BBICOKOYPOBHEBOMN OIICHKE OM3HEC-TIPOLIECCOB U
Bceit UT-ungpactpykrypsl. [lomydeHHas omeHKa BBICTYTIa-
€T KaK OPUEHTHUP AJIsI yPABICHUSI PUCKAMH B OTHOILICHUH
aKTHBOB 0OJIee HU3KHUX YPOBHEH; «3aluTa sapa» — Mpu-
OpPUTET OTHAACTCA OLCHKEC KJIIOUECBBIX AKTUBOB, KOTOPBIM
JOJI’)KHBI 6I)ITB PEABABICHBI CAMBIC BBICOKUE Tpe6OBaHI/I$[
K BHEAPACMBIM MEpaM 3allluThI; «bazoBas 3alura» — CHa-
yaja BBIMOJHSIOTCSl 00s13aTesbHbIe 0a30BbIC TPEOOBAHHS
u3 BSI 200-2, 3atem — MeponpuaTHs 110 OLIEHKE PUCKOB.

3ametuM, uto crangapt BSI 200-2 npu peannsauuu
BapHuaHTa «0a30BOil 3amUTE TpeOyeT cHavyasa BBION-
HUTBH 0a30BbIC TPEOOBAHUS U 3aTEM «BKIIIOUYNTH» JAHHBIA
cocTaB MH(POPMAIMOHHBIX aKTUBOB B KOHTEKCT O0OIIETO
mporiecca yrnpaBleHHsI PUCKaMU € TIOCIEAYIOMeH ONTH-
MU3AIHA cOCTaBa MPUMEHIEMBIX Mep 3amuTsl. B m. 8.2.1
«Omnpenenenne KaTeropuil MOTPeOHOCTEH B 3aIIUTE»
OTIPEJICJICHO, YTO «IIOTPEOHOCTH B 3alIUTE OOBIYHO HE
MO/IIAI0TCS KOJIMYECTBEHHOU o1leHke». CliestyeT nosiararhb
JaHHOC OrpaHUYCHUEC CYHICCTBCHHBIM HCIOCTAaTKOM, HC-
TaTUBHO BIIMSIIOIIEM Ha BO3MOXKHOCTH MPHUMEHEHUS pas-
JIMYHBIX IIKaJI (IMCKPETHBIX OIIEHOK) M MHBIX YHCIIEHHBIX
MoKa3aTesici B OTHOIIEHNU KOHKPETHOTO 00BEKTa OIe-
HuBanus. [1o stoit npuunne BSI 200-2 orpanuunBaercs
TOJIBKO KBAIN(UIMPOBAHHBIM 3asIBICHUEM, TTOIPA3EIIssI
MOTPEOHOCTH B 3aIIUTE HA TPU KATETOPHUHU MOCIIEACTBUH
ymep0a: «HopMasbHas (normal) — OTpaHWYCHBI U TIOA-
JTAIOTCS YIPABICHUIO; «BBICOKHE» (high) — MOTYT OBITH
3HAYUTEIBHBIMHU; «OYEHBb BBICOKHEY» (very high) — MOTyT
JIOCTHTaTh KaTacTpopuIecKkoro ypoBHsi.

PaccMoTpuM B KauecTBe IpruMepa OJHY M3 KaTero-
pHii — «HOPMaJIbHYIO» 3alUTY, ONPE/ICICHHYIO B CTaH-
napte BSI 200-2. [Ins paccMmarpuBaeMoil KaTeropuu
NOTPeOHOCTH B 3aIIUTE ONPEACISAETCS MPU CIEAYIOMNX
(hakTOpax: HapylIeHHE 3aKOHOB (HOPMAaTHUBHBIX aKTOB)
C HE3HAYMTEIBHBIMH TOCIE/ICTBUSIMH; HE3HAYNTEIIbHBIC
HapyIeHus KoHTpakrta (Minor breaches of contract) ¢ mak-
CHUMaJIbHO HU3KUMH IITPA(HBIMHA CAHKIIUSAMHE; HApyILIICHUE
nipaB (Impairment of the right) 00pabOTKH TIEPCOHATBHBIX
JAHHBIX C HEOMArONPHUATHBIMH TOCJIEACTBUAMH; yXyAIIe-
Hue crnocobnoctu (Impairment of the ability) BEIIONHATH
3a/1aun (OLIEHUBAEMOE KaK MPHEMIIEMOE, MaKCUMAaJIbHO
JIOTTYCTUMOE BpeMs TIPOCTOsI COCTaBIsIeT OoT 24 1o 72 4);
(bunancoBsie ocnencTust (Financial consequences) npu-
3HAIOTCSI IPHEMIIEMBIMH.

Hay4HO-TeXHUYeCcKMi1 BECTHUK MHDOPMALIMOHHbLIX TEXHONOM MK, MexaHukn n ontuku, 2023, Tom 23, N2 3
Scientific and Technical Journal of Information Technologies, Mechanics and Optics, 2023, vol. 23, no 3

523


https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Grundschutz/International/bsi-standard-2002_en_pdf.pdf?__blob=publicationFile&v=2
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Grundschutz/International/bsi-standard-2002_en_pdf.pdf?__blob=publicationFile&v=2
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Grundschutz/International/bsi-standard-2002_en_pdf.pdf?__blob=publicationFile&v=2
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Grundschutz/International/bsi-standard-2002_en_pdf.pdf?__blob=publicationFile&v=2
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Grundschutz/International/bsi-standard-2002_en_pdf.pdf?__blob=publicationFile&v=2
https://www.securitylab.ru/blog/company/USSC/352337.php
https://www.securitylab.ru/blog/company/USSC/352337.php

0630p HauMOHaNIbHbIX 1 MeXAOYHapOoOHbIX CTaHAAPTOB AJ1d KaTeropnposaHmna 0OBLEKTOB...

Anaym3 genepanbHbix cranaapToB NIST
10 KATErOPUPOBAHUIO

Ha mex/yHapoJHOM YpPOBHE ISl KATErOPUPOBAHMS
oosekroB KUU, kpome ISO (IEC), Hanbonee n3BECTHRIMEU
SIBIISTFOTCS CTAHJAPTBHIL:

— FIPS (Federal Information Processing Standards,
OenepanbHBIE CTAHAAPTHI 00PaOOTKH HH(DOPMAIIHH )
cepun 199 «Standards for Security Categorization
of Federal Information and Information Systems»
(CranmapThl KaTeropupoBaHusi 6€301acHOCTH HHPOP-
Maruy 1 uH(opMarmorHsX cucteM) (FIPS 199');

— NIST (National Institute of Standards and Technology,
HannoHaiabHBIM HHCTUTYT CTaHAApTOB M TEXHOJIO-
ruit) cepun SP 800-60 «Guide for Mapping Types
of Information and Information Systems to Security
Categories Special Publication» (CrenmansHoe n3aa-
HHUE. PyKOBOZICTBO IO COTMOCTABICHUIO THIIOB MH(OP-
Maluy 1 MH(GOPMAIIMOHHBIX CHCTEM C KaTETOPHIMHU
0€30TaCHOCTH);

— FISMA (Federal Information Security Management Act,
Oenepanphbiii 3akoH CIIIA 00 ynpasiaennn uHbOpMa-
UOHHOH 0e301macHOCThI0), 2002 1.

B crannaprax NIST npeanoxeHo oCylIeCTBISTh KaK
KaTeropupoBaHue oopadaThiBacMOil (1 3aIUIIIaEMOI) HH-
¢dopmanuu, Tak u UC B nenom [13]. Kareropuposanue NC
SIBIIICTCSI TTepBbIM 11aroM 1uist cozpanusa COUb, nocneny-
FOLIUE JTAIbI CO3/IAHUsl KOTOPOIl orucansl B 1ukie RFM?2
(Risk Management Framework, CTpykTypa ynpaBieHHs
puckamn) [14, 15]. TTonpobHOE ommcaHue mporecca Kare-
TOPUPOBAHMS, KOTOPOE OTHOCHUTCS K 3TAIly TNIAHWPOBAHUS
COWUB, B cootsercTBuM ¢ Tpebosanusmu NIST SP 800-53°,
MIPEJCTaBICHO Ha pUC. 2.

KoppekTHoe omnpeneneHne KaTeropuu 3HAYUMOCTH
NC — pesyabrar ajieKBaTHO yCTaHOBJICHHOW Kareropuu
KPUTHYHOCTH Pa3IMYHBIX TUIOB MH(OpMaIMU, 00padarsi-
BaeMol B paccmarpusaemoii IC [16, 17]. B cooTBeTcTBUN
c FIPS 199, xareropus 6ezonacaoctu UC — HauBbIcmee
3Ha4YEHNE KPUTUYHOCTH M3 BCEX THIIOB HH(OpMaIHH, (PyHK-
nuonupytomeit B paccmarpusaemoil C. Takum oOpaszom,
M3HAYaJIbHO PACCMaTPUBAIOTCS! M OLICHUBAIOTCS BCE THITBI
nHpopmannu, koropeie ects B IC [18, 19]. Crexyromum
9TANoM OICHWBAECTCS YPOBEHD ITOTCHIIMAILHOTO BO3/IEH-
CTBUSI Ha KayK/IbI{ TUIT MHPOPMALIIH W OIPEICIACTCS JIMIIb
KaueCTBEHHOE 3HAUCHHE: HU3KOE, CPEJHEE, BEICOKOE HMITH
OTCYTCTBYET.

K coxarnenuto, B paccMarpuBaeMbIX (enepaibHbIX
cragaaptax NIST momyckaioTcsi TOJbKO KadeCTBEHHbBIE
OLICHKH, U ATOT HEJIOCTATOK, OTYACTH, HUBEJIUPYET NpHMe-

I TIpoMBbIIIUIEHHBIE KOMITAHHMH: BEKTOPBI aTak [ DIeKTPOHHBIH
pecypc]. Pexum noctyna https://www.ptsecurity.com/ru-ru/
research/analytics/ics-attacks-2018/, ceoGoausid. SI3. pyc. (mara
obparmenust: 20.10.2022).

2 Risk Management Framework for Information Systems and
Organizations [DnekTpoHHBII pecypc]. Pexxum mocrtyma https://
nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.
pdf, cBoGoxmbIit. f3. pyc. (nara obpamenus: 20.10.2022).

3 0630p NIST SP 800-53 [DnekTpoHHbIit pecypc]. Pexum
noctyna https://www.altx-soft.ru/upload/iblock/d76/%D0%9E
%D0%B1%D0%B7%D0%BE%D1%80%20SP%20800-53 v4
.pdf?ysclid=18eiqeSgxr92836019, cBobonusit. S3. pyc. (nara
obpamenus: 20.10.2022).

HUMOCTB IIPEAJIaraeMoro anmapara JJisi COBpeMEeHHOTO HC-
MOJIb30BaHUs B mporiecce coznanus dpdexruBnoit COUB.
IToreHunanbHOE BO3AEHCTBHE ONpEAEIsAeTCS OLEHKON
ymep0a st KaI0ro 00BEKTa 110 CBOWCTBaM O€30I11acHO-
cTH (KOH(MUACHIINATFHOCTD, IIEJI0CTHOCTD, TIOCTYITHOCTB).
W B manHOM citydae — (hPUKCHpPOBaHHAS «TPHAJIa) CBOMCTB
Wb, 1 3TOT HENOCTATOK, TAKXKE HE AA€T OCHOBAHMSI IIPU-
MEHEHHSI METOAMYECKOTO armapaTa JJisi COBPEMEHHOTO
MIPAaKTUIECKOTO UCTIONB30BaHus. Ha mocnennem mare ams
OILIEHKH BO3JeHcTBHUS Ha Kakaplid 00bekT Ub mist C BBIOH-
paeTcsi MaKCUMaJIbHOE BO3/ICHCTBHE U3 BCEX THITOB HH(OP-
manuu B IC [16, 17]. B nyOnuuHbBIX pecypcax JOCTYITHBI
npumeps! npumenenus Metoauku FIPS 199, uro no3sonser
CTPOUTH NPOCTENIIINE 3AMUCH [Tl OLIEHUBAHUS KaTerOpuu
6e3omacuoctu (Kb) most UC:

Kby = {(K, Bo3aeiicTBue); )

(L1, Bo3metictBue); ([, Bo3meiicTBue)},

rae K — xondunenmanpHocTh; [l — menoctHocts; J| —
JIOCTYIHOCTb.

[Ipn nanHoM Habope «TpuaasD cBoiicTB Ub kpu-
tnyHOCTh IC — Kby ompenensaercs B COOTBETCTBUU C
FIPS 199 cnenyrommm obpazom (tadm. 1).

B pa3BuTuu HOBU3HEI IO JAHHOM TeMe yITEM HECKOIb-
KO JIOTIOJTHUTENBHEIX cBoiicTB Vb, HampuMep: mogoTdeT-
HOCTB, HEOTKa3yeMOCTb, ayTCHTUIHOCTH (B COOTBETCTBHUH C
TpeboBanusamu 11. 3.28). Torma 3ammcs (1) oGecrieunt Ooee
pacumpeHHbIi nepeyeHs cBoiicts b, Hanpumep:

KBy = {(K, Boszueiicteue); (LI, Bo3zeiicTBue);
(1, Bozaeiicteue); (I1, Bo3meiicTBHE); #))
(H, Bo3neiictue); (A, Bo3zaeicTBHE)},

rae [T — mogotuerHocTh; H — HeoTkazyemocTh; A —
AyTEHTUYHOCTb.

[Tpu pacmmpeHHOM, MO cpaBHEHHIO ¢ 0a30BBIM HA0O-
pom coiictB b (FIPS 199) Ha ocHoBanuu 3anucu (2)
KBy, onpenenum kputnaHocTs IC B COOTBETCTBHH C HO-
Boit komOunanueit FIPS 199 u ISO/IEC 270014 (Ta6mn. 2).
BunHo, uTo pacmmpeHHbI MeTox 00ecneunBaeT IBHOE
yayumrenue TouHoct KBUC (no pacumpennomy Habopy
CBOMCTB, HO BCE )K€ OIIEHKHU IMO-TIPEKHEMY NTPUMEHSIOTCS
TOJIBKO Ka4€CTBEHHBIE, HE (DOPMUPYIOTCSI YNCIICHHBIE OIICH-
K 1 HEe o0ecIieunBaeTcs 00bEKTUBHOCTD OIIEHKH U TIEPEO-
LIEHKN CO CTOPOHBI HE3aBUCHMBIX 3KCrepToB. Hamomunm,
YTO paccMaTPUBAEMbIe HENOCTATKH OOBbEKTUBHO MOTYT
MOBJICYh HETATHBHBIC U HEOOPATHUMBIE MOCIEACTBHUS MPH
cozgannu COMb u B OTKPBITHIX UCTOYHUKAX, TOIBKO 3a
2022 r. npuBeAEHbI IPUMEPHI IPOTUBOIEHCTBUS TSI CO-
BPEMEHHBIX BEKTOPOB aTaK M KOHKPETHBIX YSI3BHUMOCTEH
HPOMBIIUICHHBIX CHCTEM?.

4ISO/IEC 27001 CucreMbl MEHEIKMEHTA MH(OPMAITMOHHOM
Oe3omacHocTH [DneKTpoHHbIH pecype]. Pexxum noctyma https://
www.iso.org/ru/standard/27001, cBobonHsIit. fI3. pyc. (1ata 00-
pamenust: 20.10.2022).

5 Vaszsumo ctu B CodeMeter mo3BONAIOT aTaKko-
BaTh MPOMBIIUICHHBIE CHUCTEMBI [DIEKTPOHHBIA pecypc].
Pexxum nmoctyna https://www.securitylab.ru/news/511888.
php?ysclid=la87gkvxjw783700363, cBoboausiii. f3. pyc. (nara
obpammenust: 20.10.2022).
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HayvanbHas WcxopaHble NONoOXeHUs ANs opraHu3auum
Onucatue apxuTeKTypbl T
O4ka + 3aKOHbI, AUPEKTUBbI, MONUTUKA, NOCTAHOBNEHUS

* Mpouecchl NpeHa3HaYeHns/AeaTeNLHOCTH + CTpaTeruyeckue 3afasm 1 uenu

+ JranonHule Mopeny FEA * TpeGoBaHus MH(OPMALMOHHOM Be3onacHoCTH

* CermMeHThI 1 APXUTEKTYPHbIE pelueHus . |'"_ PUTETBI U JOCTYNHOCTL PECypcoB

* ['panuLbl MHGOPMALMOHHON CUCTEMbI War 1

» KATEFOPUPOBAHUE »
WNHPOPMaLMOHHBIX
War 5 cucrem LWar 2
MOHUTOPUHT FIPS 199 / SP 800-60 BbIBOP
Mep 6e3onacHoctu Mep 6e3onacHocTu
SP 800-137 OCHOBbI FIPS 200 / SP 800-53
YMNPABJIEHUA
PUCKOM
LWar 5 YKU3HEHHbIW LUKA Lar 3
CAHKLUMOHUPOBAHUE GesonacHocty PEAZIN3ALIUA
NH$pOopMaLUOHHbIX Mep 6e3onacHocTu
erem LR SP 800-160
SP 800-37
OLIEHKA
. Mep 6e3onacHocTu .

SP 800-53A

lMpumeyvarue: UHcmpykyus 1253 CNSS daem npedcmaeneHue ons Lllazos 1 u 2 RMF ons Cucmem HayuoHansHol 6e3onacHocmu (NSS).

Puc. 2. Cxema dTana IIaHUPOBaHUsI CUCTEMbI obecrieueHus 6e3omnacuoctu [ 14, 15]

Fig. 2. Scheme of IT-Security planning stage [14, 15]

Tabauya 1. [TpuMep onpeneneHnst KpUTHYHOCTH HH(YOPMAMOHHON crcTeMs! (6a30Bbrit Metox FIPS 199)

Table 1. Example of determining the Information system criticality (FIPS 199 basic method)

OObexT K 10 pil| Kpurnunocts
baza nanubIx Cpennee Cpennee Husxkoe —
CucremHas nHGOpMaIHs Huskoe Cpennee Huskoe —
OneHuBaeMas cucreMa Cpennee Cpennee Huskoe Cpennss

Tabnuya 2. Tlpumep onpenerneHust kputuaHoctd VC (pacupeHHbINH METO)
Table 2. Example of determining the Information system criticality (enchased method)

OOBeKT K 10 J 11 A H Kpurnanocts
baza nannbIx Cpennee Cpennee Huskoe Cpennee Huskoe Huskoe —
CuctemHast nHGpoOpManus Huskoe Cpennee Huskoe Cpennee Cpennee Huskoe —
OneHuBaeMas cucreMa Cpennee Cpennee Huskoe Huskoe Cpennee Huskoe Cpenusis

punnun onpenenenust Kbyc B tabn. 1 u tadn. 2
MIPOCTONH — TIO JIOCTHXKEHNUHU 00JIee BBICOKOTO 3HAUCHUS
(KB3yauenme) 2911 KonkperHoro csoiicta b (Kbeyoiicrso)
Bcst oneHuBaeMas MIC cOOTBETCTBYET aBTOMaTHYECKH
nmanHoMy 3HadeHwuto [18, 19]. Ciaemyer oTMeTHTH, 9TO U
paHee JIeUCTBYIOMIMHN 3alUThl KJIIOUEBOW CUCTEMbI MH-
(dopmaronHoi nH}pacTpykTypsl U akryanbHoe [1I1-127
NPUICPKUBAIOTCSI TAKOTO JKE MTPAaBUIIa — MO JOCTUIKECHHS
BBICIIICTO 3HaueHus (yuiepoa, mokasaresisi U Ap.) BCs OICHH-
BaeMast cucteMa (OOBEKT OIIEHKH) aBTOMAaTHUECKH «HacJIe-
Jye» 9T0 3HaueHue. Hanpumep, koHkpeTHOE cBolicTBO 1B
MOYKHO OIIPEAEINTH 110 (haKTy 0ObEKTHBHOTO OIICHUBAHMS
texyuiero 3HaueHust (Kbs,  qenue) 1 BBIOPAHHOTO KpUTEPHs]

(KBKpm'epnﬁ) :
KBCBoﬁCTBo = 1; KB3HaquMe z KBKpmepnﬁ

KBCBOP’ICTBO =0; KB3Ha'-Iel-me < KBKpI/ITepI/Iﬁ

Hpu s10M KB3y00¢mmes ¥ KBypurepuis TPeATIONAraroTes
YUCJICHHBIMHU TUCKPETHBIMH B HEKOTOPOM (DHKCHPOBAH-
HOM W yTOOHOM ISl IPaKTHYECKOTO MIPUMEHEHUS B JHa-
nma3one, Hanpumep {0; Y4; V45 %; 1}. 3ameTtnM, 9To Takue
JUCKPETHBIC IIKATBI MOTYT IIPUMEHSATHCS] B COOTBETCTBHU
¢ TOCT P cepun 57580'. Takke B HOBOM METOJIE JIOITyCKa-
©TCs1 JIJISl TOBBILICHHSI CKOPOCTH (POPMHUPOBAHUS OIICHKH
KBy fomoIHUTENBHOE YCI0BUE — 3HAYEHUE KPUTEpHs
(KBgpurepnit) MOKET OBITH OIMHAKOBBIM ISl HEKOTOPOTO
coiicta Ub unu 1uis Beeit coBokynHocTu cBoiicTB UMb s
KOHKPETHOTO 00BEKTA.

ITOCT P 57580.1-2017 HauuonanbHblii cranaapt Poccuii-
cxoit denepannn. bezonacHocTs GUHAHCOBBIX (OAHKOBCKHX)
onepanuii. ba3oBblif cocTaB OpraHN3alMOHHBIX U TEXHUYECKHX
cpencts [DnekTpoHHsI pecypce]. Pexum moctyna https://docs.
cntd.ru/document/1200146534?ysclid=lgxlkyqwei299336614 cBo-
OonubIit. S3. pyc. (mara obpamenus: 20.10.2022).
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0630p HauMOHaNIbHbIX 1 MeXAOYHapOoOHbIX CTaHAAPTOB AJ1d KaTeropnposaHmna 0OBLEKTOB...

Torna onenka Kby~ mpumeT crexyrommuii BUJ 110 COBO-
KynHocTu MHOXKecTBa CBOUCTB (KB ¢y iicrmo):
1 n
KBI/IC = ; ; KBCBOﬁCTBOi'

B pe3ynbrare 3aa4a ontuMusanuu oueHku Kby nmeer
Buj (B ycnoBusix HepaBeHCTBA Kbs, . ucnme B KBKpm‘epnﬁ):

KBHCKB3HanHuc¢KBKpmcpnﬁ Max.

KBKpuTepuﬁ
OHTI/IMI/BaHI/IIO Kb max BBIITOJIHUM B Ir'pa-

HUYHBIX YCJIOBUSIX COBOKYITHOCTH cBocTB b («Tpuama» —
B 0a30BOM BapHaHTE U «IIECTH» — B PACIIMPEHHOM BapHaH-
T€) U AUCKPETHOCTH IIKAIBI OlleHKH. OOpaTiM BHUMaHHE
Ha aKTyaJbHBIM MPUMEP — B COBPEMEHHBIX yCIIOBHUSAX
pacimpeHue «IMcKpeTHoCTH» cBoiicTB Mb npm orienuBa-
HUU KPUTUIHOCTH 00padaThIBaeMOil WHPOPMAITUH B KOH-
KPETHOM OOBEKTE MOXKET UMETh UCKIIOUYUTEIBHO BaKHOE
3HaueHue — Hanpumep, it CMU! (B OTHOLIEHUH JOCTYII-
HOCTH, LICJIOCTHOCTHU U HO)IOT‘-IGTHOCTI/I). IIOHOJ'[HI/ITBJ'[BHO
paccMOTpHUM JalibHEelIIee COBEpPIICHCTBOBAaHHE HOBOTI'O
METO/Ia KaTeropupoBaHHsi 0OBEKTOB, @ UMEHHO — KakK
MOXeT OBITh peann3oBaHa komruiekcHas onenka KBUC c
YUETOM HE TOJIBKO OLIEHKH COOCTBEHHBIX IKCIIEPTOB, HO U
OLICHKM HE3aBHCHMBIX KCIIEPTOB (HAaIpuMep, B paMKax
ay/ZINTOB Pa3JIMYHBIX THIIOB — BHYTPEHHUX, BHEIIHUX 2-1
CTOPOHOH HIJIM BHEITHUX 3-i CTOPOHOIA).

1k
KBKOMHneKCHblﬁ = E Z KE’I/ICJR j>
1

A€ rpaHUYHbIC YCIOBUA IJI1 BECOBBIX KOS(i)(l)I/IHI/IeHTOB
OIMPCACTIAOTCS KaK:

k
YR =1.
j

Wupekc j B o01iem cirydae uMeeT 3Ha4eHus ot 1 (Tosib-
KO BHYTPEHHUH ayJUT WM MHOT/A €IIe TOBOPST «CaMOo-
[eHKa») 10 3 (moOaBiseTcs BHENIHUNA ayquT 2-i CTOPO-
HOH, HanpuMep, arrectoBanHOI nadoparopueit ®CTOK, n
BHEIIHUI ayauT 3-i CTOPOHOM, HAalpUMEpP, OPraHoOM IO cep-
TH(HUKALTIH ¢ HEOOXOIMMON aKKpenuTaieit). besycmoBHo,
HOBBIH METOZ HYXKJAeTCsl B CEPbE3HOM KOHTpOJIEe Oecrpu-
cTpactHOCTH (impartiality), 9T0 ABISAETCS KpaifHe BaYKHBIM
B IPOIIECCE OIEHKH COOTBETCTBUS M 3aHUMAET MEPBYIO
MO3UIMIO B IEPEYHE ITPUHIIUIIOB, 00ECIICUNBAIOIINX JIOBE-
pue (ISO/IEC 170212).

Juist mojiepkaHus JT0BepUsi HEOOX0IUMO, YTOOBI pe-
LIEHUsI OpraHa 1o cepTH(UKALUN OCHOBBIBAIUCH HA 00b-
CKTHUBHBIX CBUIETEIHCTBAX COOTBETCTBUS, U YTOOBI Ha

I MuHIUQpsl TIaHUPYET TOBBICHTH KHOEPOE30MaCHOCTh
CMMU [Dnexrponnsiii pecypc]. Pesxxum mocrtyma https://www.
securitylab.ru/news/534728.php, cBoGoaHsIii. SI3. pyc. (mata 00-
pamenns: 20.10.2022).

2TOCT P CO/MDK 17021-1-2017. OuieHKa COOTBETCTBHSL.
TpeGoBaHus K OpraHam, IPOBOSIINAM ayUT U CepPTHHUKALUIO
cucteM MeHemkMmenTa. Yacte 1. TpeGoBauust [DiieKTpOHHBII
pecype]. Pexxum noctyma https://docs.cntd.ru/document/120014
6130?ysclid=la6law30im515354401, cBoboambIit. SI3. pyc. (nata
obpamenus: 20.10.2022).

€ro pelIeHNs He BIUSIN APYTHe HHTEPEChl UM CTOPOHBI.
JIOTIOTHUTEIBHO PAaCCMOTPUM SIBHOE YKa3aHUE yTPO3 CO-
XpaHeHHUs OECIPUCTPACTHOCTH, B YACTHOCTH, (DMHAHCOBBII
unTepec. HeoOxommmo paccMoTpeTs ere ouH (akT, Koraa
cepTU(HKAT COOTBETCTBHSI TPEOOBAHMUSIM MEXKTyHAPOIHBIX
crangaptoB ISO oxnolt U3 kpynHeimux B Poccuiickoit
®Denepauiil KOMIIAHUH OBITT OTO3BaH OJHUM U3 OpUTaH-
CKHX OPTaHoB IO CepTU(UKANNU HA OCHOBAHNH TOTO, YTO
B COCTaBE YUpEAUTEIIEH €CTh IPEACTABUTEIb KOPOJIEBCKOM
ceMbd. B maHHOMW CHUTyaIiuu TOBOPUTH O COXPAHEHUH Oec-
MPUCTPACTHOCTH HE MPUXOAUTCS, HO TaHHBIN MHIIUACHT B
HE MEHbIIEH CTENeHHU TOBOPUT O BaXXHOCTH MPUMEHEHHUS
B PEryJsipHON MpaKTHKe NPOLEAYp YNPaBICHUS PUCKAMHU
(ocrarounsivu puckamu). B Poccuiickoit denepanum pery-
JSTOPBI IPEANPUHUMAIOT ONPEEICHHBIE MEPBI ISl PelLle-
HUSI JIaHHOM M3BECTHOH NMpoOIeMBbl (HarpuMep, Ha ypOBHE
Banka Poccuu3 1 Ha ypoBHE 9KCIEPTHOTO coolmecTsa’).

CpaBHHUTeIbHBII aHAIN3 METOANYECKHX MO/IX0/10B
IJ18 KaTeropupoBanus od0bexkToB KU

[Ipu onpenenenun coorsercTBust oobekToB KNI ycra-
HOBJICHHBIM KPUTEPHSIM 3HAYMMOCTH, ITPUMEM BO BHHMa-
HHe, 4TO cyecTBytoT 1IC, KOTOpbIe B aBTOHOMHOM PEXHUME
(DyHKIMOHMPOBaHUS HE OyIyT UMETh BHICOKOH CTEHECHH
KPUTHYHOCTH. B TO e Bpems Ha MpakTHKe B KOMMepue-
CKHX W TOCYIapCTBEHHBIX OPTaHU3ALUAX MPUMCEHSICTCS
MHOKkecTBO VIC, paboTOCTIOCOOHOCTD KOTOPBIX HCXOIHO
B3aMMOCBsA3aHa — HH(OPMALUS PA3IUYHBIX THIIOB Xpa-
HUTCS, Tepeaaercs, 3amndpoBeiBaeTcs/paciindpoBbiBa-
eTcsi 1 00pabaTbIBAaeTCsl B CIIOKHOM TEXHOJIOIHYECKOM
«xoHBelepey. CUTyalust MOKET 3HAUUTEIBHO YCIOKHSITHCS
IpU TEPPUTOPUAIBHOM (TPAHCTPAHUYHOM) Pa3HECEHUU
xomroneHToB KNI u obecnedenust 6€301MacHOCTH CIIOXK-
HBIX MEPAPXUUCCKUX CUCTEM — HaIllpuMep, KOMITIOHEHTEI
ABTOMAaTH3MPOBAHHOHN CHUCTEMBI YIPABJICHHS TEXHOJIOTH-
YEeCKHMH TIPOIIeCCaMy, padOTAIOINE B PEKUME JKECTKOTO
peanbpHOTO BpeMeHu. B aToM ciydae norpedyercst odecrie-
YUTh aHAJIN3 COOTBETCTBHS HECKOIBKHUX THIIOB OOBEKTOB
KWW, pyHKIIMOHUPYIOMHKX B Pa3HBIX IOPUCAUKIINAX, Ya-
COBBIX I0sICAX ¥ HOPMATHUBHO-IIPABOBOM IOJI€ TPAHCIpa-
HHUYHOTO 0OMeHa JaHHBIMH.

B 3710i1 CBSI31 OUEHb Ba)KHO ONIPEIEIIUTH CTEIIEHb KpU-
TUYHOCTH BCEX THUIMOB MH()OPMALIUY, IIMPKYIUPYIOLICH B
TEXHOJOTHYECKOM «KOHBeHepe». B pesynbrare BozpacTeT
BaXXHOCTb KOPPEKTHOM U HE3aBUCUMOMN OLEHKU CTENEHU
BIMSIHUSL (DAKTOPOB TP Kareropuposanny oobexroB KMU.
Jpyrumu cioBamu, Hanbosee CyIecTBEHHO 3aaadeii sB-
JSIETCSl TOYHOE M KOPPEKTHOE KaTerOpHpOBaHHE OOBEKTa
KWW nns 060CHOBAaHHOTO OTHECEHUS €ro K KaTeropuu
3HAYUMBIX O0BEKTOB (MJIM WHOTO PEIICHUs), TIOCKOIBKY
coznaane COUbB B mocrneayromeM onupaeTcs HMEHHO Ha

3 Bank Poccuu He BepUT «KOMPOPTHBIMY ayauTopam [DIeKT-
ponHBIH pecypc]. Pexxum nocrtyna https://www.banki.ru/news/ban
kpress/?1d=3184616&ysclid=la8thp205w364374416, cBOOOIHBII.
S13. pyc. (mara obpamenus: 20.10.2022).

4 16 aymuTopoB, KOTOpbIE TIPOTISIIEITH OOJIbIIE BCEro Mpoo-
JIEMHBIX 0aHKOB [DNeKTpoHHbIH pecype]. Pexxum goctyma https:/
www.rbc.ru/finances/16/12/2015/566edbf69a7947200e4430a6?ys
clid=la8fikciyz21018617, cBoOoxHbIi. 3. pyc. (nara oOparieHus:
20.10.2022).

526

Hay4HO-TexHn4eckuii BECTHUK MHDOPMALMOHHbLIX TEXHOOMMIA, MeXaHuKn 1 ontukn, 2023, Tom 23, N2 3
Scientific and Technical Journal of Information Technologies, Mechanics and Optics, 2023, vol. 23, no 3


https://www.securitylab.ru/news/534728.php
https://www.securitylab.ru/news/534728.php
https://docs.cntd.ru/document/1200146130?ysclid=la6law30im515354401
https://docs.cntd.ru/document/1200146130?ysclid=la6law30im515354401
https://www.banki.ru/news/bankpress/?id=3184616&ysclid=la8fhp2o5w364374416
https://www.banki.ru/news/bankpress/?id=3184616&ysclid=la8fhp2o5w364374416
https://www.rbc.ru/finances/16/12/2015/566edbf69a7947200e4430a6?ysclid=la8fikciyz21018617
https://www.rbc.ru/finances/16/12/2015/566edbf69a7947200e4430a6?ysclid=la8fikciyz21018617
https://www.rbc.ru/finances/16/12/2015/566edbf69a7947200e4430a6?ysclid=la8fikciyz21018617

N.N. JlmBunL,

Tabnuya 3. [Tpumep OlIEHUBAHUS PUCKOB O€3 OMPEICTICHUS COOTBETCTBYIONINX aKTUBOB

Table 3. Example of risk assessment without identifying the relevant assets

AxruB Puck Beposrtrocts | IMocmexctBust | 3HAYMMOCTH PHCKA
He mpumenumo | 3ampeT mpou3BOAUTENS B OTHOMIEHUH MPOrPaMMHOTO 5 4 20
obecriedeHus ¥ 000PyIOBaAHUS
He npumenumo | IIpepbiBaHue cepBUCOB KOMMYHUKALUI ¢ KOHTpareHTaMu 3 4 12
He mpumennmo | Hegocrarok kimrogeBoro M T-mepconana 2 5 10
He npumennmo | COon 1 0TKa3bl CETEBOM HHPPACTPYKTYPBI 2 4 8
He npumenumo | BHemHune ataku K KpUTHUHBIM aKTHBAM 2 4 8
He npumennmo | CHmkeHue kadecTBa ynpasienus U T-ungpactpykrypoit 4 2 8

pe3yabTaThl KOPPEKTHOTO KaTErOpUpOBaHHUsl CyObEKTOM
cBoero MHOkecTBa 00bekToB KMU. O6bexramu KU B
HOpPMATUBHOI TipaBoBoi 0a3ze Poccuiickoit denepanuu u
HEKOTOPBIX MEXKITyHAPOIHBIX ((heepanbHbIX) cTaHIapTax
Ha3bIBAIOTCS pa3HbIe CYIIHOCTH, COOTBETCTBEHHO, IIPHMe-
HSIOTCSL Pa3JIMYHBIC TTOX0/bI K 00eCHeYeHHI0 Oe30macHo-
CTH W 3aIIuTe HHPOPMAINN 00BEKTOB, PACCMATPHBAIOTCS
pas3yInuHbIC KPUTEPHUN IIPU OLIEHKE 0OBEKTOB KaTETrOPHPO-
BaHMs. B KauecTBe «CymHOCTEW» B PAe MEXKTyHAPOIHBIX
crargaptoB ISO (IEC) u, coorBerctBenno, 'OCT P ICO
(TOCT P UCO/MDK) npu3HAIOTCS] aKTUBBI C COOTBETCTBY-
IOIHUM METOUYCCKHUM CONIPOBOXICHUEM — I/I)]CHTI/I(bI/IKa-
I.[I/ICﬁ, OLICHHUBAHHUEM HUMCHOIINUXCA ySISBHMOCTefI, BbISIBJIC-
HUEM akTyainbHbIX YDBU, kareropupoBaHueMm, U B Ka4eCTBE
Xopoliero npumepa 3necb MoxkHo otMeTuTh 'OCT cepun
13335-1". B npakTtuke aBropa 6b11 ipumep (Tadi. 3), B KO-
TOPOM JIJIsI OTIPE/ICJICHHOTO 00BeKTa ObLIN CHOPMHUPOBAHBI
pHCKH 0e3 onpe/esieH sl COOTBETCTBYIOIINX aKTHBOB (T1071e
HMEJIO TIOMETKY «HE MPUMEHUMOY).

[Ipn oneHNBaHNYM CTETIEHN KPUTUIHOCTH OOBEKTA OCY-
IIECTBUM aHAJIN3 UTHOPUPOBAHUS JIOTUKH BBITTOTHEHHS
CTaHAAPTHBIX HpoLeryp (HE ONpeeNeHbI aKTHBBI, CIIEN0-
BaTeNIbHO, HE UCCIIE/IOBaHbl X CBOMCTBA, COOTBETCTBEHHO,
HE OIIPEIENIEHBI IIPUCYILINE YA3BUMOCTH, TIOATOMY HE MOTYT
OBITH KOPPEKTHO ompeesieHsl YBU, U, B CBOIO ouepes,
pucku VB) MOKeT MpuBECTH K CEPbE3HBIM OLIMOKaM IpU
npoektupoBanun COUB. B mexyHapogHOM 3aKOHOMA-
TEJIBCTBE OCYNIECTBISETCS MPOIECC KaTEropUpOBaHHUS,
HCXOJsl U3 MPEJOIpPEeICICHHBIX LeJiell 0e30MacHOCTH
(security objectives). Takum obpa3oM, mpeJmoiaraercs,
yto MC yXe COomepKUT OINpeAeIeHHYI0 BCTPOSHHYIO CH-
cremy 3amuThl (by design), m He0OXOTUMO OTIEPATUBHO
OLIEHUTH €€ JIOCTAaTOYHOCTh, IPOBECTH AHAIN3 BIHSHUA
NC u obpabarsiBaemoii nHpopManuu Ha 3aBucuMbie 1C
B paMKaX KOHKPETHOH (MH(OPMaIMOHHO-TEXHOJIOTHYE-
CKO) — ?KOCHCTEMBI. XOPOUIUM IMPUMEPOM B JTaHHOM
KOHTEKCTE — y4eT aTak 1o KaHajaM MOCTaBIIUKOB (Supply
chain attacks), xorst u B «xiaccuaeckom» ISO/IEC cepun
27001 ('OCT P UCO/MBK 27001) u B psine myOnukanuit
10 PUKJIAIHBIM acniekram obecrieueHus Ub [20, 21] otpa-

I TOCT P UICO/MDK 13335-1-2006 HaunoHaIbHBINA CTaH-
napt Poccuiickoit @uepanyn. MHpopManoHHas TeXHOIOTHI.
MeTtonsl n cpencta obecrnedenus: 6ezonacHoctu. Yactp 1
[DnexrponHslii pecypce]. Pexxum nocryna: https://docs.cntd.ru/do
cument/1200048398?ysclid=lgxIr50yxq617100645, cBoGOIHBIIA.
S13. pyc. (nara obpamenus: 20.10.2022).

JKEHBI 3TH 0a30BbIe TpeboBanus. K coxanenuto, npumepbl
YCIICUIHBIX aTaK roBOPAT O TOM, YTO BBICILIMI MCHCIX)KMECHT
«HE BUAMT» JAHHBIX PHCKOB M, CKOpEE BCEro, MpUYnHa
KpOETCsl B HEZIOCTATOYHO KOPPEKTHOW M TOUHOH MPOIIEy-
pe upeHTHdUKAIMU U Kateropuposanus oobekros KN
no Hadana noctpoerus COMB u 060cHOBaHHOTO BBIOOpA
MHOKECTBA KOHKPETHBIX MEp 3aIINTHI.

COOTBETCTBEHHO, B MEX/YHapOAHBIX U (henepantbHbIX
CTaHJapTax PacCMOTPEHO KAaTEropupoOBaHME 0OBEKTOB
KWU kax 6a3zoBas mporeaypa Ha 3Tare CO3JaHUs U MO-
nepam3anuu camor MIC, a B HopMaTHBHOW TTPaBOBOM 0aze
Poccuiickoit @denepanun npeaycMarpuBacTCs CO3JaHUE
COWUB Takxe nis yxe cymecTBytomero oobekra (MC,
l/IH(bOpMaHI/IOHHO-TeﬂeKOMMyHI/lKaLIl/IOHHaﬂ CE€Th WUJIK aBTO-
MaTH3MpPOBaHHAsI CUCTEMA YIIPABJICHUS TEXHOJIOT HUECKUMH
npoueccamn). [Ipn HEOOXOANMOCTH STOT MPOIIECC MOXKET
OBITH UTEPALIMOHHBIM — I1OCJIEJOBATEIILHO OIICHUBACT-
cs cymectsytomas MIC (Hanpumep, TOIbKO cOOCTBEHHAs
BCTPOCHHAS MMOJICHCTEMA IPOTHBOABAPUHHON 3aINTHI,
Safety Instrumented System B coorBercTBru ¢ TOCT P MOK
cepun 61508%), nanee aHAIM3UPYIOTCS IPU HEOOXOIUMO-
CTH JIOTIOJTHUTEIBHBIE MepHl U cpeacTra 3amuTtsl COUB.
Kputepun ontumansaoctu 1t KBMC MoryT MeHATbCs Ha
Pa3HbIX CTAAMSIX UTEPALMOHHOIO Mpoliecca B 3aBUCUMO-
cTH OoT u3MeHeHus nanamadra YBU, HOBbIX TpeOboBaHHMHA,
OLICHKU OCTAaTOYHBIX PUCKOB U HOPMAaTHUBHBIX TPEOOBAHHH.

3akaouenue

ITokazaHa Ba)KHOCTb BBIIIOJHEHMSI KOPPEKTHOM U OIle-
paTHBHOMN OIIEHKH TpeOoBaHUi K obecmedeHuto Oe3omac-
HOCTH OOBEKTOB Ha CTaJNHU CO3JAHU, KaK 3TO Mpesiara-
ercs B penepanbbix cranaaprax FIPS u BSI. Otmeuena
Heo0X0JUMOCTh BBeJleHUs JJisi cyObekToB Poccuiickoii
denepanuy NOHIATHS «KPUTHUYECKast HHYOPMAIMOHHAS
nH]pacTpyKTypa», U B HACTOSIIUA MOMEHT ITPOLEIYPHI
KaTeropupOoBaHMUs SBISIOTCS TEXHOJIOIMYECKUMH H TIPaBo-
BBIMU HOBalMsIMU. VTepannoHHast mpoueaypa KaTeropu-
POBaHMS MTO3BOJISICT BBISBIISATH HEJOCTATKHU MTPH obecrede-
HUM MH()OPMANMOHHOW 0€301acCHOCTH U Ul CO3AaHHBIX

2TOCT P MOK 61508-1-2012 HanuonambHbIi cTaHAapT
Poccwuiickoit ®neparyn. OyHKIMOHATBHAS 0E30IIACHOCTH CUCTEM
ANEKTUPHIECKUX, DJIEKTPOHHBIX, IIPOrPAMMHUPYEMbIX dIEKTPOH-
HBIX, CBA3aHHBIX ¢ Oe3omacHOCThIO. YacTh 1 [DNeKTpOHHBIH
pecype]. Pexxum nocrtyma: https://docs.cntd.ru/document/12001
03191?ysclid=lgxIxhlbu274328778, cBoboausii. f3. pyc. (nara
obpammenust: 20.10.2022).
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0630p HauMOHaNIbHbIX 1 MeXAOYHapOoOHbIX CTaHAAPTOB AJ1d KaTeropnposaHmna 0OBLEKTOB...

paHee KOMIIOHEHTOB B COCTaBE 0OBEKTOB KPUTHYECKON
MHPOPMAIIMOHHONW MHPPACTPYKTYPHI B IIOCTOSIHHO M3Me-
HSIIOIINXCS YCIIOBUAX (DYHKIMOHUPOBAHMS M U3MECHEHUS
TEXHOJIOTHYECKUX MpoLeccoB. VIMEHHO Mo 2TON MpUYHHE
KpaifHe Ba)XHO Peasin30BaTh MOJHYIO MPOLEIYPY OLEHKH
PHCKOB M TIEPEOLICHKH OCTaTOYHBIX PUCKOB. DTO OTHOCUTCS
KaK K COCTaBy Y)K€ BHEJPEHHBIX MEp 3aIIUTHI (KOTOPHIE
TOXKe TpeOyeTcs TepeoIeHUBaTh ¢ TeUCHNEM BPEMCHH),
TaK ¥ MMOCTOSHHO U3MEHSIONIETO «IaHamadTa» yrpos 6e3-
OTIaCHOCTH.

Coznanue cucteMm odecriedeHns WH(OPMALMOHHOM
0€301aCHOCTH JUIsl CYLIECTBYIOLINX O0BEKTOB KPUTHUECKOM
MHPOPMAMOHHON HHPACTPYKTYPBI TIO3BOJISET OBICTPO U
JnocTarodHo 3(P(HEKTHBHO MPONTH dTall KaTeropupOBaHUS
JUISL TeX CyOBEKTOB, KOTOPBIE BBEIIM CBOM OOBEKTHI B IKC-
TUTyaTalyio 10 BCTyIIeHUs cuiry PenepaabHOTO 3aKoHA
N 187. B 10JI0)KATEILHOM acIIeKTe HEOOXOIMMO OTMETHTH,
gto B [loctanoBennu [IpaButenscTBa PD ykasans! Tpebo-
BaHMs cOOpa M aHaIM3a CTATUCTUKU MHIMICHTOB W WHBIE
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AHHOTaNMA

BBenenue. PaccMoTpeHa 3a1a4a OLEHKH O€30MaCHOCTH CeTeBOW MHPpacTpyKTyphl. PazpaboTansl u Gopmaan3oBaHbl
OBICTPO BBIYUCIMMBIC METPHKU OE30MACHOCTH CeTH. MEeTPUKHU NpeHA3HAYCHBI [T OLICHKH YPOBHS HH()OPMAIIHOHHO
0€30M1aCHOCTH CETH U IIPUMCHHUMBI JUIsl HCIIOJIb30BaHHsI B ONITHMH3ALOHHBIX 3a/1a4ax, HAlPABJICHHbIX Ha IIEPECTPOCHUE
ceTH 1o TpeboBanusaM OGesonacHocTH. MeTtoa. Pazpadorano Tpu MeTpukn Ge30MACHOCTH C PAa3IMYHON CTENEHbIO
neraym3anun. ChopmupoBaH HabOp BaXKHBIX APAMETPOB CETEBOH HH(PACTPYKTYPbI, KOTOPBIC BAXKHBI JUISl K&XKIOTO y3/1a
C TOYKH 3pEHUsI MPOABIIKEHUs 110 ceTH. Habop mapaMeTpoB yuuThIBaeT aKTyalbHbIE METObI GOKOBOTO MEPeMEILCHUs
(lateral movement), ¢popmanuzoBaunsie B marpuue MITRE ATT&CK. Crenenb peTanu3anny METPUKU [O3BOJIHIA
y4ecTb HAIMYHME B CETH TEPMUHAIBHOTO AOCTYIA, a TAKXKE (PAKTUYECKYIO CTPYKTYpY CETEBOTO IIyTH OT CyObEKTa K
00bekTy poctyna. OCHOBHbIE pe3ybTaThl. [IPOU3BEICHO COMOCTABICHUE PE3YyIBTATOB HPEIOKEHHONW 0a30BOi
METPHKH C aHAJOIMYHBIMM METPUKAMH JPYTHX aBTOPOB. [ToKa3aHO, YTO METPUKA YyBCTBUTEIbHA K M3MCHCHUSAM
CYILECTBCHHBIX I1apaMETPOB CETH, & PE3YJbTaThl €€ BHIYUCICHHS COIIACYIOTCS C Pe3y/IbTaTaMU BBIYMCICHUS IPYTHX
METpHK. BBINOIHEHA OLCHKA [PEIOKEHHOTO METOJ[a CErMEHTAIMK CETH, OCHOBAHHOTO HA TPYIIIUPOBKE CYObEKTOB
1 00bEKTOB. MeTo1 O3BOJINIT 3HAYUTEIILHO [TOBBICUTH 3aLMIIEHHOCTD CETH 33 CYeT OOBEIMHEHHUS CXOKUX CyOBEKTOB
1 00BEKTOB B TPYMIbI Aa)Ke [IPU OTCYTCTBHHU IIPABUI MEXKCETeBOro skpanuposanus. Oocy:knenue. [IpeanoxeHHbie
METPUKH MOTYT OBITh HCHOJIL30BAHbI B KAUECTBE OCHOBBI JUISi METO/IOB CEIMEHTALMU CETEBOH MHPPACTPYKTYPbI U
NIEPECTPOCHHS CYIIECTBYIOIIEH ceTH 110 TpeOoBaHusAM Oe30macHOCTH. [Ipy 3TOM OHHM HE 3aBHCAT OT IapaMeTpoB, JULL
KOTOPBIX HE0OX0MMa CyObEKTHBHAs OLICHKA, a TAKKE HE YUMTHIBAIOT HAJMYUE U3BECTHBIX YSI3BUMOCTEH, 3aKPhITHE
KOTOPBIX BJIMSET Ha 0E30IIACHOCTH B IICJIOM, HO HE OTPakaeT 3allUIICHHOCTb CEeTeBOro B3anmozeiicteus. Hanboee
CYIICCTBCHHBIM MPEHMYIIECTBOM MOKHO CYMTATh 3HAYUTEIbHO Oosiee OBICTPOE BBIYMCICHUE 110 CPABHEHHUIO C
aHAJIOraMH.
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Abstract

The problem of assessing the security of a network infrastructure is considered. The aim of the work is to formalize a fast
computable network security metric intended for use in optimization problems aimed at rebuilding the network according
to security requirements. Three metrics with varying degrees of detail are proposed to achieve this goal. To do this, a set
of essential features of the network infrastructure has been formed. The level of detail of the metric allows taking into
account the terminal access as well as the actual structure of the network path from the subject to the accessobject. The
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proposed base metric was compared with previously published metrics by other authors. It is shown that the metric is
sensitive to changes in essential network parameters, and the results of its calculation are consistent with the results of
calculation of other metrics. Using the metric, the network segmentation method based on the grouping of subjects and
objects was evaluated. It is shown that this method can significantly increase the security of the network by combining
similar subjects and objects into groups even in the absence of firewall rules. The proposed metrics can be used as a
basis for methods of segmenting the network infrastructure and rebuilding the existing network according to security
requirements. They do not depend on a subjective assessment, and also do not take into account the presence of known
vulnerabilities the closing of which affect security in general, but does not reflect the security of the network interaction.
The most significant advantage can be considered as much faster calculation in comparison with analogues.
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BBenenune

OreHka 0e301acHOCTH CeTeBOi MH(PPACTPYKTYPHI 1aB-
HO HCCIIeAyeTCs B Hay4YHbIX paboTtax. B HacTosee Bpems
HCIIOJIB3YETCSI MHOYKECTBO METPHK, MMEIOIINX COOCTBEH-
HBIC JJOCTOMHCTBA M HEJAOCTATKH, TEM HE MEHEee He CyIlle-
CTBYET €IMHOTO I0JX0/1a K OIPE/CIICHNIO 0e3011aCHOCTH
ceTeBOi MH(PPACTPYKTYphL. BOMBIIMHCTBO CyIecTBYIOMINX
METOJIOB OTIPEICTICHUS 3AIUIICHHOCTH CETH OCHOBAHBI HA
MOJICJIUPOBAHUH JICSITEIBHOCTH aTaKyIOIUX U IOCTPOCHUH
rpadoB CETEBBIX aTaK. B CBsI3M ¢ 3TUM OIEHKa 3alHUIICH-
HOCTH MH(OPMALMOHHBIX CUCTEM OCYIIECTBISIETCS C HC-
I10JIb30BAaHUEM MHOT'O3TAMHBIX AITOPUTMOB, TPEOYIOIINX
3HAYUTEIIBHBIX TPyLO3aTpar.

HecmoTpst Ha TEOPETHUECKYIO BO3ZMOXKHOCTh HUCIIOJIb-
30BaHUA METPUK 6630HaCHOCTI/l JJIA IDUHATHUSA PEIICHUA O
BHEJIPEHUHM 3aIIUTHBIX MEXaHU3MOB, Ha IIPAKTHKE PEILICHUS
Yale BCero NPMHUMAIOTCS HCXO/Is M3 OIIbITa a/IMUHUCTpa-
TOpOB 0€30MacCHOCTH. DTO CBS3aHO C TEM, YTO JAHHBIC
METPHKH JOCTATOYHO CIOXKHBI. YacTo roporocrosinue 3a-
IIUTHBIE CPE/ICTBA BHEAPSIIOTCS, JaXKe €CIIM 3HAIUTEILHOE
TIOBBINIEHUE OE30IACHOCTH BO3MOYKHO C NCIIOJIB30BAaHUEM
IITaTHBIX CPEACTB.

Lens paboTel — perieHne mpooiieMbl KOITNIECTBEH-
HOH OLIEHKH 0€30IacHOCTH CETEBON MH(PPACTPYKTYPHI.
Juist petieHust pooieMbl HEOOX0IUMO C(HOPMYITUPOBATH
KpUTEpHii 6€30MacHOCTH ceTeBOW MH(PACTPYKTYpHI, Ha
OCHOBaHUH KOTOPOTO MOJKET OBITH POM3BE/IEHO COMIOCTAB-
JICHHE 3alUIIEHHOCTH Pa3IMYHbIX CeTell U pa3padboTarb
METPHKH 0€30MaCHOCTH CEeTeBOI MH(PaCTPyKTyphl, Ipe-
Ha3HAYEHHBIE Ul PELICHHUs ONTHMU3AIMOHHON 334K
MUHHMMH3AIUH PUCKOB B ceTH. Pa3paboTaHHbIC METPUKH
JIOJDKHBI HE TOJBKO YUUTHIBATH KPUTHYHOCTH HH(OPMAIIH-
OHHBIX PECYPCOB U BO3MOYKHOCTH aTAKYIOIIET0, HO U OBITH
MIPOCTBIMU U OBICTPO BBIYMCIMMBIMH AJIST BOBMOXKHOCTH
MIPUMEHEHHUS B KaueCTBE MUHUMU3UPYEMON (YHKIIUHU B
3ajja4e ONTUMH3ALUH.

AHaJIu3 nIpeAMeTHO| o01acTH

B pabotax [ 1-8] paccmoTpena mpobiema onpeIeeHus
YPOBHSI 3aIIUIIEHHOCTH CETeBOH MHPPACTPYKTYpHL. B [2]
HCCIIEJOBaH METOJ OIIEHKH 0€30MacCHOCTH CETH C MCIOJIb-
30BaHueM rpada arak. IIpu BIYHNCICHUN METPHUK IpUMe-
HEHbI TaOJIUIIBI, TOJOOHBIE HCIONb3yEMBIM B METO/IMKAX,
yTBepkaaeMbix denepanbHoil Ciry:k00i 0 TeXHHUUYECKO-

MY M 3KCTIOpTHOMY KoHTposio (PCTIK)'. Ormerum, uto
MPUMEHEHHE METOJ[a OLIEHKH MOXKHO CUUTATh OJIHUM U3
HEJIOCTATKOB, TAK KaK OH HE YUUTHIBACT ClIeU(PUKY (PyHK-
[IUOHUPOBaHU WHPOPMAMOHHEIX cucTeM. B padore [3]
METO]] OIIEHKH OBLI YCOBEPIICHCTBOBAH 3a CUET HCIIOIb-
3oBanus MeTpuk Common Vulnerability Scoring System
(CVSS). B otimuwe ot [2] maHHBIH TOAXOM HE TOApazyMe-
BACT MCIIOIb30BAHNE YIIPOICHHBIX TAOJINYHBIX OIIEHOK U B
OoJbIIel cTereHn OTpaXkaeT 0COOCHHOCTH (DYHKITHOHUPO-
BaHUS ceTeBOH MHPPACTPYKTYphl. CXOKHUNA METOJ OLICHKU
3aUINECHHOCTH UCCIie0BaH B padote [4]. OH oCHOBaH Ha
OITpeIeNICHNH CIIa00CTH XOCTOB K TIOTEHIIUAIBHBIM aTaKaM.
[Tpu 5TOM yUYUTBHIBAIOTCS TOJIBKO KPUTHYHBIC YSI3BUMOCTH
co 3raucaneM Common Weakness Scoring System (CWSS)
6oinee 60, 4TO HE MO3BOJISIET MOJIHOLEHHO OIIEHUTH 3alllU-
IIEHHOCTH OT ITOJIHOTO CIICKTpa aTak.

B [4] npencraBiena MeToiMKa OLEHKH PUCKOB, OCHO-
BaHHAs Ha MOJIYYCHHBIX B [2, 3] pe3ymprarax. MeTpuka
Moan(HUINpPOBaHa TS OIIEHKH PUCKA U COCTaBIICHA C TIO-
MOIIIBIO MOZIENU JICHCTBUI 3J10yMBIIUICHHUKA, OCHOBaHHAS
Ha rpadax. MeTpuka 3aBUCUT OT SKCHEPTHOI'O MOAXOAA!
HalpuMep, BEPOSITHOCTh aTaKd 3aBHCUT OT CIOKHOCTH,
YTO YACTO HE MOXKET OBITh OIIEHEHO 00BEKTHBHO. Tarke He
YUTEHBI HEKOTOpbIE (haKTOPBI, BIUSIOIINE Ha OE30I1aCHOCTD
CEeTH, B YACTHOCTH HAJIMYHUE MPAB JIOKAIBHOTO aJMUHU-
cTparopa WM OIIMOKHM Iosib3oBaTeneid. B padorax [7-9]
MIPOM3BEJCHO MOCTpOeHHE rpada NeCTBUI aTaKyroNHX.
OTnnIuTEeIbHON 0COOCHHOCTBIO TO/IX0/1a SIBISICTCS UC-
M0JIb30BaHNE BEPOSITHOCTHOTO OMHUCAHUS JUIS KaXkJ10TO
pebpa, YTO MO3BONSET BBIYNCIUTH BEPOSATHOCTHYIO OLICHKY
6€301acHOCTH CETH.

B onmcanHbIX paboTax OCYIIECTBIEHO MOCTPOCHUE
rpada BOZMOXHBIX JICHCTBHH 3JI0yMbIIIIeHHNKA. Co3/1aHue
ucuepnbiBaroiero rpada u cOop JaHHBIX NPEACTABISIOT
c000ii TpyaHOpa3pemuMyo 3anady. [1o 3Toil npuunse
60J'II)L[II/IHCTBO AJITOPUTMOB HC YYUTBHIBACT CYyIICCTBECHHYIO
yacTh arak. Kpome Toro, nocrpoenue rpada u pacuer Me-
TpUK 0e30I1aCHOCTH TPEOYIOT 3HAYNMBIX 3aTpar BPEMEHHU U
pecypcoB. Maremarnueckas ONTUMH3AIMS TAKUX METPUK
HE MPEeJCTaBIseTcs BO3MOKHOW. OTMETHM, YTO JTaHHbIE
METO/IbI B OOJIBIIMHCTBE CIIy4aeB MCIIOIB3YIOT METPHUKH
CVSS, B KOTOPBIX MPHUCYTCTBYIOT CyObEKTUBHO HACTpPaU-

I Meroauka oleHKH yrpo3 6e30macHOCTH UHPOPMALIUH.
Meroauueckuii nokymeHt. Yteepikaen @CTOK Poccun, 5 des-
pansa 2021 .
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KpuTtepuii 6e30nacHOCTM CETEBOI MHDPACTPYKTYPbI

BaeMble MapamMeTphl, a IEHHOCTh aKTHBOB ONPEIENSIETCs
pamXUpPOBaHKUEM T10 OTPAaHUYEHHOMY YHCITy ypoBHEil. Eme
O/IHOM 0COOCHHOCTBIO JTAaHHBIX Pa0OT MOXKET CUUTATHCS TO,
YTO B HUX YYUTBIBAFOTCS 3aBEJIOMO OCYLICCTBUMBIC aTaKu.
[1pu TOCTPOCHMH e 3AIHIICHHOI CETH OTCYTCTBHE YCTa-
peBiero nmporpamMHoro obecrieueHus ([10) wu 3aBemoMo
HEKOPPEKTHBIX HACTPOEK JIOJKHO SIBIISITHCS 00S3aTeIIBHBIM
YCIIOBHEM.

O030p anbTEepPHATUBHBIX METPHUK 3AIMMIIEHHOCTH
CeTeBOi MH(PACTPYKTYphI MPHUBEIEH B padbote [6], rie
MIPOBEJICHO Pa3JielIeHue METPUK, MpeIHA3HAUYCHHBIX JIJIs
KOHTPOJISL O€30MaCHOCTH y3J1a U 0C30MaCHOCTH CeTH, YUH-
THIBAIOIIME U HE YUUTHIBAIOIINE MYTh MPOHUKHOBEHHS B
ceTb. HemocTarkoM MeTpHK, HE YYMTBIBAIOIINX TTOPSIOK
JICHCTBHIT 37I0YMBILIICHHUKOB, SBISIETCS X HALIGICHHOCTh
Ha 3aIIMIIEHHOCTD Y3JI0B: O€30MaCHOCTh CETH PacCMOTpe-
Ha KaK JI0JIsl yI3BUMBIX Y3JIOB.

3aMeTHM, 4TO BCE PACCMOTPEHHBIE PAOOTHI HE YUHUTHI-
BAIOT YSI3BUMOCTH HYJIEBOTO JHS M YSI3BUMOCTH, CBSI3aHHBIE
¢ ommOKaMu B pabote mepcorana. OTCyTCTBHE JIOTUIECKOI
CEeTEBOI CBSI3HOCTH MEXJy CEIMEHTAMH CETH I03BOJISET
SHAYUTCIIBHO CHU3UTH BEPOATHOCTH KOMIIPOMETAIINU JTaXKE
IIpU UCII0JIB30BaHUN HO}:[O6HI)IX yHSBHMOCTCﬁ.

Mogenb ceTeBoii HHPPaCTPYKTYpPBbI

JJ1s TOCTpOCHMS METPUKHU OIICHKH 0€30TTaCHOCTH CeTH
HEOOXOANMO TIPECTaBUTh MaTEMAaTHIECKOE OMTHCAHNE (MO-
JIeNTb) CETEBOTO B3aUMOJICHCTBHUS. B KauecTBe OCHOBBI ISt
€ro MOCTPOEHUS PACCMOTPUM OPUEHTUPOBAHHBIN Tpad ce-
TEBbIX B3aUMOJCICTBUI, B y3J1aX KOTOPOI'O PACIIOJIOKEHBI
HCIOJIb3YEMbIE MAPLIPYTU3aTOPbl U KOHEUHBIE YCTPOUCTBA.
CyObekTaMu B3aUMOJCHCTBUS OyJeM CUUTAThH IMOJIB30-
BaTEJIbCKHUE YCTPOUCTBA (aBTOMATH3MPOBAHHBIC pabouune
MecTa), a 00BCKTaMU — BBIYHCIUTCIIBHBIC YCTPONCTBA,
Ha KOTOPBIX pa3MeIIeHbI MPUMEHSIEMbIC HHPOPMAITHOHHBIC
CHCTEMBI, IOCTYITHBIC TIOCPEJCTBOM CETEBEIX IPOTOKOJIOB.

OCHOBOW MOIENH CIy)KUT MOHATHE MyTH. Kaknomy
pedpy COOTBETCTBYET MaTpPHIIA, COCTOAMIAS U3 TICPEMEH-
HBIX, OTPAYKAIOIINX 3aMPEIIAONIIe TPAaBUIIa MEKCETEBOTO
SKPaHUPOBAHUS Ha y3IIe, PACMIOIOKEHHOM B Hayale pedpa:

X =[],

IIe X;; — IepeMeHHas, IPHHIMaromas 3HaseHue 0 wim 1
1 OTpaXKaIoIas 3alpelaroliee MpaBuiio sk COOTBETCTBY-
omux cyobekra u o0bekta. I1yTh OT Kaxgoro cyobekra S;
J10 Ka)k10ro 00bekra O; MpescTaBsier co0oii mocieaoBa-
TENBHOCTh pedep OpUEeHTHPOBaHHOTO Tpada.

Hanuuue mmyTy BBIPa3suM COOTHOLICHUEM:

P,= 1;)(1 —xi),
r

rae P — MHOkecCTBO pebep B IMyTH OT cyObekTa S; 10
o6bekra O;. OTMETHM, YTO IONYYCHHAs. MOZCIb HE Ha-
KJIaJIbIBA€T OTPAHMYEHUHN Ha KOJMYECTBO MyTeH OT CyOh-
ekta 10 o0bekTa. [Ipu 3TOM, €ciiu B CeTH CyIIECTBYET
HECKOJIBKO ITyTEeH MEX1y CyOBEKTOM M 0OBEKTOM JI0CTYIIa
(Ipu MCII0JIb30BaHUK OATAHCHPOBKHU Tpadurka Wi mpoTo-
KOJIOB, OCYIIECTBIISIONIMX MEPECTPOCHNE TAOIHIl MapIl-
pYTH3alHN), TO HOJIYYNM CleAylomue 0000IIeHne CeTH:

P;=1-T1P{",
n

rae Pl(j") — YaCTHBIA MyTh OT CyObEKTa 10 OOBEKTA.

[NoyueHHast MOJeTb IPEeHA3HAYCHA, B IIEPBYIO OYe-
peib, U1 ONPEACIICHUS BOSMOYKHOCTH MOIYYCHHUS TOCTYTIa
cyOBekTa K 00BbeKTy. PaccMoTpuM MeTpHUKH, OCHOBAaHHBIE
Ha marpuiie MITRE ATT&CK u Briogatomue B cebs
Ba)KHBIE XapaKTEPUCTUKH C TOYKH 3PEHHS NPOIBIIKCHUS
0 CETH U aTaku Ha MH(OpPMAaIMOHHbIE CUCTEMbI. B kaue-
CTBEC YI'PO3bI B Z[aHHOﬁ MOJC/IN pacCMOTPHUM HECAHKIHO-
HUPOBAHHBIN JOCTYII JIFOOOTO Pojia CO CTOPOHBI CyObeKTa
K 00beKTy Ha cereBoM ypoBHe. [loctaBum ycioBue, 4to
pa3pabarbiBaeMble METPUKH JOJDKHBI OTpaXkaTh MOBBIIIIC-
HUE 3alUIIEHHOCTH ITPU YCTPaHEHUH M30BITOYHBIX MMy TEH,
KOTOPBbIE MOTYT OBITh HCIOJb30BaHbl MOTCHIUAIbHBIMH
37I0YMBILIICHHUKAMH.

HpezmaraeMLle METPUKH

[IpennokeHHast METprKa OCHOBaHA Ha MOJIENIU CETEBOM
UHPPACTPYKTYphL. [101 KPUTUIHOCTHEO KaXKIOTO IMyTH OY-
JIeM MIOHUMAaTh BEIMYUHY, 3aBUCSIIYIO0 OT YPOBHS BOBMOXK-
HOCTEH MOTEHIMAIHHOTO aTaKyIOIIEro, 3HaYMMOCTH 00pa-
OarpiBaeMO# HH(OpPMALINH, BO3SMOKHOCTH HCITOJIH30BAHUS
00BbeKTa TSI IPOABIDKEHHS TI0 CETH, a TAKXKE OT IIPUMEHS-
eMBIX CPEICTB 3alHUTH. J[aHHBIE XapaKTePUCTUKU B 3HA-
YUTENbHOW CTEMEHU 3aMMCTBOBaHbI U3 MaTpuilbl MITRE
ATT&CK, oTpaxkarorieli COBpeMeHHbIE MPOIIETYPhI, TaK-
TUKU U TEXHUKH, TPUMCHACMBIC 3JIOYMBINIJICHHUKAMH.

OTMeTHM, 4TO paccMaTprBaeMbIe Jjajiee METPUKH aHa-
JIOTUYHBI OOLIENPU3HAHHOMY METO/Y BHIYMCIICHHS YPOBHS
pHUCKa C CAMHCTBCHHBIM OTIIMYMEM, YTO BBEICH (POpPMaIb-
HBIIl MEXaHU3M BBIYHCIICHHS BEPOSTHOCTH pealid3aliuu
YIPO3BL.

O0600ueHHas MeTpuKa 0e30MacHOCTH. [ Kax0-
ro cyOBeKTa ompenenuM Habop XapaKTePHUCTHK, CyIIe-
CTBEHHBIX C TOUKH 3PESHUS MTPOBENICHHS CyObEKTOM aTak Ha
ceTeBylo HH(PAcTPyKTypy. IlycTs ¥;— ypoBeHb BO3MOXK-
HOCTel cyObekTa S;. [laHHast Benn4uHa sIBISAETCS MOPSIIKO-
BOW M IPUHHUMAET CIICAYIOINE 3HaUeHUs: | — OOBIYHBIC
IMMOJIb30BATCJIbCKHUE MMPUBUIICTHH, 2 — HaJIU4Ynu€ CpCIACTB
aIMUHUCTPUPOBAHUS, 3 — HaJIUYKHE CPEIACTB pa3padoT-
KH, 4 — mpaBa JIOKaJbHOTO aJJMUHUCTpATOpa, 5 — Mpa-
Ba JIOMEHHOr0 aaMuHucTpaTopa. C TOYKHU 3pEHUS aTak
Ha HHGOPMAIIMOHHYI0 UHPPACTPYKTYPY JaHHBIC YPOBHU
OTPaKalOT BO3MOXKHOCTH, KOTOPBIMH 00JIaJaeT MOTCHIU-
ANBHBIN 37I0YMBIIUICHHUK JIJISI IPOBE/ICHHS aTak Ha HH(Op-
MAIMOHHBIE PeCypChl, OOKOBOTO IMEPEMEIICHIUS U TOCTaBKH
WHCTPYMEHTOB U BBITTOJTHEHUS HECAHKITHOHUPOBAHHBIX
JericTBuil. JlaHHas BeIMYMHA OIpejesieHa 10 aHAJOTUU
C YCTaHOBIICHHEM YPOBHS BO3MOKHOCTEH HAPYIIUTEISA
nH(OPMAIMOHHO 0€3011aCHOCTH, UCTIOIb3YEMBIMH B pa3-
JIMYHBIX METOAMKAX U MoAeisx yrpos ®CTOKL2,

I MeToanka ormeHKH yrpo3 6e30MacHOCTH HH(MOPMAIIHH.
Merommuecknit fokyment. YteepskaeH PCTOK Poceun, 5 des-
pans 2021 .

2 BasoBasi MOJelIb yrpo3 0e30aCHOCTH IEPCOHANBHBIX JaH-
HBIX NPHU UX 00paboTke B MHYOPMALIMOHHBIX CHCTEMax Mepco-
HanpHbIX AaHHbIX. YTBepxkaeH @CTOK Poccun, 15 deppans
2008 .
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IlycTe Z; — BenuumHa, KOTOPask OTPAKAET HAJIUYHE
CPEJICTB 3alIUTHI CyObeKTa (Ha BBIYUCIUTEIBHOM YCTPOH-
cTBe) ¥ npuHUMaeT 3HaueHue 0 wm 1. B pa3nu4HbIx opra-
HU3ALMAX MOTYT HUCIIOIb30BaTHCS PA3IMYHbIC MEXaHU3MbI
MIPOTHBOJICHCTBHSI YTPO3aM, HallpUMep, MOAKIIOUCHNE K
cucrtemaMm MoHUTOpHHTA Security Operations Center (SOC)
WM cpecTBa OOHAPY)KCHMS LIEJIEBBIX aTakK, NMEIOLINM B
3aBUCHMOCTH OT KOHTEKCTa M YCIOBHI NMPUMEHEHHS pa3-
nmgHyto 3¢ dexruBHOCTE. TeMm He MeHee, To0bIe CpeacTBa
3aIIUTHI 3aTPYAHAIOT MPOABIKEHNE 110 CETU U OCYIIECT-
BJICHUC aTaK B COOTBETCTBUU C TAKTHUKAMU U TCXHUKAMHU.

IlycTs /; — BenmyuHa, KOTOpas OTPakaeT HaJIUu4Iue
Jocryna cyobekra B ceTh MHTEpHeT u npuobperaer 3Ha-
yenus 0 u 1. C TOUKM 3peHUs] TAKTUK U TEXHUK JaHHas
XapaKTEepHUCTHKA BayKHA, TIOCKOJIBKY YITPOIAET JOCTABKY
WHCTPYMEHTAPHS JIUIsl IPOBEACHUS aTak.

Onpenenum xapakrepucTuku oobekra. Ilycrs L;— 3Ha-
YMMOCTb MAIIMHBI C TOYKH 3PEHUSI POABMKEHHUS 110 CETH.
Bo3MOXHOCTB CIIONIB30BAHUS CEPBUCA ISl JAJIbHEUIETO
TIPOJBHIKECHUSI TIO CETH ¥ aTak Ha JPYTHe CEPBUCHI JOJKHA
OBITH yUTEHA TPHU OICHKE Oe30macHOCTH ceTH. [Topsamok
JCHCTBHIA IIPH KOMIIPOMETAINH HHPOPMAIIMOHHON HH(DPa-
CTPYKTYpHI hopMam3yeM B popMe Tak Ha3bIBAEMbIX Cyber-
killchain (CKC) [10], koTopble B JalbHEHIIIEM PACIIUPUM
1o nonHouenHor marpuibl — ATT&CK, pazpaboranHoit
MITRE. Ha ee ocHoBe omnpe/iennM BO3MOXKHBIE CLIEHAPUH
WCIOJIb30BaHMSl YCTPOWCTB, MOAJICPKHUBAIONINX CIIEAYIO-
1€ CEPBHCHI:

1) manmume cpencrtBa ynaneHHoro yrpasiaenus (Lateral
Movment: Remote Services);

2) Hanmu4ue MOCTYIHBIX IS MamuHbl moacereit (Lateral
Movement: Exploitation of Remote Services, Privilege
Escalation: Escape to Host);

3) Hanuuue MalluH, yNPaBIsEMbIX C UCIOIb30BAHUEM
nanHoit mamusel (Privilege Escalation: Escape to Host;
Lateral Movement: Software Deployment Tools);

4) HaTu4ue y4eTHOMN 3alUCH C BO3MOXHOCTBIO Jejie-
rupoBanus (Credential Access: Steal of Forge of
Kerberos Tickets; Privilege Escalation: Access Token
Manipulation);

5) HeoOXOOUMOCTh MEPHOAMYECKOTO CO3aHMs CECCHH
YUETHOM 3amucu ¢ BEICOKMMU npuBmierusimu (Lateral
Movement: Use Alternate Authentication Material);

6) Hammume coxpaHeHHBIX mapoieil (Credential Access:
Credentials from Password Stores);

7) nammuue obuux xpanmiuin (Lateral Movement: Taint
Shared Content);

8) manmmuue cBenenuii o crpykrype cetu (Discovery).
[TockonbKy CTPYKTypa CeTH IpH €€ IIepecTPOSHNH MO-

KET U3MCHSTBCS, N1apaMeTp 3HAYMMOCTH L; BBIYUCIHNM,

WCXO/S M3 HAUXY/IIEro BapuaHTa pa3BUTHs COOBITHHA. B

MEPCIEKTUBE JIaHHBIH MapaMeTp MOXKET ObITh 3aMEHEH

Ha YMCIO aTakyoumx «rpace» [2, 11], ogHako ajis 3TOro

TpeOyloTcs Oosee OBICTPBIC METOIBI BHIYUCIICHUS TIO CPaB-

HEHHUIO C CYIIECTBYIOIIIMH.

Bemimunna V; orpaxaet CTeneHb KpUTHIHOCTH aKTHBOB.
IIpeamnonoxuM, 4T0 3TO HEOTPHUIATEILHOE YHCIIO, MTOIY-
YEHHOE ITyTeM TOPSIIKOBOH OLIEHKH KPUTUYHOCTH aKTHBOB.
Benmuuna W; npunnmaet sHauenune 0 win 1 u otpaxkaet
HaJIMYMe CPEJICTB 3aluThl 00bekTa. Ee Ha3HaueHue coBa-
JIaeT C aHAJIOTMYHOM BEJTMUMHOM /U1 cyObekTa. Bennunna

G; orpaxaer ucroynuk I10. Ona npunuMaer cieayromue
3HaueHus: | — coOCTBeHHas pa3padoTKa, 2 — MPUIIOKE-
HUE C OTKPBITHIM KOZIOM, 3 — KOMMEPYECKOEe MPHIIOKEHHE.
Bemmunna G, BBeieHa B COOTBETCTBH C HPEAIIONOKCHUEM,
YTO MPUIIOKEHHUS COOCTBEHHOI pa3pabOTKK B OONBIIMH-
CTBE OpraHU3annil He TPOXOASAT MPOLEAYPY BepUPUKAIIIH
U MOUCKA YSI3BUMOCTEH, TOr/a Kak Ui MPHIIOKEHUH C
OTKPBITBIM HCXOAHBIM KOZOM OCYIIECTBIISIETCS TIOUCK YsI3-
BUMOCTEH CBOOOTHBIMHU HcCiIeaoBaTesIMI. KoMmmepaeckoe
MIPWIOKEHHE, UCIIOIb3YEMOE B OPTaHU3ALUSIX, Yallle Mpo-
XOJUT MPOLEYPY CepTU(UKAIINH, TECTUPYETCS OTICIaMU
6e30MacHOCTH, a TAKKE HCCIEAYETCS B paMKax MporpaMm
[IOMCKA YA3BUMOCTEH U IIPU TECTUPOBAHUAX HA IPOHUKHO-
BEHHE, IOTOMY B HUX MEHEE BEPOSTHO HAJIMUUE KPUTHYE-
CKUX yS3BUMOCTEH.

OmnpenenuM 00IIYI0 KPUTHYHOCTD IyTH OT CyOBEKTa

110 o0OBeEKTA:
3+7\(8+L; w\l . Z
P
8 16 2 2 )
5-Gy\(l +I,-)
« ||
4 2

®dopmyna (1) npeacrapusieT coO0W MYITBTHILINKATHB-
HBIM KPUTEPHH, KOTOPBIH (OPMUPYETCS 38 CUET YMHOKCHUS
OT/ICNIBHBIX XapaKTepucTHK o0bekTa. Koahduunents st
XapaKTePUCTHK BBIOPAHBI TAKUM 00pa3oM, 9TOOBI B HAOO-
nee OnaronpuATHON CHTyallnl COOTBETCTBYIOMINI MHOXKH-
Tenb Ob1T paBeH 0,5, a B HauMeHee OmaronpusTHONH — 1.
JlaHHbIEC 3HAYCHUS BBIOPAHBI, HCXOASI U3 OIPAHUUYCHUIN
MOJICJIN M pelraeMoit 3afadu: Hanbosmee OmaronpusTHas
CHUTYyalHs HE UCKIII0YAeT yrpo3y, OHAKO CHUXKAET BEPOAT-
HOCTB ee peanm3anuu. Pakrudecku Gopmyrna (1) momodHa
(hopmysie BerauciieHns pucka [12], B KoTopoii BEposITHOCTb
aTaKy 3aMCHCHA Ha DKBUBAJICHTHYIO BCJIMYUHY, OTpaXKa-
IOLIYI0 BO3MOXKHOCTH TOTEHIIMAIBHOTO aTaKyloIEero u
CTETICHb 3aIUIIEHHOCTH 00bEKTa.

[Tomyunm pacueT aJyIMTHBHOTO KpUTEpus: 6e30macHo-
CTH:

NO NS
R= Z Z C,'jP if
i=1j=1 ‘
e Nou Ng— uncna o0beKTOB U CyObeKTOB.

MeTpuka ¢ y4eTOM TepPMHMHAJBHOTO IOCTYyIa.
Paccmorpum nouxoj, npu KOTOPOM B HH(PPACTPYKTYpE
OpraHU3allMy NPHUCYTCTBYIOT TepMHUHANbI (7)), KOTOpbIE
UCIIOJIB3YIOTCS TIPH OPTaHU3alluK JJOCTYIa K H30JINPOBaH-
HBIM CETEBBIM cerMeHTaM. [Ipy HaJM4uu B IyTH TEPMU-
HAJIOB PacCMaTPUBAETCSl HE TOJIBKO MCXO/HAs MallnHa,
HO ¥ TIOCJIEAHUH B IyTH TepMUHaI. Bce myTi MoryT OBITh
pa3zfeneHsl Ha HECKOJIBKO TPYHIT: MyTh OT TepMHUHAJIA K
00BEKTY, ITyTh OT CYOBEKTa K TEPMUHATY, TyTh OT CyOB-
eKkTa K 00beKTy. s KaXa0ro TepMUHANIa XapaKTepHO
MHOXECTBO T0JIb30BaTesell (CyObeKTORB), ISl KaKI0TO
U3 KOTOPBIX XapaKTepeH ypOBEHb BO3MOXKHOCTEH Yim.
YpoBeHb BOZMOXHOCTEH TEpMHUHAIA MOXKET OTINYATHCS
OT YPOBHsI BO3MOKHOCTEH Ha UCIIOJIb3yEMOM CYyOBEKTOM
ycTpoiicTBe (BCIECTBUE HAIMYMS CPEACTB 3alUThI K MO-
HUTOPUHI'A HA TPAHUILIE CETH). AHAJIOTUYHO TSl TEPMHUHAIIA
MOT'YT MCHOJIB30BaThCS CPEACTBA 3ALHUTHI, YTO ONPEAEIISIET
BEJIMYUHY Zim.
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KpI/ITI/I‘IHOCTI: IMYTH OT NOJIL30BATCJIA TCPMUHAJIA K 00b-
CKTY UMECT BU:

3+Y,-(” 8+Lj-73 Wj
G5 N N3
8 16 2

Z0\(5-G;\(1+14 @
X(lz)( 4 )( 2 )

BpruncianM ainTUBHBINA KpUTEpUil 0€3011aCHOCTH:

No Ng No Ng Ny
R=Y Y CP.+Y 2 > P,P.C,
e T = i Ve

rae Ny— 4uCIlo TEPMUHAIIOB.

JlocTOMHCTBAaMH METPHK SIBISIOTCSI CKOPOCTH BBIYHC-
neHus (TapaMeTphl AT ap MOTYT ObITh BHIYHMCIICHBI 3apa-
Hee), BO3MOYKHOCTb ONTHMHU3aNK (yHKIws 1uddepentm-
pyema) U y4eT CTpyKTypsI ceTu. IIpu 3TOM mpucyTcTBYyeT
oJHa (yCJIOBHO) 3KCIEepTHAas METPUKAa — KPUTUYHOCTD.

OCHOBHO# HEIOCTAaTOK METPUKU — OOJIBIIIOE YHCIIO Mapa-
METPOB, YTO YCJIOXKHSET 3a/1a4uy ONTUMHU3ALINH.

AHaJIu3 MpeJI0sKeHHBIX MOIX0/10B

HCpC‘{I/ICHeHHbIC MCTPUKHU ABJIAKOTCA YaCTHBIMU CITY-
YyassMu 0000IIEHHON METpHUKH. [IJIsl OLIEHKH €€ PUMEHH-
MOCTH TIPH OIPE/CICHUN CTENECHH 3aIUIIEHHOCTH CETH
MIPOJIECMOHCTPUPYEM €€ JI0CTaTOYHOCTDb U PEaKIMIo Ha U3-
MCHCHUS CCTH.

CuHTeTHyecKuii npuMep. /{15 OLIEHKU peakuuu Ha
W3MEHEHHUE CETH PACCMOTPHM BapHAHTHI CETH U3 7 Y3IIOB C
Pa3THYHBIME KOHPUTYPAITAMH U IPUMEHIEMBIMA MEPaMU
3anUTH (PUCYHOK). BO BCex ceTsx NCmonb3yeM HIACHTHY-
HbIe CyOBeKThI S 1 00BeKTHI O. [1J1s1 CyOBEKTOB U OOBEKTOB
YCTaHOBHM CJIEYIOIINE XapaKTepucTuku (Tadm. 1).

B Tabi1. 2 nmpezacTaBieHbl pe3yabTaThl OLEHKH Oe3orac-
HOCTHU HCCIIEJOBAHHBIX CETEH.

O1 01 01 01 0 1
S S S & 5 S S,
I ) el 0 el o L 11,
0 e : v ’ Y 2 7B |
S, A} o S, S, S
(0) < O " O @)
> : Da® : sl : L 3
S, S; Ss Y S; Y S5 [\
O 4 04 04 04 04

Pucynox. ConocrasisieMble CETH: 3TaJIOH (a); CBsI3b «Bce O BceMm» (b); cermenTanus (¢); cerMeHTanus + MOHUTOpHUHT (d);
TEPMUHAJIBHBINA 10CTYTI (e)

Figure. Comparable networks: optimal (a); connection “all to all” (»); segmentation (c); segmentation + monitoring (d); terminal
access (e)

Tabnuya 1. XapakTepuCTHKH CyOBEKTOB U 0OBEKTOB

Table 1. Characteristics of subjects and objects

CyObext TTapamerpst OObeKT ITapameTpsr Tepmunan TTapamerpst
S Y:1,Z2:0,I: 0 0, L4, V.1, W.0,G:3 T, (S)) Y1
S, Y:2,72:0,1: 0 0, L:3,V:2,W.0,G: 1 T, (S5) Y. 1
S5 Y:3,72:0,1: 0 [ L:5V:3,W:1,G:2 T, (S,) Y:2
S, +S0C V:2,Z:1,I: 0 O, L:2,V:4,W:1,G: 1 T3 (S5) Y: 1
Tabnuya 2. Metpuku 0€3011aCHOCTH TSI CONIOCTABIAEMBIX CeTeH
Table 2. Security metrics for compared networks
Cerp Crpykrypa cetr Merprka 6e30macHOCTH
3TaJIOH LeJIeBast peaan3alis — KaXIbIi MOJIb30BaTeNb (CyOBEeKT) UMEET J10- 2,082
CTYH TOJBKO K IOAMHOKECTBY 00BEKTOB, HEOOXOIUMBIX [T PaOOThI
CBSI3b «BCE CO BCEMU» TUTOCKHIT BapHAHT — BCE CYOBEKTHI IMEIOT CETEBOU JIOCTYII KO BCEM 3,669
o0BeKTaM
CerMeHTALHS CErMEHTAIUS C MCTIONB30BaHUEM JIBYX Y3JI0B MapILIPyTH3AIUH — K- 2,472
BUBAJICHTHA OIHOMY POyTEpy € MPaBUJIAMH pa3rpaHHYCHHUS A0CTyIIa
CerMeHTaIys + MOHUTOPUHT | CerMEHTAIsl C UCIOJIb30BAHNEM JBYX Y3J0B MapLIpyTH3ALMA — 1,861
HaJIM4YMe HACTPOEHHBIX CPE/ICTB MOHUTOPHHTA Ha KOMIIbIoTepe S2
TEPMUHAIBHBINA JOCTYI HCTIOJIb30BaHUE JIBYX TEPMUHAIIOB 2,092
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A.[4. LLnnosa

Haumenbliee 3HaueHne METPUKH O€30MaCHOCTH J10-
CTUTHYTO IIPU MCIOJIb30BAHUU TEPMHUHAJIOB (CETh «TEp-
MUHQJIBHBIN JOCTYI») WM MOHUTOpHHTa criiamMu SOC
(ceTh «cermMeHTanusi + MOHUTOPUHIY), YTO COTIIACYETCS C
YCTAHOBJICHHBIMH BO MHOTHX OPTaHH3alMsIX NPaBHIAMH
pabotsl. IIpn 3TOM CHMKEHHE KOJTMYECTBA N30BITOYHBIX
CBSI3€H MJIM yBEINYEHHE KOJIUIECTBA MEP 3aIINUTHI BICUET
U3MEHEHUE NpeIoKeHHOU MeTpuku. Ha npakruke 3a-
LIUTHBIE MEXaHU3MBI TIPH OCYILECTBICHUN CErMEHTALuN
MOTYT HE YUYUTHIBAThCA, Onarogaps demy gopmyna (2)
3HAYNTENFHO YIPOIIAeTCs:

3+Y\(8+L
C;i=V, 2
8 16

ComnocTtaBienne ¢ anajgoramu. /[o HacTosIIero Bpe-
MeHHU HaOOpPHI TaHHBIX JJIS CETMEHTAIIUN CETH HEe OBLIN
coOpanbl (3a peakum uckiarouenuem!). st OUEHKH 10-
CTAaTOYHOCTH TPEIOKEHHONH METPUKH JOITYyCTUMO pac-
CMOTPETh €€ COIIACOBAHHOCTh C PaHEe MPEIOKESHHBIMH
MOJXOJaMH K aHa/n3y 0e30macHOCTH ceTeil. Bo MHOTHX
Cllydasix MpsiMOE COTNOCTaBICHHUE PE3yJIbTaTOB HE MpPe-
CTaBJISIETCSI BOBMOXKHBIM, MTOCKOJIBKY BO MHOTHX padoTax:
ncxonHas nndopmanust — rpad arak, a He ceTeBast TOIO-
JIOTHS1; B KQY€CTBE MCXOAHBIX JIaHHBIX UCIIOJB3YETCs Iiepe-
yeHp yctapeuiero [10, a mraH MeponpHsITHI CBOAUTCS K
€ro OOHOBJICHHUIO (B PE3yIIbTAaTe CETEBAs TOIONIOTHS (PaKTH-
YECKH HE M3MEHSCTCS); UCIOIB3YIOTCS HEPUMEHUMEIC K
TpeuIaraeMoi mapaMeTpsl, HallpuMep, CIIOKHOCTD aTaku
WJIA UCXOMHAS KBAMN(UKAIHS 37T0yMBIITUICHHHKA.

B pabore [2] paccMOTpeH 1oxo/1, OCHOBAHHBIN HA Ka-
YCCTBCHHBIX METPUKaX 3aIMUIIICHHOCTH. HpellJ'IO)KeHHBIﬁ B
[6] MeTon HalleneH Ha IPUOPUTE3AIMIO YCTPAHEHNUS YSI3BU-
Moctei. [Ipu 3TOM yunuTbiBaeTcst HE TOJIBKO KPUTUYHOCTb,
HO u TpeOyemble Ha BHeIpeHue cpeactsa. B [13, 14] ana-
113 0€30MaCHOCTH OCYIIECTBISIETCS] KaK JUIsi CETEBOW TO-
TIOJIOTUH, TaK ¥ JJIs €€ IOBEJICHUS B YCIIOBHSX PA3IMYHBIX
arak. B coOTBETCTBUU C MPEATIOKEHHON METPHKOH Obla
paccunTaHa BeTMYWHA METPUKHU IPU YCTPAHEHUH OTHOU
u3 CBs3eil. PaccMOTpUM pe3ynbsraThl JaHHBIX TTOIXOJ0B B
COTIOCTABIICHUH C METPHKOMH, pa3pab0oTaHHOH B HACTOSIICH
pabore (Tabm. 3).

1 Dataset for research on services and users grouping [Dmext-
poHHEI pecypc]. Pesxum nocryma: https://github.com/ Shtrikh17/
datasets, cBoOOIHBI, (naTa odpamenus: 27.05.2022).

Taxkum oOpa3oM, co3gaHHas METPUKA pearupyer Ha
W3MEHEHUSI TOIIOJIOTUH CETH, COINIACYeTCsl C pe3yJIbTaTaMu,
MOJIyYEHHBIMH B JIPYTHX paboTax, ¥ OTpakaeT MOBBIILICHUE
3aIIUIICHHOCTH MTPU YMEHBIICHUH ITOBEPXHOCTH aTaKH.
B cpaBHeHuM ¢ aHajIOraMM OHa BKJIIOYAET B ce0sl MEHBINE
apamMeTpoB U MOXKET ObITh ONTHMHU3MpOBaHa. OTMETHM,
YTO METPUKA HE YUUTHIBACT PEAKIUIO HA 3AlIUTy OT KOH-
KPETHBIX THIIOB aTak (Hampumep, mepedopa mapoeii ssh),
MO3TOMY JUIsl TOYHOH OLIEHKH PUCKOB JOJKHBI TPUMEHSTh-
sl IPyTrue METPUKH, HAITPUMEp, PACCMOTPEHHBIE B pasJielie
«lIpemiaraembie METPUKUY.

Mertoa rpynnupoBKU cy0bLEKTOB U 00bEKTOB

PaccmoTtpum paboTy METPUKH AJIsl PACCMOTPEHHOTO B
[15] MeToma rpynmupoBKH CyOBEKTOB B 005eKTOB. OTHIM
W3 €ro IPUMEHEHUH MOXeT OBbITh CerMEHTaIusI: Bce pado-
YUE€ CTaHIHU U CCPBEPHBIC MPUIIOKCHUA pa3aC/IA0TCA Ha
MOACETH, MEXKAY KOTOPBIMH Pa3srpaHUYMBAETCSA JOCTYIL.
Torna cHMXKAETCsI KOJIMYECTBO pAcCMaTpPUBAEMbIX CYIII-
HOCTel.

J1J1s1 pacCMOTPEHHOTO B pasjielie «AHaIIU3 MTPEII0KeH-
HBIX TTOJIXOI0B» Habopa JaHHBIX peallbHOH OpraHU3aluH
CO3/IaHa MaTpHIa JOCTYyTIa «CyObeKTHI-00bEKTh». B cooT-
BETCTBUH C 3THMH JIAHHBIMHU OCYIIECTBIICH PACUET METPUKH
3aIIUIIEHHOCTH JUIsl STAJIOHHON (PUCYHOK, @), MIOCKOH
(pucyHOK, b) M CeTMEHTHPOBAHHOU (PUCYHOK, C) CEeTeH.
[Ipu 3TOM B Ka4ecTBe MapaMeTPOB CYOBEKTOB (OOBEKTOB)
paccMOTpeHbl MaKCHMaJIbHbIE apaMETPhl ISl KaKI0ro
cyObekTa (00bekTa) B BbIACICHHOI rpymnne. B pesynbrare
MOJIyYEHBI CIEAYIOLINe 3HAUCHUSI METPUKH ISl CeTeil:
ucxonaHo — 2545,913; uneanbHoit — 629,276 u cerMeH-
TupoBaHHoi — 1670,479.

CrniefoBatenbHO, MpensiokeHHbIN B [15] MeToa MoxkeT
OBITH MCIIOJIB30BAH AJIsl IEPBUYHOIN CErMEHTAI[UH CETH.
JlanpHeliniee noBeIIeHHE 0€30MACHOCTH CETEBOTO B3aH-
MOZICHCTBUS JOJKHO OCYIIECTBISATHCS C UCTIOIb30BaHUEM
MIPaBUJI MEXKCETEBOTO SKPAHUPOBAHMSI.

ObcyxaeHHe pe3y1bTaToB

J1oCTOMHCTBaMU NMPEUIOKEHHOW METPUKH MOXKHO CUH-
TaTh.
1. TlpeamnonoxeHue 0 rapaHTUPOBAHHOM HAJIUYHUH ysI3-
Bumocreil B I10. Ilpu ¢popmMupoBaHnn METpPUKHU HE
JieTIaeTcs PEATIONOKEHUH O BEPOSITHOCTH MX HATTHUHS.

Tabauya 3. CpaBHEHNE Pe3yNbTaTOB AHAIOTHYHBIX TTOAX00B U MPEITIOKEHHOH METPUKI

Table 3. Comparison of the results of similar approaches and the proposed metric

AHaJ0rH4YHbBIC IoAX0AbI
[Ipennoxxennas
Ceiia Ha aHaTOrHHYI0 [Mpunimn cetn Hcnone3yemas MeTpHuka METpuKa
pabory
[2] (xauecTBenHas Benmmuuna) | [Ipumep 1 SecurityLevel=Red 3,996
Ipumep 2 SecurityLevel=Yellow 3,586
[6] (6ombIe — myue) Jlo BHeZpEeHMS 3aIMUTHBIX MEP 622 2,857
Ilocne BHenpeHUs 3alIUTHBIX MEp 25719 2,174
[14] (menbIIe — myu1e) CerTb 10 3anpeTa COSAMHEHUS C YacThIO y3JI0B 5,637 0,531
CeTb TIOCITE 3ampeTa COSANHEHUS C YaCThIO Y3II0B 4,581 0,350
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2. Hcnonb3oBaHUE B KaU€CTBE BXOJHBIX AaHHBIX MPO-
CTBIX BEJINYMH, BBIPAXKEHHBIX B MOPSJKOBBIX IIKaIaX.
[TocTpoenune ncuepnrpiBaroniero rpada arak mnpeacTas-
JIIeTCsl KpaliHe TPyAOEMKOH 3afadeil Mo ayauTy, KOTo-
PYIO IIPaKTHYECKU HEBO3MOXKHO IIPOBECTU B KpaTdaii-
1IM€e CPOKHU.

3. HMcmosnp30oBaHne TaKTHUK U TEXHUK, BBIJICICHHBIX B
MITRE ATT&CK. B pesynbraTe mOBBIIIAETCA CKO-
POCTb BBIYHMCIICHUS XapaKTEPUCTUKH, CHUIKAETCS CIOXK-
HOCTD €€ OIICHKH, a TAK)KE YIUTHIBACTCS BOZMOKHOCTH
HCTIOJIB30BaHUS YCTPOMCTBA B KAYE€CTBE MIPOMEKYTOU-
HOTO 3BCHA aTaKH.

4. B03MOXHOCTh ONTUMHU3AIMU U CKOPOCTH BBIUMCIICHHUS.
OnHaKo y METPUKHU €CTh HECKOJIBKO HEJJOCTaTKOB, KOTO-

pBle HEOOXOMMO YUHUTHIBATh NP €€ BBIOOpE [UIsl aHAIN3a

0€3011acCHOCTH CETH.

1. B omuuume oT anbkTepHATUBHBIX MIOJIXOJ0B JaHHAs Me-
TPUKA HE YYUTHIBAET BO3MOKHOCTb IPOBEACHHUS LiE-
MOYEK aTak, Korja CKOMIPOMETHPOBAHHBIE MAIINHEI
HCIOJIB3YIOTCS B Ka4eCTBE MPOMEKYTOUYHBIX 3BEHBEB
IIPU aTake Ha APYTUe AEMEHTbI HHPPACTPYKTYPHI.

2. B omnmune oT JaHHOW METPUKH MHOTHE aJbTEePHATHB-
HbIE METPHUKHU MO3BOJIAIOT MOCTPOUTH LIEMOYKY Mepo-
NPUATHIH, HATPaBICHHBIX HA CHIDKEHUE PUCKOB.
[TepBbIit HETOCTATOK MOXKET OBITH YCTpaHEH, €CIU

paccMOTpeTh 0OBEKThl OJIHOBPEMEHHO B KauecTBE CyOb-

exToB. OJJHaKO IPU 3TOM HEOOXOAMMO JIOTIOJHUTEIHHO
penmTh mpobieMy IUKIOB B MoiydeHHOM rpade. Kpome

TOTO, B IEPCHEKTHBE LIEMOYKH aTaK MOTYT HCIOIb30BaTh-
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https://doi.org/10.15217/issn1684-8853.2015.3.60

Csl B Ka4eCTBE 3aMCHBI JUIsl TapaMeTpa 3HAYUMOCTHU y3Jia
MIPH TPOJBIKCHHUH 110 CETH. BTOpOW HEOCTaTOK MOXKET
OBITH CKOPPEKTUPOBAH 3a CUCT NMPUMCHCHHUS JPYTUX Me-
TPUK, 3aUMCTBYIOIINX MEXaHU3MbI B aHAJIOTHYHBIX pa-
oorax.

3akJ/ioueHne

B pabote npeioxkeHa METpUKa OIICHKU 3alUIICHHO-
CTH CETEBOW MH(PPACTPYKTYPHI OT MOTCHIMAJILHBIX aTaK.
Ona MOXKET OBITh MCIIOJIL30BaHA B KAUECTBE OCHOBBI IS
KpHUTEpUs OE30ITACHOCTH TPH TIOCTPOCHUH (TIEPECTPOCHHN)
cereBoit nHPpacTpyKTyphl. OLCHKA TaHHON METPHKH ITOKa-
3BIBACT €€ YYBCTBUTEIHFHOCTH K HI3MEHECHHUIO ITapaMeTpoB, a
TakKe JEMOHCTPUPYET COTIIACOBAHHOCTH C PE3yIbTaTaMH,
MOTyYEeHHBIMU IPYTUMH HCCIIEI0BATEISIMA. BhITOTHEHO
COTIOCTABIICHHE C CYIICCTBYIOIIUMH aHAJIOTaMH, TIPeIHA-
3HAYCHHBIMU TSI OLICHKHU 3aIlIUIICHHOCTH CCTH. B KaAuCCTBC
MpUMepa UCIIOIb30BaHUs TAHHOTO KPUTEPHUSI PACCMOTPEH
MOJIXOJ] K CErMCHTAIIMU Ha OCHOBE IPYIIUPOBKH CyObCKTOB
1 00BEKTOB ceTeBOro Aoctyma [15].

Ilenbro nanpHEHIIUX UCCAEAOBAHUM SIBJSCTCS MOJIH-
(hUKanus METPUKH JIJIsL yYeTa ICTIOYCK aTak, a TaKkKe ee
MPaKTUYECKOE MPUMEHEHUE ISl IEPECTPOCHUS CETEBOM
HHQPACTPYKTYPHI C HCIIOJIE30BaHIEM TEOPHUH I'padoB U Me-
TOAOB oNTUMI3ANUH. [Ipr STOM BO3MOXKHO ee abHenIee
pacmmpenue s yaera 6onee CI0KHBIX aTak, 3aBUCSIITIX
OT CETEBOM TOIOJIOTHH, HO Ha JAHHBIM MOMEHT HE HCIIONb-
30BaHHBIX TIPH MTOCTPOSHUU METPUKH.
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Abstract

Kubernetes is a widely adopted open-source platform for managing containerized workloads and deploying applications
in a microservices architecture. Despite its popularity, Kubernetes has faced numerous security challenges; deployments
using Kubernetes are vulnerable to security risks. The current solutions for detecting anomalous behavior within a
Kubernetes cluster lack real-time detection capabilities allowing hackers to exploit vulnerabilities and cause damage
to production assets. This study aims to address these security concerns by proposing a new approach and novel agent
to feature collection for anomaly detection in Kubernetes environment. It is proposed to use metrics (related to disk
usage, CPU and network) collected by node exporter (Prometeus) directly from Kubernetes nodes. The simulation was
conducted in a real-world production Kubernetes environment hosted on the Microsoft Azure, with results indicating the
agent success in collecting 24 security metrics in a short amount of time. These metrics can be used to create a labeled
time-series dataset of anomalies produced by microservices, enabling real-time detection of attacks based on the behavior
of compromised nodes within the Kubernetes cluster. The proposed approach and developed agent for monitoring can
be used to generate datasets for training anomaly detection models in the Kubernetes environment, based on artificial
intelligence technologies, in real-time mode. The obtained results will be useful for researchers and specialists in the
field of Kubernetes cybersecurity.
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HoBblii cioco6 cOopa JaHHBIX ISl 00HAPYKEHUSI AHOMAJIbHOTO NOBEIeHUS
B cpene Kubernetes u areHT 1,151 c6opa MeTpHK € y3J10B
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AHHOTALUA

Beenenne. Kubernetes — mupoxo ucronaszyeMast miaTgopMa ¢ OTKPEITEIM HCXOAHBIM KOZOM JUIS yIIPaBJICHUS
KOHTCHHEPU3UPOBAHHBIMY HArPy3KaMU U Pa3BepThIBaHM IPUIOKEHUNA B MUKpOCEpPBUCHOU apxurekType. Hecmorps
Ha TONYJSIpHOCTB, Tutatdopma Kubernetes nMeeT MHOTOUYNMCIIEHHBIE TIPOOIIEMEI, CBSI3aHHEIE ¢ 0€30IMaCHOCTHIO.
CyecTByonue pemenus s 00OHapyKeHHsl aHOMaJIbHOTO noBejgeHus B cpene Kubernetes He mo3BossioT
JACTCKTUPOBATH aHOMAJIbHYIO aKTUBHOCTD, CBA3AHHYIO C aTaKaMU 3JIOYMBIIIJICHHHUKOB, B PEXXKUME PE€AJIbHOI'O BPEMECHU.
Mertoa. [Tpeacrasien HOBbIN criocob cOopa xapakTepucTHK ¢ y3i0B miatrdopmel Kubernetes aist oOHapyxeHus
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G. Darwesh, J. Hammoud, A.A. Vorobeva

anoMasnuid. [1pesyiokeH HOBBIN areHT MOHUTOPUHTA ¢ COOCTBEHHBIMHU YKCTPAKTOPAMH M HACTPaUBAEMbIMH IIPaBUIIAMH,
KOTOpBIE COOMPAIOT BaKHBIE METPUKH C Y3JIOB peasibHOM cuctembl Kubernetes U SKCIOPTHPYIOT UX B LIEHTPAJIbHBIMI
Habop naHHbIX. [IpuMeHeHbl METPUKHM (CBA3aHHBIE C UCTIOIB30BAHUEM JIMCKA, IPOIECCOPA U CETH), MOTyUEHHBIE OT
skcroprepoB Prometheus. OcHoBHBbIE pe3y 1bTaThl. BrimonHeHa cumy s B peasibHoi cpene Kubernetes Ha 00maqHOi
miarpopme Microsoft Azure. [lomydeHHBIE pe3ynbTaThl OKA3ald, YTO MPEAIOKESHHBIA areHT YCHemHo coopan 24
METPHKHU B IIEHTPATU30BAHHYIO 0a3y MaHHEIX 32 KOPOTKoe BpeMsi. OTOOpaHHbBIE METPHKH MOTYT OBITh HCIIOIb30BAHBI
JUISL CO3JIaHMSI Pa3MEUCHHOT0 Habopa JaHHBIX BPEMEHHBIX PSJOB C AaHOMAJMSIMHU, CO3AaBaeMbIMU MHUKPOCEPBHCOM.
JlanHoe pelreHre Mo3BOJIUT OOHAPYKMBATh aTakH B peaslbHOM BpeMeHH B cpene Kubernetes Ha ocHOBe moBeieHHUS
CKOMIIPOMETHPOBAHHBIX y3JIOB B ee kiactepe. Oocyxnenne. [IpemioxkeHHblii crnocod n pa3paboTaHHBIH areHT
MOHHUTOPHHIA MOTYT OBITH IPUMEHEHBI [UTsl JOPMHUPOBaHHsI HAOOPOB AHHBIX JUIsl 00yUESHUsI MOJIETIeil JeTEeKTHPOBAHUS
aHomanuii B cpeie Kubernetes, OCHOBaHHBIX Ha TEXHOJIOTHAX MCKYCCTBEHHOTO MHTEIUICKTA, B PEXKUME PEabHOTO
BpemeHH. [lomyuennbie pe3ynbraTsl Oy/IyT MOIe3HBI HCCIEA0BATEISIM U CTIeIIMAIICTaM B 001acTu knbepOe3omnacHoCTH
npunoxerns Kubernetes.

Kurouesble ciioBa

Kubernetes, 6e3onacnocts, MonnTOpHHT Kubernetes, oOHapyskeHHUe aTak, BHISIBICHIE aHOMAIHI

Cceplaka pas uutupoBanus: Japsum I, Xammyn XK., Bopoorea A.A. HoBrlil ctoco0 cOopa MaHHBIX A
0OHapyKeHHUsI aHOMAILHOTO MoBezIeHus B cpere Kubernetes u arent mist c6opa MeTpHK ¢ y310B // HayqHO-TeXHIIeCKHit
BECTHHK MH()OPMAMOHHBIX TeXHOIOTHH, Mexanuku u ontuku. 2023. T. 23, Ne 3. C. 538-546 (na ann. s3.). doi:

10.17586/2226-1494-2023-23-3-538-546

Introduction

The popularity of containerization technology has
increased in recent years, with developers adopting it to
address various real-world challenges, such as optimizing
fetched, virtual machines auto-scaling, stack adjusting,
performance misfortune issues, and various others
[1]. Kubernetes has emerged as a popular platform for
managing containerized workloads and deploying
applications in a microservices architecture. However,
Kubernetes deployments are vulnerable to security risks
and existing solutions for detecting anomalous behavior
within the system lack real-time detection capabilities.

In this study, we present a new monitoring agent for
the Kubernetes system that collects important security
and performance metrics from nodes in real-time. The
agent features custom extractors and rules to ensure the
collection of relevant security metrics, and exports them to
a centralized database. The collected dataset will be used
in future research to develop a machine learning module
for anomaly detection.

The study begins with a background section that
clarifies the significance of the proposed work. This
section covers several topics including the current state
of monitoring solutions in Kubernetes, the importance
of the node exporter project, and the security challenges
within the system. The study also includes a discussion of
recent security challenges and threats in the Kubernetes
environment to provide context for the proposed work
and explain why it is necessary to address these security
issues. The next section highlights the recent security
challenges and threats in the Kubernetes environment.
Finally, we describe the main contribution of this work,
the new monitoring service that we have developed, and
its ability to collect security metrics and export them to a
central database provisioned as a Postgres deployment in
the Kubernetes system.

Background

Kubernetes is a widely adopted open-source platform
for the orchestration of containerized services across a

dispersed cluster of nodes. It offers a robust infrastructure
with the capability for zero-downtime deployment,
scaling, automatic rollback, self-healing, load balancing,
and service discovery [2]. This platform is utilized for the
deployment, management, scaling, and composition of
application containers over a cluster of hosts.

At a high level, a Kubernetes environment consists of
a control plane (master), a distributed storage system for
maintaining the stability of the cluster state (etcd), and
multiple cluster nodes (Kubelets)!. Fig. 1 describes the
Kubernetes architecture overview.

The control plane is comprised of various components
to manage object states, including the Kube-apiserver
which implements a RESTful interface to interact with
libraries and tools for cluster administration, the Kube-
controller-manager which maintains the state of the
cluster, and the Kube-scheduler which plans and schedules
workloads across nodes in the cluster [3].

Cluster nodes are machines managed by the master
nodes and are equipped with the Kubelet and Kube-proxy
components on top of Docker.

The fundamental Kubernetes objects aret:

— The Services used to characterize policies and logical
set of Pods accessed by these policies.

— Volume is a directory accessible to all containers
running inside the Pod.

— The pod is the smallest execution unit in the Kubernetes
environment. It presents a single application that can
consist of multiple storage volumes and containers.
There are different sorts of pods [4]:

— ReplicaSet, the default, is a simple type relatively. It

guarantees the required number of pods are running.

— Deployment is an explanatory way of managing

pods through ReplicaSets. Incorporates rollback and
rolling update mechanisms.

— Daemonset guarantees that each node will run an

instance of a pod. Utilized for cluster services like
log forwarding and monitoring.

I Kubernetes Documentation | Kubernetes. Available at:
https://kubernetes.io/docs/home/ (accessed: 31.08.2022).
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Fig. 1. Kubernetes Architecture Overview

— StatefulSet is custom fitted to managing pods that
must hold on or maintain state.

— CronJob and Job run short-lived jobs as a one-off or
on a schedule.

Kubernetes Monitoring

The application of containerization in a Kubernetes
environment presents a unique challenge for monitoring.
Monitoring the performance and resolving issues in
a system that consists of hundreds of microservices
deployed across thousands, or even millions, of ephemeral
containers, requires a robust approach.

Kubernetes is a highly decentralized system comprised
of various nested components. Monitoring in a Kubernetes
environment involves monitoring the application and hosts
as well as the containers and clusters. Additionally, the
use of automated scheduling in Kubernetes introduces
an additional layer of complexity, as the workloads and
resources are managed optimally and dynamically, making
it difficult to determine the identity or number of nodes
running on the pods. To address this, a robust tagging
system can be employed alongside logging to collect
information from the clusters, which can then be exposed to
an endpoint for a service to collect and analyze the metrics.

A comprehensive monitoring solution for Kubernetes
must meet certain critical requirements, including:

— monitoring of all layers of the technology stack,
including the host infrastructure on which Kubernetes
runs, core components, pods, nodes, and containers
within the cluster as well as all applications and services
running in Kubernetes containers;

— dynamic identification and monitoring of services as
they arise;

— providing a means of connecting relevant information
for grouping and analysis of related logs, metrics, and
other observability data.

In the Kubernetes environment, the provision of
all required tools for monitoring resources, such as the
collection of metrics from nodes within the cluster, is not
natively supported. To address this requirement, the use of
an external node-exporter service is proposed. We used the
Prometheus Exporter designed specifically for collecting

metrics and monitoring the host system. It is a widely used
service for exposing hardware and operating system metrics
from *NIX-based Bits!, and can also be used for tagging
and exporting metrics in the Kubernetes environment.

As depicted in Fig. 2, the Node Exporter component
is integrated into the Prometheus Operator which is
responsible for the Kubernetes-native deployment and
management of Prometheus and related monitoring
components. The Node Exporter operates as an agent
on each node within the cluster which may also host the
Kubernetes cluster. Its function is to gather monitoring data,
such as memory usage, CPU utilization, disk space, inodes,
and network statistics, from each node and forward it to the
Prometheus server2. The Prometheus server stores this data
as time-series data in the form of (timestamp, metric) pairs
which can then be visualized using tools such as Grafana.

Kubernetes security

The deployment of Kubernetes can be performed in
various settings, including on-premises, on bare metal,
and within public clouds (either by creating a custom
Kubernetes construct on virtual machines or by utilizing a
managed service). Kubernetes was designed to be highly
portable enabling users to effectively switch between these
environments and move their workloads.

This high level of customization in Kubernetes makes
it adaptable to a wide range of scenarios; however, it also
represents a significant weakness in terms of security [5].
Kubernetes is designed to be highly customizable and
requires users to enable specific functionalities to secure
their cluster. This means that the engineers responsible
for deploying the Kubernetes platform must have an
in-depth understanding of all potential attack vectors
and vulnerabilities that can result from inadequate
configuration.

I GitHub — prometheus/node_exporter: Exporter for
machine metrics. Available at: https://github.com/prometheus/
node exporter (accessed: 10.04.2023).

2 Getting started | Prometheus. Available at: https://
prometheus.io/docs/prometheus/latest/getting_started/ (accessed:
10.04.2023).
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Tesla Inc. experienced a security breach as a result of
the absence of password protection on their Kubernetes
administrative console. In a separate incident, Capital One’s
inadequate AWS firewall definitions led to the exposure
of 30 GB of credit application data affecting 106 million
customers. These events highlight the significance of
placing security as a top priority alongside the deployment
of Kubernetes. There are numerous threats to Kubernetes
workloads including the potential for attackers to gain
control of the entire cluster by breaching the control plane.
Additionally, attackers can compromise individual pods or
the physical host running Kubernetes pods as well as any
unsecured open connections to the public making network
connections a possible entry point. Finally, containers are
vulnerable to threats due to misconfigurations or backdoors
in the container image, which can allow attacker’s access
to the physical host.

In [3] researchers described the most important
Kubernetes security best practices that were reported by
practitioners including:

— authorization and authentication to verify API requests,
enforce non-root user access only, and disable
anonymous login;

— adoption of network security policies and pod policies
to regulate (restrict) traffic and ensure contextual
security of pods within the cluster;

— keeping the version up-to-date and applying the latest
security patches;

— access restriction and implementation of encryption
techniques to secure sensitive data stored in etcd;

— implementation of resource requests and limitations;

— enabling SSL/TLS support and creating separate
namespaces.

Related work

In the study conducted by Yu et al. [6], the focus was
on the investigation of security concerns related to service
communications in microservice-enabled fog applications.
A comprehensive literature search was conducted with a

specific focus on the security of microservice architecture.
As a result of the literature search, 66 important papers
were identified and analyzed accordingly. The authors
centered their analysis on four major categories of security
issues in microservice communication: data issues,
container issues, network issues, and authorization issues.

One important aspect of Kubernetes security monitoring
is the detection of anomalous behavior in the cluster. The
existing approaches fall into three categories: log-based
anomaly detection, virtual network monitoring, and
container security measures.

Several studies have focused on log-based anomaly
detection using methods such as source code analysis
and information retrieval to create composite features for
automatically detecting runtime problems in the system
[7] Other studies have investigated the use of log message
grouping and counting as well as the inherent linear
characteristics of normal program workflows, to detect
anomalies in logs. However, these methods are limited in
their ability to detect anomalies caused by external attacks,
such as web service attacks and Common Vulnerabilities
and Exposures (CVE) attacks.

Another area of focus in Kubernetes security monitoring
is the monitoring of the virtual network. Researchers
have explored the use of network flow analysis, intrusion
detection systems [8], and network segmentation to enhance
the security of container-based networks [9]. These studies
are limited to detecting anomalies at the network layer and
do not account for the fact that malicious behavior can be
disguised as normal login and installation activities.

In recent studies, researchers have introduced anomaly-
based detection mechanisms to address security concerns
in container environments. Various machine learning
technics are used to analyze real-time performance data
[6], including CPU utilization, memory utilization, and
network metrics, disk read/write rate, network receive/
transmit rate, and container management information to
detect the anomaly in containers. These characteristics do
not differ significantly if the system is in a normal state and
during a cyberattack.
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In [10], KubAnomaly is proposed, a system that
provides security monitoring capabilities for anomaly
detection on the Kubernetes orchestration platform.
Authors have designed a container monitoring module
for Kubernetes and applied neural network techniques to
construct classification models that enhance its capability of
detecting abnormal behaviors. The described agent service
collects only events from monitor logs from Docker-based
containers with Sysdig and Falco. Sysdig is a diverse
and complex system offering complete monitoring suite
including visualization and alerting. It might be used for the
metrics collection, but there are more light-weighted tools
that suits that task more, like Prometheus.

The security of containers is an important topic
of discussion. As highlighted in the SANS12 report,
several tools have been developed to enhance container
security. For instance, AppArmor is a policy-based
Linux kernel security module that allows system
administrators to restrict process capabilities, such as
network access and file read/write permissions, by using
security profiles.

A monitoring system that leverages Kubernetes for
dynamic resource provisioning in cloud environments was
presented by Chang et al. [11]. Furthermore, Shah and
Dubaria [12] compared the management features of Swarm,
Docker, Kubernetes, and Google Cloud Platform, and noted
that Kubernetes provides features, such as deployment,
monitoring, and ease of scalability.

In the study conducted by Sultan et al. [1], a
comprehensive review of the literature related to container
security was performed. The authors presented the threats
for four utilized cases of securing containers and elaborate
on security threats and solutions to each security risk
concerning each use case. The use cases outlined were
securing containers from applications, protecting containers
from each other and host, and finally, protecting the host
from containers.

Muralidharan et al. [13] introduced a Kubernetes-based
system for monitoring and managing the Internet of Things
(IoT) in smart cities. In [14], Burns et al. documented
the development of container management frameworks at
Google and described the evolution of two internal systems,
Brog and Omega, into Kubernetes.

Approach to feature collection for anomaly detection
in Kubernetes environment and novel agent
for metrics collection from Kubernetes nodes

In this section, we present our implemented system
for monitoring and collecting metrics directly from nodes
(and not from logs) operating within the Kubernetes
environment.

Our system addresses the design challenges associated
with the collection and export of data from nodes for use in
anomaly classification models. Our novel agent service has
been tailored for Kubernetes allowing for easy deployment
within the Kubernetes environment. The agent service
must be installed on every node in order to collect metrics
for the entire cluster, which are then transmitted as time
series data to a central database (DB) for easy analysis and
processing.

Future anomaly classification module

Central DB

>_’(.

Agents send monitoring metrics to central DB

Monitoring agent

Fig. 3. Architecture of the system with proposed new
monitoring agent in the Kubernetes environment for security
purposes

Monitoring agent

Novel agent service for metrics collection
from Kubernetes nodes

In our study, we have designed a novel agent service
within the Kubernetes environment for collecting
monitoring metrics from the nodes!. Fig. 3 presents the
architecture of the proposed system. The objective of this
deployment is to understand the behavior of all nodes, which
is achieved through the deployment of the agent as a pod on
every node within the cluster. To reduce the development
workload, the docker image is based on the node-exporter
service which is specifically designed for the collection
of metrics and monitoring of the host system. Our agent
utilizes the features of the node-exporter service to gather
data and process it into a useful format for further analysis.

The new agent deployment consists of two Kubernetes
components: the exporter service which accesses the
exporter API to understand the metrics and data to be
collected, and the Daemonset which is a Kubernetes
workload that ensures the provisioning of the agent pods
on each node in the cluster.

The agent also requires a prepared Postgres database to
connect to and export our data. The number of records and
the interval at which they are to be recorded are specified as
environment variables in the agent’s deployment definition
and made available to the pods within the deployment.
These variables are utilized by the agent to determine its
operational behavior and tasks.

The selection of metrics from nodes is a challenge in
the implementation of our system. An excessive collection
of metrics would cause an overload on the nodes and
negatively impact performance. To address this challenge,
we have selected the most relevant and useful metrics
for our security-related analysis. This approach not only
captures the behavior of the nodes but also ensures optimal
performance.

Feature collection for anomaly detection
in Kubernetes environment

Our agent exports metrics to the Postgres database. The
collected metrics are arguments we pass to the deployment

! ghadeerda/Kubernetes-monitoring-agent. Available at:
https://github.com/ghadeerda/Kubernetes-monitoring-agent/tree/
main (accessed: 10.04.2023).
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Table 1. The proposed metrics and the feature set to construct anomaly detection model

Collected features (metric name)

Description

cpu_sec_idle

Seconds the CPUs spent in idle mode

disk av_per Filesystem space available percent to non-root users
disk read The total number of bytes read successfully
disk write The total number of bytes written successfully

net _receive

Network device statistic receive bytes

mem_pressure

/proc/vmstat information field pgmajfault

mem_av_per

Memory space available percent

forks_total

The total number of forks

intr The total number of interrupts serviced
loadl 1 minute load average

Load5 5 minutes load average

Loadl5 15 minutes load average

receive_drop

Network device statistic received and dropped

receive_errs

Network device statistic received with errors

transmit_packets

Network device statistic transmitted packets

tcp_sock_alloc

tL)

The number of TCP (Transmission Control Protocol) sockets in state “allocate

tep_sock inuse

The number of TCP sockets in state “in use”

tcp_sock mem

The number of TCP sockets in state “memory”

udp_sock_inuse

The number of UDP (User Datagram Protocol) sockets in state “in use”

udp sock mem

The number of UDP sockets in state “memory”

ipv4_sock inuse

The number of IPv4 sockets “in use”

est_conn TCP connections in the state “established”
lis_conn TCP connections in the state “listen”
open_fds The number of open file descriptors

of pods. It includes current events listed in the Table 1,
that includes the collected feature to construct anomaly
classification model.

The agent service scraps the metrics listed in the table
above and exports them to the central database at an interval
of 10 seconds; the interval is an environment variable that
is exported to the pods. This interval was chosen to strike
a balance between monitoring accuracy and performance
efficiency. Based on research conducted by Akamai [10],
approximately 900 attacks can occur within a 10-second
time frame. Thus, a 10-second collection duration was
deemed appropriate for our purposes. The collected
metrics from central database are then utilized to develop
a classification model for detecting anomalies in container
behavior. This enables us to monitor the behavior of
containers and gather monitoring metrics effectively.

The central database is structured to include a separate
table for each node, wherein each record comprises of
a time-series value and an attack indicator. This attack
indicator column is intended to be utilized in future for the
purpose of identifying attack records for machine learning
modules.

Testing environment

The testing of our monitoring agent was performed in
a real Kubernetes environment hosted on Microsoft Azure
cloud using Azure Kubernetes Service (AKS). The cluster

consisted of two nodes and a public load balancer with
a default security group, and utilized Kubernetes version
1.22.

The docker image was built using prom/node-exporter:
v1.4.0 as builder layer and pushed the new image to our
container registry in Azure cloud. For the agent deployment
we specify 0.5 CPU and 1G RAM, and its service was
exposed on port 9100 for testing.

The result of our experiment is stored in Postgres:
14-alpine database which is running in the AKS and had
an Azure Disk (5G) attached to it to store our data. To test
the metrics obtained from nodes under different conditions,
anew pod was deployed with the “stress” utility to subject
the deployment to maximum usage over a prolonged
period of time. This CPU load test was designed to push
the processing power to its limits and generate different
data values based on the stress load.

Results

Upon executing our agent on various nodes, we have
observed the creation of a table (Table 2) in our database for
each node, which displays the collected metrics accurately
indicating the status of each node before and after the
stress load test was conducted. Our defined metrics were
collected successfully and are presented in a manner that
will facilitate the development of future machine learning
modules.
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Table 2. Example of records in the resulting table in central database, collected metrics for one node with an interval of 10 seconds

id date time cpu_sec_idle | disk av per disffégad dislii\(i)vgrite net receive | mem_pressure | mem_av_per
1 2023-02-12 | 12:33:32 754.765 80.5205 6.66 6.75 3,461 4474 83.9407
2 2023-02-12 | 12:33:42 762.78 80.5205 6.66 6.75 5,428 4474 83.8183
3 2023-02-12 | 12:33:52 771.51 80.5205 6.66 6.75 6,913 4474 83.7209
4 2023-02-12 | 12:34:02 780.2 80.5205 6.66 6.75 8,398 4474 83.6702
5 2023-02-12 | 12:34:12 788.77 80.5205 6.66 6.75 9,883 4474 83.7633
6 2023-02-12 | 12:34:22 797.555 80.5205 6.66 6.75 11,368 4474 83.6889
7 2023-02-12 | 12:34:32 806.21 80.5204 6.66 6.75 12,895 4474 83.83
8 2023-02-12 | 12:34:42 814.2 80.5202 6.66 6.76 14,880 4474 83.537
9 2023-02-12 | 12:34:52 822.91 80.5203 6.66 6.76 16,435 4474 83.5568
10 | 2023-02-12 | 12:35:02 831.535 80.5203 6.66 6.76 17,920 4474 83.5106
11 | 2023-02-12 | 12:35:12 839.535 80.5203 6.66 6.76 19,475 4474 83.6359
12 | 2023-02-12 | 12:35:22 848.29 80.5203 6.66 6.76 21,002 4474 83.5364
13 | 2023-02-12 | 12:35:32 856.925 80.5202 6.66 6.76 22,487 4474 83.5117
14 | 2023-02-12 | 12:35:42 865.21 80.5202 6.66 6.76 24,042 4474 83.5375
15 | 2023-02-12 | 12:35:52 873.925 80.5202 6.66 6.76 25,527 4474 83.5383

The collected metrics are separated by periods of time
considering the env variable (INTERVAL) we defined in
the deployment.

After we apply z-score normalization to understand the
probability of a score occurring within the distribution of
the data, z-score is calculated by dividing the difference
between the observed value and the sample mean by
the sample standard deviation. Results are shown in the
Table 3.

If z-score is close to zero it means that the data point is
close to the average, a positive z-score means that the data
point is above average, and a negative means the data point
is below average.

Z-score data then could be used to build anomalies
detection model. A data point can be considered anomaly or
unusual if its z-score is above threshold values. The optimal
threshold should be investigated. If z-score variance is close
to the normal distribution, recommended optimal threshold
is between —2.0 and +2.0. Otherwise in the case of z-score
variance is more than 1.0, using ordinary threshold cannot
point out anomaly.

Conclusion and future work

Kubernetes has emerged as the most widely adopted
orchestration platform for Docker containers, and

Table 3. Part of dataset after z-score normalization

id date time cpu_sec_idle | disk av_per | disk read | disk write | net receive | mem_pressure | mem_av_per
1 2023-12-02 | 12:33:32 —1.76304 0.63778 —0.70363 | —0.63980 | —1.73033 —0.70616 0.64287
2 2023-12-02 | 12:33:42 —1.74976 0.63778 —0.70363 | —0.63970 | —1.71260 —0.70616 0.60106
3 2023-12-02 | 12:33:52 —1.73529 0.63778 —0.70363 | —0.63959 | —1.69922 —0.70616 0.56779
4 2023-12-02 | 12:34:02 —-1.72089 0.63778 —0.70363 | —0.63938 | —1.68583 —0.70616 0.55048
5 2023-12-02 | 12:34:12 —1.70670 0.63778 —0.70363 | —0.63931 | —1.67244 —0.70616 0.58228
6 2023-12-02 | 12:34:22 -1.69214 0.63778 —0.70363 | —0.63925 | —1.65906 —0.70616 0.55686
7 2023-12-02 | 12:34:32 -1.67780 0.63775 —0.70363 | —0.63918 | —1.64529 —0.70616 0.60506
8 2023-12-02 | 12:34:42 —1.66456 0.63768 —0.70363 | —0.63862 | —1.62740 —0.70616 0.50498
9 2023-12-02 | 12:34:52 -1.65013 0.63772 —0.70363 | —0.63856 | —1.61338 —0.70616 0.51174
10 | 2023-12-02 | 12:35:02 —1.63584 0.63772 —0.70363 | —0.63844 | —1.59999 —0.70616 0.49596
11 | 2023-12-02 | 12:35:12 —-1.62259 0.63772 —0.70363 | —0.63833 | —1.58597 —0.70616 0.53876
12 | 2023-12-02 | 12:35:22 —1.60808 0.63772 —0.70363 | —0.63810 | —1.57221 —0.70616 0.50478
13 | 2023-12-02 | 12:35:32 —1.59377 0.63768 —0.70363 | —0.63792 | —1.55882 —0.70616 0.49634
14 | 2023-12-02 | 12:35:42 —1.58005 0.63768 —0.70363 | —0.63782 | —1.54481 —0.70616 0.50515
15 | 2023-12-02 | 12:33:32 —-1.76304 0.63778 —0.70363 | —0.63980 | —1.73033 —0.70616 0.64287
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is extensively utilized for application deployment
and microservice creation. With advancements in
containerization technology, information technology
organizations are leveraging Kubernetes for managing
their systems and reporting benefits during the deployment
process.

However, security concerns have been raised in the
Kubernetes environment as potential vulnerabilities can be
exploited by hackers to cause damage to company resources.
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AHHOTALUA

BBenenne. B coBpeMeHHBIX 3JaCTHYHBIX CHCTEMaX Ba)KHOHU 3a7adeil sBISETCS MPOTHO3UPOBAHWE U3MEHEHUN B
Harpy304HOM mporeccax. OneHKa CKOPOCTH U3MEHEHUsI HATPY3KH TIOMOTaeT 3a0JIaroBpeMEeHHO aJIallTHPOBATh CTPYKTYPY
CHCTEMBI JIJIsl COXPaHCHUsI KauecTBa 0OCITY»KUBAHYS MTOJIb30BaTeliell. B COBpEMEHHBIX PEIICHHSX MAJIO BHUMAHHUS YIEJICHO
aHaJIM3y CKOPOCTH U3MEHEHHS HArpy3KU, KOTOpask HAPSIMYFO BIMSIECT Ha TO, HACKOJIBKO 3apaHee HeOOXOMMO BKITFOUATh
WJIU BBIKJTFOYATh Y3JIbI U3 BEIYMCIUTEIBHOTO MpoLiecca. B O0IbIIMHCTBE CilyyaeB JaHHbIC HHTEPBAJIBI 3alyCKa 331al0TCs
3apaHee YCTAaHOBJICHHBIMH SMIUPHYECKUMHU 3HAUYCHUAMH. {1 onpeneneHuss CKOpOCTH U3MEHEHHs Harpy304HOTO
Tporecca JOCTaTOYHO PELIUTh 3aa9y JIMHEHHON anpOoKCHMAIUK Ha TPOMEXKYTKE BO3PACTAHIS WM YOBIBAHHS (DYHKIUU
Harpy3ku oT BpeMeHH. CyIIeCTBYIOIIIE METOBI IMHEHHOH ammpoKCHMaIiK He YIOBIETBOPSIOT BCEM TPeOOBaHMUSM,
MIPEIBSBISIEMBIM K OKPYKEHUSIM 3JIACTHYHBIX CHCTeM. B cBs3U ¢ 3TUM HeoOxoamMa pa3paboTka COOCTBEHHOTO METOIa
anmpokcuMari. MeToa. YIpoIieHHbIIH METOT JINHEHHOW anmpOKCUMAIIH OCHOBaH Ha pacueTe IIEHTPa MacC HCXOTHOTO
Habopa NaHHbBIX, a TAKKE CPETHETO0 OTHOCUTEIHHOTO OTKJIOHEHHS YIOPSAOUYCHHBIX TOUEK 10 OCH OpPAUHAT JIPYT OT
npyra. HoBu3Ha MpeIiokeHHOTO METO/Ia 3aKJII0YaeTCs B OJHOBPEMEHHOM KOHCTAHTHOM TOTPEOJICHUN TaMSITH U
OTCYTCTBHH ONEpaluii ¢ KBaJPaTHYHBIMHU 3aBUCUMOCTSAMU. DTO MO3BOJIUT YUECTh BCE TPeOOBaHUs, IPeNbsBIIEMbIE K
(YHKIHOHHUPYOLIMM B OKPYKEHHUSIX dTACTUYHBIX cHCTeM MeToaM. OCHOBHBIE pe3yJibTarhl. Pazpaboran reHeparop
TOYEK B IByMEPHOH IUTOCKOCTH JUTA MTOTYYCHHUS HAOOpa YIOPSIOYEHHBIX TOYEK, Pa30pOCAHHBIX OTHOCUTEIBHO 3aJaHHOH
npsiMoi. ['eHepaTop MO3BOMIAET OLIEHUTh TOYHOCTH MPEATIAraéMoro METO/Ia allMpOKCHMAIH OTHOCHUTEIIEHO JAPYTHX
METOJIOB ITyTEM pacyeTa CPEJIHEro Pe3yIbTUPYIOIIETO OTKIOHCHHS CTEHEPUPOBAHHBIX TOYEK OT 3aJIlaHHOH MPSIMOI.
C noBepHTeIbHON BeposATHOCTHIO 0,95 moka3zaHO, YTO MPU MAaKCUMAaJbHOM KOJIMYECTBE TOUCK B MCXOJHOM Habope
naHHbIX, paBHOM 10 000, CHUKCHHUE BPEMEHH BBITIOJHCHHUS alMpPOKCUMAIUK Oiarogaps pa3padoTaHHOMY METOIY
nocturaet 23 %. 3HaueHHue CPEeJHEro OTKIOHEHHS Uil pa3pad0TaHHOrO METOJa U METOJla HAMMEHBIIUX KBaJIPaToB,
MOJTy4eHHOE B paMKax IKCIIEPUMEHTOB, OiMHaKoBo. O6cy:xkaenne. [TonyueHHbIe pe3yabTaThl MOTYT ObITh IPHMEHEHBI
B CEPBHCAX aBTOMATHYECKOIO MACIITA0OMPOBAHMS AIACTHYHBIX CUCTEM C LEJIbI0 CHH)KEHUS BPEMEHH BBIITOJIHEHUS
TIPOTHO30B CKOPOCTH U3MEHEHHUS Harpy304HBIX MMpo1eccoB. Pa3zpaboTaHHbI METOJ, B OTIMYHE OT METO/Ia HAMMEHBIINX
KBaJIpaToOB, JUIIEH HEIOCTATKA, CBA3aHHOTO C ONEPAIUSIMH C KBaJPAaTHYHBIMU 3aBHCUMOCTSIMH, YTO 00ECIIEYNBACT
BO3MOKHOCTB 00JIee IIMPOKOTO €ro MPUMEHEHUSI B YCIIOBUSX OTPAaHUYCHHOCTH PAa3PSIHON CETKU HEKOTOPBIX aPXHUTEKTYP.
KuoueBble ciioBa

JIMHEHHAS alllPOKCUMAITHSL, DJIACTHYHBIC CHCTEMBbI, aBTOMATHYECKOE MaclITabupOBaHUE, METO] HANMEHBIIINX KBa[PaToB,
METOJT IOCTH)KCHHSI KOHCCHCYCa Ha OCHOBE CIIYYalHBIX BBIOOPOK, METO/] IJIABHBIX KOMIIOHCHT
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Abstract

In modern elastic systems, an important task is to predict changes in load processes. Estimating the load change rate
helps to adapt the system structure in advance to maintain the quality of user experience. In modern solutions, little
attention is paid to the analysis of the load change rate which directly affects how far in advance it is necessary to turn
nodes on or off from the computing process. In most cases, these trigger intervals are set to pre-set static values. In order
to determine the load process change rate, it is sufficient to solve the linear approximation problem over the interval of
increase or decrease in the load function over time. The existing methods of linear approximation do not satisfy all the
requirements for the elastic systems environments, which necessitates the development of own approximation method.
A simplified linear approximation method ZFLAM is based on the calculation of the center of the initial data set mass
as well as the average relative deviation of the ordered points along the ordinate axis from each other. The novelty of
the proposed method lies in the simultaneous constant consumption of memory and the absence of operations with
quadratic dependencies, which makes it possible to satisfy all the requirements for methods operating in elastic system
environments. A two-dimensional plane point generator has been developed which makes it possible to obtain a set of
ordered points scattered relative to a given line. The developed generator makes it possible to evaluate the accuracy of the
proposed approximation method relative to other methods by calculating the average resulting deviation of the generated
points from a given straight line. It was revealed that with a confidence probability of 0.95, with the maximum number
of points in the original data set equal to 10,000, the reduction in the approximation execution time due to the developed
method reaches 23 %. It was determined that with a confidence probability of 0.95, the value of the mean deviation for
both methods in the framework of the experiments is the same. The obtained results can be applied in the elastic systems
automatic scaling services in order to reduce the execution time of load processes change rate forecasts. The developed
method, in contrast to the least squares method, is free from the disadvantage associated with operations with quadratic
dependencies, which makes it possible to use it more widely in the conditions of limited bit grid of some architectures.

Keywords

linear approximation, elastic systems, automatic scaling, least squares, random sample consensus, principal component
analysis
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BBenenue

CoBpeMeHHBIC BEIUUCIUTENBHBIE CHCTEMBI paboTaroT
B YCIIOBHAX M3MEHSIOMINXCS BO BPEMEHH HArpPy309HBIX
niporieccos [ 1]. I[IpuanHbl JaHHBIX U3MEHEHUN UMEIOT Pa3-
JIMYHYIO TIPUPOJLY: CYTOYHAsl aKTHBHOCTD I0JIb30BATENCH,
0COOEHHOCTH aBTOMAaTH3UPYEMBIX CHCTEMON OM3HEC-TIpo-
LIECCOB, MOPSI0K (PYHKIIMOHUPOBAHUSI CMEXHBIX CHCTEM
u T. 1. [l coxpaHeHHsT IPUEMIIEMOTO YPOBHS KauecTBa
IPE/IOCTABIICHNS YCIYT BBIYUCIUTEIbHBIE CUCTEMBI JI0JIK-
HBI 00J18]1aTh BO3MOXKHOCTBIO M3MEHEHUSI CBOCH CTPYKTYPbI
B 3aBHCHMOCTH OT Xapakrepa o0pabarsiBaeMoi Harpy3KH.
JlarHast BO3MOXHOCTB JIOCTUTACTCS pa3pabOTKON M BHE-
JIPEHUEM B CHCTEMY ITPOIecca aBTOMATHIECKOTO MACIIITa-
OMpOBaHNs, KOTOPBIN aHATM3UPYET MPOTEKAFOIITIE B CHCTe-
Me Harpy304HBIC POIECCHl. A TaK)Ke MyTeM JT00aBICHUSA
YT ICKITIOUCHNS BRIYUCIATEBHBIX Y3JI0B TP aAaNTallunu
CTPYKTYPBI CUCTEMBI [T 00paboTKH HEOOXOMMOTO KOJIU-
YeCTBa 3aMPOCOB. BBIUNCINUTENBHBIE CHCTEMBI C PEaTH30-
BaHHBIM ITPOIIECCOM aBTOMATHYECKOTO MACIITaOUPOBAHHMS
Ha3bIBAIOTCS DIIACTUYHBIMU crcTeMamu [2].

B coBpeMeHHBIX AMTaCTHYHBIX CHCTEMaX MPOLECChI aB-
TOMaTHYECKOTO MaclITabupOBaHUsI BKIIIOUAIOT B ceOst Me-
XaHU3MbI IPOTHO3UPOBAHMSI HATPY30YHBIX MPOLIECCOB [3].
JlaHHBIE MEXaHU3MBI TIO3BOJISFOT IIPOAKTHBHO PEarnpoBaTh
Ha U3MEHEHHUS B TIOTOKAaX IMOJB30BaTEIIHCKUX 3aIIPOCOB,
OCHOBBIBASICH Ha JTAHHBIX O XapaKTepe Harpy30YHBIX MPO-

1eccoB B npouuioM. Hampumep, 3apanee 3amyckas He00-
XOIMMOE KOJMYECTBO BBIUMCIUTENBHBIX Y3JI0B IIPH pOCTE
HAarpy3Kd WIH BBIBOAS M3 BBIYMCIHUTEIBHOIO Ipolecca
Y3761 IPH €€ CHUKEHUH [4].

OpfHaKo B COBPEMEHHBIX PEIICHUAX MaJI0 BHUMAHHUS
YAETIEHO aHAJIN3Yy CKOPOCTU N3MEHEHUs Harpy3Ku, KoTopas
HAaIpsIMyIo BIIUSIET HA TO, HACKOJIBKO 3apaHee HEe0OXOIMMO
BKJIIOYATh MJIM UCKIIIOYATh y3JIbl U3 BBIYUCIUTEIBHOTO
nporecca. B OTKPBITBIX HCTOYHMKAX HE yAaJIOCh HAUTH
pEIIEeHH, TO3BOJISFOIINX OLEHNBATH CKOPOCTh H3MEHEHUS
Harpy304HOTO Tporecca Uil 00ecedeH sI BO3MOKHOCTH
CBOEBPEMEHHOTO M3MEHEHHS CTPYKTYPBl JTACTUYHON CH-
cTeMbl. B OombIMHCTBE CiTyuaeB JaHHbIC MHTEPBAJIbI 3aITy-
CKa 3aJ1af0Tcs 3apaHee yCTaHOBICHHBIMU SMITHPHYECKUMHI
3HAYEHUSIMH [5].

ITocTtanoBka 3agauu

[Tycth MMeeTcst HeKoTopast CIIPOTHO3NPOBAHHAS 3aBHU-
CHUMOCTb MHTEHCHBHOCTH BXOJSIIIIUX B CHCTEMY 3aIpOCOB
A ot Bpemenu (puc. 1). PaccMoTpum mpomMexkyTOK BO3-
pactanusg GyHkouu A(7), HAYUHAS C MOMEHTA BPEMEHH 7|
U 3aKaH4uMBas 5. [ onpesesieHust CKOPOCTH M3MEHEHUS
Harpy304HOTO Mpolecca J0CTaTOYHO PEIINTh 3a/1ady JIn-
HEHHOW amnmpoKCUMalMK Ha MPOMEXYTKE BO3paCTaHHs
¢ynkmn A(f). IomyyeHHast anmpoOKCUMUPYIOLIas psimMast
00pasyeT ¢ 0CbI0 X HEKOTOPBIN yroJ o, KOTOPBIH M onpe-
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Puc. 1. 3anaya annmpoKCUMalKy IPH IPOTHOZUPOBAHUH
CKOPOCTH M3MEHEHHMS Harpy304HOTO IpoLecca

Fig. 1. Approximation problem in predicting the load process
change rate

JIeNeT BEJTMUUHY CKOPOCTH BO3PACTaHUs HHTCHCUBHOCTH
3aMpocoB K CUCTEME Ha pacCMaTpUBAEMOM IPOMEXKYTKE
BPEMEHHU.

Jlost perienyst 3a1a4u anmpoKCUMAIMK BEIOEPEM METO],
HaunOoJsee MOIXOASIINN U Pa3HOOOPA3HbBIX OKPY>KEHUH
anacTHuHbIX cucteM. C ydetom ocoOeHHOCTEH (yHKIHO-
HUPOBAHUSI TAKUX CUCTEM c(hOpMyITpyeM psizt TpeOoBaHM
K paccMaTpHBaEMbIM METOAM aIllPOKCUMALIHH.

Mertoz omKeH paboTark ¢ yIopsiI04eHHBIM 110 BpeMe-
HU HaO0OpOM JTaHHBIX. BpeMeHHbIE TapaMeTphl B A1acTHY-
HBIX CHCTEMaX MOCTYMNAOT K y3JIaM YIPaBJIE€HHs OT CUCTEM
MOHHUTOPHHIA U TEJIEMETPUH, KOTOPHIC B OOJIBITMHCTBE
ClIydaeB OTMPABIAIOT JaHHbBIC Yepe3 PaBHbIC MPOMEKYTKH
BpeMeHH [6].

Merton tomkeH o0JaiaTh IMHEWHO! aJIrOPUTMHYECKOI
CJIOHOCTBIO, a TaK)Ke JIMHEHHOW 3aBHCHMOCTBIO 00beMa
MoTpeOIIEMON NaMsATH OT KOJMYECTBA BXOAHBIX JIaHHBIX.
B OKpyXEHHUSAX 3IACTHYHBIX CHCTEM 4acTo (PYHKLIHOHU-
pyeT OONBIIoe KONMWYSCTBO PA3NUIHBIX TMPHIOKEHAN [6].
Tak kak 3a/a4a IPOTHO3UPOBAHUS CKOPOCTH M3MEHEHHUS
Harpy304HbIX MPOILECCOB BO3JIOKEHA Ha yTPABIISTIOIINI
y3€JI CUCTEMBI, TO NPH BBIIIOJHEHUH JJAHHOW 3a/1a4n He-
00XOAMMO COXPAaHUTH TPEOOBAHMSA K OTKa30yCTOHYMBOCTH
JaHHOTO y37a. [ToBBIIIEHHAS aNrOPUTMUYECKAst CIIOKHOCTh
U MoTpellIeHne MaMITH B TpoIleccax MPOrHO3UPOBAHUS
MOYKET HEeraTHBHO CKa3aThCsl Ha CTaOMIILHOCTH (pyHKIIHO-
HUPOBAHUS CUCTEMBI B LIeI0M [7-9].

Merton nomkeH paboTaTh B YCIOBUSX OTpaHUYCHUH,
HaKJIaJbIBACMBIX HEKOTOPBIMHU apXuTeKTypamu. Hampumep,
9NIACTHYHBIC CHCTEMBI, pPA0OTAIOIINE B OKPY)KCHUSIX HHTEP-
HeTa BEIeH 1 BCTPauBaeMbIX CHCTEM, IMEIOT B CBOEM pac-
TIOPSPKEHNU MEHBIIYIO Pa3psIHYIO CETKY MpPEeICTaBICHUS
THIIOB JJaHHBIX, YEM CHCTEMBI, pa0OTAIOIMNE B OKPY/KEHHUSIX
00JIaYHBIX CHCTEM OOIIETro Ha3HAYCHNUS.

B pesynbrare aHau3a mpeaMeTHON 001acTH ObUIN BBI-
Opanbl HanboIIee MOMYIISIPHBIE METO/IBI, PENIAOIITIE 3a0a91
JUHEHHON anmpoKCUMAIIUH yIIOPsA04eHHOro Habopa J1aH-
HbIX [10]: meton HauMensiux kBaaparos (MHK), meton
JOCTHIKCHUSI KOHCEHCYCa Ha OCHOBE CIIy4allHBIX BBIOOPOK
(Random Sample Consensus, RANSAC), meTox riaBHBIX
xomnoneHT (Principal Component Analysis, PCA).

MeTtoa HamMeHBIIUX KBagpaToB. Hamboee norry-
JISIPHBIA METOJT pEICHHs 3a/1a4 JIMHESHHON anmpoKCHMaIin

11]. CyTb MeTO/1a 3aKITI0YAETCs B HAXOXKICHUH Kod(uiu-
€HTOB IIPSIMOM, NPU KOTOPBIX CyMMa KBaJ[paToOB OTKJIOHE-
HUH almpOKCUMUPYEMBIX 3HAYEHHH OT COOTBETCTBYIOIINX
3HAUEHUH ATON MPSAMOM SIBIIETCSI MUHUMAIbHOHN. Perm
JTAHHYIO 3a/1a4y, ONpeAeINB MUHUMAJIbHbIC 3HAUCHNUS CIIe-
nIyromei GpyHKInu:

Flk, b) - i@i—(mi+ b2, (1)

e k, b — ko3P PUIHEeHTH THHEWHOW 3aBUCHUMOCTH (YTOJ
HAKJIOHA U CMEIIEHNE COOTBETCTBEHHO); /1 — BEJIMYMHA HC-
XOIHOM BBIOOPKH; V', X — KOOPIUHATBI NCXOJHOH BHIOOPKH.

Haiinem ko3 ¢uumeHTs! a u b, pu KOTOPIX (QYHKIHS
(1) mpuHHMaeT HauMeHbIlee 3HaYeHue. J{J1s1 3Toro pemum
CUCTEMY ypaBHEHHMH M3 YaCTHBIX ITPOU3BOJHBIX JaHHOM
(DYHKIMY TIO COOTBETCTBYIOLIMM Kod(p(UIEeHTaM JINHEH-
HOH 3aBHCHUMOCTH:

n n n
nzlei - Zixi _Zlyi
= = =

n ) n 2
ny.xi— (Zx,-)
-1 -1

a=

n

;%‘ —ay.x;

i=1

n

MeToa NOCTHKEHUSI KOHCEHCYCa HA OCHOBE CJy-
4yaiiHBIX BBIOOPOK. B ciiydae ABymMepHOro npocTpaHcTBa
ucnonb3yeM Meron RANSAC, xoTopslii 3aKiitouaeTcs B
CIlydaifHOM BBIOOpE ABYX OMOPHBIX TOYEK M3 MCXOJHOTO
Habopa JTaHHBIX M OIEHKE CTETICHH yJAJICHHOCTH BCEX
TOYEK OT mody4uBIIeics mpsmoit [12]. Touku, nexamme
B TIpe/ieIax 3a/laHHOTO PACCTOSHUS, HAa3bIBAIOTCSI HEBBI-
O6pocamu. B pesynpraTe BRIOEpEM MPSIMYIO, HMEIONTYIO
HauOOoJIbIIIee KOJIMYECTBO HEBLIOPOCOB B OKPECTHOCTH, 3a-
JTAHHOM OTIpPEIIeTICHHBIM 3apaHee TPAaHUIHBIM PACCTOSHUCM.
Br160p OMOpHBIX TOUEK MPOUCXOIUT UTepaTuBHO. OlLieHKa
KOJIMYECTBA UTepaIMi UMEET BUJL:

- lel=p) ’
lg(1 - ")

IJIe p — BEPOSITHOCTH CYILIECTBOBAHMS OTIOPHBIX TOUEK 0e3
BBIOPOCOB; (0 — JI0JIsl HEBBIOPOCOB; 71 — KOJIMUECTBO TOUYCK
B ICXOZIHOM Ha0Ope JIaHHBIX.

Mertoa rinaBubix komnoHeHT (PCA). B 3anauax nu-
HeltHol perpeccun npumensiercs meton PCA, kotopsrit
MOJYYHJI IINPOKOE PacIpoCTpaHeHne, Oaroaaps BO3MOX-
HOCTH TIOMCKA JINHEHHBIX MTOAMPOCTPAHCTB, T CYMMapHAas
JIUCTICPCHUS IPOCKIIUY UCXOMHBIX JAaHHBIX MUHUMalbHA
[13]. Llexs MeTona — MOUCK COOCTBEHHBIX BEKTOPOB H
COOTBETCTBYIOIINX COOCTBEHHBIX 3HAaUCHUU. B ciydae
JIMHEHHOM aNNnpoKCUMAaLUU B ABYMEPHOM IIPOCTPAHCTBE
JIOCTATOYHO HAMTH /IBA OPTOTOHAIEHBIX COOCTBEHHBIX BEK-
Topa. Eciu BBIOpaTh BEKTOP ¢ HAUOOJIBIINM COOCTBEHHBIM
3HAUEHHMEM, TO JIJISl HAXOXKACHUS NCKOMOM IpsiMOil JocTa-
TOYHO MPOBECTH JIMHUIO B HANPaBICHUM JAHHOTO BEKTOpa
4epes «IEHTP Macc» MCXOJHOro Habopa JaHHbIX. B ciryuae
BEKTOPa C HANMEHBIIUM COOCTBEHHBIM 3HaYCHNEM HE00XO0-
JUMO MIPOBECTH MPSIMYIO YepPe3 LIEHTP MACC NEPHEHIUKY-
JISIPHO HATIPABJICHUIO TaHHOTO BEKTOpA.
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ITo pesynbraram aHajgn3a METOJOB BBISBICHO, YTO Me-
tobl RANSAC u PCA B cBouX peanu3anusx TpeOyroT
MIPOBEJEHUS ONepaluil ¢ MaTpULaMH, KOTOPbIE CaMU 110
ceOe 00aal0T HEMHEHHOM alrOPUTMUYECKOM CIIOXKHO-
cTbio. Kpome Toro, 1aHHBIE MaTpHUIlbl HEOOXOIMMO MOJI-
HOCTBIO IPOMHUIINAIN3UPOBATH B HAUaJle UCIIOJTHECHHUS
aJATOPUTMA, YTO MPHU OOIBIINX HA0Opax JaHHBIX BEICT
K MOBBIIIEHHOMY 00beMy moTpebnenus namsatu. MHK,
B CBOIO OYepe/ib, JUIIEH JaHHBIX HeJ0CTaTKOB. OqHAKO
KBaJpaTHYHbIC 3aBUCHMOCTH MOTYT NPUBECTH K IMepe-
IIOJIHEHUSIM B YCIIOBUSIX OIPAaHUYEHHOU pa3psiiHON CETKU
KOHKPETHOH apXUTEKTYphl. B ¢Bs3U ¢ 3TUM BO3HUKJIA HE-
00XOJMMOCTB pa3paboTKN METO/1a alIPOKCHMAIIHH, YI0B-
JIETBOPSIIOIETO BCEM paHee 3asiBICHHBIM TPEOOBAHMSIM.

OnucaHue npeiaraeMoro MeToja

IlycTe umeeTcss HEKOTOPBI MacCUB TOYEK, YIIOPSILO-
YeHHBIN 10 ocu x. Kaykaas Touka uMeeT KOOPAWHATHL X U Y
(%5 v;). Yron HaKJI0HA aNMPOKCUMHUPYIOILEH IPAMOH MOXKHO
OLIEHUTBH ITyTEM pacdeTa CPeHEro OTHOCUTEILHOTO OTKJIO-
HEHUS yIOPsI0YEHHBIX ToueK (A) IO OCH y APYT OT Apyra:

N
201 =yi)
A==, @
Xp— X1

rae N — KOJIMYEeCTBO TOUYEK B HCXOAHOM HAOOPE; X, 1 X| —
KOOpPJMHATHI KpallHel mpaBOi U JIEBOK TOYEK I10 OCH X.
OTmeTnM, 9TO pa3HHUIIA KOOPIWHAT TI0 OCH ) bepercs He
10 MOJLYJIIO.

UYToOBI OIIpeAeUTh NEPBYIO TOUKY, Yepe3 KOTOPYIO Oy-
JIeT IIPOBE/ICHA aPOKCUMHUPYIOIast mpsMast, He0OX0IUMO
OIPEIETUTL KOOPAMHATEI X, U ). KLEHTPA MACC» YIOPL0-
YEHHOT'O UCXOAHOTO Habopa TOUeK:

N
X
=1

N
o 3)
;y[

N

Hcnonb3ys MoyueHHY0 BEIUYHHY CPEAHEro OTKIO-
HeHMs (2), TONy4YUM KOOPIMHATHI X, U ), BTOPOH TOYKH,

Jiexalend Ha HICKOMOM IpSMOH:

xp=x.+1
=y +A° @)
Vb= Ve

YpaBHeHME pPe3yAbTUPYIOLIECH alMpOKCUMUPYIOUIEH
npssMoit y = kx + b chopMupyeM ¢ MOMOIIBIO N3BECTHBIX
(dopMyI ISt HAXOXKJICHUS YIIa HaKJIOHA MPSIMOM k 1 cMe-
meHust b:

Yb—Ve
oY
e 5)
_ xb(yb_yc).
by
Xp — X¢

[lycTh maH ymopsI0YeHHBI MAaCCHB TOYCK, NMCIOIINX
criemyrorme koopauHatsl: (1; 1); (25 3); (3; 2); (4; 3); (55 3);

(65 5); (7;4). Paccunuraem cpenHee OTHOCUTEIHHOE OTKIIO-
HeHue Touek (2): A= 0,5. OnpenenrM KOOPIUHATHI «II€H-
Tpa Macc» Habopa JIaHHBIX B COOTBETCTBUH C CHCTEMOM
ypaBHenuii (3): x.=4; y.= 3, a KOOpAUHATHI BTOPOI TOUKH,
Jexaniel Ha uckoMoi npsamoii ¢ (4): x, = 5; y, = 3,5. C no-
MOIIBIO TIOJTyYEHHBIX KOOPAWHAT JIBYX TOUEK U CHCTEMBI
ypaBHEHHH (5) paccunTaeM yroyl HaKJIOHA kK ¥ CMETICHIE
b nckomoii mpsimoii: k= 0,5; b = 1. B pe3ynbrare momryaum
YPaBHEHHE allIPOKCUMUPYIOLIEH MPSAMOIL:

y=kx+b=0,5x+1.

ITocTanoBka IKCIIepUMEHTa

Jl1 IpoBeieHUs HKCIIEPUMEHTOB U OILIEHKH TOYHOCTH
paccmarpuBaeMbIX alITOPUTMOB Ha si3bike Perl pazpadoran
reHepaTop UCXOAHOT0 Habopa JaHHBIX, TTO3BOJISIONINH 110-
JYYNUTh Ha OCHOBE ypaBHEHUsI HEKOTOPOH MpsiMoil Habop
YIIOPSIOYEHHBIX 110 OCH X TOUEK, pa30pOCaHHBIX OTHOCH-
TEJBHO 3aJaHHOM MpsiMoit J' (puc. 2).

Hcnonb3oBaHue reneparopa cily4aHbIX YUCEIN SIBIIS-
€TCsl IPUUYUHOM BO3MOKHOM CUTyallUM, KOTAa CpeaHEe
OTKIIOHCHHE A, BCEX CTCHEPHPOBAHHBIX TOYCK CTAHOBHTCSE
OTJIMYHO OT HYJIA, TEM CaMbIM HECKOJIBKO CMENIasd MpAMYIo
y' 1 0bpazyst npsimyto ). Takum 00pa3oM, TOYHOCTH ari-
IMPOKCUMUPYIOLICTO METOAAa OLUCHHUM OTHOCHUTCIIBHO IIpA-
Mot )"

OTMeTHM, 4TO M3HAYaJIbHO /ISl OLEHKHU TOYHOCTH KO-
3¢ uIMEHTOB NPsIMOI Y HET, TaK KaK Ha BXOJI aJITOPUTMaM
MIOIaeTCsI TOJIBKO HAOOp CreHepHpPOBAaHHBIX YIOPSI0UCH-
HBIX TO4eK. JJIst perenust faHHo# 3a/1a9u pa3padOTaHHbIN
TEHEepaTop TAKKE PACCUUTBIBACT CPEHEE PE3YIBTHPYIOIIEE
OTKJIOHEHHE CTEHEPUPOBAHHBIX TOUEK OT 3aJaHHOM NpsAMOi
y'. Takum oOpazom, mpsimasi )", OTHOCUTEIFHO KOTOPOH
HEOOXOIMMO OLICHUBATh TOUHOCTh PACCMATPUBAEMBIX Me-
TOJIOB, YHCIIEHHO TIPE/ICTaBIICHA B BUE:

N
2A
=
Acp = 7 .

Paccunraem napamerp A, 1UIst Kax10ro KOHKPETHOTO
METO/Ia U OLIEHUM OTHOCHUTEJIbHYIO TOUHOCTh paccMarpu-
BaE€MbIX METO/IOB alIIPOKCUMALIH.

N3-3a HecoorBeTcTBHA MeTo10B RANSAC n PCA
MPEIBABIAEMBIM OTPAHUYCHISIM IO OBICTPOACHCTBHIO U
MOTPEOJICHHUIO MAMSTH IeJIeco00pa3HO CpaBHUBATH pa3pa-
OoTaHHBIN MeTOT TOIBKO ¢ MHK.

B mporiecce mpoBeneHns SKCIIEPIMEHTOB CTeHepHpPyeM
MHOXXECTBO CHHTETHYECKUX HaOOpOB MaHHBIX. CpaBHUM
peanu3aii METO/I0B Ha sI3bIKE Cch. Pa3paboTranHbIit MeTO
1 MHK ncnonp3yroT uTepaTuBHBIN TOAXO/ K pacueTy mpo-
MEXYTOUHBIX 3HAU€HUH, CYUTHIBAs HA KAKIOW UTEpaluu
KOOPJMHATHI OYepeIHON TOUKH. Takoii moaxos obecredn-
BaeT KOHCTaHTHOE, OJHM3KOe APYT K JAPYry MOTPEOICHUE
MaMSTH B 00CHX pealin3alusiX U IMO3BOJISCT UCKITFOYUTh
€ro W3 TOKa3aTellell s CpaBHEHUs. BpeMst HCTIOTHEHUS

I Github zhmylove/Math-LinearApprox. ZFLAM — fast
linear approximation of 2D sequential points [DnekTpoHHBI
pecypc]. Pexxum nocryma: https://github.com/zhmylove/Math-
LinearApprox (mara oopamenus: 08.12.2022).
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OTH. ex.

OTH. en.

Puc. 2. OuieHKa TOYUHOCTH METOa OTHOCUTEIIBHO
CreHEpPUPOBAHHON MPAMOI

Fig. 2. Estimation of the method accuracy with respect
to the generated straight line

Ha TIPOLIECCOPEe 3aMEPHUM TOJIBKO JJIsI allTOPUTMUYECKON
YacTH KaXKJIOW peasiu3aluu, TaKk Kak B 9TOM ClIydae OHO
HE BKJIIOYACT B ceOs1 BPEMCHHBIC 3aTPaThl HA ONEpaIlluu
BBOJIa/BBIBOJIA.

BEIITOTHIM anmpoKCHMAIIUIO TOYEK B UCXOIHOM Habope
nanHbIxX B auarazone ot 10 qo 10 000 rouek. st kaxkaoro
konmuecTBa Touek nposeneM 100 000 skcriepuMeHTOB ISt
CHIDKCHHS BIIVSTHUS T€HEPaTOpa CIIyJIaifHBIX YHCEeI Ha pe-
3yABTAT U TIOBBIIICHHUS TOYHOCTH UTOTOBOI OTICHKH.

DOKCTIEpUMEHTHI OCYIIECTBUM Ha TECTOBOM CTEHJE C
yCcTaHOBIeHHBIM Tiporieccopom AMD Ryzen 7 2700X.
3amyck peanu3anyil BBIIOIHUM B OKpykeHuun WSL2 mox
yIrpaBJieHueM ornepannonHoi cucremsl Windows 10.

PesyabTarsl

ITo 3aBepIeHNIO 3KCIEPUMEHTOB BBISBICHO, UTO C JI0-
BEPHUTEIBHOI BeposTHOCTHIO 0,95, HaunHas ¢ 50 Touek B
HMCXOTHOM Ha0ope JaHHBIX, pa3paboTaHHBIN METOJ 3aTpa-
YHBAET HAa PAacyeT MEHBIIIE MMPOI[ECCOPHOTO BPEMEHH, YeM
MHK (puc. 3). CHmxeHue BpeMEHHU BBITIOTHEHUS PacTET
JUHENHHO U focturaet 23 % Mnpu KOJIUYECTBE TOUEK B HC-
XOJJHOM Habope naHHbIX paBHoM 10 000.

OmnpeneneHo, 4To ¢ JOBEPUTEIbHON BEPOATHOCTHIO
0,95 3HaueHue cpeHEro OTKIOHEHHMS JUIsl 000MX METOIOB B
paMKax 3KCHEPUMEHTOB OIMHAKOBO, YTO CBUJICTEILCTBYET
00 OTMHAKOBON WX TOYHOCTH.

Br1OpaHHBIi HaTa30H KOTHYECTBA TOYCK [UIS alllpOK-
CHMAIIMU B 3KCHEPUMEHTAX MOKPBIBAET OOJIBIIMHCTBO pe-
aJIbHBIX HAOOPOB TAaHHBIX, KOTOPBIH JOJDKEH MOCTYNATh OT
CHCTEMbI MOHUTOPHHTA TSl OLIEHKH CKOPOCTH M3MEHEHHS
Harpy3ku. Hampumep, ecnu oOpatutbest kK rpaduky cym-
MapHOTO TpaH3uTHOTO Tpaduka uepe3 y3iusl MSK-1X B
JACHb U B HEACIIO, TO MOKHO 3aMETUTh, YTO POCT HAIrpy3Ku

300

200

100

[Iponeccoproe Bpems
BBITIOJTHEHUSI QIITOPUTMA, MKC

0 4000

8000
KonmaecTBo Todek A1 anmmpOKCUMAIIHH, IIT.

Puc. 3. CpaBHEeHHE pe3yabTaToB pa3pabOTaHHOTO METO/IA
M METO/Ia HAMMEHBIINX KBA/IPaTOB

Fig. 3. Comparison of the developed method results and LSM

HaOmoaeTcst B cpeaHeM HauuHas ¢ 04:00 u 3akaHuMBas
20:00!. B exenneBHOM rpaduKe 1Iar 110 BPEMEHU PaBeH
5 mun. Taknm 006pa3oM, CyMMapHOE KOJTMIECTBO TOUEK JUIsl
anmpOKCUMAaIH paBHO 32. OHAKO NAaHHEIA TpaduK SBIS-
€TCsl arperupOBaHHBIM 10 MHOXKECTBY CUCTEM. B Kaxknoi
KOHKPETHOHM CHCTEME MOTYT OBITh CBOM OCOOCHHOCTH PO-
CTa U CHIDKCHUS Harpy3KH M BPEMEHHOTO I1ara MoyIeHus
JTAaHHBIX C MOHUTOpUHTA. Hanpumep, mpu ToM ke meprone
pocrTa, JaHHbIE OT MOHUTOPUHTA MOTYT MOCTYIIATh KaX(ble
10 ¢, uTo B UTOre JaeT Ha BBIXOAE 5760 TOUEeK JUIs anmpoK-
cumaryy. Takas yacTora ornpoca IHPOKO paclpoCTpaHeHa
B OKpPY)KEHHU MHTEpHETa BEIlleH, Korna HeoOX0IMMO CHU-
Marh ITOKa3aHusl ¢ AHAJIOTOBBIX JIATYMKOB MJIN CEHCOPOB C
HEKOTOPOM CTENEHBIO arperaluuy mno speMenu [14].

3akJ/ioueHne

[IpennoxeHHbIH METOJI TUHEHHON anmmpoKCUMAaLMU
BPEMEHHBIX MapaMeTpOB B DJIIACTUUYHBIX CHUCTEMaxX IO-
3BOJISICT JOOUTHCSI CHU)KCHUSI BPEMCHU BBITIOJTHCHHUS all-
MPOKCUMAlMU [0 CPABHEHHUIO C METOJOM HAaUMEHBIIUX
KBaJ[PaTOB C COXPAHEHUEM TOYHOCTH pe3yibTara. Takke
pa3paboTaHHBINA METON, B OTIIMYHE OT METO/Ia HAMMEHBIITIX
KBaJpaToB, JINIIICH HEJJOCTATKa, CBI3aHHOTO C OTepaIiisIMu
C KBaJIPaTHUIHBIMH 3aBUCHMOCTSIMH, YTO 00CCIIeIHBaECT
BO3MOXXHOCTB 00JI€€ MHUPOKOTO ero MPUMEHEHHUS B yC-
JIOBUSIX OTPAaHUYEHHOCTH Pa3psIHON CETKH HEKOTOPBIX
ApPXUTEKTYP.

I AxumonepHoe o6mmectBo «LleHTp B3auMOAEHCTBUS KOM-
npioTepHbIX cereit « MCK-IX» (AO «IIBKC «MCK-IX»).
CyMMapHBIi TpaHK YIaCTHUKOB, nepenaBaeMblii uepes MSK-I1X
[Onexrponnslii pecypc]. Pexxum noctyna: https://www.msk-ix.ru/
traffic/ (mara obpamenus: 08.12.2022).
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Abstract

The work presents results of modeling Public Transportation Networks (PTNs) of Saint Petersburg (Russia) and highlights
the roles of stations (stops) in this network. PTNs are modeled using a new approach, previously proposed by the authors,
based on weighted networks with node attributes. The nodes correspond to stations (stops) of public transport, grouped
according to their geospatial location, while the node attributes contain information about social infrastructure around
the stations. Weighted links integrate information about the distance and number of transfers in the routes between the
stations. The role discovery is carried out by clustering the stations according to their topological and semantic attributes.
The paper proposes a software framework for solving the problem of discovering roles in a PTNs. The results of its
application are demonstrated on a new set of data about the PTNs of Saint Petersburg (Russia). The significant roles of
the nodes of the specified PTNs were discovered in terms of both topological and infrastructural features. The overall
effectiveness of the PTNs was assessed. The revealed transportation and infrastructural shortcomings of the PTNs of
Saint Petersburg can be considered by the city administration to improve the functioning of these networks in the future.
Keywords

node-attributed network, public transportation network, role discovery, network node classification, network topology,
social infrastructure
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Role discovery in node-attributed public transportation networks: the study of Saint Petersburg city open data

AHHOTaNMA

Beenenue. [IpencraBineHbl pe3ynbTaTsl MOJACIUPOBAHUS U BBIICICHUS pOJel CTaHIUN (OCTAaHOBOK) CeTei
obmecTBeHHOTrO TpaHcnopra Ha npuMmepe Cankr-IlerepOypra (Poccus). MeToa. MozpennpoBaHue BBITIOIHEHO C
MIPUMEHEHHEM HOBOTO ITOAXO0/1a, MPEATI0KEHHOTO aBTOPaMHU, Ha OCHOBE B3BEIICHHBIX CETEH ¢ aTpuOyTaMH y3JI0B.
V35bl mpeAcTaBIsAI0T co00i cTaHIMU (OCTAaHOBKHM) OOIIECTBEHHOTO TPAHCIIOPTA, CIPYHNIUPOBAHHBIE IO HX
reoINPOCTPAHCTBEHHOMY ITOJIOKEHHUIO. ATpHUOYTHI Y3JI0B COZlepKaT HHPOPMAIMIO O COLMATBHON HHPPACTPYKType
BOKPYT CTaHIIMi. B3BeleHHbIe CBsI3M HHTErPUPYIOT MH(OPMALIMIO O PACCTOSIHUM U KOJTMYECTBE TIePecaiok B MapIIpyTax
JIBUKEHUS MEXKAY CTaHIMAMU. Beigenenue posueil ocymecTBIEHO ¢ MOMOIIBIO KIACTEPU3ALNN CTAHIUHN 10 UX
TOMOJIOTHYECKHM U CEMaHTHYECKHM aTpuOyTaM. OCHOBHBIe pe3yabTaThl. [Ipeanoxken mporpaMMHBIH GpeiiMBOpK
JUISL pETIIeHHs 337191 BBIICICHUS POJISH B CETH OOIECTBEHHOTO TPAHCIIOPTa. Pe3ymbraTsl €ro MpUMEHEHHs MOKa3aHbl
Ha mpuMepe Habopa JaHHBIX TpaHcnopTa Cankr-IlerepOypra. BrigeneHsl 3HauNMBbIe PO y3JI0B CETH C TOYKH
3pEHMS TOMOJIOTHIECKUX M MH(PPACTPYKTYypHBIX ocoOeHHOCTel. BrimonHena onenka oomei 3h(heKTUBHOCTH CeTH
obniecTBeHHOTO TpaHcnopTa. O0cyxknenune. Pe3yasraTsl paboOThl MOIX0/Ia MOTYT OBITH MCIIOIB30BAHBI FOPOICKOM
AIMAHHCTpAIUEH 15 BBISBICHHS TPAHCIIOPTHBIX M HHPPACTPYKTYPHBIX HEIOCTATKOB CETH OOIECTBEHHOTO TPAHCIIOpTa
Cankr-IlerepOypra mis ynyunieHus: QyHKIMOHUPOBAHUS CETH B OYIyILIEM.

KiioueBnle c10Ba
CeTh ¢ aTpudyTaMu y3JI0B, CETh OOLECTBEHHOIO TPAHCIIOPTA, BBIACTICHHUE POJiel, KiIacCu(UKAINS y3JI0B CETH, TOTIOTIOT U
CeTH, colnanbHasi HHPPaCTPyKTypa

baaronapuocTu
HccnenoBanue BBIMOTHEHO MU (pUHAHCOBOHM moanep:kke Poccuiickoro HaydHoro ¢honaa, cormamenne 17-71-30029,
npu copurancupoBannu barnkom Cankr-IlerepOypr (Poccus).

Ccpuika s uutupoBanus: Jlsirkun 10.B., YUynaes [1.B., I'panos T.A., boiiioB A.A., Cautos U.A. Beiienenue poneit
B CETSIX OOIIECTBEHHOTO TPAHCIIOPTA C aTpHOyTaMM y3JIOB: HCCIEOBaHNE OTKPHITHIX HaHHEIX Cankt-IlerepOypra //
Hay4no-TexHudecknii BecTHUK MH(OOPMAMOHHEIX TEXHOJIIOTHH, MexaHuky 1 ontukd. 2023. T. 23, Ne 3. C. 553-563
(na ann. 513.). doi: 10.17586/2226-1494-2023-23-3-553-563

Intoduction

This paper is a companion one for the paper [1] where,
based on the recent advances in the network theory for
Public Transportation Network (PTN) [2-5] and role
discovery in social networks [6—8], a novel weighted
node-attributed PTN model (using information about a
city’s social infrastructure to construct the node attributes)
was developed and applied by the authors to propose an
approach to discover roles of public transport stops and
stations.

In this paper, we continue the study in [1], use the
terms introduced there, develop a programming framework
for solving the problem of role discovery in a PTN and
apply it to the newly collected open PTN data of Saint
Petersburg, Russia. Our framework aims at discovering
meaningful node roles in terms of both network topology
(i.e., transition hubs, outskirts, etc.) and node infrastructural
attributes — semantics (i.e., tourist, residential, industrial
areas, etc.) and is capable of extracting useful insights about
the overall PTN’s efficiency. As a result of our experimental
study, we point out some transportation and infrastructural
weaknesses that should be taken into consideration by the
city administration of Saint Petersburg to improve the PTN
in the future.

The work is organized as follows. Brief information
about the previously published approach (model) [1] is
given. The results of experiments and their analysis are
presented: a review of data, a description of the process of
a supernodes network building, a discussion of the nodes
functions and their construction, simulation results. The
prospects for possible future research are discussed.

The model and the role discovery approach

The model of a node-attributed PTN. The terms used
here and below are described in detail in the companion
paper [1]. Let us just recall that formally the model of a
PTN as a weighted node-attributed network can be defined
as a tuple

G = (V7 E) A))

where V' is the set of nodes, £ € V' x V' x R is the set of
undirected weighted links, and 4: V' — R”is a mapping that
defines the set of node-attributed vectors. Here the nodes
are stations (stops) grouped with respect to their geospatial
position, node attributes store information about social
infrastructure around the stations (stops), and weighted
links integrate information about the travelling distance
and the number of hops in the transportation routes between
the stations (stops). Recall that each component of G is
described in detail in the companion paper [1].

The role discovery task for the node-attributed PTN.
Recall that the task of role discovery originated in the field
of social network analysis, but found its way into a variety
of different domains of science [1]. The basic approach to
this task is to extract some features of the network nodes
and then use machine learning algorithms (i.e., K-Means
[9]) to extract clusters based on these features. Even though
originally only topological features were used in this
approach, the basic framework can naturally be extended
to include also node-attributed vectors. For example,
one can obtain two separate clustering (with respect to
topological features and node attributes) and then analyze
their relationship, for instance, using a contingency table.
In this study, as proposed in [1], we adopt this approach.

Recall that the reason for this choice is also provided in
the companion paper [1].

554

Hay4HO-TexHn4eckuii BECTHUK MHDOPMALMOHHbLIX TEXHOOMMIA, MeXaHuKn 1 ontukn, 2023, Tom 23, N2 3
Scientific and Technical Journal of Information Technologies, Mechanics and Optics, 2023, vol. 23, no 3



Yu.V. Lytkin, P.V. Chunaey, T.A. Gradov, A.A. Boytsoy, |.A. Saitov

a
0 50
N
o
2
]
B
30
w2
. .d—/’/
0.00 0.10 0.20
d(), km

g
o

Jp —

Supernode diameter, km

0.10
d(), km

0.20

Fig. 1. Maximal supernode size (a) and diameter (b) for different values of dj,. Even for relatively small values (d, > 0.15) these
characteristics grow quite rapidly resulting in some supernodes having diameter as large as 2 km and more

Role discovery in the PTN of Saint Petersburg.
We apply the model for the task of role discovery on the
PTN of Saint Petersburg, Russia. The task is to analyze
and separate in an unsupervised manner various public
transportation stops into homogeneous clusters, i.e.,
groups of nodes with similar characteristics including
infrastructural attributes and topological features. This task
is useful in the analysis of public transportation systems
since these clusters can then be further analyzed in terms
of their role within the public transportation system and
reachability between them.

Dataset description. First, we describe the data! needed
to build the PTN model proposed above. As we mentioned
before, we only use the general public transportation and
infrastructural data that is available for most of the cities
in the world, thus making it possible to use the proposed
techniques for analyzing public transportation systems of
virtually any city.

The two sources of original data are:

— Saint Petersburg city Open Data’, containing
information about different public transportation stops
and routes operating in Saint Petersburg, Russia;

— OpenStreetMap (OSM)’, containing information about
various infrastructural objects around Saint Petersburg.
The public transportation data is presented in the form

of a table with each row containing information about a

stop as part of some transportation route. Each such row

consists of information about the current route (its ID

and mode of transportation), the current stop (its ID and

coordinates), and the next stop corresponding to the route.

The three modes of transportation presented here are: bus,

tramway, and trolleybus. Note that there is no subway data

available here, thus it will be extracted from the second
source of data.

I The data along with all preprocessing and analysis
procedures is available in the Github repository at https://github.
com/AlgoMathITMO/public-transport-network (accessed:
01.10.2022).

2 Available at: https://classif.gov.spb.ru/irsi/7830001067-
marshruty-dvizheniya-gorodskogo-transporta/structure
version/186/ (accessed: 01.10.2022).

3 Available at: https://www.openstreetmap.org/ (accessed:
01.10.2022).

The data from OSM is presented in form of a JSON list
containing information on various objects in and around
Saint Petersburg. These objects can be either nodes or
ways. A node usually denotes a single point on the map,
and they are used in cases where the size of an object does
not matter too much (for instance, bus stops, historical
monuments, etc.). By contrast, ways (sequences of nodes)
are usually used to represent larger objects (big buildings,
industrial areas, etc.). Each object is represented as a
dictionary that contains information on this object (namely,
its ID, coordinates and some attributes corresponding to
its type). These attributes are usually quite precise and
can be used to extract more topic-specific information
about each object. This data is used in two ways. Firstly,
we extract information on subway routes and stations to
add another mode of transportation to those presented in
the first data source. The basic statistics on the completed
public transportation data can be seen in Table 1.

Secondly, we group various infrastructural objects into
20 groups related to different types of social infrastructure
(i.e., housing, shopping, restaurants, medicine, etc.). All of
this is done using the OSM attributes of these objects, and
the specific correspondences between these attributes and
the resulting infrastructure types can be found in the Github
repository. The number of infrastructural objects of each
type can be seen in Fig. 2.

Supernode network. This data is then used to build the
model described in previous section. First of all, supernodes
are produced by combining the closely situated stops and
stations. We use the distance threshold d, = 0.1, i.e., all
stops that are closer than d, are combined into a single
supernode (Fig. 3 and the definitions in [1]). In practice,
this can be achieved using the following algorithm:

1. Calculate the distances between all pairs of stops.
2. Build a graph in which a link between two stops s; and

s, exists if d(sy, 55) < d.

3. Each connected component of this graph is a separate
supernode.

Secondly, we need to construct links for our network.
As we mentioned in [1], we adopt the P-space model
for constructing links, i.e., a link between nodes s; and
s; means that there exists a route connecting these nodes

J
(not necessarily consecutively). We also use link weights
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Table 1. Statistics on public transportation of Saint Petersburg

Bus Subway Tram Trolley
Number of stops 5511 71 887 1192
Number of routes 1070 10 83 90
Average route length, km 14.15 24.02 10.38 11.32

Housing I —
Shopping I
Restaurant I
Services NN
Medicine NN
Education NN
Tourism I
Fitness center NN
Car service N
Office building I
Administrative I
Grocery store Il
Hotel N
Industrial area Il
Banking Il
Book shop Il
Post office i
Religion
Shopping center I
Theater |

0 10,000 20,000 30,000

Number of infrastructural objects

Fig. 2. Number of infrastructural objects of various types in
Saint Petersburg

defined in [1] with o = 0.2. In practice, this can be done

using the following algorithm:

1. Iterate through all routes. For each route r do the
following.

2. Tterate through all pairs of nodes in 7. For each pair of
nodes s;, s; calculate and store the route distance 7d,(s;,
s;) [11.

3. When this is done, for each pair of nodes s,, s take the
minimal route distance rd(s;, s;) and use it to calculate
the link weight w(s;, s) [1].

Note that the built graph is not always connected. In

Fig. 4 we can see two small portions of nodes disconnected

from the main body of the graph. This can happen if each

59.95°N

59.94°N

50.03°N e ENNININ.

30.2°E 30.24°E

of the route stops is too far away from the rest of the nodes
in the graph, thus making it impossible to make a short
walk to reach it.

Finally, we need to construct the supernode attributes
based on the social infrastructure around them. As it was
described in [1], we use a distance window d; = 0.2 here.
This value controls the additional distance (with respect to
the minimal distance to any supernode) allowed in order to
assign a given infrastructure object to a supernode (Fig. 5).
In general, assigning infrastructure objects to supernodes
can be done using the following algorithm:

1. Tterate through all infrastructure objects. For each object

i do the following.

2. Calculate distances from i to each supernode.
3. Take the minimal distance d,;,,. Assign object i to each

stop s such that d(i, s) < d;, + d;.

Note that in general not all nodes in the graph will be

assigned to infrastructure objects, and there can be some
nodes with no infrastructure around them. Fig. 6 shows all
the supernodes of the Saint Petersburg PTN with colors
indicating the number of infrastructure objects assigned
to them.

Supernode features. Recall that in this study we
perform separate clustering with respect to topological
features (derived from the network structure) and
infrastructure features (using the supernode attributes, see
previous section) and then compare the two.

Firstly, we consider the supernode attributes which
are in [1] and were built above in this paper. To construct
infrastructure features from these attributes, we additionally

.ome . tram
—e— bus

— - = trolley
—$§ - subway

7y supernode
~

Fig. 3. The map of Vasileostrovsky District in Saint Petersburg indicating stops and routes for different modes of transportation as
well as the supernodes (groups of nearby stops).

The picture is taken from [1]
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arw 11T

- connected component 1
v connected component 2

= connected component 3

Fig. 4. The P-space supernode graph built using the Saint
Petersburg data. The node positions correspond to the
geographical locations of the corresponding nodes. There is a
small portion of nodes that are disconnected from the main body
of the graph

divide each vector v = A(s) by its sum >v (obviously,
excluding the cases where > v = 0). Therefore, each such
infrastructure feature vector shows the orientation of a
given supernode towards one or multiple infrastructure
types (for example, some nodes can be mainly housing-
oriented having a large value corresponding to the housing
infrastructure type and smaller values on other positions),
regardless of the total number of infrastructure objects
around the node.

The second set of supernode topological features is
constructed based on the topology, i.e., the connectivity
structure of the network. Here we use various well-known
centrality measures, namely, degree centrality, betweenness
centrality [10] (considering weights w when calculating

59.93°N

30.2°E 30.24°E

shortest paths), and closeness centrality [11] (using both
weights w and the number of hops) as well as other
topological features like the local clustering coefficient
[12] and PageRank [13].

As mentioned in [1], the choice of a network model
(L-space or P-space) is of paramount importance when
using and interpreting such topological features. For
instance, we argue against using centrality measures
based on shortest paths with the L-space model since such
shortest paths are not indicative of the optimal travelling
routes of passengers (Fig. 4), thus making any analysis of
these centralities (as in [5]) rather questionable.

Contrarily to this, the mentioned centrality measures
offer a natural interpretation when using them with the
P-space model. For instance, degree centrality emphasizes
the so-called accessibility hubs, i.e., nodes from which
a lot of other nodes are accessible without need to
make a connection. Betweenness centrality emphasizes
the transportation hubs, i.e., the nodes at which a lot of
connections happen. Closeness centrality emphasizes the
nodes that on average require the least travelling distance
(in sense of either weighted distance w, or the number
of connections) to reach. PageRank is similar to degree
centrality, but it also promotes the nodes that are connected
to many important nodes of the graph. All these centrality
measures therefore highlight different aspects of centrality
that can occur in a PTN.

The least intuitive feature here is the local clustering
coefficient which is the fraction of closed triangles that
exist in the neighborhood of a given node. Since in the
P-space model all the node pairs inside each route are
connected with a link (and therefore all possible triangles
exist around these nodes in these cases), local clustering
coefficient does the contrary to the measures described
above and actually emphasizes the nodes that are a part of
the least number of different routes.

Before turning to the clustering task, we examine
these features a bit more. Fig. 7 shows the heatmap of
Spearman correlations between the features. Note that some

v Supernode
..... ® Housing

o Shopping
A Restaurant

+ Services

* Medicine

T30.28°F

Fig. 5. The map of Vasileostrovsky District in Saint Petersburg indicating supernodes and various infrastructural objects attached to
them. The picture is taken from [1]
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e N=0 (84 nodes)

+ 0 <N <25 (896 nodes)

4 25 <N <48 (1275 nodes)

* 48 <N <103 (786 nodes)

#* 103 <N <1254 (161 nodes)

Fig. 6. The nodes of the Saint Petersburg graph with colors indicating the number of infrastructure objects assigned to them ()

of the higher correlations (in absolute terms) are actually
expected, such as the strong positive correlation between
the centrality measures and the strong negative correlation
between the latter and the local clustering coefficient. The
other correlations are more interesting though. For instance,
we can see a significant positive correlation between the
centrality measures and some infrastructure features, such
as Restaurant, Service, Office building and Banking. These
(expectedly) indicate that there are on average more of
such infrastructure objects towards the city center. Such
correlation is less noticeable for Shopping centers and
Post offices, indicating that these infrastructure objects
can generally be found everywhere throughout the city,
not just in the center. On the other hand, we can note a
slight negative correlation between Housing and many
of the other features (notably, except Grocery stores and
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Fig. 7. The heatmap of Spearman correlations between various
supernode graph features.

(For interpretation of the references to color in this heatmap, the
reader is referred to the web version of this article)

Education), which indicates a tendency towards higher

isolation of the residential districts in Saint Petersburg.

Supernode clustering. Finally, in this section we
perform the cluster analysis of the supernodes with respect
to both infrastructure and graph features (see previous
section). The framework of this analysis is as follows.
For a given set of features, we first obtain their clusters
using the K-Means algorithm [9]. The number of clusters is
determined based on the inertia plot and interpretability of
the clusters. The clusters are then plotted in different views
and interpreted based on their features.

We first perform cluster analysis of the infrastructure
features. Fig. 8 shows the t-SNE projection [14] and
geographical positions of the supernodes, colored based
on the obtained clusters. To analyze the difference
between these clusters and interpret them, we also plot the
aggregated features over each cluster (Fig. 9). In the upper
part of the figure the mean feature values are plotted for
each cluster as well as the global mean. Also, to emphasize
the difference between the feature values in each cluster, in
the lower part we plot the values of the 2-sample Welch’s
t-test statistic [15] for comparing the mean of each feature
over the given cluster compared to the mean of this feature
over the rest of the clusters (this is the so-called one-vs-rest
strategy).

The obtained clusters can be summarized as follows:
1. Tourism area. Nodes with mostly tourist attractions

around them, not much else.

2. Residential area — unimproved. Nodes with mostly
housing around them and no other common urban
amenities, such as grocery stores, hospitals, etc.

3. Center. Nodes located around shops, restaurants, office
buildings, banks, etc.

4. Residential area — improved. Nodes with housing
as well as various amenities, like schools, hospitals,
grocery stores, fitness centers, etc.

5. Industrial area. Nodes surrounded by industrial areas
and not much else.

6. No infrastructure. Nodes that have no social
infrastructure around.
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Fig. 8. t-SNE projection («) and geographical positions (b) of supernodes, colored based on the clusters by their infrastructure
features. In (@), the circle-shape clusters are groups of supernodes with the same attribute vectors; e.g., the brown cluster is the group
of supernodes with zero-vector attributes (i.e., the groups of stops having no infrastructure around)
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Fig. 9. Aggregated features of supernodes from different infrastructure clusters. The upper plot shows a mean value of each feature
across each cluster as well as the global mean. The lower plot shows the values of the 2-sample Welch’s t-test statistic [15] for
comparing the mean of each feature over the given cluster, compared to the mean of this feature over the rest of the clusters
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It should be noted that the proposed interpretation
is not exactly strict since, as it can be seen in the t-SNE
projection in Fig. 8, there are no clear boundaries between
these clusters (except for the cluster with no social
infrastructure). Thus by means of social infrastructure,
one can see smoothly changing and highly various set of
supernode types in the PTN under consideration.

The cluster analysis of graph features is done in
a similar fashion: the clustering is performed using the
K-Means algorithm, the clusters are plotted using their
t-SNE projection as well as the geographical positions in
Fig. 10, and their aggregated features are shown in Fig.
11. Based on the presented data, these clusters can be
summarized as follows:

1. Hubs. Nodes that serve as points of transition between
different routes when travelling through a city. These
nodes have higher degree and betweenness centrality,
compared to the other nodes.

2. Center. Nodes that represent the well-accessible part
of the city center. These nodes have high values of
centralities.

3. Inaccessible center. Nodes that represent the less
accessible part of the city center. These nodes have
high closeness centrality based on the link weights
which indicate their close proximity to the center, but at
the same time these nodes have low closeness centrality
based on hops (which indicates that these nodes on
average require much more connections to reach) as
well as low betweenness and degree centrality.

4. Towns. Nodes located outside the main city in separate
towns (low betweenness, closeness and degree
centrality).

5. Suburbs. Nodes that are located moderately far away
from the city center (lower closeness centrality), but
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= Center (24.0 % of nodes)

v Towns (19.4 % of nodes)

they are still well-connected to the transportation

network (moderate betweenness and degree centrality).
6. Disconnected nodes. A few nodes that are not connected

to the transportation network and form separate
connected components. (Note that this cluster is not
presented in Fig. 11 since its 2-test statistic values are
extremely low and render all the other plots impossible
to read.)

As with the infrastructure-based clustering, it should
be noted that there are no clear boundaries between the
topology-based clusters. Nevertheless, this clustering shows
the different high-level roles of the network nodes and
provides insight into the relations between these clusters.

Finally, in order to assess the relations between the
infrastructure and topology feature clusters, we build a
contingency table by counting the number of nodes in
different intersections of these clusters. These values are
presented in Table 2. The rows of the table represent the
infrastructure clusters and the graph feature clusters are
represented by the columns.

From this table some interesting interconnections
between the two clusterings arise. We can see that most
of the infrastructure clusters are well-represented in all of
the graph-feature clusters (and vice versa), which means
that these two clusterings both carry important and unique
information about the roles of each node. For instance,
we can see that the nodes corresponding to improved
residential areas (with better-developed urban amenities)
have more members in graph-based clusters ‘Center’,
‘Hub’, and ‘Inaccessible center’, as well as ‘Suburbs’, at
the same time there are more undeveloped residential areas
in the ‘“Towns’ cluster.

Another important cluster to consider from the urban
development point of view is the graph-feature cluster

* Suburbs (25.5 % of nodes)
+ Hub (10.3 % of nodes)

» Disconnected (0.5 % of nodes)

Fig. 10. t-SNE projection (a) and geographical positions (b) of supernodes, colored based on the clusters obtained using their graph
features
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across each cluster as well as the global mean. The plot (b) shows the values of the 2-sample Welch’s t-test statistic [15]
for comparing the mean of each feature over the given cluster, compared to the mean of this feature over the rest of the
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Table 2. Contingency table showing the relations between infrastructure clusters and graph feature clusters. The rows of the table
represent the infrastructure clusters and the graph feature clusters are represented by the columns

Area Center Disconnected Hub Inaccessible center Suburbs Towns
Center 300 3 169 265 225 115
Industrial area 3 0 0 33 43 47
No infrastructure 0 3 0 2 11 68
Residential area (improved) 371 2 144 249 344 131
Residential area (unimproved) 74 9 15 92 139 203
Tourism area 20 0 2 10 54 56

‘Inaccessible center’, which contains nodes that are fairly
central in terms of closeness centrality (i.e., average
distance from the rest of the nodes), but they are low on
betweenness and degree centrality, which means that
public transportation is under-developed in these areas.
We can see that this cluster contains many members of
the infrastructure clusters ‘Center’ and ‘Residential
area — improved’, which means that these areas are
well-developed in terms of urban amenities, but are quite
separated from the rest of the PTN, which means less
convenience of daily commuting, for instance.

Conclusions and future work

In this work, we applied a novel weighted node-
attributed PTN model (using information about a city’s
social infrastructure to construct the node attributes) and
the approach to discover roles of public transport stops
and stations to the Saint Petersburg open PTN data.
For this purpose, a novel role discovery programming

framework was introduced which uses both structural (i.e.,
network topology) and semantic (i.e., social infrastructure
around the nodes) aspects of a node-attributed PTN. This
framework is shown to be capable of extracting useful
information about the properties and overall efficiency of a
city’s public transportation system from both the structural
and infrastructure standpoints. For instance, in case of Saint
Petersburg, it is able to point out some under-developed
areas of the city, e.g., less accessible parts of the city
center or residential areas that are low on urban amenities.
These weaknesses can lead to better development of the
city in the future if taken into consideration by the city
administration. The performed analysis uses only the
generally available data, which means that similar analysis
can be performed on any large city’s public transportation
system. In general, the proposed approach to role discovery
in node-attributed networks can be applied beyond the
scope of PTNs and to any other kind of network (e.g.
social, biological, technical, etc.), given the appropriate
set of node attributes.
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Among other things, a potential direction of future
research is found: to develop more interpretable graph-
based node metrics that would highlight even more
peculiarities in the different roles of the nodes in a PTN.
For instance, as it is already mentioned, the metric
of betweenness centrality over a P-space model graph
highlights the nodes at which a lot of transfers happen.
At the same time, the actual stops through which these
shortestroutes and a -space graph pass are not highlighted
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AHHOTANMSA

Brenenue. VccnenoBana BO3MOXXHOCTb HCIIOIB30BaHUS IU(PPOBBIX CIEOB IOJIb30BaTEIICH OHJIAIH COIIMATBHON CETH,
Ha MPUMEPE TEMATUKH COOOIIECCTB, ISl TIOJICPYKKU MIPUHSITHUSI PEIICHNI B paMKax PO OPHUECHTAIIMOHHON THArHOCTHKH.
Mertoa. IlpoBenen craTucTUUECKU aHAIU3: ONKMCATEIbHbIE CTATUCTUKHU, Z-KPUTEPUH ISl CPAaBHEHUS [IBYX I'PYII U
perpeccuoHHbIil aHanu3. B kauecTBe 1H(POBBIX CIIEOB MOIb30BaTelICil NPOAHAIN3UPOBAHBI TEMATUKHU MOANUCOK
MOJIb30BaTEeNICH Ha PAa3IUYHbIe COOOLIECTBA, JOCTYIHBIC B COLMANBHON CETH, a TAKXKe yKa3aHHbBIM B mpoduie moa
PECTIOHICHTa U KOJIMYECTBO ApYy3ei B COIMAIbHOM ceTr. CouanbHO-podeccroHaNbHas HalPaBICHHOCTb JIUYHOCTH
OIICHEHA Ha OCHOBaHWH PE3yJIBTaTOB MpoxoxkaeHus Tecta [omnanna (mox penakuumeii ['B. Pezankunoit). Beimonxen
MTOWCK TCHJICHIINI B3aNMOCBSI3U MEKIY HU(PPOBBIMHA CIICIAMU [TOJIb30BATEIICH, BRIPa)KEHHBIMU TEMATHKAMU MTOAIUCOK,
W KITFOUYEBBIMU WHJIUKATOPAMHU COLATIBHO-IIPO(PECCUOHANIBHON HAPABICHHOCTH, OTPAKEHHBIMU B PE3yJIbTaTax TecTa
Tonnanga, 1Mo JaHHBIM MHJIOTHOTO MCCJIEIOBAHUS, IPOBEIECHHOIO C MOMOUIBIO MPUIOKEHUS B OHJIANH COIMAIBLHOMN
cetd. OcHOBHBIe pe3yabTaThl. [10 pesynpraTaM cTaTUCTUYECKOrO aHAJIN3a MOATBEPIKICHA TUIIOTE3a, YTO UHTEPECHI
M0JIb30BAaTENs], B BUJE TEMAaTUK COOOIECTB, B3aMMOCBSA3aHBI C pe3yibTaraMu Tecta lomtanna. JlokazaHbl TMIIOTE3b
0 CYIIECTBYIOIIMX PA3IHUYUSIX B TPYNIIAX MYKYHH M JKCHIIUH HCCIEAYeMbIX MPU3HAKOB (PE3yIbTaTOB MPOXOKACHUS
tecta ['onnmanna u Begymieil TeMaTUKU MOAMUCOK Ha coodmecTBa). [Ipn moMomu perpecCHOHHOTO aHalu3a
Ccpelu TpyNIIbl JKEHIIUH HalCHBI B3aUMOCBS3H MEXKy MPeoOIalaHueM TEMATHKH coo0mecTB «O0pazoBaHue» H
KITIFOYeBBIMH MHAHUKaTopamu: A (Xynoxectsennslit), E (IIpenxnpunmunssii), I (MuTemiekTyansHblil); npeobiaganueM
TemaTuku «CTHIIb KHU3HW» U BhIpaXXeHHOCTHIO MHAHKaTOpoB: C (KonBeHnmonaneHslit), I, A, E; «CpenctBa maccoBoit
uHpopmanun» u uaaukatopom C. Cpeau rpymnmbl My»KUnH Oblila Hali/leHa B3aUMOCBS3b MEX1y MpeoliajaHuemM
temMaTuku «Cropt» 1 ueaukatopoM E. O0cy:xkaenne. Pe3ynbTarsl paOoThl pacIIMPUIM IPOCTPAHCTBO IOTEHIMAIBHBIX
MIPEIUKTOPOB NPOEeCCHOHAIBHON OpUEHTALMHU MToIb30Baresneil. [lomyyena ocHOBa [1st IpOBEACHHS KPYITHOMACIITAOHBIX
HCCIIEIOBAaHMH 10 KBaHTU(DHUKALUK U TIOCTPOCHUIO TPEIUKTUBHBIX MOJIEINICH KITIOUEBBIX MHIUKATOPOB IpodeccHii mo
TeMaTHKaM TOIIHICOK ITOIb30BaTenell. Pe3ynsraTel MOTYT OBITh HCIIOB30BAHbI B HAIIPABICHUN Pa3BUTHS KOMILUIEKCHOTO
MOIX0/1a K CO3/IAaHHI0 PEKOMEHIATEIBLHOM CHCTEMBI U IPO(eCcCHOHATBFHON OpUEHTAIINHN TT0JIb30BaTEIICH.

KiioueBble cioBa
npodopueHTanuys, Tect [ommana, npodheccuoHAIBHBIC THITHL, BEIOOP Kapbephl, COIMAIBHBIC CETH, aHATIN3 COOOIIECTB,
HWHTEJUICKTyallbHasl CHCTEMa, aHAITN3 IIU(POBBIX CIICTOB
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Abstract

The possibility of using digital traces of online social network users, using community themes as an example, to support
decision-making in career guidance diagnostics is investigated. Statistical analysis was performed: descriptive statistics,
z-criterion for comparing two groups, and regression analysis. The themes of users’ subscriptions to various communities
available in the social network as well as the gender of the respondent and the number of friends in the social network
indicated in the profile were analysed as digital user traces. The socio-professional orientation of the personality was
assessed based on the results of the Holland test (edited by G.V. Rezapkina). The correlation between users’ digital traces
expressed by the themes of subscriptions, and key indicators of socio-professional orientation reflected in the results
of the Holland test was analyzed based on the pilot study conducted through an online social networking application.
The statistical analysis confirmed the hypothesis that user interests, in the form of community themes, are related to
the results of the Holland test. The hypotheses of existing differences in the groups of men and women in the studied
attributes (the results of the Holland test and the leading themes of community subscriptions) were proved. By means
of regression analysis among the group of women the correlation was found between the prevalence of the community
theme “Education” and the key indicators: A (Artistic), E (Enterprising), I (Intellectual); prevalence of the theme
“Lifestyle” and severity of the indicators: C (Conventional), I, A, E; “Mass Media” and indicator C. Among the group
of men, a correlation was found between the prevalence of “Sports” subject matter and indicator E. The results of the
work expanded the space of potential predictors of users’ vocational orientation. A foundation for large-scale research
in quantifying and constructing predictive models of key occupational indicators based on users’ subscription topics has
been obtained. The results are useful in the direction of developing an integrated approach to creating a recommendation
system for user career guidance.

Keywords
career guidance, Holland theory, RIASEC, vocational personality types, career path, online social networks, community
analysis, intellectual system, digital footprint analysis
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BBenenune

Comnacho uccienosanuio Poceraral no 57 % Bbinyck-
HUKOB BY30B YCTPaHWBalOTCs Ha pabOTy MO CICIHAIbHO-
CTsAM, HC CBA3aHHBIM C HOHy‘IeHHI)IM O6pa3OBaHI/IeM, a
KXl YETBEPTHIA POCCHAHUH HE JIOOUT CBOIO padoTy?.

I PaGouas cuia, 3aHsTOCTh M Ge3paboTuiia B Poccuu (1o
pe3ynbraTaM BEIOOPOUHBIX 00cCIieoBanuil padoueit cubl). 2022
Crar. c6./Poccrar. M., 2022. 151 c. [DnekrpoHHBIH pecypc].
Pexxum nocrtyma: https://rosstat.gov.ru/storage/mediabank/
Rab_sila 2022.pdf, cBoboaubiii. S3. pyc. (mara obpamieHus:
28.11.2022).

2 McerneioBaHne MOKA3aJj1o0, CKOJIBKO POCCHSIH HE JIFOOST CBOKO
paboty [Daexrpounstii pecypc]. Pexum noctyna: https://ria.

IIpu 3TOM OJTHO¥ U3 KITFOUCBBIX KAPHEPHBIX OIIUOOK SIB-
JSIeTCS «HEBEPHBIN BBIOOP mpodeccruu» (He COOTBETCTBY-
IOIIIHA CONMAaThHO-TIPOPECCHOHATHHON HANPABICHHOCTH
aununoctr)3. TakuM obpaszom, npobiema npodheccroHab-
HOT'O CaMOOIIPEAETIEHNS SIBJISIETCSI OCTPON Ha CETOAHALIHUNA

1u/20220615/rabota-1795346061.html, cBoGomHEIi. 3. pyc. (naTa
obpammenust: 28.11.2022).

3 Kaxkiplii BOCBMO# POCCHSIHMH CUMTAET CBOEH [IaBHOM Ka-
PBEPHOI OMMOKON HEeNpaBWIBHBIN BBIOOp mpodeccuu [DiaexT-
pounblii pecypc]. Pexum nocryna: https://spb.superjob.ru/
research/articles/113577/kazhdyj-vosmoj-rossiyanin-schitaet-
svoej-glavnoj-karernoj-oshibkoj-nepravilnyj-vybor-professii/,
cBoOOAHBIN. S3. pyc. (nara oOpamenus: 28.11.2022).
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VMiccnepoBaHve TEHAEHUMN B3aMOCBA3M MexAay NPOdPOpPUEHTALVMOHHBIMUY MPEANnOYTEHNAMMN MNOJIb30BaTeNEN. ..

JeHb. TpauiMoHHBIE TIOIXO/IBI K PEIICHUIO 0003HaUYSHHOM
IIpoOJIEMBI Yallle BCEro OCHOBBIBAIOTCS Ha KOHCYJIBTAIIU-
SIX C TICUXOJIOTAaMH MJIM CaAMOCTOSTEIILHOM HPOXOXKICHUN
COMCKATEJIEM PA3JIMYHBIX MCHXOJIOTHYECKUX TECTOB, OPH-
SHTHPOBAHHBIX Ha €ro MPpo(eCcCHOHAILHOE CaMOOIIPE/IeIIe-
nue [1, 2]. JlaHHbIE TOAXOBI HAPSLY C IPEUMYIIECTBAMHI
MMEIOT HEJOCTATK!: MOTYT TPeOOBaTh CYIIECTBEHHBIX (u-
HAHCOBBIX BJIOJKEHUH; 1aBaTh NCKAKCHHBIN PE3yNbTaT UIN
OBITh HENPABUIBHO MHTEPIPETUPOBAHHBIMU. OTMETHM,
YTO JI000€ MPUMEHEHHE TUATHOCTHYECKUX METOIUK 3a-
HUMAaeT OOJIBIIOE BPEMSI U MOXKET BIIMATH HA KOPPEKTHOCTD
KOHEYHOTO pesysbrara. TakuM 00pa3oMm, akTyaseH 3arpoc
Ha pa3paboTKy AP (HEKTUBHBIX TOIXONOB K MPOQPECCHOHATB-
HOW OpUEHTaIUH.

[TpoBenen aHaim3 COBPEMEHHOTO COCTOSIHUS HCCIIETY-
emoit ooactu [3—-28]. B pesynbrare He ObLTO OOHAPYKEHO
Hay4YHBIX pabOT, B KOTOPBIX ObLI OBl OCYIIECTBIEH MOUCK
CBsI3el MEX/y TUIIOM COLMAIbHO-TIPO(ECCHOHANBHOM Ha-
TIPABJICHHOCTHU ¥ HU(PPOBBIMH CIIEJAMH ITOJTB30BATEINEH, UTO
MTOATBEPAMIIO HEOOXOIUMOCTD MPOBEACHHS HACTOSIIETO
nccienoBanys. BeisBieHa HEOOXOANMOCTB IIPOBEPKH T'UIIO-
TE€3bl O TOM, YTO B Ka4€CTBE OCHOBHOI'O MPEAMKTOPA THIIA
COLMAJIbHO-TIPO()ECCHOHAIBHON HANPABICHHOCTH JIMYHO-
CTH MOTYT BBICTYIIaTh TEMaTHUKH MOJITMCOK I10JIb30BaTEINCH
Ha pa3IM4HbIe COOOIECTRA, IOCTYITHBIE B COLMAILHOM CETH
«BKonTakTe». BoiBuHyTast runoresa sBIsIeTCS HOBOH U
paHee B HAay4HBIX MCCIIEAOBAHMIX HE pacCMaTpHBaIach.
[TonHoMacmITabHOE MCCIIeI0BAHUE, HEOOXOMMOE /ISl TIO-
CTPOEHMSI IPEANKTUBHOI MOJIEIIH, B BRICOKOH CTEIEHH! Pecyp-
co3arpaTHo, TpeOyeT cOopa OOIBITOro HabOpa JAHHBIX, HC-
CJIEZIOBAHUS 3aBUCUMOCTEHN U OCTPOEHUS MOZIENH. B cBsizu
C 9THM I1€71€C000pa3HO MIPOBECTH MTUIIOTHOE UCCIIEIOBAHNE.

Llenb paboThl — M3yueHHE TEHICHLUU B3aUMOCBSI3H
MeXIy HH(GPOBBIMH ClIeIaMH TIOJIb30BaTeleH, BIPaXKEeH-
HBIMU TE€MAaTHKaMH IOJIIHUCOK, ¥ KIFOYEBBIMH HH/IMKATO-
pamMH COLUaIbHO-NPO(ECCHOHALHON HAIPaBICHHOCTH,
OTpaXCHHBIMU B pe3yibrarax Tecrta lomnanna. Iunornoe
HCCIJIEIOBAaHUE BBITIOJIHEHO C ITOMOIIBIO MTPHJIOKEHUS B
OHJIAMH COLUAJIBHON CETH.

Hayunast HOBM3HA HCCIIe/JOBaHMS 3aKIIOYAaETCs B pac-
HIMPEHUH TPOCTPAHCTBA MTOTEHIIHAIBHBIX MTPEIUKTOPOB
npoeccuoHaNbHON OpUEHTANNHN TOJIb30Bareneil. Teo-
peTudeckast 3HAYMMOCTh — B Pa3BUTHH KOMIIIEKCHOTO
MTOJIX0/1a, METOIOB M MOjIesel mpodeccHoHaNbHON OpUEH-
TaIUM M0JIb30BATENIEH Yepe3 aHaIn3 X HU(POBBIX CICI0B
1 TIOCTIEYIOIIETO MOCTPOCHHUS PEKOMEHIaTeIbHOM CHUCTe-
Mbl. [IpakTrdeckast 3HaY4MMOCTH COCTOUT B HOJIyYESHUH OC-
HOBBI ISl IPOBEJICHHSI KPYITHOMACIITAOHBIX HCCIICI0BAHNI
10 KBaHTU(HUKALUH U TIOCTPOCHHIO PETUKTUBHBIX MOJIe-
JIeH KITI0YEeBBIX MHIUKATOPOB Mpodeccuil mo reMarnkam
MIOJIMUCOK ToJIb30Bareseil. BmecTe ¢ TeM nosrydeHHbIE
pe3yNIbTaThl OMOCPEIOBAHHO BHOCST BKJIAJ B Pa3pabOTKy
MIPAaKTHYECKOT0 HHCTPYMEHTApHsI, KOTOPBIM HaIlpaBJIeH Ha
CHIDKEHHE YPOBHS 0€3pabOTHIbI 1 MOBBIIICHUE YPOBHS
YIOBJIETBOPEHHOCTH KHU3HBIO MOCPEACTBOM TPABUIBHOTO
BEIOOpa Mpodeccuu.

MeTtoabl Mcciae10BaAHUS

OmHa W3 TPAIUIHOHHBIX METOIUK COTIOCTABICHUS
MICUXOJIOTHYECKOTO THIIa YEIOBEKA W ero mpodeccuun

obuia ipennoxkena Jx. Iommangom (mogens RIASEC)
[29]. Cornacno teopuu l'onnanja, cyumecTByeT MIECTh
THIIOB JIMYHOCTH U IIECTh NpOodecCHoHaIbHBIX 00J1a-
CTEH, C KOTOPBIMU JaHHBIC TUITBI JIMYHOCTH COOTHOCSTCSI:
R (Peamuctuunsiit), I (MaTemmekTyanbubIit), A (Xymo-
skecTBeHHBIH), S (Connanpuerii), E (IIpeanpuinMyanBetii),
C (Konsenmmonansublif). Momens RIASEC amantupoBana
U JIOKQJU3UPOBAHA U3BECTHBIM POCCHICKUM CIICTIHAIH-
CTOM II0 BOTIpPOCaM Mpo(heCCHOHATHHOTO CaMOOMpeese-
nus [.B. Pe3ankunoii [30]. B xome nmpoxoxaeHus: Tecra
Tonnanga pecnoHaeHTy He00X0IUMO OBLIO MPEACTABUTD,
4TO OH 00JIaJlaeT YHUBEPCAJIbHBIMU CIIOCOOHOCTSIMHU H
npo¢eCcCHOHAILHBIMU HaBbIKAMH, W TPEJIOKEH CITUCOK
npogeccuii, pa30UTHIX Ha napel. B kax10i n3 nap Heodxo-
JIIMO BBIOpaTh Mpodeccuro, KOTopast KKETCsI PECIIOHJICHTY
HanOosee nmpuBieKarensHoi. [Ipu aToM Kaxkaas nmpogec-
CHUs COTIOCTABJICHA OHOMY W3 IIECTH THUIOB [omtaHma.
JLJ1s moTy9eHus pe3ynbTaToB BEIITOIHEH MOACYET, CKOIBKO
pa3 pecrmoHACHT BHIOpaT MPOoQECCH0, OTHOCIIIYIOCS K
ToMy Wiau nHOMY Tumy. KonmngecTBo HaOpaHHBIX 6aioB
MOXET OBITh pPa3eNieHO Ha CIIEAYIOIINE KaTeTOPHH THITOB:
7—10 — spKO BBIpaXKEHHBIN; 4—6 — CpEIHEBBIPAKECHHBIH;
0-3 — He BbIpakeH. PaccMOTpUM OJIMH KITFOUE€BON WH/IM-
KaTop COLHUAJIbHO-NPO(EeCCHOHAIBHON HANPABICHHOCTH
JUYHOCTH, T. €. TOT THII, KOTOPBIA HAOpas HauOobIIee
4YHCII0 OAIIIOB.

Onucanne Ha6opa AaHHBIX. [laHHBIE COOpaHBI HA
OCHOBAHHH OIPOCA, PA3MEIICHHOTO B BEO-TIPUIIOKCHUH
Ha 0Oa3e cepuca VK Mini Apps — «IIcuxonorudeckue
tecThi»!. Ha MOMEHT aHaaM3a pe3ylabTaToB MCCIIEN0Ba-
Hug tecT lomnanna npouwn 2073 pecnonaenTa. Tect
MOT MIPOUTH 000 JKeJTaIouIuii, Mpyu ITOM Iporpamma
cobupana o0e3nnUeHHYI0 HHPOPMALMIO U3 aKKayHTa
noib3oBareneil. B xoxe npenoOpaboTKku JaHHBIX OBLIN
yIaJieHbl He3aBePILICHHBIC MPOXOXKICHHS TECTa, a TAKKE
3aKpBIThIC aKKAYHTBI, U3 KOTOPHIX HEBO3MOXXHO M3BJIEYb
1 poBbIe cliepl pecoHIeHTOB. B pesynbrare npenobpa-
60TKH 00BEM BbIOOpKH cokpartmiics 1o 1237. @parmeHt
MOJIy4eHHOT0 Habopa JaHHBIX NpeJcTaBieH B Tadi. 1,
KOTOPBIH COCTOUT M3: PE3YyJIBTATOB MPOXOXKACHUS TECTa
Tomnanna: 6 tunoB smmunoctu A, C, E, I, R, S, Haxoastiux-
cs B auanazone ot 0 1o 13 (MeTpudeckne mepeMeHHbIe);
nHpopmMaIun o moje (1 — XKeHCKuH, 2 — MYKCKOH), yKa-
3aHHOM B Tipo(uie pecroHieHTa (OnHapHas IepeMeHHas);
MHPOPMALIMIO O YHCIe Ipy3ed B mpoduie (MeTpuyecKas
nepeMeHHas); 28 mepeMeHHbIX, COOTBETCTBYIOITUX KOJIH-
4eCTBY Kareropuil tematuk cooduiects «BKonrakre», Ha
KOTOpBIE TIOANKCAH T0JIb30BATENb (METPUUYECKHUE Mepe-
MEHHBIE).

Tect l'oyutanza npeanonaraeT CUCTEMHYIO HHTEpIpe-
TAIMIO BHIPAKEHHOCTH BCEX THIIOB COLMAlIbHO-TIpodeccH-
OHAJIEHON HaNpaBJICHHOCTH JINYHOCTH. B pamkax jpaHHOM
paboTHI BEIOpaH OAWMH THUII JIMYHOCTH, KOTOPBIM HaOpa
HanOombIee yrcao OamioB. Takoil THIT s KaXIoro pe-
CIIOH/ICHTA HAa30BEM KIIFOUEBBIM WHIUKATOPOM IIpodec-
CHU, KOTOPBIN ONpPEeNeH Ha dTane MPeIBapUTEILHOTO

I Tpunoxenne «IIcuXoa0rnueckue TeCTb» [DNEKTPOHHBIN
pecypc]. Pexxum moctyma: https://vk.com/services?w=a
pp7794698 203437876, cBoboausIi. S3. pyc. (nara obpaiieHus:
25.11.2022).
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Tabnuya 1. dparMeHT aHANTU3UPYEMOro Habopa JaHHBIX

Table 1. Fragment of the analyzed data set

Tunel nuuHoCTH Tlon KO;;I;::;BO Kareropun temaruk coobmects «BKonTtaxrey
User_id
B A C E I R S | sex friends auto dom?StiC cities & ... | hobby connection finance
services | countries serv

1 5 6 6 4 10 | 11 2 137 1 0 0 0 1

2 9 11 3 7 5 1 22 3 0 9 8 0 12

3 8 6 7 9 6 1 24 0 0 9 e 1 0

4 7 11 5 7 8 2 287 0 2 8 25 0

5 7 2 10 8 7 8 2 404 1 0 5 11 0 1

aHaliM3a JIaHHBIX. BBIMOMHUM aHalu3 pa3inyuus Kiroue-
BBIX HHUKATOPOB IPO(ECCUU B TEHICPHBIX TPYIIIAX U UX
B3aMMOCBSI3b C BEAYLIUMU TEMATUKAMU CPeIr TOAMUCOK
IOJIb30BaTEICH.

OcHOBHBIE pe3yJbTaThl

Omnpenenenne BeIyUIMX TeMaTHK COOOIIECTB.
CooOmiecTBa B conuanbHoi cetn «BKoHTakTe» mMoryt
ObITh co3/anbl 10 Oostee yem 100 pazIU4HBIM TeMaTH-
KaM, KOTOpbIe pa3OuThl HA 28 YKPYNHEHHBIX KaTeropuil.
Hanpumep, kareropus «Jlom, peMOHT» BKIIIOUaeT Takue
TeMaTHKH Kak «/lu3aiiH uHTephepa», «CamoBoaCTBOY,
«CTpouTesnbcTBO, peMOHT. i1l MpoBeIeHNS aHaIN3a 110
Ka)XJIOMY ITOJIb30BATEII0 ONPEACINM YHCIIO MOAMUCOK Ha
coolmecTBa 1Mo yKPYIHEHHBIM KaTeropusiM. B manpHeii-
LIEM JJIsl TIPOCTOTHI U3JIOKEHUSI TEKCTa OTOXKAECTBUM IO~
HATUA «TEMATUKa» U «YKPYIIHCHHAA KaTC€ropus», nmoapasy-
MeBas nocneanee. J{JIs Kak0ro monb30BaTess OIpeIeiuM
6€0YWYIO MeMamuKy, KOTOPOH TMOCBSIICHO HAaHOOJIbIIICe
yucino noanucok. Hampumep, ecnm u3 28 paccMarpubae-
MBIX KaTeropuii y pecrionaenta 30 nmoanucok Ha cooOriie-
CTBa, OTHOCsIHMECs K kareropun «Kpacora u 370poBbe»,
17 — «Menuuuna» u 5 — «CouuanbHble OpraHUu3auny,
TO BeyIIEH JUIsl 3TOTO MOJIb30BATEIIs SIBISIETCS] KATETOPHUS
«Kpacora u 310poBbe».

[Ipu mpoBeneHNN aHanu3a JaHHBIX BBIABICHO, YTO
JUTS TIOIABIIAIONIETO YHCNIa PecoHIeHToB (929 Habmio-
JCHHUI) BeIyIMMH TeMaTHKaMU ABISAIOTCS «X000m» u
«PasBneuenus». OTMETUM, UTO 3TH TEMbl — 30HTHYHBIC,
BKJIIOYAIOT B ce0sl pa3JinyuHbIe 00JIACTH TIOBCEIHEBHOI K13~
HU U BO MHOI'OM MEPECCKANOTCA C OCTAJIbHBIMU TEMaTU-
KaMu. B urore juis mosib3oBares BRIOMpAETCs BeLyIas
TeMaTuKa, UMEIoIlast HanOoJIbIIee YUCIIO MOIITHCOK, KPOMe
kareropuil «Xo06u» u «Pazpnedenus». s onucanus
cdepsl HHTEpEca PECHOHICHTOB c(hOpMHUPYEM JIBE HOBBIC
nepemMeHHble: isEnt — OuHapHas nepeMeHHas!, IpUHUMa-
ol1asi MICTHHHOE 3HAUEHHE, CCIIN Y TI0JIb30BATENs BEIY-
IIEH TEMATHUKOM SBISIIOCH «X000m» mian «Pa3BieueHus»;
mainint — KaTeropHagbHas IepeMeHHas, ONpeIeIIIomas
OCHOBHYIO TEMATHKy COOOILECTB PECIIOHICHTA, 3a UCKIIIO-
YyeHueM «Xo000m» uiu «Pa3BrnedeHus».

OO0BbeMHIM MaJIOYUCIICHHBIE KaTETOPUN CPelu TeMa-
THK, TIPE/ICTABIISIOIINX 3HAYCHHUs IEPEMEHHOI mainint.
Pesysnbrar 00beIMHCHUS IPESICTABICH B Ta0M. 2, 00beIH-
HEHHBIE TEMATHKH BBIJICJICHBI )KUPHBIM IIPUPTOM.

[TocTpoumM nuarpaMmy pasmaxa JAJis HCCIENyeMbIX
xapakrepuctuk (puc. 1). [Ipu BuszyanbHOM aHanuse aua-
TpaMMBI BUIHO, YTO OTICIBHBIC TEMATHKH aCCOIIMUPOBAHBI
C ompenenaeHHBIMU podeccusMu. UNCICHHBIA aHATN3
B3aMMOCBSI3U KITFOUEBBIX HHIUKATOPOB MPOGECCHU U BEIY-
[IMX TEMaTHK OCYIIECTBICH B paMKaX T€HIICPHBIX TPYIII,
yKa3aHHBIX B Tpodrue moxp3oBarens. bonpmas gacTh
TIOJTb30BaTeNIeH BRIOOPKH OTMETHIIN CBOM TTOJT KaK JKCHCKUI
(836 pecrioraenToB u3 1237). OTMETHM, YTO COOTBETCTBHE
YKa3aHHOTO B Mpo¢uIe moja peaJbHOMY IOy MOJIb30Ba-
TeJIsl OHJIANH COLIMAIIBHOM CeTH TPEOyeT JOIOIHUTEIBHOTO
aHaJIn3a.

Jlanee mpoBeaeM aHalIHM3, COCTOSIINI U3 ABYX ATa-
MOB: UCCIIEyeM CTATUCTHUECKUE Pa3JInYusl B KIIOUEBBIX
WHAUKATOpaX MPOoPECCUU U BEAYIIUX TEMATUKAX MEXIY
TpyIIaMA MY>K9UH U KCHIIWUH; TOCTPONM CTaTHCTHYCCKHE
PerpecCHOHHBIC MOJIEITH, TIO3BOJISIONIIE OIICHUTH Ka9eCTBO
B3aHMOCBS3H C YyUYETOM KOHTEKCTa, KOTOPHIH OTpa)kacT
WHBIE ()aKTOPBI, OKA3bIBAIOMINE BIMSHUE HA PE3yNbTaThI
poOPHEHTAIIIOHHOTO TecTa. B HacTosmei paboTe KOH-
TEKCTOM BBICTYNAIOT MHAUKATOp «Pa3Bineuenus/Xoo0u»,
KakK [IEpBUYHOM BELYLIEH TEMATUKU, U YUCIIO APY3€H N0JIb-
30BaTEJIsl B OHJIAMH COLIMAJILHOM CETH.

CpaBHeHMe NPONOPIUIA Mcc/ieayeMbIX NPU3HAKOB
B Ipynmnax My:KYWH W :KeHIIHH. B pamkax oOmiei nemu
pabOThI PACCMOTPHM JIBE CTATUCTHUYCCKUE TUIIOTE3BI:

— HI1: xi1r04eBoi THIT CONHAIBHO-TIPO(ECCUOHATHHOM

HAIPABICHHOCTH U 10 HE3aBUCUMBI;

— H2: Begymas Temarrka coOOOMIECTB U IO HE3aBUCUMEL.

Kpurepuit npoBepku paBeHCTBa NPONOPLUUN HCIOIb-
3yeM s uccnenoBanus rurnore3 H1 u H2. CpaBHenune
TIPOTIOPITHIA, 3HAYCHHS CTATUCTHKH KPUTEPUS U COOTBET-
CTBYIOIIIEE p-3HAYCHHE TPEICTABICHBI B Ta0I. 3 1 4.

[IpoBeieHHBINM aHaNU3 HE TO3BOJISIET PUHAThH TUIIOTE3Y
H1 na yposue 3Haunmoctu 0,1, 1, Takum 00pa3om, MOKHO
TOBOPUTH O B3aWMMOCBA3H I10J1a U KIIFOUCBbIX MHIAUKATO-
poB npodeccun. Cpeu My»KUUH, TPUHSABIINX YIaCTHE B
orpoce, yalle B KauecTBe KIIOYEBOro THUIa Npodeccro-
HAJIbHO-COIMAJIFHOM HAIPaBICHHOCTH, BcTpedaroTes E, R,
TIPY 3TOM ITOCIICIHUN BCTPEUACTCsI HANOOJIEe YacTO; CPEeIU
PE3yIBTaTOB KEHIIHUH IpeodnamatoT Tumsl A u C.

AHanm3 BeIyIHX MPEANOYTeHUH (TeMaTHK COOOIIECTB)
HE TI03BOJISICT IPHHATH TUIoTe3y H2 Ha ypoBHE 3HAUUMO-
ctr 0,1. M0OXKHO CKa3aTh, YTO )KEHIIUHBI 00JIE€ CKIOHHEI K
YYacTHIO B coo0mecTBax ¢ TemMarukamu «O0pazoBaHuey,
«Jlomamnee X0341cTBO», «O06pa3 KU3HIY, a MYKINHBI
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Tabnuya 2. CBenieHNs 0 BEIyIIMX TEMATHKAX PECIIOHICHTOB

Table 2. Information on the leading themes of the respondents

HasBanue nepemenHoit

Kareropun temaruk,
OTHECEHHBIC K IIEPEMEHHON

Uucno pecrnoHIeHTOB,
JUTSE KOTOPBIX TEMaTHKa BeTyIast

auto (copT) ABgto, MoTo (auto) Criopr (sport) 78
lifestyle (06pa3 :xu3Hu) Kpacora, 3mopoBse (beauty health) 261
Ortnomrenns, ceMsbst (relations)
Memununa (medicine)
Pectopans! (restaurants)
cities (myTemecTBus) Topona, cTpansl (cities_countries) 77
Typusm, myTenecTBUs 1 OTABIX (tourism)
computer_internet ()poBbIe TEXHOIOTHH) Komribrotep, HHTEpHET 146
culture (uckyccTBo) Kymerypa, nckyccrso (culture) 70
My3bika (music)
education (o0pa3oBanue) Ob6pasoBanue 168
®unanchl 1 crpaxoBanue (finance)
household (1omamHee xo03s1iicTBO) JKuBotHsle (animals) 74
Kynunapus, perents (cooking recipes)
Jom, pemont (house_repair)
TIpodeccruonanbusie yeayru (prof service)
mass_media (cpeacrsa maccopoii mHopmanmu | CMU (mass_media) [Tepconsr (person) 252
(CMR)) CornmalibHbIe ¥ O0IIECTBEHHBIC OPraHU3aAINI
(social_orgs)
people groups (Ipymisl o HHTEpEcam) OObeIMHEHHS, TPYTIIIBI JTIOACH 52
shops (MarasuHbI) ToBapsl, MarazuHsl 43
Iy TEMIECTBUS I(POBBIE TEXHOIOTHI HMCKYCCTBO obpa3oBaHue
10 + % i
O ] ° ° I
JIOMallIHEee X03HCTBO 00pa3 KU3HU CMHU TPYIIIBI 0 HHTEPECaM Mnrepecsl
ESnyTeIecTBIs
5 * ® E3udpoBbIe TEXHOTOTHI
@ o ESMCKYCCTBO
c 104
E ESoOpa3oBanue
S l Bl foMalIHee X035 CTBO
e ES06pa3 xKu3Hu
£ . . BCMU
= i it i i ESrpymIsl IO HHTEpecam
0 1 ® e L e — —— EJMarasuHsbI
MarasuHel cropT RS A CE I R S gEacropr
10 ‘
0 4

A CETITURS A CE

I R S

Wunukarops! npodeccnun

Puc. 1. Pacnpez{eneHI/Ie UHAUKATOPOB npoq)eccnﬁ 110 BEAYLIUM TEMaTUKamM oJIb30BaTeIeh

Fig. 1. Distribution of occupational indicators by leading user topics
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Tabauya 3. CpaBHEeHHE MPOMOPIMH KITIOYEBBIX MHUKATOPOB B TPYIIIAX MY)KYUH U )KEHIINH

Table 3. Comparison of the proportions of key indicators in groups of men and women

KittoueBble HHIANKATOPBI
HanmMenoBaue mokasarenst
A C E 1 R S
XKenckwuii on B npoduse 0,17 0,29 0,17 0,2 0,09 0,08
MyskcKkoit o B ipoduite 0,13 0,13 0,24 0,16 0,25 0,1
3HaYeHUE CTATUCTUKHU KPUTEPHUs 3,48 (1 df) 38,03 (1 df) 8,17 (1 df) 2,66 (1 df) 57,93 (1 df) 0,27 (1 df)
P-value 0,06 <0,05 <0,05 0,1 <0,05 0,61

Tabnuya 4. CpaBHeHHE BeIyIINX TEMATHK B IPYIIAX MYXXYHUH U KESHIIMH

Table 4. Comparison of leading themes in groups of men and women

HanmeHoBaHMe 1ToKa3aTeis
Benymas Temarnka Kenckuii mon Myskckoii o .

B pode 5 npode 3nauenue chi-sq P-value
[Myreectus (cities) 0,07 0,05 0,51 0,47
Ludpossie Texnomornu (computer_internet) 0,06 0,25 84,26 <0,05
Kynerypa (culture) 0,05 0,07 0,81 0,37
O6pasoBanue (education) 0,16 0,09 12,23 <0,05
Jomamnnee xo3siicto (household) 0,07 0,03 6,49 <0,05
O6pas3 xwusnu (lifestyle) 0,3 0,03 107,16 <0,05
CMMU (mass_media) 0,18 0,25 7,41 <0,05
I'pynmer o untepecam (people groups) 0,06 0,02 9,16 <0,05
Marasuss! (shops) 0,04 0,03 0,48 0,49
Cnopr (sport) 0,01 0,18 121,92 <0,05

HHTEpecyoTcs coobmmecTBaMu: «1{nppoBsie TEXHOIOTHNY,
«CMMN», «Criopt.

Ha cnenyromem srare aHain3a BbIIIOJIHAM [IOCTPOSHUE
perpeccuoHHbIX Mozeneil. Mozaenu 1mo3BossT BHYTPH Ka-
JKJIOW T€H/IEPHON TPYIIIBI YCTAHOBUTD CHITYy B3aUMOCBSI3U
MEX]ly KIIOYEBBIMH WHAMKATOPaMHU NMPO(ECCUu U BeIy-
IIMMH TEMaTHKaMHU C YYETOM HHBIX (paKTOPOB, KOTOPBIE
MOTYT OKa3bIBaTh BIMSHUE HA PE3YJIBTAThl IPOBEICHHUS
PO OPUEHTAIIMOHHOTO TECTUPOBAHMUSL.

B3aumMocBsi3b KJII0YeBbIX HHAMKATOPOB npodeccun
U BeAYIIUX TeMATHK 10 YKa3aHHOMY B Npoduie noJib-
30BaTeJIsAl COLMAIBLHON ceTH moJy. B cuny orpaHundes-
HOCTH yucna HaOmonenuit (836 xeHmmH 1 385 MyX4IHH)
¥ OOJIBIIIOTO YHCIa paccMaTpuBacMbIX BEAYHINX TEMATUK
(10), B Mozenb BKIIOYMM TOJBKO CIIEAYIONINE TIepeMeH-
HBIC: 3aBUCUMbIC — KJTFOYCBBIC MHIUKATOPBI IPOPECCHH
(bestprof); HezaBUCUMBIE — MEPEMEHHYIO, OTpaKaro-
LIYI0 BEIYLIYI0 TEMaTHKY CPEIN MOAMUCOK PECIIOH/IEH-
ta (education, lifestyle, mass_media, household, shops,
computer_internet, cities, people _groups, culture, sport),
NIEPEMEHHYI0, TIOKA3bIBAIONIYIO SIBJISIETCS JIM X000U MIIN
pa3BIIcUCHNUS MIEPBOCTEIICHHOH Bemyei TemaTukoi (isEnt)
u gncno npyseit (friends).

Jnst KBaHTH(HUKAIMN B3aUMOCBSI3H MOATOHUM MOJIEITH
MYyJIBTHHOMHAIBHON JIOTHCTHYECKON perpeccun [31], ko-
TOpPBIE TIPECTABISAIOT 0000IIEHIE METO/Ia IOTHCTHIECKON
perpeccuu Ha Kiacc 3aJa4 MyJIbTHHOMUAIBHOM Kiaccu(u-
Kalliy, IJe 3aBUCHMasl TIEPeMEeHHasl MPEJCTaBIsET COO0H-
JIICKPETHYIO MIEPEMEHHYIO C HECKOIIbKUMH B3aHMOUCKITIO-

YAOLIMMHU KaTeropusMu. B pesynbrare Oblny MOJOrHAHbBI
JiBa Habopa MoJiesiell MyJIIbTHHOMHAIbHON PErpeccu, co-
IJIACHO YKa3aHHOMY B ITPOQUIIE T0JIb30BATES MOIY.

3HAYMMOCTh KO PUIIMESHTA IIPH TOW WIIM UHOM Iepe-
MEHHOM ONPEAEIUM COITACHO KPUTEPHIO OTHOILICHUSI TIPAB-
JION0/100Ms1, KOTOPBIH HAaNpaBJIeH Ha CPaBHEHHE ITPaBJIOIIO-
nobuii (likelihood) Tekymielr Mopenu ¢ peaylMpOBaHHOH,
0e3 paccMaTpuBacMOil IepeMeHHOM.

PecnonaeHThbl, y KOTOPBIX YKa3aH KEHCKHH IOJI.
J171st TOATOHKN MYJIBTHHOMUAJIBHON PErpeccuyl HCIOMb3yeM
makeT nnet [32] cpensr o0paboTkn maHHBIX R. Ha puc. 2
MOKa3aHbl Tpa(UKN 3aBUCUMOCTH BEPOSITHOCTEH ompesie-
JICHHOTO MHAMKATOpa MpOo(eccCHu OT paccMaTPUBAEMBIX
(axTopoB (IS KaXI0¥W Beaylield TEMaTUKH OTIEIBHO).
[Tonyuenusie K0d3POUIHEHTH MYIBTHHOMHAIBHOM JIOTH-
CTHYECKOI perpeccuu NpeCTaBIeHbl Mo CChLIKeE .

OTMeTHM, 4TO B HECKOJIBKUX Kareropusx (culture,
people groups, shops, sport) BEIITOIHEHO HEOOJIBIIIOE YHC-
JI0 HAOMNIONEHNH, TIOATOMY TIPH TTOCTPOSHUU PETPECCHOH-
HBIX MOJIEJICH OHM MCKITIOYEHBI U3 PACCMOTPEHUSI.

B pesynbrare aHanmsa BUJIHO, YTO BEPOSITHOCTh HAJIH-
YHs KJIFOUEBBIX HHIMKATOPpoB npodeccuii C u [ Bo3pacraer
M0 CPaBHEHHUIO C HAJMYMEM MHAMKATOpa A, IPH ycClo-
BHH, YTO BeAyIIas TeMaTHka pecrmoHiaeHTa — «CMIy.

I Pesynbrarsl MyJITHHOMHAIBHOM JIOTHCTHYECKOH perpec-
cun [DnexTpoHHblii pecypc]. Pexxum nocryna: https:/dscs.pro/
materialy-po-proektam/rezultaty-issledovaniya-proforiyentatsiya/,
cBoOOAHBIH. S3. pyc. (nata obpamenus: 17.01.2023).
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Puc. 2. 3aBUCHMOCTH BEPOATHOCTEH HAIMYMS KIIOUEBBIX MHIMKATOPOB Mpod)eccuu B pesyliibraTax Tecta [omiania oT Hanuuus
OTIpeeNICHHON BeylIel TEMaTHKH [UIs PECIIOHICHTOB, Y KOTOPBIX yKa3aH )KeHCKHi 1o B mpoduiie: «Ob6pazoBanue» (a); «Ob6pa3
xu3am» (b), «CMUW» (c)

Fig. 2. Dependencies of the probabilities of the presence of key occupational indicators in the results of the Holland test vs. the
presence of a certain leading theme for respondents with a female gender in their profile: “Education” (a); “Lifestyle” (), “Media” (c)
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PecnonaeHThI, Y KOTOPBIX YKAa3aH MYKCKOM I0JI.
Tak Kak peclOHIEHTOB, Y KOTOPbIX YKa3aH MY>KCKOH 101,
He0O0JIbLIOE KOINYECTBO, TO IIPH IIOCTPOCHUH PErPeCCHOH-
HBIX MOJIEJICH HCIIOIB3yeM TOJIBKO KaTeropuu mass_media,

0,31

0,1 X

e nmey TN T TE TR

0,0 0,4 0.8

BCpOS{THOCTL KIIIOUYCBOT0 MHAUKATOpa

A C

I ——R ——S

Puc. 3. 3aBUCHMOCTH BEPOSTHOCTEH HAJINYMSI KIIOUEBBIX HHANKATOPOB MpodeccHn B peynbrarax Tecta [omiania ot Beayuen
TEMaTHKH JUIsl PECTIOHICHTOB, Y KOTOPBIX yKa3aH MY>KCKo# moin B podune «Cropt» (a) u «L{udpossie Texuomorum» (b)

Fig. 3. Dependencies of the probabilities of the presence of key occupational indicators in Holland’s test results vs. the leading theme
for respondents who have a male gender in the profile “Sport” (a) and “Digital Technology” ()
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A.O. XnobeictoBa, M.B. Abpamos, B.®. Ctonaposa

computer_internet u sport. [IpoBeneHHbIN aHATHU3 MTOKA-
3aJl, 4TO Hanuuue Beayuiell temaruku «CrnopT» yBeau-
YHMBACT BEPOSITHOCTh KIFOYEBOIO MHIMKATOPA MPOQecCuu
E no cpaBHeHHUIO ¢ UHAUKATOPOM A B pe3ynbTarax Te-
cra [omranga y aui, OTMETHBIINX CBOH ITOJI KaK MYX-
CKO B mpoduie oHIaiH conuansHO# cetn (puc. 3, a).
Hanmune Bemymeit temarnku «L{udpoBsie TeXHOTOTHI»
YBEIMUMBAET BEPOATHOCTh HAJINYMS KJIIOUEBBIX WHANKA-
TopoB Tipodeccuut R 1 S mo cpaBHEHUIO C MHIUKATOPOM
A (puc. 3, b), a Hanmune Begymeil Tematuku «CMUW»
YBEJINYMBAET BEPOATHOCTh HAJIMYNS KIIIOYEBOTO MHAMKA-
Topa C.

BoiBoabI 1 00cyxKIeHUE

[To pe3ymbTaramM CTaTHCTUYECKOTO aHaJ3a OblIa MMo/I-
TBEpPIK/I€HA THIIOTE3a, YTO HHTEPECHI OIb30BaTeNs, BBIPa-
JKaeMble B BUJI€ TEMaTHK COOOIIECTB, HAa KOTOPBIE OH TO/I-
MMCcaH B conaibHol cetn « BKoHTakTe», B3aMMOCBS3aHbI
C pe3ynbTataMu Tecrta lomianaa.

OTMeTnM, 4TO Kak KIIFOUeBbIE MHIUKATOPHI podec-
CHH, TaK M BeIyIHe TEMAaTHKH UMEIOT pa3JInyusl 110 T0JTy
(yxazanHoMy B mpoduiie OHJAlHH COIUAIBHON CETH).
Pecrnion/ieHTHI ¢ YKa3aHHBIM B aKKayHTE YKEHCKHM I10JIOM
0OJbIIIe HHTEPECYIOTCSI COOOIIEeCTBAMH C TEMAaTHKAMHU
«O6pazoBanuey, «/loMamrHee X03s#cTBOY, «O0pa3 Ku3-
HI», «[ PyTImB! 10 HHTEpecaM», ¢ MyKCKAM TTOJIOM — Yallie
HMEIOT Beayuryto TeMatuky «L{udpoBeie TexHOIOTHNY,
«CMM», «Criopt». YKeHIITMHBI 0051ee CKIIOHHBI UMETh KJTIO-
4yeBble HHAMKATOPbI podeccun A u C, a MyxxurHbl — E 1
R. B cuity He00JIb1I0T0 YKCITa HAOTIOACHUH, @ TAKXKE, TaK
KakK TI0JI YeJIOBeKa SIBIISICTCS] BAKHEUIINM (PaKTOPOM, BITU-
SIFOLIIMM Ha TIPOSIBIICHHE JINYHOCTHBIX 0COOCHHOCTEH, B3a-
MMOCBSI3b KIIFOUEBBIX UHMKATOPOB NPOPECCH M BELYIIHX
TE€MaTUK PaCCMOTPEHA OTAEIBHO 110 FeHEPHBIM IPYyIIIaM.
[MocTpoenue monenelr MyIbTUMOJAIBHON PErpeccuu Mo-
Ka3aJlo CIIEAYIONINE B3aUMOCBSI3H. [IJI pecroHIeHTOB, Y
KOTOPBIX YKa3aH KCHCKHUU TOJ B MPOQUIE COMHATBHON
CETH, CTATHCTHYECKH 3HAYMMYTO B3aMOCBSI3b Y/IAIOCh BBI-
SIBUTh MEXIY BEAyILEeH TeMaTnkoil «O0pa3oBaHmey 1 KITI0-
YeBBIM MHAUKATOPOM mpodeccuu S, Temarnkoi «O0Opas
*ku3au» U naaukaropamu C, I, R, rematukoit «CMWN» u
unnukaropom C. Kpome Toro, B 3T0ii rpyImmne craTucTHue-
CKH 3HAUUMOM ABJISIETCS IEPEMEHHAs!, OTPaXarolast YUCiIo
Ipy3eit B mpoduie: yBeIUYEHNE YUCIIa JIpy3el BeeT K
POCTY BEPOSITHOCTH KJIIOUYEBBIX MHMKATOPOB Tpodeccun
C, E, S B pesynbrarax tecra [omnanaa.

Jist TpyTimBl MYXKYHH HE TIPOCIIEKHUBACTCS TTOJ00HOM
B3aMMOCBS3U KITFOYEBBIX HHIMKATOPOB MPOGECCHH C JHC-
oM nipy3eit. Kpome Toro, mpuCyTCTBYeT U MHAst KapTHHA
BEIYIIUX TEMATHK: B MOJABISIONIEM OOJBITHHCTBE CITY-
gaeB 310 win «CMWy», wmn «Cropty, unmn «Iudpposeie
TEXHOJIOTHM». bplTa BBHIABICHA B3aWMMOCBSI3b TEMATHKHU
«Cropt» ¢ KIII0YEBBIM HHAUKATOpOM tipodeccuu E, Tema-
tuku «{ndposbie TexHomOrMM» ¢ MHAMKaropamMu R u S,
teMaTuku «CMIN» ¢ kinroueBbiM uHIUKaTOpoM C.

K orpannueHusIM NpOBEAECHHOTO UCCIIEA0BaHUS OTHO-
curcst crioco0 cOopa JaHHbIX, TaK KaK CBOOOIHBIH JOCTYII
PECIOHIEHTOB K MPHUJIOKEHHUIO HE MO3BOJISET OLICHUTH
WCTHUHHBIC XapaKTEPUCTUKU BBIOOPKH U ONPEAEIUTH O/
TPYIITY TOMYISIIUH, TSI KOTOPOH ITOTyYeHBI PE3YIIbTaTHL.

Kpome Toro, u3-3a Majoro KoJimuecTBa HaOIIOACHUH Psij
BEJIYIMX TEMATHK MPHIIOCH UCKIIOYNTh U3 PaCCMOTpe-
Hust. OHAKoO 3Ta 0COOCHHOCTh MOXKET OBITH pa3pelnieHa
MOCPEJICTBOM PACCMOTPEHHSI HHBIX CIIOCOO0B MOJIEINPOBa-
HUSI, HarpuMep, 0alieCOBCKOTO TTOIX0/1a K aHATU3Y TaHHBIX
3a cueT KOMOWHHPOBAaHUA WH(POPMAIINU U3 PA3TUIHBIX
HMCTOYHHMKOB: CTaTUCTUYECKOM, SKCIIEPTHOM U PE3YIBTATOB
[IpeABapUTEIbHbIX UCCIIE0BaHU. BaxxHo! XapakTepu-
CTUKOM TaKUX MOJEJIEH TakKe sSBJISAETCS BO3MOXXHOCTD
00yueHUs TPU TOCTYIUICHUH HOBOM MH(OpManuu, 4To
IMMO3BOJIUT YYUTHIBATH B (I)I/IHaJ'[bHI)IX OLICHKAaX CTaTUCTHU-
YEeCKOM B3aMMOCBS3HU HCCICAYCMbBIX TEPEMCHHBIX HOBBIC
pe3ynbTaThl MPOXOXKICHHs TeCTHpOoBaHUi. baliecoBckast
CeTh JIOBEpHs B JIAHHOM ciiydae OyaeT mpelcraBieHa
JIBYMsI B3aMMOCBSI3aHHBIMH OJIOKAMH: OJIOK aCIEKTOB
COIHATBHO-TIPO(EeCCUOHAIBHONW HATIPABICHHOCTH JINY-
HOCTH, OTPa)XCHHBIH B pe3yibpTarax tecta [ommanma
(B TOM 9HCIIe C yU4ETOM PaHTOB BCEX MICCTH U3MEPEHUI)
1 OJIOK IT(POBBIX CIEIOB TOIH30BATEINS, BKIIOUAIOITII
HECKOJIBKO BEIyIINX TEMAaTHK COOOIIECTB, IOJI, BO3PACT,
qucio apyseit u apyrue. Takum oOpa3zom, OGaiiecoBckue
METOJIbI MOTYT TIOMOYb CMSTYUTH TPOOJIEMY HEOOIBIIOrO
00beMa BBIOOPKH, OJJHAKO HE OTMEHSIOT HEOOXOAMMOCTH
NpoBeIeHHs OoJiee MacIITaOHOTO MCCIIEI0BaHMsI, HAIIPaB-
JICHHOTO Ha MOCTPOCHHE IMPEICKa3aTeIbHON MOJIENH, OC-
MBICJICHHOCTh KOTOPOT'O IOJATBEPIKAAETCS B HACTOSIICH
paborte.

Taxke OTKPBITHIM BOIIPOCOM HCCIICIOBAHUS SBIISCTCS
U TO, 9TO MPO(ECCHOHAIBHBIC THIIHl B YHCTOM BHJIC HE
BcTpedatorcs [29, 30], T. . MOYKHO TOBOPUTH O KITFOYCBOM
THTIE COIHATHHO-TIPO(ECCHOHATBFHON HAPaBIEHHOCTH
JMYHOCTH, YTO, B CBOIO O4Yepeib, B JaJbHEHIIIEM ITO3BOIHT
CTPOUTH MPEIATIOIOKEHUS 0 HanOoJiee MOAXOASIIEH cdepe
JIesITeNIbHOCTH. BMecTe ¢ TeM Juts cyeHus 00JiacTH Tpo-
(heccHOHAIBHBIX MHTEPECOB BAYKHO TAK)KE PACCMOTPETh
BBIPAXKCHHOCTD BTOPO- U TPETHECTCIICHHBIX NHANKATOPOB.
JlaHHbI (akT MIaHupyeTcst yu4ecTb B JalbHEHIINX uccie-
JIOBaHMSIX, @ IMEHHO, OyZIeT pacCCMOTPEH HE OJMH KIIIoue-
BOH THIT CONMATLHO-TIPO(ECCUOHAIBHON HANPaBICHHO-
CTH, a COBOKYITHO HECKOJIbKHX mpeoOmanatommx. Kpome
TOTO, JJIS MOATBEPKICHUS PE3yIbTaTOB UCCICIOBAHUS
B JabHEHIIEM ITAaHUPYETCS PACIIUPUTE 00BEM BBIOOP-
KA ¥ KOJIMYECTBO HE3aBUCHUMBIX TIEPEMEHHBIX B MOJIEITH
MYIIBTHHOMHAIBFHON PErpeccHy, B YaCTHOCTH, TAaKOTO pozia
YBEJIMYCHHUE YHCIIa IEPEMEHHBIX MOKET OCHOBBIBATHCS Ha
BOCCTaHOBIJICHHON HH(OPMAIIUK O TPOQHUIIE B COIUATBHBIX
ceTsx: Bo3pacte [33], HHTeHCUBHOCTH NoBeneHus [34], a
TAKKE YYUTHIBATh (PAKTOP BIMSHUS Ipy3ed U POJCTBEHHHU-
KOB mosb3oBarenst [24, 25, 35].

3akaouenune

N3ydeHbl TEHICHIUHN B3aUMOCBS3H MEXy LU(BPOBbI-
MU ClIeJlaMH T10JIb30BaTeseH, BRIpa)KEHHBIMU TeMaTHKa-
MU TOJIHUCOK, U KIIOYEBBIMH HHIUKATOPAMH COIHATIb-
HO-TIPO(heCCHOHATIBHON HANPaBICHHOCTH, OTPAXKEHHBIMH
B pe3ynbrarax Tecta [omianaa, Mo TaHHBIM MUJIOTHOTO
HCCIIEI0OBAHUS, IPOBEIEHHOIO C MIOMOILBIO IIPUIIOKEHHUS B
OHJIalH coluansHOM cetu. [1pu npoBeneHun uccnen0BaHus
MOATBEP>KJIEHA THIIOTE3a O TOM, YTO MHTEPECHI OJIb30BaTe-
7151, BBIPQ)KCHHBIE B BUJIE TEMAaTHK COOOIIECTB, HA KOTOPBIE
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OH TOAITMCAH B OHJIAWH COIMAILHOM CETH, B3aNMOCBSI3aHbI
c pesyabratamu tecra [omnanja, T. €. MOTYT BBICTYIaTh
MIPEIUKTOPAMH COLUAIbHO-NIPO(ECCHOHAIBLHON Harpas-
JICHHOCTH JIMYHOCTH. [loTydeHHbIe pe3yIbTaThl O3BOIHIN
MOATBEPAUTD LENEeCO00Pa3HOCTh anpodaluy NPUMEHEH-
HBIX METOJUK K OoJiee IMpoKoMacITaOHON BBIOOpKE, a
TAKOKe YYECTh PsiJi TOHKUX MOMEHTOB IIpU JJH3aiiHe mog00-
HOTO poJia MCCIEA0BaHUA, B TOM 4ucie cOop Oompmiero
YHCIIa COLHAIBHO-IeMOrpadueCcKuX XapaKTePUCTHK JJIs
ONpECACTICHUA TOATPYIIIBI MOITYJIAINU U IMPUBJICYCHUC DKC-
MEPTOB JJIsl YKPYITHCHUSI TEMATHK COOOIECTB. Pe3ynbrarTsl
paboThl yKa3aay Ha HauOoJee NePCIeKTUBHbIC HalpaBJie-
HUSI MICCJICJIOBAHUH JJIsI OTIPEJICNICHUS B3AUMOCBSI3U MEK/TY
HWHTEpecaMH I0JIb30BaTelIell OHJIAiH COLMALHOW CeTH
1 MPOSIBIICHUSIMU THUIIOB COIIMAIBHO-TTPO(ECCHOHATBHOM
HarpaBIeHHOCTH JINYHOCTH.
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[IpobGnema, paccMOTpeHHast B HACTOsIICH padboTe, OT-
BEYAET OJIHOMY M3 OCHOBHBIX HAIPABICHHI HAyYHO-TEX-
Hosloruyeckoro pa3sutusi Poccuiickoit denepaunn —
«Co3maHnr0 BO3MOYKHOCTEH ISl BBISIBIICHUS TAIAHTIHBOMN
MOJIOICXKH U MTOCTPOCHUS YCICITHON Kaphephl B 00IACTH
HAyKH, TEXHOJIIOTHIA W WHHOBALUU, pa3BUTUEC MHTEIUICK-
TyaJIbHOTO MOTEHIMaIa cTpanbi»!. BeINOIHEHHOE HCCIe-
JIOBAaHWE JaeT OCHOBY JJISA MOCIEAYIOIMHNX Pa3paboToK,
OpPHUEHTHPOBAHHBIX HA CHIDKEHHE YPOBHS 0€3paOOoTHIIBI 1
TMOBBINICHUEC YPOBHSA YIOBJICTBOPEHHOCTHU XKU3HBIO IMOCPECI-
CTBOM IPABHJILHOTO CBOEBPEMEHHOT'O BBIOOPA MPO(ECCHH.

! Kaapel u yenoBeveckuii kanuran [DIeKTPOHHBINA pecypc].
Pexxum moctyma: https://xn--mlagf.xn--plai/ways/kadry-i-
chelovecheskiy-kapital/, ceobomnsiii. SI3. pyc. (1ara obpamenus:
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Abstract

The neuro-degenerative eye disease glaucoma is caused by an increase in eye pressure inside the retina. As the second-
leading cause of blindness in the world, if an early diagnosis is not obtained, this can cause total blindness. Regarding
this fundamental problem, there is a huge need to create a system that can function well without a lot of equipment,
highly qualified medical personnel, and takes less time. The proposed modeling consists of three stages: pre-training,
fine-tuning and inference. The probabilistic based pixel identification (Bayesian variant) predicts the severity of Diabetic
Retinopathy (DR) which is diagnosed by the presence of visual cues, such as abnormal blood vessels, hard exudates, and
cotton wool spots. The article combines machine learning, deep learning, and methods for image processing to predict
the diagnosis images. The input picture is validated using Bayesian variant connected component architecture, and the
brightest spot algorithm is applied to detect the Region of Interest (ROI). Moreover, the training sample calculated optic
disc and optic cup are segmented with fundus photography ranges 0 to 4 using VGGNet16 architecture and SMOTE
algorithm to detect DR stages of images and the proposed model using ensemble based ResNet with Efficient Net
produces the excellent accuracy score of 93 % and predicted image Kappa coefficient (p < 0.01) 0.755 of the fundus
retina image dataset.
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Blindness detection in diabetic retinopathy using Bayesian variant-based connected component algorithm...

AHHOTALHUA

Heiiponereneparnsraoe 3a001eBaHne T1a3 — ITIAyKOMA, BEI3BIBACTCS MOBBIIICHHEM BHY TPUITIA3HOTO AABJICHHS CETUYATKH.
310 BTOpAst 110 3HAYUMOCTH IPUIHHA CIIETIOTH B Mupe. OTCYyTCTBHE paHHEro JUarHo3a MPUBOAUT K MOJHOIL ciemnore.
AKTyaJIbHOH Tpo0OJIeMOit SBIISIETCSl CO3AaHNe CHCTEMbI INarHOCTHKHU, KOTOPast MOXKET (DYHKIIHOHUPOBATH O3 GOJIBIIOro
KOJIMYeCTBA 000PYIOBaHUs, BHICOKOKBATH(UIIMPOBAHHOTO MEAUIIMHCKOTO MEPCOHANA U 3aHUMAeT Majlo BPEeMEHH.
[pemioxkeHHOE B paboTe MOICTMPOBAHKUE COCTOUT M3 TPEX ITATIOB: IIPEBAPHUTEIbHAS OITOTOBKA, TOHKAsI HACTPOIiKa 1
JIOTHUYECKHUii BbIBOJ. BeposiTHOCcTHAs MKcenbHas naeHTHduKalws (0aiiecoBCKuil BApHAHT) MO3BOJISET MPOTHO3HPOBATH
TSDKECTh 3a00JIeBaHMS 10 HANMYHUIO BH3YaJdbHBIX NMPU3HAKOB, TAKMX KaK aHOMANUS KPOBEHOCHBIX COCY/IOB, HAJTMUHE
TBEPABIX HKCCYIATOB M BATOOOPA3HBIX 04aroB. PaccMOTpeHo codeTaHne MAIIMHHOTO 00y4eHUs, IITyOOKOro 00y4eHus
W METOOB 00pabOTKM M300paKeHUH IS OLCHKH M WACHTU(UKALNN NHAarHOCTUYECKUX N300paxeHuid. BxogHoe
n300paXxeHre MPOBEPEHO C HCTIOIb30BaHNEM 0aifeCOBCKOI apXUTEKTYPHI CBI3aHHBIX KOMIIOHEHTOB. J{11s1 oOHapyKeHus
obnactu uaTepeca (ROI) npumenen anroputm Hanbosee sspkoro mstHa. /st oOHapyKeHHs cTajuil [ruadeTHaecKkoi
peTHHONaTHH 110 (HoTorpadusM IITa3HOTO JHA BHIIOIHEHBI PACUeThl IMCKA U Yalllk 3pUTEIbHOr0 Hepsa. M300paxeHns
cermeHTupoBanbl oT 0 10 4 ¢ ucnosabzoBanuem apxutekrypbl VGGNetl6 u anropurma SMOTE. Ilpencrasnennas
MoJiellb ¢ npuMeHeHneM anroputma ResNet Ha ocHoBe ancam6ist ¢ Efficient Net nana onenky tounoctu 93 % u
npe/ckasanbiil koddouient Karma n3obpaxenus (p < 0,01) 0,755 nabopa qaHHBIX H300payKeHHs CETYATKHU [TIa3HOTO
JHA.

KiioueBsbie ciioBa
OatiecoBckuii Bapuant, Keras u TensorFlow, ancambneBoe obydenue, EfficientNet, ResNet
Cceplaka aia nurupoanusi: Ananrta ba6y 11, Mypamu C., Bumxasu D., Amang M., Pamanaran JI. OOHapyxeHue

CJICTIOTHI TIPH JHA0ETUIECKON PETHHOMATHH C MCIIOIb30BAHNEM AITOPUTMA CBS3aHHBIX KOMIIOHEHTOB Ha OCHOBE
GatiecoBckoro Bapuanta B Keras u TensorFlow // Hayuno-TexHudecknii BeCTHUK HH(POPMAIIMOHHBIX TEXHOJIOTHH,

Mexanuku u ontuku. 2023. T. 23, Ne 3. C. 575-584 (na anrt. s13.). doi: 10.17586/2226-1494-2023-23-3-575-584

Introduction

Recently, diabetes affects roughly 250 million
individuals worldwide. People with diabetes have elevated
blood glucose levels and their retinas suffer as a result.
Loss of eyesight or blindness results from this. The leading
causes of blindness and visual impairment in humans are
Diabetic Retinopathy (DR), glaucoma, age-related macular
degeneration, and cataract. The most well-known form of
DR is diabetic blindness [1]. As a result, the blood vessels
in the retina are damaged, which can lead to blindness. One
in four people with the same type of DR, which affects
up to 4.1 million individuals, have visual loss. A process
known as DR damages the blood vessels in the retina, a
luminous tissue located in the back of the eye [2]. Diabetes
is a major cause of vision loss in diabetics and is one of the
main risk factors for vision loss and blindness in persons
below the age of 70. Most diabetic may get retinopathy
which can be very severe since that raises the possibility
of blindness if untreated. Regular eye exams are crucial to
getting the problem treated while it is still treatable since
it is easiest to do this in the initial stages. We have scanned
images to utilize trained surgeons to diagnose the illness
instead of automation system.

— It benefits the patient, particularly those who cannot
afford medical care.

— It lessens human effort, particularly when there are
fewer specialists.

— It is useful for persons living in remote locations where
medical screening is challenging to perform.

— It reduces the amount of time needed to diagnose an
illness.

Diabetic screening aids in the early detection of the
disease asymptomatic phases and can be modified to result
in effective therapy. This makes it possible for medical
providers to use screening in rural and isolated locations
where specialist healthcare is lacking. In medical image
analysis, the location of structures must be determined.

Visual acuity is in danger when the background alterations
take place in the central retina, a disease known as diabetic
maculopathy. Unfortunately, many people go misdiagnosed
even as their diabetes severely destroys their retinas since
sight loss is frequently a late indication of advanced
diabetic maculopathy [3].

A condition known as glaucoma (Gl) affects the optic
nerve which connects the eye to the brain. The optic nerve
is compromised when Intraocular Pressure (IOP), often
known as eye pressure, is high [4]. A rise in blood sugar
doubles the likelihood of Gl which if left untreated can
result in blindness and visual loss. Based on the size of the
swollen optic nerve head or optic disc and Cup-to-Disc
Ratio, or cupping, Gl may be divided into three categories:
there exist mild, moderate, and severe Gl phases [5].
Diabetic Macular Edema is a fluid buildup in the macular
region of the retina brought on by blood vessel destruction.
Straight-ahead vision is made crisp by the macula. The
macula swells and thickens as a result of fluid accumulation
causing visual distortion. Based on the following criteria,
mild, moderate, and severe Diabetic Macular Edema phases
can be distinguished [6].

The major goals of the proposed study are to improve
sensitivity, specificity, and accuracy of DR diagnosis by
detecting blood vessels, microaneurysms, hemorrhages,
and exudates. To create an automatic grading system for
various DR phases that is highly accurate and requires little
computational effort.

Literature Review

Systems for analyzing retinal images have the ability
to process data through image processing and machine
learning techniques. There are various uses of image
processing algorithms in the literature for diagnosing retinal
disorders [7]. The early digital retina fundus images were
classified using manually derived features and empirically
determined parameters. According to the authors, computer
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vision techniques may now be used to automatically find
microaneurysms system. Eight characteristics among pixel
area and total pixel intensity, recorded for each candidate,
were used in their studies using simple morphological
and thresholding procedures [8]. The suggested approach
produced outcomes equivalent to those attained by medical
professionals demonstrating the diagnostic utility of
automated lesion identification. Images may be visualized
using a variety of image-processing tools and techniques
[9, 10]. The photos are subjected to several pre-processing
procedures to improve their visualization. A network
may pick up more superior qualities when the images are
brighter and clearer. We will make a quick mention of the
image processing methods employed by the writers and
researchers in this part. Compared to the other channels, the
Green channel in the RGB color space offers more contrast
and information [11].

The chronic damage to the optic nerve caused by the
degenerative eye disease glaucoma eventually results in
permanent blindness and a loss of visual field. It is the
second most common explanation for glaucoma. According
to the widely used model, 11.1 million individuals would
have glaucoma globally in 2020 [12]. IOP, or elevated
Intraocular Pressure, is a primary factor in damage to
thefragile nerve fibres of the optic nerve. Glaucoma can
occasionally occur in individuals with IOP levels within
the normal range. IOP in glaucoma sufferers is greater
than 20 mmHg (normal IOP is 10 mmHg), which might
harm the optic nerve in the back of the eye and result in
blindness [13].

In order to acquire unsupervised features and categories
patterns, Deep Learning (DL), a subset of machine learning
techniques, uses hierarchical layers of non-linear processing
stages [14]. One technique for computer-assisted medical
diagnosis is DL. Classification, segmentation, detection,
retrieval, and registration of the pictures are only a few
of the DL applications used in medical image analysis.
Convolutional Neural Networks (CNNs) are employed
more frequently than the other techniques in medical
image analysis [15], and they are also quite successful.
Convolution layers (CONV), pooling layers, and fully
linked layers make up the three basic levels of the CNN
architecture (Fully Connected). Depending on the author’s
vision, the CNNSs size, number of filters, and layer count
can change. In the CNN design, each layer has a distinct
function. Different filters convolve a picture to extract its
characteristics in the CONV layers. In order to shrink the
size of feature maps, the pooling layer is often applied after
the CONV layer. There are several pooling algorithms;
however average pooling and maximum pooling are most
often used [16].

Residual representations

VLAD [17] is a format for image recognition that
encodes using residual vectors in relation to a dictionary,
and Fisher Vector can be in the form of a probabilistic
VLAD formulation.

Strong shallow models for vision classification
and retrieval are among them. Vector quantization has
demonstrated that residual vector encoding is more efficient
than original vector processing.

An essential method for examining the retina arteries
and veins is retinal vascular segmentation [17]. Blood vessel
segmentation is essential in this sort of analytic method
which is used by various medical professions to discover
a variety of medical concerns. Due to the significance
of fundus vessels, several fundus vascular segmentation
techniques have been developed over time [18]. The
results of a manual segmentation might be regarded as the
accurate results. Although manual segmentation is easy,
it is a laborious operation. Additionally, fatigue makes it
more prone to mistakes [19]. Additionally, because each
person may interpret the image differently, there can be
some variations in the segmentation findings from various
individuals. Therefore, a simpler and more efficient
segmentation method should be developed.

A type of machine learning technique known as
“unsupervised learning” is used to draw conclusions from
data sets that contain input data without labeled replies.
In unsupervised learning the approaches were discussed.
According to a method proposed by Zhao et al. [20] for
segmenting retinal blood vessels, based on the level set and
region growing method, the extracted green channel image
is first enhanced using CLAHE and a 2D Gabor wavelet
transform before being smoothed out with an anisotropic
diffusion filter that maintains the vessel boundary [21].

While UNet architectures may keep the image structural
integrity, they are more suited for semantic segmentation
than conventional CNNs. They include a contracting path to
collect the pertinent context and an expanding path that is
symmetrical allowing for exact segmentation. Additionally,
UNet architecture processes the image in a single pass
rather than processing various patches in a sliding window
approach as a CNN would that is why such architectures
are referred to as “Fully Convolutional Networks” (FCN)
[22] and also have number of parameters and are faster than
conventional CNNS.

System Model

The essential components of CNNs will be discussed
in detail in this article. Fully linked layers, also known
as traditional neural networks, are presumed to be
recognizable to the reader based on this. The basic
units of neural networks in the past have been matrix
multiplications and nonlinearities like sigmoid. These
levels of a matrix multiplication are now known as fully-
connected layers since every unit in the layer below it is
connected to every unit in the layer. In our model, a free
library named TensorFlow is accessible on GitHub. When
it comes to work with Deep Neural Networks, it is one
of the more well-known libraries. On top of Theano or
TensorFlow, Keras is a high-level library. It offers a scikit-
learn-style Python API for creating neural networks. The
primary motive behind the creation of Keras is to make
experimenting easier through rapid prototyping.

Bayesian variant

By using deep learning method, a probabilistic pixel-
by-pixel segmentation model known as the “Bayesian”
network was developed as an alternative to the original
network. With the help of this technology, it is feasible
to do probabilistic pixel-wise categorization using drop-

Hay4HO-TeXHUYeCcKMi1 BECTHUK MHDOPMALIMOHHbLIX TEXHONOM MK, MexaHukn n ontuku, 2023, Tom 23, N2 3
Scientific and Technical Journal of Information Technologies, Mechanics and Optics, 2023, vol. 23, no 3

577



Blindness detection in diabetic retinopathy using Bayesian variant-based connected component algorithm...

out and Monte Carlo sampling. Determine the posterior
distribution (P) over the convolutional weights w using the
actual training data x and labels z as inputs.

P(wlx, z).

The Kullback-Leibler divergence between the targeted
approximation distribution and the complete Bayesian
probability is eliminated.

1(x, y) = kIP(x, y)|[PO)P(y).

I denotes the input image and we applied &/ as
divergence Bayesian probability. The posterior distribution
over the weights would be sampled at test time to create the
distribution of softmax class probabilities. Convolutional
kernel sizes were set at 3 x 3 for the Original network and
7 x 7 for both of the Basic networks to provide a broad
context for smooth labelling. We trained our networks using
a stochastic Bayesian network model that integrates raw
data from color, edge map, and texture in order to improve
the accuracy of content-based photo retrieval systems.

Bayesian classifier

We consider k classes, o, ®,, ..., ®;, with the
prior probability P;, i = 1, k, X = {X|, X,, ..., X} is the
n-dimensional continuous data with x = {X|, X, ..., X}
being a specific sample. According to [23], a new
observation x belongs to the class o, if and only if

P(ox) > P(oj) for 1 <j <k j#k.

In the continuous case P(w,[x), is calculated by

_ Plofix|o) — Pifi(x)
P(ox) =z = .
YP(o)fxlw;)  fx)

=1

Connected components

Through pixel-by-pixel analysis of an image, linked
component labelling finds related pixel areas, or regions
of nearby pixels, that have the same set of intensity values
V as connected componets. (from top to bottom and left to
right). (V is always 1, despite the fact that V may take on
multiple values in a grayscale image.)

Let Os be a neighbourhood system:

— 4-point neighbourhood system,
— 8-point neighbourhood system.

Let c(s) denote the collection of nearby points s that are
linked together, i.e., set of pixels. The set c(s) for all s(set)
and 7 must possess the characteristics that — c(s) € 0s —
— 7 € c(s) © s € c(r) radius. In general, calculating c(s)
may be very difficult. Use the following pseudocode to find
a linked set by growing an area from a seed point.

Pseudo Code: Connected Set Growing Region
ClasslLabel =1
Initialize Yr = 0 for all r € S
ConnectedSet (s0, Y, ClassLabel) {
B ~ { s0 }
While B is not empty {
s « any element of B

B~ B - {s} Ys « ClassLabel

B« B S {r r € c(s) and Yr = 0
}

}

return (Y)

The proposed model, after enlarging the region to
the nearest pixel, applies the extract the corresponding
component sets to cycle through each pixel in the image.
For each pixel that isn’t labeled, an associated set should
be extracted.

Pseudo Code: Extract the connected components Region
ClassLabel =1
Initialize Yr = 0 for r € S
For each s € S {
if(Ys = 0) {
ConnectedSet (s, Y, ClassLabel)
ClasslLabel ~ ClassLabel + 1
ol

Proposed Procedures

Fig. 1 depicts the finalized proposed Bayesian version
based on linked components to identify the diseases in
the eye dataset. In large collections of misclassification
data, the ensemble model may be optimized and used
with ResNet. The next part provides information on the
proposed training and testing dataset for employing the
linked components based on the Bayesian variation.

Proposed algorithm

Step I: Read APTIOS retina data set collected from
Kaggle.

Step 2: To determine whether an input (x) coincides
with a label, evaluate your network input data in the first
phase (v). Make that the ground-truth label () is suitably
encoded to label indexes, assuming dense prediction.

Step 3: A pre-trained model should be chosen based on
how well it is handled hyper parameters.

Step 4: After convolution layers, add Dropout layers,
modify a few layers, or train the classifier using a small
dataset.

Step 5: During training, employ class weights if the data
issue is extremely uneven. Alternatively, give the unusual
class more weight while reducing the weight of the main
class.

Step 6: Utilize Max-pooling to cut down on
computations before ReLU. ReLU thresholds zero-valued
values. Max-pooling only pools the maximum activations
when f(x) = max(0, x): Use Conv > MaxPool > ReLU
when f(x) = max(x;, x5, ..., x;) Conv > ReLU > MaxPool
is preferred.

Step 7: Use 80-20 for training and testing the ML
Bayesian Variant + Connected Component model to
forecast the model.

Step 9: To evaluate the correctness of the provided
dataset, use the confusion matrix.

Step 10: Finally, provide a categorization report with
accuracy, recall, and precision.
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Data Extraction

Pre Processing

Training Samples

Fig. 1. Bayesian Variant-Based Connected Component Model

Results and Discussion

Pre-processing

Pre-processing the data is an important step that is
frequently missed. The caliber of the input is the crucial
step of preprocessing the data which is routinely skipped.
The effectiveness of the produced machine learning
models is significantly influenced by the quality of the
input data. Before beginning the modeling process, it is
crucial to analyze the data and to take into consideration
any potential problems. The material consists of 3662
retinal photographs of clinical patients with labels and
1928 retinal photographs with test labels. A clinical expert
assigns labels to the photographs. The severity of DR is
denoted by numerical labels on a range from 0 to 4, with 0
denoting no illness and 4 denoting the proliferative stage
of DR. It is based on how successfully a pre-trained model
handled by hyper-parameters and should select it. Fig. 2
shows the distribution of the classes for the data gathered
from the “train.csv” and “sample submission.csv” files.
Since different camera models were used to gather the

information from various clinics, there are variations in the
image resolution, aspect ratio, and other factors.

Images of 49 % of the patients suggest that they
are in good health, according to the imbalance data.
The remaining 51 % are stages of DR. With just 5 % of
instances falling into Class 3 (the severe stage), it is the
least frequent. Because different camera types were utilized
to capture the data, the picture resolution, aspect ratio, and
other elements of the data from the various clinics vary.

—_
[
(=
(=]

0

Number of examples

\

'\

|

0.0 1.0 2.0 3.0 40
Diagnosis

Fig. 2. Class distribution of Blindness Detection Model
(524 % 197 px)
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Fig. 3. Image: width (276 x 288 px) (a); height (276 x 288 px) (b); ratio (276 x 288 px) (¢)

The following example shows how to accomplish this by
plotting the histograms of the images width, height, and
aspect ratio. Fig. 3 shows, observation of trained dataset
images with calculations of width, height and image ratio.
X-axis of each image are width, height and ratio.

In Fig. 3, height and width are observed from the total
number of observation images. The ratio is calculated
with total number of image width divided by total number
of image height. The severity of DR is assessed visually
using indicators including abnormal blood vessels, hard
exudates, and so-called cotton wool patches. Comparing
the examples, we can see that some of the retinal pictures
of the sick people include cotton wool patches and
exudates.

Bayesian network model training

Although just 2 % of the photos depict the most
advanced stage of the DR, the gap between the source and
goal data is more pronounced: 73 % of the photos depict
healthy individuals while the goal data only contains 2 %
of such images. To balance things out during training,
we’ll use a sample from the target data set as a validation
sample. To support different enhancements on the training
and inference stages, the model produces two “Dataset”
objects, “EyeTrainData” and “EyeTestData”. A random
crop is present but not included in the test data in the first
case. Fig. 4 shows augmented training images.

The leading edge of CNN performance is in computer
vision tasks. Recent medical research also shows that
CNNs with DR categorization have a lot of potential.
The CNN EfficientNet & ResNet model architecture is
utilized in this study. It contains 8 different architectures,
ranging from B0 to B7, with different default picture
sizes and levels of model complexity. The non-linear,

unsupervised approach used in t-Distributed Stochastic
Neighbor Embedding (t-SNE) is primarily used for high-
dimensional data visualization and data exploration. If the
values of the data points x; and x, are same beneath this
Gaussian circle, which denotes that their proportions and
similarities are likewise equivalent, then there are local
similarities in the structure of this high-dimensional space.
The Gaussian distribution or circle may be altered using the
idea of complexity which effectively influences the number
of closest neighbors and the variance of the distribution
(circle size). We can greatly improve the sharpness of
the characteristics and visual details in the eye by using
Gaussian blur.

The Gaussian blur feature is created by blurring (or
smoothing) a photo using a Gaussian function to reduce
noise. After resizing the image, we enhanced it using
Gaussian blur. We removed the extraneous features
and kept just the relevant parts of the image. Bilinear
interpolation was used to scale the photos. Fig. 5 presents
the result after applying Gaussian blur image.

_ I-min(J)

norm max(/) — min(/)

In the formula, 7 represents normalization of the given
image used to remove the dark area of images. The retina
image was converted to grayscale, and a tolerance value
larger than 7 was decided upon in order to create a mask.
The picture primary goal was to get any dark areas totally
removed. For the X and Y axes, we decide to utilize a
standard deviation of 10. Each point in the input vector
was concatenated and added using a Gaussian kernel to
produce the output image:

a b c

Fig. 4. Augmented Training Images: 112 x 112 px (a); 110 x 110 px (b); 112 x 113 px (c); 113 x 112 px (d, f); 113 x 116 px (e)
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Using this equation, the original and blurred pictures
were merged. Parameter ¢ is determined by single scaling
parameter when using it to describe the scale towards
directions, the propagation of blurriness is model as circular
shape; x is referred as training set of the images. Now
represent G(x) as Gaussian image:

G(x) = (1 = a)fp(x) + afy(x),

where f is original image and f; represents noisy image. To
get the desired image, we assign the value of a =4, § =4,
and free term y = 128 for the programme which produced
the finished image:

dst = aimgl + Bimg2 +v.

The final pre-processed image utilized in the training
model is shown in Fig. 6. Each fundus picture underwent
pre-processing to make the features and nerves more
prominent and to eliminate the background dark region to
cut down on unnecessary data.

Class “0” is distinguishable from other classes by
the model (1-4). Separating grades 1-4 seems to be
a challenge. After being reduced to 1D and flattened to
2D grayscale, t-SNE (t-distributed Stochastic Neighbour
Embedding) is applied. When working with CNN
extracted features, t-SNE also is effective. With t-SNE,
to create maps that illustrate which input data the network
considers to be “similar”. Fig. 7, a shows the distribution
of t-SNE for perplexity = 5 and Fig. 7, b presents t-SNE
for perplexity = 10.

Evaluation parameters

Kappa Score is computed based on the precision
parameter pre-trained weights for efficient net. After 0
to 4 training every bucket epochs, depending on a fold,
the best validation performance is reached; this shows

Fig. 6. After Applying Crop and Gaussian Blur (180 x 178 px)

improved performance in categorising mild stages of DR.
A classification outcome based on pixels is produced by
retinal vascular identification utilising linked components
and the Bayesian version. Either the background or the
vessel is assigned to each pixel. After 3 epochs, the
cross-entropy loss on the validation set is at its lowest.
Kappa keeps rising over this time period, reaching the 8th
epoch. We utilise kappa to evaluate the performance of
our solution, thus we keep weights for 0 to 4 epochs. The
confusion matrix of the trained model is also generated.
The percentages are represented by the numbers in the
cells. According to the findings, the model is unable to
differentiate between the mild and moderate phases of DR:
images with mild DR are classified as moderate in 86 % of
instances. Those who are in good health achieve the best
results. Overall, the model frequently conflates closely
related severity stages while misclassifying the prolific and

a b
100 100
» Score > Score

£ 0 £ °0
z 0 o1 2 0 o1
: 2 B .2
A 3 A *3
4 4

-100 -100

-100 0 100 -100 0 100
Dimension_x Dimension_x
Fig. 7. TSNE Cluster Separation: perplexity = 5 (495 x 432 px) (a) and perplexity = 10 (463 x 436 px) (b)
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Fig. 8. Bayesian variant based EfficientNet & ResNet with Pre-
trained Weights for Accuracy, Loss and Kappa Score

moderate levels. Fig. 8 shows the loss, accuracy, and Kappa
score of pre-trained images; Fig. 9 presents the confusion
matrix of given samples.

Comparative analysis

CNNs are commonly constructed using fewer resources
then scaled up to perform better with more resources. There
are several approaches to scale a model, such as arbitrarily
increasing CNN depth or breadth, or employing high-
resolution input images during training to capture data
correlations in detail. In order to ensure the compatibility
of the learned Bayesian variant with Resnet and Efficient
Net models, the training test Kappa score performed
with a 0.755 with an excellent accuracy rate. A minimum
mean squared value and excellent kappa train by the
recommended method, it has been noticed.

The quadratic weighted kappa calculated as follows.
To begin, a N X N histogram matrix O is built, where O, ;
represents the number of installation ids (actual) that really
got a value of j. Based on the difference between the actual

0 — No DR 2300
1 — Mild '
200
2 — Moderate
3 — Severe 100
4 — Proliferative DR
0

2 — Moderate
3 — Severe

4
)
3
>
=
<
=
£
=
o
—
-9
<«

Fig. 9. Confusion Matrix (619 x 468 px)
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Fig. 10. Compare performance metrics in graphical analysis
with other existing methods

and anticipated values, an N by N weights matrix, ®, is
generated.

Q-Q)

CON-1R

i

Assuming that there is no connection between values,
a histogram matrix of anticipated results, N by W, is
constructed as E. This is determined by taking the outer
product normalized such that E and O have the same
sum between the expected and actual histogram vectors
of outcomes. Where O; represents actual image and O,
indicates anticipated values.
200,
Kappa=1—--1——,
20,E;
L

The quadratic weighted kappa score is a proportion that
ranges from —1 to 1. The model is “worse than random” if
the Quadratic Weighted Kappa (QWK) score is negative.
The result of a random model should be close to 0. Our
proposed model predicts the kappa score close to 0.88 to
1.00 expected random possibilities; the suggested method
passed testing in Fig. 10.

Conclusion

After reviewing the results using a confusion matrix, an
accuracy calculation was performed. Blood vessels scored
higher after being converted to frequency. Inferred from
the data, blood vessels and frequency transformations are
the two characteristics that are most reliable for detecting
relationships between illnesses. The model applies transfer
learning to modify the newest CNN model by integrating
EfficientNet with ResNet. K-fold study to obtain the
best EPOCS fit revealed that the recommended model
considerably enhances the classification model test time
and prediction performance.
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Abstract

In this paper, we evaluated the Document Attention Network (DAN), the first end-to-end segmentation-free architecture
on Historical Russian Documents. The DAN model jointly recognizes both text and layout from whole documents, it
takes whole documents from any size as an input and output the text as well as logical layout tokens. For comparison
purposes, we conduct our experiments on Digital Peter dataset as it has been recognized at line-level. Dataset consists
of documents of Peter the Great manuscripts; ground truths are represented according to a sophisticated XML schema
which enables an accurate detailed definition of layout and text regions. We achieved good results at page-level: 18.71 %
for Character Error Rate (CER), 39.7 % for Word Error Rate (WER), 14.11 % For Layout Ordering Error Rate (LOER),
and 66.67 % for mean Average Precision (mAP).
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AHHOTAIUA

Paccmotpena ckBo3Has, cBOOOIHAS OT cerMeHTanuu apxutektypa Document Attention Network (DAN), Ha npumepe
pacrio3HaBaHUsI HICTOPHYIECKUX JIOKYMEHTOB Ha PycCcKoM si3bike. Apxutektypa DAN croco6Ha pacno3HaTh TEKCT WIN
MaKeT JJOKyMEeHTa JIF000ro pa3Mepa 1 BEIBECTH PACIIO3HAHHBIN TEKCT, a TAKKe JJOrHYeCKHe 00JIacTH MakeTa OhOPMIICHHS.
BrimonHeHo cpaBHEHHE MONyYEHHBIX PE3yIbTaTOB SKCIIEPUMEHTOB ¢ HabopoM maHHBIX Digital Peter, mo xoTopomy
00ydeHBI MOZIETH PACTIO3HABAHHS PYKOIMHCHOTO TEKCTA, UMEIOIINEe BEICOKYIO TOYHOCTh PACIO3HABAHMS HA yPOBHE
cTpok. Habop maHHBIX COCTOHT U3 HOKyMEeHTOB pykomcei [lerpa Benmkoro. DtanonHble JaHHBIE IS apXUTEKTY P
DAN mnpezcTaBieHbI B COOTBETCTBHH CO CIOKHOI cxeMoit popmara XML, koTopast obecrieuniia TOIHOE OIpe/ieIeHIe
MakeTa O(OPMIICHHUS ¥ TEKCTOBBIX oOnacteil. [TosrydeHs! crieyronye pe3ynbTaTbl paclo3HaBaHUs TEKCTa Ha YPOBHE
ctpanuiel: 18,71 % mmst koaddunmenta ommbok cumbonios (Character Error Rate, CER), 39,7 % — koaddurrenta
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omubok B cioBax (Word Error Rate, WER), 14,11 % npu ynopsimouenun maketa cioB (Layout Ordering Error Rate,
LOER) u 66,67 % nns cpenneit Tounoctu (mean Average Precision, mAP).

KiioueBnle c10Ba

IMOHUMAaHUE NOKYMEHTOB, PACIIO3HABAHUE PYKOIIMCHOI'O TEKCTA, aHAJIN3 MaKeTa Oq)OpMJ'ICHI/Iﬂ, IOJIHOCBA3HBIC CETH,

npeoOpazoBaTenu

baaronapuocTu

HccnenoBanye BBIMIOTHEHO 32 CYET CPEICTB TOCYAaPCTBEHHOTO rHaHcupoBaHus, Tema FFZF-2022-0005.

Ceblaka aas uutupoBanusi: Moxammen C., Tecns H. CoBmecTHOE pacmo3HaBaHHE TEKCTa U 0QOPMIICHUS B
HUCTOPUYECKUX JOKYMEHTAX Ha PYCCKOM s3bike // HayuHO-TeXHHYECKHH BECTHUK MH()OPMAIMOHHBIX TEXHOJIOTHH,
Mexanuku 1 ontuku. 2023. T. 23, Ne 3. C. 585-594 (na anrn. 513.). doi: 10.17586/2226-1494-2023-23-3-585-594

Introduction

Document Understanding [1] is a maturing field that
includes a set of tasks whose purpose is to extract, classify,
interpret, contextualize, and search information from
documents. It implies, among others, document layout
analysis and Handwritten Text Recognition (HTR).

The most state-of-the-art approaches for the task of
recognition of handwritten documents are handling this
task through a complex pipeline implying two main steps:
segmentation and recognition. These current approaches
require a huge amount of segmentate annotated documents
which are very costly to produce. Moreover, the prediction
error rate will be higher because of accumulating errors
from both stages, this prevents a holistic understanding of
the document. Also, the recognition at line-level and even
paragraph-level can’t preserve the global coherence of the
content which is only feasible with an understanding of the
layout. In addition, methods with segmentation stage have
no notion of the ordered sequence among the different text
regions in the same document, and that limits the ability
to learn the reading order. The recognition of historical
Russian documents is useful for historian’s needs, to avoid
experts to transcribe the texts themselves, which is very
time-consuming. The Document Attention Network (DAN)
model proposed by Coquenet et al. [2] jointly recognizes
both text and layout at document level. The model is based
on a Fully Connected Network (FCN) encoder whereas
the transformer proposed by Vaswani et al. [3] had been
chosen to be the decoder since it has proven its robustness
HTR tasks.

In this paper, we describe the first historical Russian
dataset at document level; manuscripts written by Peter
the Great were used, ground truth for each document is
represented by a sophisticated XML schema which is a part
of the Page Analysis and Ground truth Elements (PAGE)
format framework [4]. To generate this schema, a ground-
truthing system Aletheia proposed by Clausner et al. [5] had
been used. The XML schema is flexible, extensible, and it
provides a detailed explanation of layout regions and thus
it generates a serialized representation of the document
that is further used as a ground truth to recognize this
document.

Recent works to recognize the handwritten Russian
data have applied segmentation at character level. Later
on, segmentation was applied at line level [6, 7]. To our
knowledge, this is the first attempt to recognize the Russian
manuscripts at document level.

As we aim to recognize both text and layout from
historical Russian documents, we briefly make the
following contributions:

— An end-to-end architecture (DAN) [2] is trained to
jointly recognize the text at document level and to
label logical layout information without the need of
any segmentation labels.

— We rework a historical Russian dataset at page level
where the ground truth is represented by an XML
paradigm to generate a serialized representation of the
document.

Related work

Since our purpose is to recognize both text and layout
from historical documents, this section is first devoted
to HTR, and then it concentrates on Document layout
Analysis.

Handwritten Text Recognition

Most works have focused on isolated line recognition
and only a few studies have dedicated to multi-line
recognition [8]. In the literature, many approaches have
been proposed: combination of Convolutional Neural
Networks (CNNs) to extract the features from an image
and Bidirectional Long Short-Term Memory (BLSTM)
to predict the sequence of the characters [9—11], or Multi-
Dimensional LSTM [12], the problem with the MD-LSTM
is the high computational cost. Alternative model proposed
by Puigcerver et al. [13] which relies only on convolutional
and one-dimensional recurrent layers, achieves better
results and runs faster. These previous models are utilizing
the Connectionist Temporal Classification (CTC) objective
function [14] where probability distribution is computed
over all possible output sequences for a given input
sequence. However, CTC-based architectures are subject
to internal limitations, such as strict Input/Output alignment
and output sequence length correlated with input length.

On the contrary, sequence-to-sequence (Seq2Seq)
models that follow the encoder-decoder structure are
more flexible, suited to the temporal nature of text and are
able to focus on the most relevant features of the input by
incorporating attention mechanisms. Although, attention
mechanism allows the networks to model the language
structures. The encoder in the TrOCR model proposed
by Li et al. [15] can be initialized with pre-trained ViT
models [16—-18], while the decoder can be initialized with
pre-trained BERT models [19-21]. The model proposed by
Bluche et al. [12] based on covert and overt attention with
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MDLSTM network to recognize at paragraph level without
any prior segmentation but this approach is limited by the
prohibitive memory requirements. Similar model proposed
by [22] to perform full page handwritten recognition
without image segmentation but this model need to be
trained with longer sequence length and reduce the encoder
size (22 million parameters). Rouhou et al. [23] proposed a
transformer-based model that jointly operates Handwriting
and Named Entity Recognition only at paragraph level.
All the approaches that proposed so far for the task of
Russian historical documents recognition use explicit line
segmentation and this is very costly to produce. The authors
in [6] used the Convolutional Recurrent Neural Network
(CRNN) model proposed by Shi et al. [11] to recognize
Peter the Great manuscripts at line level. Later, the
authors introduced two novel data augmentation methods
[7], strikethrough text algorithm Handwritten Blots, and
handwritten text generation algorithm StackMix; the two
methods are applied to the Resnet-BiLSTM-CTC model.

Document Layout Analysis

Document Layout Analysis (DLA) is the process of
extracting and identifying the physical regions of interest
in a textual document. This process is based on physical
ground truth annotations that describe the related semantic
labels to each document. DLA is a maturing field and here
are some recent approaches. DeepDeSRT proposed by
Schreiber et al. [24] is the first end-to-end model for table
understanding. Later Fully Convolutional Neural Networks
(FCNNs) are proposed for pixel-wise segmentation on
historical documents in order to detect tables and figures
in these documents [25]. A Multimodal-FCN (MFCN)
introduced by Yang et al. [26] for document semantic
structure, it uses both textual and visual information. In
[27], the LayoutLM model introduced for Visual Document
Understanding (VDU) tasks like named entity recognition
and key-value pair information extraction, the model uses
the masked visual-language model and the multi-label
document classifications as the training objectives and
the BERT architecture used as the backbone. Later on, an
improved version of LayoutMv2 [28] presented where the
visual information is integrated in the pre-training stage
to learn the cross-modality interaction between visual and
textual information.

For instance level recognition, the first End-to-End
Document Image Segmentation Transformer (DocSegTr)
introduced by Biswas et al. [29], this model shows high
performance with overlapped layout objects but doesn’t
manifest much improvements for smaller regions.
The self-supervised pre-training for Document image
Transformer proposed by Li et al. [30], the model is pre-
trained with large scale unlabeled document images where
each document image is divided into nonoverlapping
patches before passing it into a stack of transformers.
Table 1 provides a brief comparison between the previous
approaches.

Data Preparation

In this section we describe the procedures using the
ground-truthing system tool Aletheia to obtain XML
paradigm for each handwritten document of Peter the Great
manuscripts that is further used as a ground truth of the
document image. We suppose this dataset may be beneficial
for researchers to train HTR at document level.

Mark et al. [6] convert the manuscripts of Peter
the Great (662 full copies) into lines, they had to split
each document image manually using Computer Vison
Annotation Tool (CVAT)!, the resulting dataset consists
of 9694 images and text files. Because the text for each
document image, as the document images have the
following format x_y z, where x is the series number, y is
the page number, and z is the line number on this page, then
we could be able to reassign each line with its document
image and obtain a full transcription of the document.

As a prior stage, some documents need to be cropped
to remove all the items that can effect on the recognition
process, such as the stamp of Federal Archival Agency,
irrelevant writing in the background, etc., and we keep
only Peter the Great writing. Then, we manually detect
all the text regions in the document image by drawing a
rectangle around each one; we also manually provide the
reading orientation and the corresponding labels for all
the text regions. Based on these regions, we automatically

I Available at: URL: https://doi.org/10.5281/
ZENODO.4009388 (accessed: 01.11.2022).

Table 1. State-of-art approaches for Document Layout Analysis

DLA Model Main architectures

Document of Artificial Intelligence tasks

dhSegment [25] Single Res-Net 50

— Page and baseline extraction.
— Document Layout Analysis.
— Ornament detection.

— Photo-collection extraction.

MFCN [26]

Multimodal Fully Convolutional Networks

Extract semantic structures from document images

LayoutLM [27] BERT architecture

Information extraction from scanned documents

LayoutLMv2 [28] Multi-Modal Transformer

Model the interaction among text, layout and image in a single
multimodal framework.

DocSegTr [29] Hybrid CNN based Transformer — Instance-level extraction.
— Document Layout analysis.
DiT [30] Vanilla Transformer architecture — Document image classification.

— Document Layout Analysis.
— Table extraction.
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added a class to each text region among these five classes:
Page (P), Page Number (N), Body (B), Annotation (A)
and Section (S) where the section is a group of linked
annotations and body. For the text lines, we also draw a
rectangle or polygons surrounding each line, we assign the
baseline points, the labels and reading order for each line
in each text region. We also highlight that reading order is
defined by hand, based on the sequence of the text lines and
text regions, this could cause some errors in case of slanted
lines. Then, a PAGE XML diagram is generated for each
document and this diagram is further used as a ground of
the document image.

The dataset consists of 350 documents at page level
with the corresponding PAGE XML diagram for each
document.

Model Architecture

We opted for DAN model [2] as it is the first end-to-
end encoder-decoder architecture to recognize both the
text and layout from a document image, each document
is represented by a sequence y of tokens with length L, as
shown in Fig. 1.

The FCN had been chosen as an encoder because it is
known for its ability to handle input images of different
sizes. In [31], the FCN encoder takes as input a document
image X € RIPW*C where H, W, C are the height, width,
and number of channels, respectively (C = 3 for an RGB

image). The encoder extracts 2D features maps from the

H w
input document: f,, € RI/ WGy, where H,= 3 W= Y

and C,= 256. The positional encoding describes the
position of an entity in a sequence so that each position
is assigned a unique representation; mathematically it can
be explained as sine and cosine functions with different
frequencies. Then, the 2D features maps are added to a 2D
positional encoding to get 1D features maps. It is used to
preserve spatial information. The 1D features maps with the
previously predict tokens (3, Jy, ..., ¥,_;) form the input
to the decoder which made up of a stack of 8 transformers
based on multihead attention mechanism followed by
a 1 x 1 convolutional layer to compute the next token
probabilities, the multihead attention is based on previous
predictions where queries O, keys K and values V are from
the same input. Also, an attention window is used to reduce
to computation time, It means that given an input sequence
s of length L, the ¢ output frame o, is computed over the
range [s,, 5,_;] with @ = max(0; #-100). The DAN model is
trained using the cross-entropy function over the sequence

of tokens.
L+l

¢= 2 ¢cEVn Py
=1

where ¢ is the cross entropy loss for each token and ¢ is
the total cross-entropy loss over the sequence of tokens.

Training strategies and Metrics

Training strategies
As a prior stage before training, synthetic printed lines
and synthetic documents are generated where the synthetic

Lcoe(ye,pe)
Argmax
Pt —» @—
1 conv 11 Y
a2
\
8 stacked
Add & N
transformer ( ¥ sas )
decoder ( Feed Fonvard )
layers 1
(Add&Nom )X
t
( Mutual Atzention )
| x=v } fo
( Add & Norm ]::
e : (( Masked Self Attention )
\ Q=K=V —//

20 Positional
Encoding

! Embedding
0000000 -
Yo Ye

Input document
image X

Fig. 1. Document Attention Network [1]
(Abbreviations of the variables explained later in the text)

printed lines are used to train the feature extraction part of
the DAN, and the synthetic documents are used to learn the
reading order as the reading order is the same between the
real and synthetic documents. For synthetic printed lines,
the real documents dataset D, is used to extract isolated
text lines transcriptions and generate lines dataset Dy,
which is used to generate arbitrarily synthetic printed lines;
we chose a set of more than 40 different fonts with different
sizes to have more variability and make the model more
robust. The generation of synthetic documents is explained
by the algorithm proposed in [2] where a document image
is chosen randomly from the input documents to be a
template to generate the synthetic documents.
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The main points in the training process can be
summarized as follows:

— Synthetic printed text lines are generated to train a line-
level OCR model as proposed in [31], the weights then
used to initialize the weights of the FCN encoder and
the last convolutional layer of the decoder for training
the DAN on our dataset.

— In order to reduce the overfitting, a data augmentation
strategy with a probability of 90 % is used,
transformations, such as color jittering, erosion,
dilation, gaussian blur, gaussian noise and resolution
modification, are applied in random order with a
probability 10 % for each one.

— A teacher forcing is used at training to parallelize the
computations by predicting the whole sequence at once
where the previously predicted tokens are replaced by
the ground truth.

— A curriculum strategy is applied to improve the
convergence where the training process begins with 90
% synthetic documents to learn the reading order first,
then the percentage is reduced gradually to 20 % to fine
tune on the real documents.

— The DAN model is trained on heterogenous documents;
from historical German dataset (READ 16 dataset) and
historical Russian dataset (Digital Peter dataset).

— After training, the unpaired predicted layout tokens are
handled through a forward pass on the entire document
by adding a missing end token or removing an isolated
one. The predicted layout tokens will be used to
evaluate the layout recognition.

Metrics

As the DAN model jointly recognizes text and layout,
the evaluation of the model is correlated with the evaluation
of the text recognition, the layout recognition, and the
evaluation of joint recognition of both layout and text.

The evaluation of text recognition. The performance

of text recognition is evaluated using the Character Error
Rate (CER) which is the most common metric to evaluate
the text recognition approaches [8, 13, 31, 32]. It is the
sum of Levenshtein distance (d,,,) among the ground truth
ytext and the predictions y*¥ (after removing all the layout
tokens) from The XML diagram, normalized by the total
length of the ground truth y /¢

len;*

K ~
Zdlev()}lexl’ ytexl)
CER ="

K s
fext

Zylenl
=1

where d,,,, is the minimum number of single-character (or
word) edits (i.e., insertions, deletions, or substitutions)
required to change one word (or sentence) into another.

Word Error Rate (WER) is also used to evaluate text
recognition and it is computed in the same way but at word
level.

The evaluation of layout recognition. The evaluation
of the layout recognition should be considering the
evaluation of reading order and the hierarchical relations
between layout entities. We have to model the layout as an
oriented graph by first computing the ground truth ygravh
and the predictions yg"@! (after all but layout tokens are

removed). e.g. y&®h = <D> <S> <P> <P/> <S/> <D/>,
where D is a document, P is a paragraph, S is a section, N is
number, A is annotation, and B is body. Then by following
the hierarchical rules of dataset, we map the sequence of
layout tokens into an oriented graph as shown in Fig. 2
where the nodes are the document entities (Document,
Section, Annotation, Number).

The dashed arrows represent the hierarchy of the
entities within the document and the solid arrows represent
the reading order of these entities. The Layout Ordering
Error Rate (LOER) (represented below) is used to evaluate
the layout recognition, it is calculated as the Graph Edit
Distance (GED) for K samples, normalized by the sum of the
number of the edges 7, and nodes n,, in the ground truth:

K
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Fig. 2. Document image (a) with associated layout graph
annotation (b)
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The graph edit distance is computed using a unit cost of
edition whether it is for addition, removing or substitution,
and whether it is for edges or for nodes. However,
computing CER and LOER is not sufficient to evaluate
the correct recognition of document. These metrics can’t
evaluate the association between the layout and the text
parts of the document.

The evaluation of joint recognition of both text and
layout. Based on the mean average precision mAP score
proposed by [33] for object detection approaches, Coquenet
et al. [1] proposed a similar new metric to evaluate the joint
recognition of both text and layout where the predicted
sequence y and the ground truth y sequence are split into
sub-sequences extracted using the begin and the end tokens
of the same class ¢, and thus the mean average precision
metric is computed as a weighted sum over the different
layout classes weighted by the number of characters /en,.
in each class c:

AP ™ len,
AP _ cES
mALr cgp S len,
c€eS
where 0,,,;,:0,,.<:A0 are different CER thresholds.

Experiments

In this section we evaluate the DAN model on the
Digital Peter dataset at document level, we considered the
same configurations for pre-training and training on DAN
model. Also, we provide an ablation study to emphasize the
key components that made it feasible for these outcomes
to be achieved. The DAN model is evaluated on the test
set of RIMES dataset [34] and READ 2016 dataset [32]
and compared with the most state-of-the-art approaches at
line-level as shown in Table 2 and 3.

One can notice that the values of CER, WER are
slightly better for the page level dataset, and this can be
explained by the higher necessity to understand the layout.

The Digital Peter dataset is split in training, validation,
and test sets on-line level and page level (Table 3). Also, we
provide the number of characters for each and the number
of layout tokens.

To generate synthetic documents, we set the maximum
number of lines per page /,,, = 35 to match the dataset
properties. For all our experiments on DAN model, we
use the Adam optimizer with an initial learning rate
(Ir=0.00005). Pre-training and training are performed on
a single GPU RTX 3090 (24 GB).

The DAN model had been trained with mini-batch size
of 16 for line-level training and mini-batch size of 1 for
training at page level. The DAN model is first trained a
line-level OCR model on synthetic printed lines, this pre-
training step is carried out during 24 hours and then for
transfer learning purposes, the weights are used to initialize
the FCN encoder and the last convolutional layer of the
decoder where training at page level is carried out during 5
days. Moreover, we didn’t use any language model.

For the Digital Peter dataset, we evaluated the DAN
model on the test set at page-level and compared the results
with the state-of-the-art models at line-level as detailed in
Table 4.

The DAN is based on an autoregressive prediction
process. This is not a problem at training time since
computation are parallelized through teacher forcing.
However, this recurrence issue is significant at prediction
time: it grows linearly with the number of tokens to be
predicted. This way, the average prediction time for a test
sample is 4.4s. We aim at reducing this prediction time in
future works. An example of an input document with the

output of the DAN model is shown in Fig. 3.

Table 2. Evaluation of the DAN model on the test datasets READ 2016 and RIMES with the line-level recognition approaches, %

Model CER WER LOER mAPq
READ 2016 dataset
Line level
CNN + RNN [32] 5.10 21.10 — —
FCN + BLSTM [31] 4.10 16.29 — —
Page level
DAN 3.53 13.33 5.94 92.75
RIMES dataset
Line level — —
FCN + BLSTM [31] 3.04 8.32
CNN + BLSTM [13] 2.30 9.60 — —
Page level
DAN 4.54 11.85 3.82 93.74
Table 3. Dataset partitions with associated number of characters and layout tokens
Dataset level training validation test no. of char no. of layout tokens
Digital Peter Line 6237 1527 1930 84 —
Page 250 50 50 84 10
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Table 4. Evaluation of the DAN model on the test set of Digital Peter dataset with the line-level recognition approaches, %

Model CER WER LOER mAPCER
Line level
CRNN [6] 7.10 39.7 — —
Resnet + BLSTM [7] 2.50 14.6 — —
Page level
DAN 18.71 39.7 14.11 66.67
T ook e o=
<section>
;7 '\Jé /}/L/\ w ﬂ /A ), " <b0dy>
/ e~ CKbpaHIHero 06s3aHC IPOTH(
‘(,,fym fletitr *‘-‘/M/ hu;)ku A ,,,.,, t” HO BBIX HalllUX HEIbpHATeNeH X T
TOrja mBedy OyaeT IIoMorat
> A
v e M/’f/ e W/ 0 ceM O BbCeM HEMEeIHOIl pe3eNroli
0 d/ﬂt R “’/‘5”’!&’ ”ﬂ/"(“ﬂ/“ l TpocH mpex
A#h‘-o‘”"lﬂﬂ Asa M gl ﬁ Ciw ' aBBIIA CTABBJIAL YTO HAIIH BOHCKA
A c( a W““““é[’i 6 . %
(L Lre fo A 25 i w b % % HBIHe B OJIN30CTH CYT i HOCKOHIAHH b
i) ¢»w\ / N D07 P PGy 3n15m1?1mx 6J1n>.1<e i3 cero xpyma oTna
/»/L/%"t ij 12»«’/«7(7-‘1 Mrﬂ,(/az ’:’I HBI OYyiT MOTYT i UTO0 K TOMY 3apa
g pmg A L;;e o rtinmninl 1, HE MBI MOTH JII KAK BEKCENEMH TaK
e e )¢ 1IpOTYNM yIbpaBHBHTIA a BIKEJH
”L MW 7 ST E | noHexe MBI 3bC 32 ZIOPOT0 BH3HOIO
f e /:3 W’ - "/’"“_"i /| JIONTOBOMNCKD AEPKAT He MOKEMHO
/’/ "/V et A ¢ #e=ee U TOTYAC KaK OTAbIAIOTIA X0 aiolf MoHxyT
o G ot /07%’\4 L 2A ,%H/W i To BBIa TpyaHbe iX i3 Tak game
2% 7o a fy f,éfoﬂo 2 st Dot | KArO KpAsNaKil OHBIX TIOCKUIAT
oA 0 :/&An/zmﬂ% N Ch ¢ </body>
</section>
</page>
Fig. 3. Example of the input and prediction of the DAN model
& p p p
Table 5. Ablation study of the DAN model on the Digital Peter dataset, %
y g
Case number DAN model CER WER LOER mAPCER
1 Base 84.34 90.73 39.24 3.95
2 Without synthetic data 86.37 93.82 50.32 0.61
3 Without pre-training stage 88.96 89.43 45.57 2.49
p

Then, we provide an ablation study as detailed in Table
5. All the experiments are carried out for 2 days. In case 2,
the model is trained only on the available real documents
without generating synthetic documents. In case 3, we
train the DAN model on Digital Peter dataset from scratch,
without transfer learning from a prior pre-training step.

As one can notice, results are dramatically worse, which
highlights that the obtained results are very dependent on
the synthetic data and its quality, i.e., they must be close to
the original dataset, notably in terms of layout.

Conclusion

In this paper, we evaluated the DAN model on the
Digital Peter dataset. DAN is the first end-to-end free
segmentation model to tackle Handwritten Document
Recognition (HDR) which corresponds to the joint
recognition of text and layout. HDR is a new step toward

the holistic understanding of whole handwritten documents;
meanwhile the recognition at line-level and even paragraph-
level can’t preserve the global coherence of the content
which is only feasible with an understanding of the layout.
The obtained results for text recognition are comparable
to those obtained at line level, this can be explained by
the higher necessity to understand the layout. Also, this
increases the speed of deciphering historical documents.
For example, it took a team of 10—15 historians about
3 months to decipher 662 full digital copies of Peter the
Great’s manuscripts but when working on the same dataset
on a single GPU RTX 3090, the average decryption speed
was 13 pages/min, which is encouraging by historical
scientists. In future works, we will work on improving the
result.

Also, it would be interesting to go a step further, by
recognizing handwritten documents with heterogeneous
sizes and layouts.
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AHHOTaNMA

Bgenenne. PaccMoTpeHBI ITyTH 000CHOBAHHS KIMHIYECKOTO PEIICHNUS Bpadeil B yCIOBHUAX OTCYTCTBHS KIMHUYECKUX
MIPOTOKOJIOB JiedeHus. MeToa. BrimonHeHa cpaBHUTEIbHAS OIEHKA CTATHCTHYCCKUX METOAOB PAHKUPOBAHUS
KJIIMHAYECKUX CHMIITOMOB II0 CTCIEHHU 3HAUMMOCTH JJIsi IPOrHO3MPOBAHUS MUCXOJa 3a00JICBAaHUS B yCIOBUAX
HeOoubImoi BeIOopkH yncia nanuentoB ¢ COVID-19 n cepaeuno-cocyaucteiMu 3a0oeBannsiMy B anamHese. Habop
naHHbX (141 manument, 81 ¢dakTop) chopmMupoBaH 1Mo MarepuasaM JIEKTPOHHBIX MEIUIMHCKUX KapT MAllMEHTOB
OI'BY «HanunoHanbHbIH MEAMIIMHCKUNA HUCCICA0BATEILCKUN IICHTP UMEHH B.A. AnmasoBay. Beiienen mogHadop
KOHTpONUpyembIX (aktopos pucka (51 daxrop). st pamkupoBaHus (akTOPOB UCIIONB30BAHBI METO/IbI IECKPUITUBHOM
CTaTUCTUKH (0AHO(AKTOPHBIN AUCTIEPCHOHHBIN aHAIN3, TECTHI MaHHa- YUTHH U %) U METO/bI CHIDKEHHS Pa3MEPHOCTH
(omHOMeEpHas JIMHEWHAas Perpeccus B COYCTAaHUU C MHOKECTBEHHOH JIOTHCTUYECKOH perpeccueid, 0000meHHbIH
JMCKPHUMHHAHTHBII aHAN3, @ TAKXKE PAa3INYHbIC BAPHAHTHI AJITOPUTMOB AepeBa pemenuit). [l cpaBHEeHUS Pe3yIbTaToB
paHXHPOBAHUS U OLEHKH CTAaTUCTHYECKOH yCTOIUMBOCTH NMpHUMeHEeHa Koppesinus Kennama, Busyann3upoBaHHas
B BH/JIE TEIIOBOW KapThl U MO3MIUOHHOTO rpaduka. OCHOBHBIE Pe3yJbTaThl. YCTAaHOBIECHO, YTO HUCIIOJIE30BAHUE
METOJIOB JICCKPUIITHBHOM CTaTUCTHKHU IIPABOMEPHO IIPH PAH)KUPOBAHMHN Ha HEOOJIBIINX pa3Mepax BHIOOPKHU MAIEHTOB.
Ioka3zano, 4To aHCaMOJIMPOBAHUE PE3YJIBTATOB PAHKUPOBAHHSI MOKET OKA3aThCsl CTATUCTHYECKU HECOCTOSITEIBbHBIM.
CrenaH BBIBOJ, YTO MO3MIMH OJHUX M T€X e MPU3HAKOB, MOIYyYEHHBIX MPU PAHKUPOBAHUH HX B COCTAaBE MOJTHOTO
Habopa u nogHabopa MPU3HAKOB, HE COBIAAAIOT, IOITOMY IPH BHIOOpPE METOAA CTATHCTHYECKOW 00pabOTKH It
9KCIEPTHOH OLIEHKHU CIEAyeT yUUTHIBATH COAEPKATENbHYI0 MOCTAaHOBKY 3aga4un. [lokazaHo, 4TO cTaTHCTHYECKas
YCTOIYMBOCTH PAHXKUPOBAHMS B YCIOBUSIX MAJBIX BEIOOPOK 3aBUCHT OT KOJIMYECTBA YUUTHIBAEMBIX MPU3HAKOB, U 3Ta
3aBHCHMOCTD CYIIECTBCHHO OTIIMYACTCS IS pa3HBIX METOIOB pamkupoBanus. Odcy:kaenne. [Ipeoxkennas MeToauka
HMHTEJUICKTYaJIbHON MOJIEPKKU U BepH(UKAIMN KIMHHYECKUX PEIICHUH B acleKTe BIOOpa Hanboiee 3HAYMMbIX
KJIMHUYECKUX MIPU3HAKOB MOXKET HAWTH IPUMEHEHNE JUIs BEIOOpa M 000CHOBAHMS TAaKTUKHU BEJCHUS MALMEHTOB MPU
OTCYTCTBUH KIIMHUYCCKUX IIPOTOKOJIOB.
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Abstract

The ways of substantiating the clinical decision of doctors in the absence of clinical treatment protocols are considered.
A comparative evaluation of various statistical methods for ranking clinical symptoms in terms of significance for
predicting the outcome of the disease in a small sample of patients with COVID-19 and a history of cardiovascular
diseases was performed. The data set (141 patients, 81 factors) was formed based on the materials of electronic
medical records of patients of the Federal State Budgetary Institution “National Medical Research Center named after
V.A. Almazov”. A subset of controllable risk factors (51 factors) was identified. Descriptive statistics methods (one-way
ANOVA, Mann-Whitney and ? tests) and dimensionality reduction methods (univariate linear regression combined with
multiple logistic regression, generalized discriminant analysis, and various decision tree algorithms) were used to rank
the factors. To compare the ranking results and evaluate the statistical stability, Kendall’s correlation was used, visualized
as a heat map and a positional graph. It has been established that the use of descriptive statistics methods is justified
when ranking on a small sample size of patients. It is shown that the ensemble of ranking results may be statistically
inconsistent. It is concluded that the positions of the same features obtained by ranking them as part of a complete set
and a subset of features do not match; therefore, when choosing a statistical processing method for expert evaluation,
one should take into account the meaningful formulation of the problem. It is shown that the statistical stability of
ranking under conditions of small samples depends on the number of features taken into account, and this dependence
is significantly different for different ranking methods. The proposed method of intellectual support and verification of
clinical decisions in terms of choosing the most significant clinical signs can be used to select and justify the tactics of
managing patients in the absence of clinical protocols.
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clinical decision support, clinical expertise, feature ranking, small cohorts, statistical methods
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HYsA. OTHUM M3 KITIOYEBBIX BOTIPOCOB B paMKax 3TOH Mojie-
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®enepanuu B nocranosnenun! (IMocranosnenne Ne 33)
Pa3bSICHUI, YTO MEAMLIMHCKNE OpraHU3ally, MEIUIMH-
cKHe ¥ (hapMaleBTHYECKNEe PAOOTHUKU HAINPSIMYIO HECYT
9Ty OTBETCTBEHHOCTH: «Ha MEIMIIMHCKYIO OpraHn3aIuio
BO3JIaraeTcsi He TOJBKO OpeMsl IOKa3bIBaHUS OTCYTCTBUS
CBOEH BUHBI, HO 1 OpeMsl JOKa3bIBaHUS IPABOMEPHOCTH TEX
WM WHBIX JIEHCTBUH (0e31eCTBUSA), KOTOPHIC MOBICKIN
BO3HHMKHOBEHHE ... BPEAA».

Peanmuzarus tpedoBanmii [Toctanosnenns Ne 33 cBsiza-
Ha, B TIEPBYIO OYEpelb, C COOIOICHUEM B X0ZIe 00cIieno-
BaHMS U JIE4€OHOTO MPOIeCcca YCTAHOBICHHBIX CTAHIAPTOB
OKa3aHusA MeI[HHHHCKOﬁ TIOMOIIU 1 KIIMHUYCCKHUX PEKOMCH-
Januii (mpoToKosnoBs yieueHus1). OJJHaKO B COBPEMEHHBIX yC-
JIOBHSIX Bpay NOCTOSIHHO CTAJIKMBAETCsI C HECTaHAapPTHBIMU
MIPOSIBJIICHUSIMU M3BECTHBIX 3a00JIeBaHUN Y KOHKPETHBIX
OOJIBHBIX WJIH )K€ C HEM3BECTHBIMHU paHee 3a00JIeBaHus-
MH, ISl KOTOPBIX OTCYTCTBYIOT KIMHUYECKHE TPOTOKOJIBI.
SApxum npumepom 31eck Moxet cirykuth COVID-19, ko-
TOPBII HE TOJBKO CaM IO ceOe SIBUJICSI HOBBIM ISl Bpadeit
3a00neBaHNEM, HO U HO-APYTrOMY HPOSIBIII TEUCHHUE H3-
BECTHBIX paHee XpOHUUECKHX 3a0oseBaHuil. B momoOHbIX
CUTyalluAX Bpayu BBIHYKJICHHO an/I6era}0T K CUMIITOMAaTH-
yeckoMy JedeHuto. Ho, kak mokasana mpakTtuka paboTsI B
nepuoz srunemur COVID-19, ciektp MaHngpecTupyeMbix
CHMITOMOB, 0COOCHHO Y MalMeHTOB, CTPAIAIOINX XPOHH-
YEeCKUMH 3200JI€BaHUSIMH, OBIBACT JOCTATOYHO IIUPOKUM, U
HEeoOX0IMMO MOHATH, Ha KaKne 3 HUX 00palarth BHUMaHHe
B IIEpBYIO ouepe/b. EcTecTBEHHO, 3TOMY ITOMOTaeT JIMIHBIN
OTIBIT ¥ MHTYHUIHSI Bpadel, HO B CBSI3U C TPEOOBAHUSIMHU
LIEHHOCTHO-OPHUEHTHPOBAHHON MEIMIMHBI Bpad 00s3aH
00BEKTHBU3UPOBATH CBOE PEIIICHUE.

OxvH U3 BapUaHTOB BBIXOJA M3 NaHHOW CIOKHOM CH-
Tyalluy — UCIIOIb30BaHNE CPEICTB CTATUCTUIECKOTO aHa-
JM3a sl paHKUPOBaHUs (aKTOPOB BIUSHUS (TAaKUX Kak
KJIMHUYCCKUE CUMIITOMbBI, JaHHBIC aHAMHE3a U Apyras
MH(pOPMAIKs O TAIMEHTE) 10 CTEINeHN 3HAYUMOCTHU YIS
0KUIaeMOTO0 M (MJIM) JKeJIaeMoro Mcxoja 3a0oJeBaHmMsl.
B wactHOCTH, YK€ B nepBblil nepuon nangemMun COVID-19
MOSIBUJICS ST HAYYHBIX CTAaTeH, B KOTOPBIX BBIACISUINCH
Haunboree 3Ha4nMBbIe (pakToph! BiusHU [1, 2]. DTH Hcce-
JIOBAHWMS B TTOJIABIISIIONIEM OOJIBIITMHCTBE HCIIOIb30BAIIN Me-
TOJIBI KJIACCHYECKOW IECKPUIITUBHON CTAaTHCTUKH [3], KOTO-
pas OaszupyeTcs Ha CTPOTMX TPAKTOBKAX CTATUCTUYECKOMH
JOCTOBEPHOCTH, YAOBJIETBOPSIEMBIX PH HATNYUH OOJIBIION
1 CTaTUCTMYECKHU OAHOPOAHOM I'pyNIlbl IaLMEHTOB. B pe-
aJbHOU MPAKTUKE TTIPU NPUHATHNA HECTAHAAPTHU30BAaHHBIX
peleHnid Bpaud 4acTO HE PacloJlaraloT Takou Ipymnmnoi
ITaIlMCHTOB AJIA BepI/I(bI/IKaLII/II/I CBOCTO pCUICHUA. OTMCTI/IM,
4yT0 Ha ocHOBaHuH [locTanoBneHus Ne 33 QOJbIIyIO MO-
MOIIb UM MOTYT OKa3aTh APYIue, MyCTh JIaKe Npe/iBapu-
TEJIbHBIE U HE CTOJIb CTPOTHE, CPE/ICTBA HHCTPYMEHTAIIb-
HOW OICHKH MPUHUMAEMOTO penIieHus. Takum oopazom,
pa3paboTKa MOAX0/I0B K MHTEIUIEKTYaIbHOH MOJIepIKKe

I Tlocranosienne ienyma Bepxosaoro cyma Poccuiickoit
Oenepanun «O mpakTHKE MPUMEHEHHUS CyJaMH HOPM O KOM-
MeHcalun MopaabHOoro Bpeaa» (ot 15 HosOopst 2022 Ne 33)
[Onexrponnslit pecype]. Pexxum noctyma: http://www.consultant.
ru/document/cons_doc LAW 431485/ (nata obpameHus:
01.03.2023).

KJIMHUYECKNX PEIICHUH B YCIIOBHSX HEOOJBIION TPYIIIEI
MAIMEHTOB SBJISIETCS aKTyaJbHOM 3a1aueil.

B nacrosiei pabote poBe/ieHa CpaBHUTENbHAS OLCH-
Ka pa3jIMyHbIX METOIOB PAHKUPOBAHUS KIMHUUECKUX CUM-
TITOMOB TI0 CTETICHH 3HAYUMOCTH TSI UCXOJ1a 3a00IeBaHUS
B YCIIOBHAX HEOONBIION Tpyms! manueHToB ¢ COVID-19
U cepaedHo-cocynucTeiMu 3aboneBanmsivu (CC3) B aHa-
MHe3e. [loka3aHo, 9TO B 3TOM cirydae Jjisi 000CHOBaHUS
KIMHAYECKOTO PEIICHUS METOJIOB IECKPUIITUBHON CTaTh-
CTHKH HEJIOCTaTOYHO, U HEOOXOJIMM KOMILUIEKCHBIN MOjI-
X0, COYETAIOUTNH TPUHIMITHAIBHO PA3JIMYHbIE CTATUCTH-
Yyeckue npouenypsl. PaboTa BbINOJIHEHA MO0 MaTepraiam
PETPOCHEKTUBHOIO MUIOTHOTO uccienoBanus B @PI'BY
«HanuoHanbHBIH MEIUIIMHCKUNH HCCIEI0BATEILCKUMI
ueHtp umeHu B.A. AnmazoBay MuHHCTEpPCTBA 31paBo-
oxpanenust Poccuiickoii denepaunn, Cankr-IlerepOypr,
Poccust (PI'BY «HMUII um. B.A. AnmaszoBay MuH3npasa
Poccun).

CocTosinne npodjieMbl

Kaxk rmoxasan aHanu3 Hay4dHBIX padort, mpodiema paH-
JKUpoBaHMs npusHakoB (feature ranking) B Mequnune B
OCHOBHOM 00CY’KIaeTcs B paMKax Oosee MUpOKoH mpoo-
JIeMBI — BBIIeTICHUs ITpu3HaKoB (feature selection) [4-8].
C 3TOl 1eNbI0 MOTYT HCIIOIb30BATHCS Pa3IMUHbIE METO-
JIbl IECKPUNITUBHOM CTATUCTUKU M MAIIMHHOTO O0y4YeHUS
[4, 9], HO TeopeTHueckoe 00OCHOBAaHUE BHIOOPA ONTHMAITh-
HOTO METO/1a ISl KOHKPETHOM CUTYalllH, PaBHO KakK U eu-
Hasi METOAMKA UX CPABHEHHS, 0 CHX TOpP HE BHIPAOOTaHbI
[5, 10]. DkcriepuMeHTHI TTOKA3aJln, YTO HECTAOUIBLHOCTh
MTOAMHOXKECTB TIPU3HAKOB ITPU Pa3HbIX METOJAaX BbIJCICHUS
MoxeT focturark 50 % u Gonee jaxe AJsl CPAaBHUTEIBHO
0oBIINX HAOOPOB JNAHHBIX [9], MPUYEM C YMCHBIICHUEM
UX pa3MepoB CUTYalMs ycyryomsercs. B cBsi3u ¢ aTum st
HeOoNMpIMX HAOOPOB MEIUIIMHCKHUX JIAHHBIX B padoTax
[5, 8] 06ocHOBaHO MapauIeTbHOE HCIOIF30BAHIE HECKOITh-
KO aJIbTePHATHBHBIX METO/IOB PAHKMPOBAHUS MTPU3HAKOB C
MOCJIENYIOIIEN arperaiyeil pe3yJbTaToB Ha OCHOBE BHELI-
HUX 3HaAHUM.

OTMmeTuM, 9TO B paboTax, MOCBAMIEHHBIX aHAIHU3Y
BrustHUST CC3 Kak COMyTCTBYIOUICH MAaTONOTHH Ha Teue-
nue COVID-19, ata pexomeHaaIus peananusyercs penko.
Cornacho [11], namune CC3 B 11€710M SIBIISIETCS] CTATUCTH-
YeCKHU BBICOKO 3HaYMMBbIM (p < 0,001), He3aBuCHMBIM (hak-
TopoM pucka y naiueHToB ¢ COVID-19. Tak kak TeueHue
CC3 o0ycnoBiuBaeTcsi LIMPOKUM HaOOpoM (pakTopoB, TO
IIPU MHTEJUICKTYAIEHOM aHAJIHM3€ KapIHOJIOTHYECKHUX JTaH-
HBIX BHAYaJIe MPOM3BOIUTCS CHIDKCHNE UX Pa3MEPHOCTH,
T. €. BBIJICJICHHE 3HAUYMMBIX (h)aKTOPOB. 371e€Ch MPeodiIaiaroT
aNTOPUTMBI HAMBHOTO 0aifleCOBCKOTO KIacCHU(pHUKATOpa U
JorucTrdeckoi perpeccuu [12-20], a ast 6onee neTaabHO-
IO aHAJIM3a BIJIEJICHHOTO MOIHA00pa (PaKTOPOB — METOJIBI
JIECKPUIITUBHOM CTATHCTUKH.

Taxk, B paborax [21, 22] 17151 BBIABICHUS Pa3NUInil MeX-
JTy BBDKMBIIMMH M YMEPLIMMH ITAl[MEHTAMHU UCTIOIb30BaHbI
KpuTepuii ManHa—YUTHU, KPUTEPHIA Y2 U TOYHBIA TECT
Oumepa. B [23, 24] ans BeiaeneHust pakTopoB puUCKa Ts-
JKEJIBIX M HETSDKEIIBIX CITy4YaeB IPH NOCTYIUICHNH, a TaKKe
(haKTOpPOB pHICKA CMEPTHU y TAKEITOOOIHHBIX MAlMCHTOB B
Ka4decTBE CPEJICTBA CHIKEHHUS Pa3MEPHOCTH MCTIOIb30BaHA
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MHTennekTyanbHas noaaepxka KNMHNYECKNX peLleHmnii npn HebosbLUKX BbIGOpKax YMcna naumeHToB

OZIHOMEpHas perpeccus. 3areM K 0TOOpaHHBIM TIepeMeH-
HBIM ¢ p < 0,05 nprMeHeHa MHOrOMepHast JJOTUCTUYECKast
perpeccus u perpeccust Kokca. B padore [25] ucronp3oBan
0HO(AKTOPHBIN TUCTIEPCHOHHBIN aHanu3, B [26] — Henu-
HeliHast Mozeltb perpeccuu Kokca. Psiyt anamormynsix padbot
00o0meH B 0630pax [1, 2].

B pesymnsrare, HecMOTps Ha OoJbIIoe pazHOOOpasme
HCXOHBIX JAHHBIX, BKJIIOYasl MNUIAEMUOIOTHYECKHE, JIe-
MorpaduuecKye 1 KIMHUYECKNE XapaKTePUCTHKH, a TAKKe
PEHTTEHOJIOTHYECKHE U J1a00PATOPHBIC JJAHHBIC MAIIUEHTOB,
B OOJIBIIIMHCTBE pAaOOT BBISIBJICH UACHTUYHBIN HA0OD (PaKTo-
POB BJIMSIHMSI, TAKUX KaK BO3PACT, BpeMsl IpeObIBAHMS B a-
JlaTe MHTCHCUBHOMW Teparny, MOBBIIIEHHOE apTepHalbHOE
napnenue, Hanmmune CC3 u caxapHoro nuadera B aHaAMHE3e.
Takoe eanHO0Opa3sye pe3ylbTaToB MOKHO CBS3aTh C PHHS-
TOI METO/IOTIOTHEH CTATHCTHIECKUX OIICHOK: MTPAKTHIECKH
Bce pabOTHI UCTIONB3YIOT JIECKPUIITUBHYIO CTAaTHCTHKY C
JIOCTaTOYHO JKECTKUM KPUTEPUEM CTATHCTHYECKON 3HAYN-
MOCTH (Kak mmpaBuJo, p < 0,05), KOTOpOMy COOTBETCTBYET
HebobIIoi Habop pakTopoB BIUsAHUA. [loguepkHeM, 94To
9TH (HaKTOPHI, COTIIACHO MPEIOKEeHHOH B [27] kiaccu-
(uKanuu, OTHOCATCS K KaTETOPUH HEKOHTPOJIUPYESMbIX
(aKkTOpOB pHCKA, T. €. 3HAHUE UX OTHOCHTEJIBHON BAKHOCTH
MaJIO 4TO AAC€T AJIA MPUHATUA KIIMHUYCCKUX peHIeHPIﬁ. B 10
ke BpeMst pakTopsl ¢ p > 0,05, B TOM 4nciie NOTEHINATBHO
3HAYMMBbIE C TOYKH 3PECHUSI TAKTUKM BEJICHUs MallMeHTa,
BBIBOJISITCS M3 AaJIbHEHIET0 paccMoTpeHus. JIumb B He-
OOITBILIOM YHCIIE CCIIEIOBAHMUN K PACCMOTPEHHOMY BBIIIIE
CIHCKY J00aBIISIIOTCS OTACNBHBIE KOHTPOJIUPYEMBbIe (haKTo-
PBI PHCKa, TaKnE Kak A-aumep [24], makraTaeruiporenasa
[23], TpononmH [22], HO pacmmpeHre HX HOMEHKIIATYPhI U,
TeM Oolee, UX PAaHKUPOBAHNE B PACCMOTPEHHBIX paboTax
HE MIPOU3BOIUTCS.

Jlpyrue MeTojipl CTAaTUCTHYECKOTO aHah3a B paMKax
paccmaTpuBaeMoil MpoOIeMaTHKH HCIIONIb3YOTCS 3Ha-
YUTEIBHO peke. MOXKHO OTMETHTH paboty [24], B KOTO-
poH JuIs pasfeneHus TPYNITbl MAIlMEHTOB Ha IO PYIIIBI
C YMEpPEHHBIM, TSKEJIBIM U KPUTHYECKUM COCTOSTHUSIMH
UCIIOJIb30BaH METOJI INTABHBIX KOMITOHEHT C ITOCIIeYIOIIeH
KJactepusanuei. Takasi METOMKa MTO3BOJIMIIA BBISIBUTH U
BU3YaJIbHO OLICHUTH COOTHOIICHUE TIEPEMEHHBIX B KQXKIOH
MIOATPYIIIIE, a TAKXKE MOJTOKUTEIBHOE WM OTPULATENIbHOE
BIIMSAHUE Ka)KJJOM IEPEMEHHON Ha CTENEHB TSHKECTH COCTO-
stHUs. Pa3BeOUHBIN aHAIN3 M €T0 BU3yaln3alus B BUJE
JTUATPaMMBI «SAIIUK-yCBD» HCIIONB30BaHBI B paboTe [22]
JJ1s1 UCCIICA0BAHUS BIUAHUSA OCHOBHBIX na6opaTopHHx
nmapaMeTpOB Ha UCXOAbl MAUEHTOB C MOATBECPKACHHBIM
COVID-19. B [27] B kauecTBe CPeACTBA PAHKUPOBAHUS
(baxTOpOB BIMSIHUS UCIIOIB30BAH TEOPETHKO-UIPOBOH Me-
ton SHAP (Shapley Additive Explanations) [28], a Taxxe
MIPEUIOKEHO CHEeNHaIN3MPOBAHHOE MPOTrPaMMHOE Cpel-
CTBO JUIS pa3/eJIbHOTO aHaJIN3a BIMSIHUS KOHTPOIIMPYEMBIX
1 HEKOHTPOJIMPYEMBIX (akTopoB pucka. OnHAKO 3KcIie-
PUMEHTaJIbHASL YacTh PadOTHI ONMCHIBAECT PAHKMPOBAHHE
UCKJIIOUYUTENBHO HEMEJUKAMEHTO3HBIX CPECTB KOHTPOIIS
COVID-19, uT0o He MO3BOIISAET MPOBECTH COMOCTABICHHUE
MOJTY4EHHBIX PE3YJIbTAaTOB C PACCMOTPEHHBIMU BBIIIE pa-
6oTamu.

OO6menpu3HaHHOW METOIMKOM, KOTOpas C eIMHBIX
METOAOJIOI'NYCCKUX HO3HL[I/Iﬁ OLICHUBAJIa 6])1 pa3InYHbIC
METOJIbl PAaHKUPOBaHUSI (PAKTOPOB BIUSIHUS, IO CHX HOP

He cymectByeT. Cpenn Hanbolsiee pacpoCTpaHEHHBIX

TMIO/IXO/IOB BBIJICJIMM METO/bI OLEHKH B3aMMHOM KOppeJs-

UM PE3yJIbTaTOB PAHKUPOBAHNUS, HHTETPAIILHON OLICHKH

TOYHOCTH KJIACCHU(DUKAIMN C TPUMEHEHHEM BBIJICIICHHBIX

moHA00POB, a TAKKe OIICHKH B3aNMHOM HH(popMarn [29—

32]. B nocieanaue rofpl K aBTOMaTH3MPOBAHHBIM METO/IaM

MOXHO 00aBUTH METOJbI, OCHOBAHHBIC HA IKCIEPTHBIX

3HAHUAX U BU3yalbHOU nHpopmarun [33, 34].

TaxuMm 06pa3om, TPOBEACHHBII aHATIN3 HAYYHBIX PAaOOT
MOATBEPKIACT aKTyaJIbHOCTh HACTOSIICH paOOTHI U ITO3BO-
Js1eT cOPMYIIUPOBATH CIIEYIOIINE 33/1a9H UCCIISIOBAHUSL:
1) chopmupoBaTh HabOp JaHHBIX O MAlUEHTax C

COVID-19, cTpanaromux cepaeuyHo-COCYIUCTON ma-

TOJIOTHEH, IIPUTOAHBIN ISl CTAaTUCTUYECKOW 00paboTKH

METOZIaMH MHTEJUIEKTYaIbHOTO aHAJIN3a METUIIMHCKHUX

JTAHHBIX;

2) mpoBecTH IPOOIEMHO-OPHEHTHPOBAHHBIH OTOOP METO-
JIOB CTAaTUCTUYECKON 00pabOTKH METMIIMHCKIX JaHHBIX
JUTsl 00eCTIeueHNs PENPE3CHTaTUBHOTO OXBaTa CIIEKTPa
METO/IOB CTATUCTHUECKOTO aHAIN3a MEJUIIMHCKUX JaH-
HBIX ¥ COXPAHEHHUS COIOCTABUMOCTH C YK€ OIyOJINKO-
BaHHBIMH paHee 0a30BbIMH PabOTaMH;

3) yMEHBUINTH PA3MEPHOCTH MOATOTOBICHHOTO Habopa
JAHHBIX KaXXIbIM U3 BbIGpaHHI:-IX MCTOJ0B, BbIJICIIUB
HaunOoJiee 3HaYMMBbIE TIPU3HAKH, U PAH)XHPOBATh HX;

4) BbIOparh CpencTBa ISl CPABHUTEIILHON OIIEHKH PaHKH-
POBaHMI ITPU3HAKOB, ITOTYUYCHHBIX PA3HBIMU METO/IAMH,
U TIPOBECTH COJCPKATEIBHYIO OICHKY MOJTYyYCHHBIX
PpEe3yIbTaToB.

MarepuaJibl M METOAbI

®opmMupoBaHNe HAGOPa JaHHBIX. [cronp30BaHHEIE
B paboTe AaHHbIe COOPaHbI 110 MaTepHUaaM JEKTPOHHBIX
MEAULIMHCKUX KapT NAalUeHTOB, nocTynusmux B OI'BY
«HMMULI um. B.A. AnmazoBa» Munzapasa Poccuu, B nie-
puon ¢ 11 mas no 14 urons 2020 .

JuarHo3sl 60meHBIX, ocTynuBie B DI'BY «HMUIL]
uM. B.A. AnmvazoBa» Mun3npasa Poccum, ycTaHOBIIEHBI Ha
OCHOBaHHMM KJIIMHWYECKOTO U MHCTPYMEHTAJIBHOTO 00CIIe-
JIOBaHUH, TAHHBIX AaHAMHE3a U PE3yJIbTaTOB JJa00PAaTOPHBIX
nuccnenoanuii. Bce cimyuan COVID-19, BritoueHHBIC B
3TO UCCJeN0BaHNe, AMarHOCTUPOBAINCH Ha OCHOBAHUH
BPEMEHHBIX PEKOMEHAauuil BceMupHOU opraHu3anuu
31paBOOXPaHEHUsSI. Y UNTHIBAINCH AeMOrpaduuecKue, Kin-
HHKO-J1a00paTOPHbIE U PEHTI€HOJIOTHUECKUE JJAHHBIC TIPH
MOCTYIUICHHH, @ TaKKe JIaHHbIE O COITyTCTBYIOLINX 3a00-
JIEBaHUAX, OCIIOKHEHUAX OCHOBHOTO U COMYTCTBYIOIIETO
3a00JIeBaHNH, JICUCHUN W MCXO/IaX IPH TOCTIHUTAIN3AINH.
Bce nanHble TpoaHaIM3UpOBaHBl HE3aBUCHMO U BBE/ICHBI
B MEPBUYHYIO 0a3y JAaHHBIX AByMs aHAJIUTHKAMM, HA 9TO
OBLTO MTONTy4eHO HH(OPMHUPOBAHHOE COTTIACHE MAIIHEHTOB.
Bce Haboph! TaHHBIX ObUTH 00E3TNYCHBI.

[NanmeHTs! pa3faeneHsl Ha IBE TPYTIITBI IO KITMHUYECKIM
HCXO/IaM — CMepTh (Tpymnma /) U BBIKCKA MTOCIE PeaHu-
Maruu (rpymnna 2), Ipu 3TOM KaXJIblid MAI[MEeHT IPYIIb! 2
HaXO/IWJICS Ha JICYEHUHU B OT/ICJICHUH PEaHUMAllUH C yIETOM
TSDKECTH Te4eHHs 3a00JIeBaHMS.

[IpenBapurenbHas 06paboTKa ncxomHOrO Habopa JaH-
HBIX BKJIIOYAJIa CIIEAYIOIINE Olepanuy: nmpeodpazoBanne
excel B csv ¢ momompro 6ubnuorekn Pandas (Python);
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CJIMSIHME JaHHBIX M3 pa3HbIX TAOIWI; HOpMau3anus (3a-
MEHa CpPEJTHETr0) HEeMPEPhIBHBIX XapaKTEPUCTHUK; yalleHne
3amnmcel ¢ 5 u 6oee MyCThIMU CTOJIOIIAMH.

Taxum obpazom, copMHUPOBAaHHBINA TOTHBINH HAOOP
JAHHBIX JJIS1 JalibHEHIero aHaau3a (TaOInIbl pHIIoXKe-
nus!) BKiroyaeT undopmanuio o rpymie us 141 namuenTa,
98 U3 KOTOPBIX OTHOCATCS K rpymre /, a 43 — k rpymre 2.
Bcero nccnenoBanne BkiIodano 81 dakrop, crpymnmupo-
BaHHBIN B YETHIPE Paszeia, MPUUEM B MOCIECTHUN BOILIH
TOJIbKO HanboJIee pacupoCTpaHeHHBIE ISl BCEX MAllUEHTOB
npenapartbl. s monyueHust 6osee mpaKTHKO-OPUEHTHPO-
BaHHBIX PE3YJBTATOB, CIIEYs peKOMEHIalusIM padoTsl [27],
OBLIT BBIJICJICH U3 UCXOJHOTO HAOOpa aHHBIX MOAHA00D
KOHTPOJIMPYEMBIX (haKTOpoB pucka B oobeme 51 dakropa.
OcHOBaHMEM ISl BBIJICJICHUS CTaJI0 HAJINYHNE BO3MOXKHO-
CTH MOBIHTH Ha WX 3HAUEHUE MPHEMOM TEX WM MHBIX
IIpenaparoB WK OTKa3a oT HuX. [[yis ynoOcTBa cpaBHEHUS
B 000MX HabOpax JaHHBIX COXpAHEHa €IMHAs HyMepalus
(baxTopoB. O600IIECHHAS CTPYKTYpa UCTIONH30BAHHBIX MIPH-
3HAKOB IpeCTaBIeHa B Ta0. 1.

I [Dnexrpounsiii pecypc]. Pexxum nocryna: https://disk.
yandex.ru/i/EFVnfofP1LZkWA (mata o6pamenus: 01.03.2023).

OTMeTHM, YTO KOHKPETHBIH COCTAB BBLAEISIEMOTIO TIO/I-
Ha0oOpa NepeMEeHHBIX SIBJSIETCS] CAMOCTOSITEIIHBIM BOIIPO-
coM. B pamkax HacTosieil paboTbI BbIICIICHHBIH TOHA00D
PaccMOTPEH KaK METOIMYECKUI HHCTPYMEHT JUISl CTAaTUCTH-
YECKOTO aHaIIN3a.

OTOOp MeTOo0B CTATUCTHYECKOT0 aHaamu3a. [Ipu
BBEIOOpE METOZOB CTAaTHCTUYECKOTO aHalu3a OyeM pyKo-
BOJICTBOBATHCS TBOSKUMH TPEOOBAHISIMU 331241 2 (pa3aes
«CocTostHHE TIPOOTIEMBI»), YTO MO3BOJIUT 3apaHee MCKITIO-
YHUTh U3 PACCMOTPEHUsI Psifi MeTo10B. Hanpumep, B pabote
He OyIyT UCIIOJIb30BaHbl METO/IbI, OCHOBAHHBIC HA HEHPOH-
HBIX CETSX, U3-32 HEOOJIBILIOTO pa3Mepa rPYIIIbl MAIMEHTOB
u He paccmotpeH Meton SVM (Support Vector Machine),
TaK Kak OH He MOJJIEP)KUBAET BEPOSITHOCTHOE OOBSICHEHNE
TIOJTy4aeMBbIX PE3yJIbTaTOB.

O0mas cxema peaqu30BaHHBIX B paboTe METO/I0B
CTAaTUCTHUUYECKOTO aHallM3a MpeicTaBlicHa Ha puc. 1.
BriOpaHHBIC METOIBI OBLIIA pa3lelCHBI Ha JIBE KaTeTo-
pUH — ECKPHUNTUBHAS CTATUCTHKA W CHIDKEHHE pa3Mep-
HOCTH. B KaTeropnu IeCKpUNITUBHON CTAaTUCTHKH UCTIONb-
30BaHbl TPAAUIIHOHHBIC TSI MEIUITTHCKON TIPoOIeMaTuKu
WHCTPYMEHTHI: OJHO(AKTOPHBIN AUCTICPCHOHHBIA aHATIHN3
(ANOVA), rectbl Manna—Yuruu u 2 [3]. JlucriepcuoHHbIi

Tabnuya 1. O6mas xapaKTepUCTHKA UCXOTHOM 0a3bl TaHHBIX

Table 1. General characteristics of the original database

CneuuduuHocTh I'pynmel mpusHaKoB [Tpn3nakn
O61me ITonoBo3pacTHble Moka3zaTenn BO3PACT, 071l My>KUHH B IPyTIIe
JlaHHbBIe KIMHUYECKOTO aHAIN3a | TeMOIIOOHH, TPOIOHUH, C-peakTUBHBIN OETIOK, TPOMOOIUTHI, KPeaTHHUH
KpPOBH
I'emopmHaMKUYeCKHe TOKa3aTeNn | CPEAHSS YaCTOTa CEPAEUHBIX COKPAIIEHHH, KAaTeropusi apUTMHUHM TI0 4acToTe,
THII CEPJEIHOTO PUTMA
Onextpokapauorpadpudeckue | yrox anbda, P/PQ/QRS B orBenenun II, yumuenue unrepsana QTc, pyo-
MIPU3HAKU LIOBbIe U3MeHeHUs, u3MeHenus cermenrta ST, Gpparmentuposannsii QRS
KOMIUIEKC, HU3KUH BOJIBTAX, yBEJIIMYCHHE JIEBOTO/IIPABOTO MpeJCepaus,
runepTpodus JIeBOro/IpaBoro HKeyyio4Ka, MpaBoOCTOPOHHSS Meperpyska
cepana, QIII-SI, moBopor cepaua SI-SII-SIII, moBopoT mpaBoro >kemyaouKa,
PaHHSS PETOAPU3ALIHS JKETyI0UKOB, ansTepHanus 3yona T, n3amenenne ¢assr
penomspu3anun 3yona T, uepemyromuecs: kommuiekcsl QRS, monnas/nemnonnas
OrIoKaza JIEBOM/IPaBOi HOXKKY ITyuKa [ uca, Hecriennduieckas BHyTPIIKEITy-
JIOYKOBast OJIOKA 1A, HKEITyI09KOBast SKTOIIHS
Crennduunsie JlaHHBIE PEHTIE€HOJIOTHYECKUX | KaTeropHs MOPasKeHUs JIETKHX 110 koMIbioTepHo# Tomorpaduu (KT), mpouent

HUCCICIOBAaHUN

nopaxenus jerkux no KT

ComyTcTBytoriue 3a001eBaHs

OHKOJIOTHYECKOE 3a00JIeBaHNe, apTepHaIbHas THIIEPTEH3US, HIIeMUUeCKast
GonesHb cepaua, nHOGAPKT MHOKapAa, caXxapHblil AnabeT, XpoHuueckas 00-
cTpykTuBHas 60s1e3Hb Jerkux (XOBJI), sxerynoukoBast apuT™Mus, IpecepaHast
apuT™Must, GUOPHIISILUS Tpeacepauit

CseeHust 0 TsSDKECTH 3a00s1eBa-
HUs

MPOJIOJKUTENLHOCTD TOCIUTAIIN3AIMH, IEPEBOJ] B PEAHMMAIIMOHHOE OTIeIIe-
HHE, KOUKO-JIHH B OT/IEJICHUH PEaHUMAIIHH, IPeoOIa[atoIinii CTaTyC TSHKECTH
3a00J1€BaHUs

OcCnoKHEHUS

HKEITYJJOYKOBask TAXUKAP/MS, OCTPOE HApyIIEHHE MO3TOBOTO KPOBOOOpAIIeHNS,
nH(apKT MUOKap/ia, BHITOTHON MEPUKAPANT, MUOKAP/IHT, TerodHast SMO0onus,
nIpyrue TpoMO03bl, KPOBOTEUCHHS, TEMATOMBI, 000CTPEHNE XPOHNIECKOH
CepACYHON HEJOCTATOYHOCTH, CELICUC, PECIIUPATOPHBINA AUCTPECC-CUHIPOM,
(UOpMILIALMS IPEACepANA, CHHIPOM MOJUOPTaHHONW TUChYHKIINI

Hasnauennoe neuenue

JIOIMHABUP/PUTOHABUD, JIOPOXHH/TUAPOKCUXIOPOXHH, a3UTPOMULIMH, TO-
LUIN3YyMa0, aHTUKOATYJISHTBI, ANYPETHKH, XJIOPOXHUH/THPOKCUXIOPOXHH,
WCKyccTBeHHas BeHTsAus Jerkux (MBJI)
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Puc. 1. CtpykTypa HcClIe10BaHUS
Fig. 1. Structure of the study

aHaJIKU3 OINpeseNsieT JOCTOBEPHOCTh Pa3Iuuuil CpeHUX
3HAYEHUH IyTeM OLICHKH BHYTPUBBIOOPOYHON AMCIIEPCHH
B CPaBHMBAEGMBIX TPYINIaX; KaK MapamMeTpUiecKuii MeTos
OH TIpeJIIoJIaraeT HOPMaJIbHOCTh PACIpeeIeHIH aHaIu-
3UPYEMBIX MEpEeMEHHBIX. B TO ke BpeMs conepiKaTelIbHO
WJIEHTUYHBIA JUCIEPCUOHHOMY aHaiau3y TecT MaHHa—
YuTHM onpenesieT 10CTOBEPHOCTh Pa3jnyuil CpeIHEro
paHra B JIByX IpyIIax, T. €. IBISICTCS] HelTapaMeTPUIECKUM
U CIIPaBEIUB [IpH JIE0O0M pactpezenennn. Tect y2 KaK He-
apaMeTpUIecKuii MeTo1, 6e3 HyJIeBOI TUIIOTE3bI, TO3BO-
JISIeT OLEHUTH MPHHAIISKHOCTh HAOII01aeMON BEIOOPKH
HEKOTOPOMY 3aKOHY paclpefiesieHus, T. €. yUeCTb XapakTep
pacnpe/ieieHus! B LIEIOM.

Taxum oOpazom, 0TOOpaHHBII HaOOp METO/OB JieC-
KPHUIITHBHOW CTaTHCTHKH YYUTHIBACT IMPOKUIT HAbop yc-
JIOBUM W JONYUIEHUH, UMEIOUIUX MECTO B KOHKPETHOU
3a/a4e MEINIIMHCKON MPakTHKH (pasaen «Pe3ynbraTel U
00CYKIICHHE).

[Tpu nmpoBepke THIOTE3BI O PASTUUMAX MEKTY TpyIIIa-
MU [ ¥ 2 B Ka4eCTBE KPUTEPHATTLHON TIEPEMEHHOMN HCITONb-
3YE€M YPOBCHb 3HAYUMOCTH p, paCCqHTaHHBIﬁ C ITIOMOIIIBIO
kpurepueB Manna—Yurau win x2, uin ANOVA. B coor-
BETCTBUU C TPAAUIHNOHHBIM JJI Me}lHHHHCKOﬁ CTaTUCTUKHU
noaxozoM (pasnen «CocTostHue MpOoOIEeMBbl») UCKIIOUUM
13 PpacCMOTPEHHUs MEepeMEeHHBbIe, Il KOTopsIX p > 0,05.
C apyroii ctopoHsl, [35] npeanaraeM UHTEPIPETUPOBATD
3HAUEHMS p KaK HEeNpepBIBHBIC BEJIMYHHBI, XapaKTepH3y-
IOIIME YPOBEHb JI0KAa3aTeIIbHOCTH Pa3JINunsl MEX]y allb-
TEepHATUBHBIMU Tumnore3amu. Hanpumep, rpynmnst / u 2
paccMOTPUM Kak albTepHATUBHBIC THIIOTE3bI, UTO TTO3BOJIUT
PpamKUPOBATh MPU3HAKH, IS KOTOPEIX p < 0,05, B mopsake
BO3PACTaHUsl p-3HAYCHUH, COOTBETCTBYIOLINX CHUKECHHIO
WX 3HAYUMOCTH JJIs1 UCXO0fa 3a00IeBaHus.

B KaTeropuu METOJ0B CHUKXCHUA PA3SMEPHOCTU IJIA
PaHXXMPOBAHUS MPU3HAKOB BHIOEPEM CIEAYIONINE: OJI-
HOMEpHas JHHeHHas perpeccusi B COUeTaHUU C MHOXe-

CTBEHHOM JIOTHCTHYECKOH perpeccueii, 0000IeHHbIH auc-
KPUMUHAHTHBIA aHAIHN3, a TAK)KE Pa3InYHbIC BaPHAHTHI
AITOPUTMOB JiepeBa PEIICHH.

B paborax [21, 23-25] ucnonb30BaHa IByXCTaaHAHAS
mpoIierypa, a IMEHHO OJHOMEpPHAs JINHEHHAs perpeccus
Ka)KJ0ro MpU3HaKa JUlsl 1IeJIEBOM NEPEMEHHOM ¢ mocieny-
I0ILIeH MHOKECTBEHHOM JIOTMCTUYECKOM perpeccueit 1uist
HanOoJee 3HAYNMBIX TIPU3HAKOB, OTOOPAHHBIX MO PE3YIIb-
taraM aHanm3a. [Ipu 5ToM Hanbomee 3HAUMMBIMHU CUUTA-
JIMCh MPHU3HAKK C CAMBIMH BBICOKUMH KOA(QQUIIUEHTaAMHU
OJTHOMEPHOU perpeccuu, U3 KOTOPHIX BBIOPAHBI TOM-5 U
Tor-10 Mpu3HaKOB, MO KOTOPHIM BBIOJTHEHA MHOTOMEpHas
Jorucrudeckast perpeccus. B atom cirydae, kak Moka3bpIBaeT
aHaJI3 PEe3yJbTATOB ATUX PAa0OT, Ha TIEPBBIH TUTaH BBIXOMISAT
TaKWe MPU3HAKK, Ha KOTOPBIE B XO/IE JICYESHHMS TTOBIIUATH He-
BO3MOKHO (HAIIPUMeEp, IO U BO3PACT MAIMEHTA), a TAKKe
MIPU3HAKH, KOHCTATHPYIOIIHE Y)KE UMCIOIIEECS] COCTOSTHIEC
(mammpumep, KonmndectBo qHer Ha IBJI). B cBs3u ¢ aTM B
HACTOSIIIIeH paboTe UCTIONB30BaHa HE IBYXCTaIUITHAS TIPO-
Leypa, a MapajuleIbHbI PErPECCHOHHBIN aHAIN3 IIOJIHOTO
Habopa naHHbIX (82 ¢akxTopa) u mogHadopa KOHTPOIUpPYe-
MbIX (hakTopoB prcka (51 dakrop).

BoinonsuM napasuienbHblil JUCKPUMUHAHTHBIN aHAIN3
JIByX BBIOpAaHHBIX HA0OPOB JAaHHBIX. XOTS B CMEXHBIX
pabotax, nmocesmeHHbix ananuzy COVID, npeobnana-
I0T PErpecCUOHHBIE MOAEIH, JUCKPUMUHAHTHBIN aHAINU3
HAXOJUT CBOE MECTO U B COBPEMEHHBIX HUCCIIEJOBAHUSAX,
nocBsimeHHBIXx CC3 [36, 37]. Mcnonb3yemM 0000mIeHHBII
BapUaHT AUCKPUMHHAHTHOTO aHAJN3a, KOTOPBIA MO3BOIUAT
paboTaTh ¢ KONMYECTBEHHBIMHA M Ka4eCTBEHHBIMH TIepe-
MEHHBIMH. J|aHHBIM METOJ aHaan3a JacT BO3MOXKHOCTH
HAWTH MPHU3HAKH, 00ECIICUYNBAIOIINE OITUMH3AIINIO CeTla-
pabenbHOCTH KITacCOB B MPU3HAKOBOM MPOCTPAHCTBE, T. €.
BBIJICIIMUTE TC MPHU3HAKU, KOTOPBIC HAWITYUIIUM 06pa30M
paszaensitor rpynnsl /[ u 2. B kauecTBe KpuTepuanbHOMI
MEePEeMEHHOM /ISl paHKUPOBAHUS BaKHOCTHU IPU3HAKOB
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MIPUMEHHM TapaMeTp coef, ¢ TOMOIIbI0 KOTOPOTo MOIYYUM
Beca BEKTOPOB, COOTBETCTBYIOIIMX KaXJOMY M3 IIPU3HAKOB.

W3 rpymiibl HEIMHEHHBIX METOIOB HCIIOIB3yEeM aliro-
PUTMBI JIEPEeBBEB PEHICHUI B TpeX Bepcusax — Random
Forest [38], Light Gradient Boosting Machine (LightGBM)
[39] u CatBoost [40]. OcHOBaHHEM I TAKOTO BBIOOpa
TTOCITY)KUITH PE3YIBTaThI, SKCIIEPUMEHTAIHHO ITOKa3aBIIINe
a¢¢pextuBHOCTF Random Forest n LightGBM B 3amagax
KIaccu(GUKaIy METUITUHCKOM HHPOPMAITH B HEOOIBIITUX
Habopax maHHbIX. Kpome Toro, CatBoost ¢pokycupyercs Ha
OINITUMU3AIIUN TEPCBLEB pe[HeHI/Iﬁ JJIs1 KaTETOPHAJIbHBIX
MEPEMCHHBIX, KOTOPBIC YaCTO HUCIIOJB3YIOTCA B MCAULINH-
CKUX JaHHBIX. Ellle 0JHO MperMyIecTBO APEBOBHIHBIX
QJITOPUTMOB B HaIICH 3aj[a4e 3aKIF0YaCTCs B TOM, YTO OHU
00ecreunBaloT Mpo3payHo 0OBSICHUMOE PaHKUPOBAHHE
MIPU3HAKOB: YEM BBIIIC TPU3HAK B JIEPEBE PEUICHUU, TEM
OH Ba)KHEe.

PacueTs! 0 anropuTMaM perpecCHOHHBIX MOJENeH,
TUCKPUMHIHAHTHOTO aHanmu3a 1 Random Forest BeimomHnM
B makere Scikit-learn library v. 0.22.0, mo anroputmam
LightGBM u CatBoost — ¢ ucmnonap30BaHAEM CTICITHAIII3H-
poBanHbIX OnOHoTek LightGBM framework u Eponymous
library.

Pe3ysibTarsl 1 00cyKaeHHE

[IpumeHuM Bce 0TOOpaHHBIE METO/IBI PAHKUPOBAHHUS K
MOJTHOMY Ha0OPY JIAaHHBIX U K [I0IHA00PY KOHTPOIUPYEMBbIX
(haxTopoB pucka. Ilepssie 20 MO3UITUI paHKUPOBAHUS B

yOBIBAIOLIEM MOPSIIKE 110 BAXXHOCTU MPEJICTABICHBI COOT-
BETCTBEHHO B TabI. 2 U 3, pa3MELIEHHbIX B pero3uropuu! .

JIJ1s1 cpaBHUTENBLHON OLICHKH PE3yJbTaTOB PAHKHPO-
BaHUS BBIYHCIUM B3aUMHYIO (TIOMApPHYIO) KOPPEIISIIHIO
Kennamna Mexxay HUMH, BU3yaJIM3UPOBAaHHYIO B BHJE Te-
TUTOBOW KapThl (pHC. 2), a TaKXKe B BUJE MO3HIINOHHOTO
rpaguka (puc. 3). 'paduk nemMoHCTpUpyeT N3MEHEHHE
MO3UIINU KakI0To n3 20 MPU3HAKOB B PaH)KMPOBAHHBIX
CIHUCKaX, MOJIy4EHHBIX IIPU IMOMOIIU Pa3HBIX METOJOB.
B xauecTBe 6a30BBIX BHIOPAHBI IPU3HAKH, BBIJCICHHbIC
KaK CaMbI€ 3HAQYMMBIC IPH ITOMOIIH MHOFOMepHOﬁ JIOTH-
CTUYECKON perpeccuu.

[TpoBeneM oleHKY BIMSHHS pa3Mepa BHIOOPKHU Ha paH-
skupoBanue GakTopoB. C 9TOM LEJIBIO U3 HCXOAHON BBIOOD-
K1 1yTeM OyTcrpamnmnuHra chopmupyem 50 BBIOOPOK, 110
KOTOPBIM JUTS KaXK/JJOTO M3 METO/IOB BBITIOIHIM YCPEIHEHHUE
U pamXHpoBaHue. Berancnnm 3HaueHns: Ko3(pGUINCHTOB
koppersinnu Kenpamna (J) MeXIy pe3ynbraTaMu paHXu-
POBaHMUS UCXOIHON W YCPEAHEHHOW BBIOOPOK TOCie OyT-
cTpenmnuHra. Pe3ynbraTel MpeiCTaBICHb! Ha PUC. 4 B BUJE
TETJIOBOW KapThl C HAHECEHHBIMU HA HEH 3HAUCHUSAMH |i.

AHanu3 NnoyueHHbIX Pe3yJbTaTOB TO3BOJMII C/IEAaTh
CJICAYIOINE BbIBOABI.

1. Koppensiiist pe3ynbTaToB, MOJTYyUYEHHBIX METOAAMHU
JICCKPUIITUBHOM CTaTUCTHKU W METOJAMHU CHIDKCHUSI pas-
MEPHOCTH, JI0OCTaTOYHO Xopomasi (puc. 2). CienoBaresbHo,

I [Dnekrponnslii pecype]. Peskum gocryna: https://disk.
yandex.ru/i/EFVnfofP1LZkWA (nara obpamenns: 01.03.2023).

ANOVA 0,056 -0,12 —0,032 0,042 0,11 -0,064 0,092
Mann-Whitney test (X 0,081 —0,0009 0,032 0,089 —0,033 -0.8
Chi-square test 0,07 0,092 —0,095 -0,036 0,091 —0,071
Multiple logistic regression 0,081 0,092 0,017 0,012 -0,073 0,098
S . - 0,4
Discriminant analysis —-0,0009 —0,095 0,017 1 0,0075 -0,13 0,1
Random Forest 0,032 -0,036 0,012 0,0075 0,13 |
LightGBM EIKIY] 0,089 0,091 —0,073 —0,13 0,13
0,0
CatBoost XY -0,033 -0,071 0,098 0,014 —0,062
o > o 2 5 s ) a
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Puc. 2. TernoBas kapTa IMOMAPHOTO CPABHEHHS PAHKUPOBAHUI
Fig. 2. Pairwise comparison heat map of rankings
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Puc. 3. Tlo3uuroHHbIi rpaduK MPU3HAKOB [UIsl PA3IHIHBIX METO/IOB PAHKUPOBAHHSI.

1 — Bospact; 3 — COVID noxarsepsxneHHEIIT; 8 — TpornoHuH; 10 — jero4nslii cyphakTant; 15 — cpeHss 4acToTa CepIeUHbIX
cokpaienuit; 17 — tun cepaednoro putma; 39 — nsmenenue ¢asbl penonspusaiun 3yona T; 47 — Hecneruduaeckast
BHYTpPHKEIyI04KOBas Ookaja; 51 — uiemMuueckas 60ye3Hb cepana; 53 — caxapHblid 1uaber; 58 — MpoJomKUTEIbHOCTD
TOCIUTANN3ALMH; 59 — MepeBoj B peaHNMAIMOHHOE OTeIeHHe; 60 — KOMKO-THU B OTJCJICHHU peaHnMaIuu; 61 — craTyc TshKecTH
3aboneBanusi; 63 — 0CTpoe HapyllIeHHEe MO3TOBOr0 KpoBooOparieHus; 71 — cemncuc; 72 — pecnupaTtopHbIil TUCTPECC-CHHIPOM;
74 — CHH/IPOM MOJIMOPTaHHON JUCHYHKIMH; 75 — UCKYCCTBEHHAs] BEHTUIISILIUS JIETKUX; 78 — a3UTPOMHIIH

Fig. 3. Positional feature plot for various ranking methods.

1 —age; 3 — COVID confirmed; 8 — troponin; 10 — pulmonary surfactant; 15 — average heart rate; 17 — type of heart rhythm;
39 — change in the repolarization phase of the T wave; 47 — nonspecific intraventricular blockade; 51 — ischemic heart disease;
53 — diabetes mellitus; 58 — duration of hospitalization; 59 — transfer to the intensive care unit; 60 — bed days in the intensive care unit;
61 — disease severity status; 63 — acute cerebrovascular accident; 71 — sepsis; 72 — respiratory distress syndrome; 74 — multiple organ
dysfunction syndrome; 75 — mechanical ventilation; 78 — azithromycin

HECMOTPSI Ha TO, YTO B YCJOBHSX HEOOJBIION TPYIIIbI
MalMEeHTOB MHOT'HE NePEeMEHHbIE C TOUKH 3PEHUs Kilac-
CHYECKOU JIECKPUIITUBHOW CTaTHCTUKHU JIEMOHCTPUPYIOT
p > 0,05, ux npaBoMepHO BKJIOYaTh B CTAaTUCTHYECKUI
aHAJIM3 NIPU PAHXUPOBAHUH.

2. KoppensnmonHas matpuiia (puc. 2) HanIsIIHO TTOKa-
3aja, 9T0 HEKOTOpPhIe METOIBI 0OJIee COTIIACOBAHBI C APY-
THUMH, YeM OCTaJbHBIC. DTO MOXKET pacCMaTPHUBATHCS KaK
HEKOTOpast MPEIOCHUIKA TS TIOBBIIICHHS CTaTUCTHIECKON
YCTOWYHMBOCTH MOTYYIAaEMBIX PE3YJIBTaTOB MyTEM MX aHCAM-
onupoBanus. OgHAKO MCIIOIB30BATh aHCAMOIUPOBaHUE
(Hampumep, TOIOCOBAHUEM) CIIEAyeT KpaiiHe OCTOPOIKHO,
TaK KaK OT/ICJIbHBIC TECTHI BBISBIIAIOT COACPKATEIBHO pa3-
JIMYHBIE CTAaTHCTHYECKHE XapaKTEPUCTUKHU, U PE3yJIbTaThl
TaKOro aHCaMOJIIMPOBAHUS MOTYT OKa3aThCsl HECOCTOSITEIb-
HBIMH B CTaTHCTHYECKOM CMBICIIC.

3. [To3umy OAHUX U TEX JKe MPHU3HAKOB, ITOJTYUYECHHbIC
MIPU WX PAH)XUPOBKE B COCTABE TOJTHOrO Habopa ¥ IMoj-
Habopa MpU3HAKOB, HEe coBmamaroT (puc. 3). Hampumep,
pu uctons3oBaand Metoga ANOVA Ha moixHOM Habope
MIPU3HAKOB PAHKUPOBAHKE HAHOOJIee 3HAYNMBIX TIPH3HAKOB
BRILITUT 47—76—79-35, a Ha mogHabope — 79—76-47-35.
Hcxomst u3 3T0T0, MPH BIOOPE CTATUCTUKH JIJISI SKCTIEPTHOMN
OLICHKH CJICTyeT YUUTHIBATH COACPKATEIBHYIO TOCTAHOBKY
3a/1a4uu.

Hanpumep, mansie 3HaueHnss ANOVA (T. e. Manas BHY-
TPUBBIOOPOUHAS IUCHIEPCHST) TOBOPST O TOM, UTO PE3yJIbTa-

TBI TIPOTHO3a JACHCTBUTEIBHBI JJIsl BCEH IPYNITBI OONIBHBIX,
1 MOXKHO YBEPEHHO MCIIOJIb30BaTh MOJYYEHHBIH ITOJI0XKHU-
TEJILHBIH OIBIT Ha Apyrux OosibHBIX. Eciu cpean npusHa-
KOB MMEIOTCSI IEPEMEHHBIC CO CMEIICHUEM (HalpuMep, B
rpymrne OOJbHBIX MPe00IaaloT MOBBIIICHHBIC 3HAYCHUS
caxapa B KpOBH), TO 0ojiee poOaCTHBIM MOJIXOIOM OymeT
UCTIONIb30BaHNe TecTa MaHHa—YUTHH, KOTOPBIA CTPOUTCS
Ha OIIEHKE OTKJIOHEHUS! MeanaH. J{ist BEISIBIICHUS IPU3HA-
Ka ¢ HauOOINBIIeH pa3aeNsrfoneil croCOOHOCTEI0 BHYTPH
nogHabopa 1esIecoodpa3Ho UCTIONH30BATh AUCTICPCUOHHBII
aHaJIM3, B TO K€ BPeMs 00lee COOTHOILICHNE BKJIa/la BCEX
MIPU3HAKOB JIyUIlIe BCErO JIGMOHCTPHPYET JIOTHCTHUECKAS
perpeccus.

4. CrarucTuueckasl yCTOMUYHMBOCTh PAH)KUPOBAHUS B
YCIIOBHSIX MaJIbIX BEIOOPOK OKMA€MO 3aBUCHT OT KOJIH-
YecTBa YYMTBHIBAEMBIX MPHU3HAKOB (puc. 4): Ha nogHadbope
KOHTPOJIMPYEMBIX (DaKTOPOB PHUCKA CTAaTHCTHYECKast YCTON-
YUBOCTH JJISI BCEX METOIOB JOCTATOYHO BhICOKA (pHC. 4,
«OTtoOpaHHBIC IPU3HAKNY), Ha ITOTHOM Habope (pakTopoB
pucka ona nanaet (puc. 4, «IlomHsrii maTacer»). OmHAKO
3Ta 3aBUCHMOCTH CYIIECTBEHHO Pa3IMYHA IS PAa3HBIX
METOJIOB PamkUpoBaHus. Tak, HAMOOIBIITYIO YCTOWINBOCTh
Ha MoHa00pe JEMOHCTPUPYIOT JUCKPUMUHAHTHBIN aHAIIH3
(Ig=1) u x2-tect (Jgx = 0,75), a Ha monHOM HabOpe OHa
tepsierca (Jx = 0,0057 u | = 0,073 coorBeTCcTBEHHO). B TO
e Bpemst Metot ANOVA u Tect ManHa—YUTHH COXpaHs-
10T IPUEMIIEMYIO CTATUCTUYECKYI0 YCTOHYMBOCTh KaK Ha
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Puc. 4. CpaBHeHHUE pe3y/IbTaTOB PAHKUPOBAHUS HCXOJHOW M YCPETHEHHOH BHIOOPOK 1ocie OyTCTPIIIUHTa

Fig. 4. Comparison of the ranking results of the original sample and the average after bootstrapping

niopHabope (| = 0,57 n | = 0,44), Tak 1 Ha MOITHOM Habope
nipu3HaKoB (| = 0,35 u | = 0,27 COOTBETCTBEHHO).

Kak mokasanu onpocsl, MpoOBEJCHHBIC CPEIN TTPAKTH-
KYIOIIMX Bpaueil, CoOBpeMEeHHasl KIMHUYECKas TPAaKTHKa
JICUEHHUS TALIUEHTOB B YCIIOBUSX HEIOCTATOYHON CTaTHCTH-
KM aHAJIOTHYHBIX CIy4aeB, B TOM YHCIIE IPH OTCYTCTBUH
KJIMHUYECKUX TIPOTOKOJIOB U TIPH JICYEHUH OOJIBHBIX C CO-
MY TCTBYIOLIMMH 3a00JICBAaHUSIMHU, OITMPACTCS IPEIKIIE BCETO
Ha SKCHEepPTHOE MHEHHe Jieyaiero Bpaya. J{ist Bepuduka-
IIM Bpavya He0OXOAMMO HCTIONIb30BaTh KOHCHIIUYM, T. €. 110
CYILIECTBY, aHCAMOJIMPOBaHUE SKCIIEPTHBIX PAHXKUPOBAHHH,
6e3 popmanuzanmu 370 mpouenypsl. Pesynsrarer npo-
BE/ICHHOI pabOTHI MO3BOJISIIOT C(HOPMUPOBATH IS TAKUX
CUTyalluii METOANKY MHTEIUICKTYAJIbHONW MOIACPKKU H
BepUUKAINK KIMHNIECKNX PEIICHUH B acrekTe BbIOOpa
Han0oJee 3HaUNMBIX KIIMHUYIECKHX PU3HAKOB, COCTOSIIIYTO
U3 CIEYIOIIUX [IaroB:

1. BKCIIEPTHBIM TYTEM BBIJCIHUTH U3 JOCTYITHOTO MHO-
JKECTBA MPU3HAKOB 3HAYMMBIN MTOAHA00D, YUUTHIBAsI KOH-
TEKCT U LEJIEIOJaraHue B KOHKPETHOM KIIMHUYECKOU CU-
Tyaluu;

2. Ha UIMEIOILIEMCSI IaTaceTe BHIOIHUTH PAHKHPOBAHNE
BBIJICJICHHOTO ITOJIHA00pa MPHU3HAKOB PA3IMYHBIMH CTaTH-
CTHYECKUMH METOIaMHU;

3. OLIEHHUTH CTATHCTHYECKYIO YCTOHUMBOCTD MOTYy4EH-
HBIX PAaH)KUPOBAHHUN IyTEM BBIYMCICHUS KO3()(PUIINEHTOB
koppemsinnu Kennanna (| ) MeXay pe3yabTaTaMy PaHKH-

pOBaHUS UCXOTHOH BBIOOPKH M YCPEIHEHHON BHIOOPKHU
mocie OyTCTPEeNTHTa;

4. pe3ynbTaThl paHXUPOBAHUSA, IMOTYyYCHHBIE C TO-
MOIIpI0 Hanboxee yCTOHYNBOTO METOJA, MPEIbSIBUTH
BpadyaM-3KCIepTaM B Ka4eCTBE «JIONOJHUTEIBbHOIO MHE-
HUS.

B nanpHeiieM riaHupyeTcs KIMHIYECKas anmpoOariust
METOJMKH U €€ IMpOorpaMMHasi peanu3alys B Bujae Habopa
OuOINOTEUHBIX (YHKIMI B COCTaBE MHTEIICKTYaIbHOM
CUCTEMBI MOAJAEPKKH MPUHATUS KIMHUYECKUX PEIIeHUN
npu Befenun rnarmenToB ¢ CC3, koTopast pazpadaTeiBacTCst
cosMecTHO YHUBepcuretom UTMO u ®I'BY « HUMI] nm.
B.A. AnmazoBa» Munsnpasa Poccun.

3akjoueHne

CoBpeMeHHBIH Bpau MOCTOSHHO CTaJKHUBAETCS C He-
CTaHJAPTHBIMH TIPOSIBIICHUSIMH M3BECTHBIX 3a00JICBaHUM
Y KOHKPETHBIX OOJIbHBIX WJIH JJaXKe C HEN3BECTHBIMH paHee
3a00JIeBaHUSIMH, UISI KOTOPBIX OTCYTCTBYIOT KJIMHHYE-
CKHE IIPOTOKOJIBL. B TO e Bpemst B ¢Bs3U ¢ TPeOOBAHUAMHU
[IEHHOCTHO-OPUEHTUPOBAHHOW MEANINHBI Bpad 00s3aH
00BEKTHBU3MPOBATH CBOE PelIeHHE. PaccCMOTPEHBI BO3MOXK-
HOCTH BBIXOJIa M3 OTOM MPOTUBOPEYMBOM CUTYAL[UH ITyTEM
UCIIOJI30BAHMS CPENCTB CTATUCTUYECKOIO aHalIu3a JIs
pamxupoBaHusi (HaKTOPOB BIMSHUS (TAKMX KaK KIMHUYE-
CKHE CUMIITOMBI, JaHHbIC aHaMHe3a U JApyrast HHpOopMaius
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MHTennekTyanbHas noaaepxka KNMHNYECKNX peLleHmnii npn HebosbLUKX BbIGOpKax YMcna naumeHToB

0 TAIMEHTE) MO CTENEHU 3HAYMMOCTH JIJISl 0’KUAAEMOTO
1 (WIn) )KEeNaeMoro ucxoaa 3a00JeBaHuMs.

[To marepuanaM 3J1€KTPOHHBIX METUIMHCKHUX KapT I1a-
nueHToB OI'BY «HarnmoHansHBIN METUITMHCKUN HCCIIEI0-
BareabCKUi HeHTp uM. B.A. AnmazoBa» MunucrepcTa
31paBooxpanenust Poccuiickoit depepanuu o nauueHTax ¢
COVID-19, cTpamatommx oCTpoi ¥ XpOHUIECKOH cepried-
HO-COCYIMCTOH TaToNoruei, copmMrpoBaH HabOp TaHHBIX
JUIsl CTAaTUCTHYECKOM 00pabOTKM METOAAMU WHTEIUIEKTY-
anpHOTO aHanm3a. B pesynprare mpoOIeMHO-OPHEHTHPO-
BAHHOIO 0TOOpa BHIOPaHbI BOCEMb METOJIOB PAHKHUPOBAHHS
MEJMIMHCKUX JIAHHBIX, TPUTOAHBIX JIJIsl paOOTHI B YCIIOBHU-
SIX HEOOJIBIIMX TPYIIIT M COXPAHSIOLIMX COMOCTaBUMOCTh C
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yKe OIyOJIMKOBaHHBIMH paHee 0a3oBbIMH paboramu. Bee
O0TOOpaHHBIE METO/bl PAH)KUPOBAHHSI IPUMEHEHBI K I10JI-
HOMY Ha0OpYy JaHHBIX U K MOAHA00PY KOHTPOIUPYEMBIX
(haxTOpOB pHicka. B kauecTBe cpeacTB ISt CPaBHUTEIHLHOM
OLICHKU PAHKUPOBAHHUHN ITPU3HAKOB, TIOJTyYCHHBIX Pa3HBIMH
METOAAMH, & TAKKE UX CTATUCTHYECKOW YCTOMUMBOCTH
UCTIONIb30BaHa Koppessinns Kenpamna, Bu3yanu3upoBaH-
Hasl B BUJI€ TEIUIOBOW KapThl U IO3UIIMOHHOTO rpaduka.
Ha ocHOBe pe3yibTaToB OLEHKH MPEIORKEHA METOMKA
MHTEJTICKTYaTbHON MOAICPKKH U BepUPUKAIINU KINHU-
YEeCKUX PELICHHUI B acreKkTe BbIOOpa Hanbosee 3HaYMMBbIX
KIIMHUYCCKUX MTPU3HAKOB.
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AHHOTaNMA

Beenenue. VccienoBanbl BO3MOKHOCTH MOBBIIIEHUS! TOTOBHOCTH PE3€PBUPOBAHHON KOMIIBIOTEPHONH CHCTEMBI K
CBOEBPEMEHHOMY BBITTOJTHEHHUIO 3aIIPOCOB, KPUTUYHBIX K 3a/ICPIKKaM 00CTy)KUBaHHs. PaccMOTpEeH 0TKa30yCTOMYMBBII
KOMITBIOTEPHBIN KIIACTEP, B KOTOPOM Y3IIbI MPEACTABISIOT CO00M TyOIUpOBaHHBIC BBIUUCIUTEIbHBIC CHCTEMEI,
00BCAMHSIOIINE KOMIIBFOTCPHBIC Y3JIbI U Y3IIbI ITaMSTH. [Ipe/IIIOI0KEHO ABYX3TAITHOC BOCCTAHOBJICHHE Y3JI0B TIAMSITH:
¢dusmnueckoe, a 3areM MH(YOPMAIIMOHHOE, OCYIIECTBISIEMOE C HCIOIB30BAHUEM PECYPCOB BBHIUMCIUTEIBHBIX Y3JI0B.
Meton. [IpeioxeHsl 000CHOBaHUS BEIOOPA TUCIUIUIHH BOCCTAHOBICHHUS U 0OCITY)KUBAHUS TOTOKA (DYHKIIHOHATBHBIX
3aIpOCOB HAa OCHOBE MapKOBCKUX Moxenei. IIpennaoxkeHHble MOEIN MO3BOMISIIOT YYECTh BIUSHUE Pa3eiIcHUs
BBIYHCIIUTENBHBIX PECYPCOB Ha COBMECTHOE BBITIOTHEHHE TPeOyeMbIX (YHKLMH 1 Ha HHPOPMAILIIOHHOE BOCCTAHOBICHNE
MaMsTH, peaau3yeMoe mocie ee GU3NIECKOro BOCCTAaHOBIEHUs. BrIOOp AMCIMIUIMH 00CITy:)KUBaHUS KOMITBIOTEPHOM
CHCTEMBI HaIlPaBIICH Ha JOCTH)KCHUE KOMIIPOMHUCCA MEXKIY CTPEMIICHUEM YBEIHUUTHh KOO(D(MHUIIHCHT TOTOBHOCTU H
BEPOSTHOCTBEO CBOCBPEMEHHOTO BBITIOJHEHUS ITOCTYIMAIONIETO TOTOKa (DYHKIIMOHAIBHBIX 3alpocoB. PaccMoTpeHo
JIOKa3aTeJIbCTBO BBIOOPA BApUAHTOB pacrpe/esicHusl (pas/iesieHus) COXPAHECHHBIX MOCIEC OTKA30B BBIUMCIUTEILHBIX
peCypcoB Ha pelicHue (YHKIIMOHATIBHBIX 3aPOCOB (TpeOyeMbIX (YHKIUI) U HH(POPMAIIMOHHOE BOCCTAHOBICHHE
namsaTH. OCHOBHBIE pe3yJbTaThl. Ha 0CHOBE MpeAIOKEHHBIX MAPKOBCKUX MOJE/EH HccaenoBaHa 3aBUCHMOCTD
TOTOBHOCTH CHUCTEMBI K CBOEBPEMEHHOMY BBIIIOJHEHHIO 3allPOCOB OT BAPMAHTOB PACHPEICIICHUSI COXPAHCHHBIX B
CHCTEME BBIYMCIUTEIBHBIX PECYPCOB HAa BOCCTAHOBICHNE MH(OPMALIMU B MaMATH U BBIIONHEHHE (DyHKIMOHAIBHBIX
3agad4. MccnenoBanue MpoBeACHO B 3aBUCHMOCTH OT JIOMTYCTHMOTO BPEMEHHU OXKHMIaHUS (DYHKIHMOHAIBHBIX 3aIIpPOCOB
W MHTEHCUBHOCTH Tpaduka. [IpoaHaIM3upOBaHO BIUSHIE TOTOBHOCTH CUCTEMBI K CBOCBPEMEHHOMY BBITTOTHEHHIO
3anpocoB OanaHCHPOBKHU Tpaduka (yHKIMOHAIBHBIX 3alad MEXAY pab0TOCIIOCOOHBIMH BBIYHCIHTEIIHHBIMHI
y3namu. [lokazaHO CylecCTBOBAaHUWE ONTUMAaIbHON JOJIU pacupelnelicHus Tpauka MEKy BbIUACIUTCIbHBIMU
y3namu. O6cyxnenue. [lomydeHHbIC Pe3yIbTaThl MOTYT OBITh UCIIOJIL30BaHBI IIPU 000CHOBAHUH BbIOOpA TUCIUTUINH
06CJ'Iy)KI/IBaHI/l$[ q)yHKI_lI/IOHaJ'[])HbIX 3aIIpOCOB U BOCCTAHOBJICHHUS I1OCJIE OTKAa30B OTKa30yCTOI>’I'—lPIBbIX KJIACTEPHBIX CUCTEM,
KPUTHUYHBIX K 3a[ep>KKaM BBIIIOJIHEHUS (PyHKIIMOHATIBHBIX 3alIPOCOB.
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Abstract

The possibilities of increasing the readiness of a redundant computer system for the timely execution of requests critical
to service delays are being investigated. A fault-tolerant computer cluster is considered in which nodes are duplicated
computing systems that combine computer nodes and memory nodes. Two-stage recovery of memory nodes is assumed:
first physical, and then informational, carried out using the resources of computing nodes. The novelty of the approach
lies in the fact that for systems with a limitation of the allowable service time of functional requests, the impact of
recovery disciplines on the readiness of the system with various options for dividing computing resources to restore
information after memory failures and to perform the required functions is evaluated. At the same time, the reliability of
the computer systems under study is assessed not only by the probability of their readiness to perform functional tasks
(by the readiness coefficient), but also by the probability of the system readiness to perform tasks in a timely manner.
Justification of the choice of disciplines for the restoration and maintenance of the flow of functional requests is carried
out on the basis of Markov models. At the same time, models are proposed that allow taking into account the impact of
the division of computing resources on the joint performance of the required functions and on the information recovery
of memory, implemented after its physical recovery. The choice of computer system maintenance disciplines based on
the proposed Markov model is aimed at achieving a compromise between the desire to increase the availability factor
and the probability of timely execution of the incoming flow of functional requests. The justification of the choice of
options for the distribution (separation) of computing resources stored after failures to solve functional queries (required
functions) and information recovery of memory, implemented after its physical recovery, is carried out. Based on the
proposed Markov models, the dependence of the system readiness for timely execution of requests on the distribution
options of computing resources stored in the system for restoring information in memory and for performing functional
tasks is investigated. The study was conducted depending on the allowable waiting time for functional requests and
the intensity of their traffic. The influence on the system readiness for timely execution of traffic balancing requests of
functional tasks between functional computing nodes is analyzed, taking into account the options for their possible joint
use for information recovery of memory nodes after their physical recovery. The existence of an optimal share of traffic
distribution between computing nodes is shown, taking into account the options for dividing their resources to service
functional requests and to restore information in memory nodes after their physical recovery. The results obtained can
be used to justify the choice of disciplines for servicing functional requests and recovery after failures of fault-tolerant
cluster systems critical to delays in the execution of functional requests.

Keywords

cluster, availability factor, recovery, information recovery of memory, Markov model, recovery discipline, criticality to
service delays, probability of timely execution of requests, duplicated system, fault tolerance
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BBenenue

HamexHOCTh U 3 PEKTUBHOCTH pacipeaeICHHBIX KOM-
meroTepHBIX cucteM (KC) Bo MHOTOM OmpeiernisieTcst opra-
HU3alHe! X Pe3epBUPOBAHUA, & TAKXKE MUCITUTLIHHAMHU
00CITy’)KMBaHUS 3aIIPOCOB M BOCCTAHOBIICHHS CHUCTEMBI
rocie otka3oB [1-4]. ObecrnieueHre HAIES)KHOCTH U OTKa-
30yCTOMYNBOCTH NpHU BoccTanoBieHnn KC HeoOxoammo
OCYIIECTBIISITh C YUETOM BIIHSIHUS TPOLEAYP KOHTPOJIS,
pPeKOHGUTYpAIUK U BOCCTAaHOBJICHUS 3()(HEKTUBHOTO BBI-
MOJIHEHUS TPeOYeMbIX (DYHKIIUIA, B TOM YUCIIC HAZCKHOCTH,
3aJIepKKH U CBOEBPEMEHHOCTHU BbhruncieHuit [5—8]. Takum
00pa3oM, IPOCKTHPOBAHNE UH(DOKOMMYHHUKAIIMOHHBIX
CUCTEM CBSI3aHO C MHOTOKPHTEPHAIBLHOCTHIO, 00yCIIOB-
JTUBalONIe HE0OXOIUMOCTh IMOMCKAa KOMIPOMHUCCOB T10
Pa3pEIICHUIO0 BO3HUKAIONINX TEXHIICSCKUX IIPOTUBOPEUHIA
pacmpeneneHus OrpaHHYCHHBIX PECYPCOB Ha JOCTIDKCHIE

BBICOKOI TOTOBHOCTH CHICTEMBI M Ha Ka4eCTBO (3amepiK-
KW) BEITONTHEHHS TpebyeMbIx 3amad [9—12]. B HacTosmee
BpeMsI HEOOXOMMOCTH PEIIeHNs TOI00HOTO Kitacca 3a1ad
MPOCKTUPOBAHUS MOTHBHUPYET MCCIETOBAaTENeH Ha UH-
TEHCHUBHOC pa3BUTHUEC U BHCAPCHUE KOHUCTIIIMU MOJCIIb-
HO OPUCHTHUPOBAHHOTO ONTUMAJILHOI'O IMPOCKTUPOBAHUSA
0TKa30yCcTONYMBBIX pactupeneicHHbix KC 00paboTku u
xpaHeHus naHHbIX [ 13—15]. Konuenmus npexycMarpusaeTt
MIOCTPOCHUE MOJIeIIeH JUIsi 000CHOBAaHUsI BHIOOpA NPOEKT-
HBIX PELICHUH U UX CTPYKTYPHO MapaMeTpUIecKoil OnTu-
muzanuu [ 13—18]. IIpu pa3zpaboTke 0TKa30yCTOHYMBBIX
kiactepHbIx KC mpeacTaBisifoT HHTEpeC MOACITH, OPHEHTH-
POBaHHBIC Ha TIOMCK ONTHMAIBHBIX PEIICHHUH TT0 OpTaHm3a-
IIAH TIPOIIECCOB 0OPAOOTKH, TIepeadr M XPAaHSHUS TaHHBIX.
Taxoif MOUCK TOIKEH MPOBOTUTHCS C YUSTOM BIHSTHHS Ha
spdexrnBHOCTE KC muctmmimH oOcmyKuBaHNs 1 BOCCTa-
HOBJICHUS CUCTEMBbI IIPU BOSHUKHOBCHWUN W HAKOIIJICHUU

Hay4HO-TeXHUYeCcKMi1 BECTHUK MHDOPMALIMOHHbLIX TEXHONOM MK, MexaHukn n ontuku, 2023, Tom 23, N2 3
Scientific and Technical Journal of Information Technologies, Mechanics and Optics, 2023, vol. 23, no 3

609


mailto:vladimir.bogatyrev@gmail.com
https://orcid.org/0000-0003-0213-0223
mailto:realloc@gmail.com
https://orcid.org/0000-0003-0836-8515
mailto:gangleon@gmail.com
https://orcid.org/0000-0001-5447-7275

OueHka roTOBHOCTU KOMMbIOTEPHOM CUCTEMbI K CBOEBPEMEHHOMY 0OCNYXMBaHMIO 3aMNpPOCOB. ..

oTka3oB. Pa3pabareiBaeMble MOJIETH JOJKHBI OTpaXkaTh
0COOEHHOCTH COBMECTHOTO (PyHKIIMOHUPOBAHUS CPEJICTB
00paboTKM M XpaHEHHsI JaHHBIX, 0COOCHHOCTBHIO KOTOPBIX
SIBIISIETCS. HEOOXOIMMOCTh HE TOJIBKO (PM3UUECKOT0, HO U
ee nH(POPMAIMOHHOTO BOCCTAHOBJICHHUS. VI3BECTHBI MO-
Jenu cucteM XpaHeHus [19—22], mocTpoeHHBIC Ha OCHOBE
RAID-maccuBoB (RAID, Redundant Array of Independent
Disks, n30bITOUHBII MACCUB HE3aBUCUMBIX JUCKOB), KOTO-
pbIE TO3BOJISAIOT YUECTh XapaKTEPHbIE Ul HUX MPOLECCHI
¢uzruecKoro 1 MHGOPMAIIOHHOTO BOCCTAHOBJICHHS JINC-
KOB P pa3JIMuHbIX BapUAHTaX CTPYKTYypHO-UH(pOpMAIIU-
OHHOH M30bITOUHOCTH. [19-22]. BMecTe ¢ TeM n3BecTHbIC
Mozenu HajexHocTu RAID-mMaccuBOB HE yUHUTHIBAIOT
BO3MOYKHOE TOPMO)KEHUE BBIMOIHEHUST (DYHKIIMOHAIBHBIX
3anpocoB B KC Bo Bpems peanu3zanuu npouenyp uadop-
MAalOHHOTO BOCCTAHOBJICHHUS] HAKOTIUTEIIS.

Onenka 3(h)()eKTUBHOCTH MPOLEAYP BOCCTAHOBICHHUS
pesepBupoBaHHbIX KC nosmkHa IPOBOANTHCS C yUETOM MX
BIIMSTHUS HAa PEATTM3aLUI0 BBIYHUCIUTEIBHBIX MIPOIIECCOB, B
TOM YHCJIE Ha UX 3aMeUIEHHE W BO3MOKHOCTb COXPaHEHHMS
HENPEPBHIBHOCTH BBIITOJHEHNS (DYHKIMOHAIBHBIX 3a]ad.
JUis cucteM ¢ orpaHHMYEHHEM JIOMTyCTHMOTO BPEMEHHU 00-
CIIy)KMBaHHsI 3aIIPOCOB Ha pelieHue (yHKIHOHAIbHBIX
3aMpoCOB BaYKHO OLIGHUTH BIMSHHUE AMCLUIIINH BOCCTa-
HOBJICHHUS HA BEPOSITHOCTH BBITIOJIHEHHUS 3alIPOCOB 32 yCTa-
HOBJIEHHOE TIPEJIeIbHO JOIycTUMOe Bpems. Takue Tpedo-
BaHMs1 00YCIIOBIMBAIOT TIOTPEOHOCTH OLIEHKN HAIeKHOCTH
nceneyeMbix KC He TOJIBKO 1O BEPOSITHOCTH TOTOBHOCTH K
BBITTOJTHEHUIO (PYHKIIMOHAIBHBIX 33/1a4 (110 K03 durmeHTy
TOTOBHOCTH), HO ¥ 1O BEPOSITHOCTH TOTOBHOCTH K CBO-
€BpPEMEHHOMY BBITIOJIHEHUIO 3a1ad [23, 24]. [{nsa oneHKn
3(hPEeKTUBHOCTH paccMaTPUBAEMBIX PE3EPBUPOBAHHBIX
KC, B TOM umcne peanbHOro BPEMEHH, MPEIOKEHO UC-
TI0JTb30BaTh KOA(PPUIIEHT TOTOBHOCTH K CBOCBPEMEHHOMY
BhINIONHEHHU!O 3anpocos (KI'CB3) K.

Omnpenenum K, Kak BEpOATHOCTb TOTOBHOCTU CHUCTE-
MBI B TIPOM3BOJILHBI MOMEHT BPEMEHHU K BBHITTOJTHEHHIO
(DYHKIMOHAJIBHBIX 3aJ1a4 C HE MPEBbIIICHUEM 33JJaHHOTO
MpeJeSIbHO AOMYCTUMOIO BPEMEHHU.

Jns paccmarpuBaembix KC, npenycMarpuparomux
00paboTKy M XpaHEHHE NaHHBIX, MOJEIN HAJIEKHOCTH
JIOJDKHBI yUUTBIBATh JIBYX3TAITHOE BOCCTAHOBJICHHE TaMsI-
TH: puzndeckoe u nHPopmarmonHoe [23, 24]. Ha Bropom
JTarne 3aJeHCTBOBAHBI PECYPCHI BBIYUCIUTENBHBIX y3II0B
U MOXKET NMPOMCXOANTH INHAMUUECKAsE MUTPALIUS TaHHBIX
Y BUPTYaJIbHBIX MAIIMH [IPU PEIIMKAIIMY JITAHHBIX B y3J1aX
namsIT TyONMpPOBAaHHBIX CHCTEM, OOBETUHIEMBIX B Kila-
crep [23-25].

OcoObIii MHTEpEC MPEACTaBISIET pa3padoTKa Moielei,
TI03BOJISIIOIINX YUECTh BIUSIHUE Pa3/eIeHHs BBIYUCINTEb-
HBIX PECYPCOB Ha COBMECTHOE BBHINOJHEHHE TPEOyEeMBbIX
¢GyHKIMH 1 HHPOPMAIIMOHHOE BOCCTAHOBJICHUE TTAMSTH,
peanusyeMoe rocie (pU3nIecKoro. 3aMeTHM, 4TO U3BECT-
HBIE MOJIEIIH, OTPAXKAIOIINE JBYX3TAITHOCTh BOCCTAHOBIIE-
HUSI TAMSITH, TaKyI0 BO3MOXXHOCTB Paclpe/IeNICHNs BBIUHC-
JIUTENBHBIX PECYPCOB HE YUUTHIBAIOT.

Paznenenne pecypcoB pabOTOCTIOCOOHBIX BBIUMCIH-
TENbHBIX Y3JI0B Ha MOAJCPKKY JABYX YKa3aHHBIX 3aj]ad
CBSI3aHO C TEXHUYECKUM IIPOTUBOpeuneM. JlelCTBUTENIBHO,
MPEUMYIIECTBEHHOE BbIICIICHUE BHIYMCINTEIBHBIX pe-
CYPCOB Ha BBINOJHEHUE (DYHKIIMOHAIBHBIX 337124 3aMe/l-

JSIET Tpoliecc MH(MOPMAIIHOHHOTO BOCCTAHOBIICHUS U KaK
CJIC/ICTBHE MPUBOJUT K CHHXKEHUIO TOTOBHOCTH CHUCTEMBI.
[TpruopurteTHOCTD %€ NHPOPMALMOHHOTO BOCCTAHOBIICHUS
MOXKET MPUBECTH K POCTY 3aJIePXKEK PeHIeHus (PyHKIHO-
HAJIbHBIX 33/1a4, YTO HEXKEIATEIIbHO, OCOOCHHO ISl CHCTEM
peanbHOro BpeMeHH. PaccmarpuBaembie Mozieu GyHKIIH-
OHAJILHOI HAJISKHOCTHU JIOJDKHBI ObITH HAITPABJICHBI HA J10-
CTHKEHHE KOMIIPOMHUCCA MEXY CTPEMIICHUEM YBEINYUTh
K09((UIHEHT TOTOBHOCTH U BEPOSITHOCTH CBOEBPEMEHHOTO
BBITIOJTHEHUSA MTOCTYMArOMIEro 1moTokKa (I)yHKLII/IOHaJ'[BHBIX
3anpocoB. JlocTimkeHne yka3aHHOTrO KOMIIPOMKCCA OCOOEH-
HO Ba’XHO ITPU NOCTYIUICHUU TTOTOKOB (byHKIlI/IOHaIlI)HbIX
3aIpOCOB PEATbHOTO BPEMEHHU, KPUTHYHBIX K JOITYCTHMBIM
3aJiepyKKaM 00CITy)KMBaHHMSI 3aIIPOCOB.

Iestb paGoThl — MOBBIIIEHHE TOTOBHOCTH PE3EPBHPO-
BaHHOM KC K cBOEBpEeMEHHOMY BBITIOJIHEHHIO 3alIPOCOB,
KPUTHUYHBIX K 33jIepiKKaM 00CIyKUBaHUs, PU 000CHOBA-
HUM pacrpe/esieHus (pa3ieieHus) COXPaHeHHbBIX MOCe
OTKAa30B BBIYMCIHUTEIBHBIX PECYpCOB Ha pelieHne QpyHK-
IIUOHABHBIX 3a1pocoB (TpedyeMbIx (GyHKIHN) U HHPOP-
MAalMOHHOE BOCCTAHOBIICHHE TTaMSITH, TPOBOIUMOE [1OCIIE
ee (pU3MUECKOr0 BOCCTAHOBIICHHSL.

KJ’[aCTep )]yﬁJ'lI/IpOBaHHLIX KOMIIBIOTCPHBIX CUCTEM

Paccmorpum 0TKa30ycTOWUMBBINA BBIYMCIUTENbHBIN
KJIacTep, B KOTOPOM Y3IIbI TIPEICTABIISIOT cO00H ayOmmpo-
BanHble KC. Kommekranus kmactepa (puc. 1) Ha ocHOBe
TyOMMpOBaHHBIX CHCTEM, OOBEINHSIOMMNX APy BbIYKC-
JTUTETBHBIX y370B (B) u mapy y3moB nmamsatu (M), Hampas-
JICHAa Ha TIOBBIIICHUE HAJACKHOCTH KJIACTEPHBIX y3JOB U
KJIACTEPHOM cUCTeMBbI B LieJoM. Vcronb30Banue B y3iaax
KJIacTepa JIBYXBXOJI0OBOIl MaMATH MOXET MOBBICUTH UX
OTKa30yCTOHYNBOCTb, TaK KaKk 00€CHEeYUT BO3MOXKHOCTb
paboThI J1I000T0 BBIUUCIUTENS C JIOOBIM Y3JIOM MaMSITH.
Takoe perreHre Npu peIIMKANU JaHHBIX B JIBYX y3J1ax
namsti 1yonupoBanHON KC mo3BONINT COXpaHHUTh HENpe-
PBIBHOCTH BBIYHMCIIUTEILHOTO TPOLECCa IIPH COXPAHEHNH
M0CJIE€ OTKA30B MUHUMYM OZHOTO BBIYHMCIIUTEISI H OTHOTO
y3J1a TaMsITH.

B paccmarprBaeMbIX 1yOnMpPOBaHHBIX KIACTEPHBIX Y3-
nax (myompoBanubix KC) mpu oTka3e y31a mamMsTé BEIITON-
HHUM €ro JBYXdTalHOe BOocCTaHOBIeHHe. Ha mepBoM 3Tame
OCyIIECTBUM (PM3MUYECKOE BOCCTAHOBJICHHE y3JIa MaMsITH,

V31bl KI1acTepa

Puc. 1. Ctpykrypa Kiactepa, KOMIDIEKTYEMOTo U3 JyOIupoBaH-
HBIX y3JI0B

Fig. 1. The structure of a cluster made up of duplicated nodes
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a Ha BTOPOM — BOCCTAaHOBJICHUE HHpOpMaLuK B (hpu3nye-
CKM BOCCTAHOBJICHHOH namsTu. [y nHdopmanoHHOTO
BOCCTAHOBJIEHUS UCIOJIb3YEM YacTh PECYPCOB OIHOIO M3
BBIYHMCIIMTENBHBIX y3710B. BoccTranoBnenne napopmaimn,
TpeOyeMoii IS BBHITTOTHEHHS ()yHKIIMOHAIBHBIX 3aIIPOCOB,
MIPOBEJIEM M3 COXPAHMBIIETO paboTOCIIOCOOHOCTH y3ia
mamsatu nyonuposanHor KC. Ecnm permkanus JaHHBIX
BBINOJTHEHA TOJIBKO B /IBYX Y371aX MaMsTH JyOIMpOBaHHOTO
y37a, TO BO3MOKHOCTH BOCCTAHOBJICHUS NMaMATH (1 Ay-
OIMPOBAHHON CHCTEMBI B 1I€JIOM) OTPaHUYEHBI HEIOIY-
CTHUMOCTBIO OTKA30B ABYX Y3JI0B MaMATH JyOIHNPOBaHHOIM
CHCTEMBI.

[Tpu mocTpoennn monenu OyaeM cunuTarh, 94To nHpOp-
Marus, HeoOXoumast JJ1sl BOCCTaHOBJICHHUS! (PyHKIIMOHHU-
POBaHMS MAMSITH MOCIIE €€ PU3NIECKOTO BOCCTAHOBIICHHMS,
B CHCTeMe MMeeTcsl. Takoe MpennoaokKeHne J0IMyCTHMO,
€CITH IS perieHust PyHKIMOHAIBHBIX 3a/1a4 He TpeOyIoTCs
PE3yNbTaThl MPEABIAYINNX BBIYUCICHUH, HAKOTUICHHBIX B
y3J1aX MaMsATH, WIA €CIN JJIsl 3TOTO I0CTATOYHBI JJaHHBIE,
COXPaHEHHbBIE BO BHYTPEHHEH MaMATH BBIYHCIUTEIBHBIX
y3510B. CHU3UTh OTPULIATENILHOE BIMSHHUE TOTEPU TaHHBIX
T10CJIe OTKA30B JIBYX Y3JI0B [103BOJIAET MEPUOITUECKOE TPO-
BEJICHHE PE3ePBHOTO KOMTMPOBAHUS HA BHEITHUI HOCHUTEIb.
Vcnionb3yst pe3yssTaThl pe3epBHOTO KOTUPOBAHMS, BO3MOXK-
HO BOCCTAHOBUTbH MIOTEPSHHbIC JaHHBIE B /[BA 3Tala: B y3JIbI
MaMSATH 3aHOCATCS JaHHbBIE, COXPAHEHHBIE IIPU PE3EPBHOM
KOMMPOBAaHUU, U TIPOBOJUTCS BOCCTAHOBJIEHUE JTAHHBIX,
HAKOIIJIEHHBIX B MEPUOJ OT PE3EPBHOIO KOMUPOBAHHUS 10
OTKa3a JABYX y3JIOB IaMATH. [lJ1s1 BOCCTAaHOBJICHHUS JAaHHBIX
MOTYT OBITh HCTIONIB30BaHbI IaHHBIC C BHYTPEHHEH MaMsi-
TH BBIYMCIUTENBHBIX y3JI0B U JaHHBIE, COXPAHEHHBIE TIPH
nX mepeaadax uepes ceTb. TakuMm oOpa3oM, IPH OTKa3e
JIBYX y3JIOB IaMATH ¥ TIOT€PU HAKOIUICHHBIX B HUX JaHHBIX
BOCCTAHOBJICHHE aKTYaJIbHBIX JaHHBIX BO3MOXHO, HO OHO
COTIPSDKEHO C OTPEIETICHHBIMU BPEMEHHBIMH 3aTPaTaMH.

MapkoBckasi MOJe/Ib ¢ y4€TOM COBMeIIeHUsI
HH(POPMALMOHHOI0 BOCCTAHOBJICHUS NAMSATH
U pemieHHs! PYHKIMOHAIBHBIX 32124

OTnrune npeayaraeMoit Moaenu nyomupoanHeix KC
3aKJIIOYaeTCs B TOM, YTO B HEHl YUUTHIBACTCS BO3SMOKHOCTh
COBMECTHOTO UCTIOJIb30BAHUS BEIYUCIUTEIBHBIX Y3JI0B JUIS
00CITy)KMBaHMUsl TIOCTYNAIOIIUX B CUCTEMY 3alPOCOB U WH-
(hopMaIMOHHOTO BOCCTAHOBIICHUS MTAMSITH, PEAIN3yEeMOTO
rocse ee (PU3NUECKOTrO BOCCTAHOBIICHHUSL.

[Ipu mocTpoeHNH MapKOBCKOM MOJENIN HAJEKHOCTH
paccMOTPUM AMCIUILINHY 00CTYy)KMBaHUS, TIPU KOTOPOH
MIPUOPUTET BOCCTAHOBIICHUS MPEAOCTABICH IMAMSITH IS
CHIDKCHHA PHCKa (BEPOATHOCTH) MEPEX0/Ia B COCTOSHUS
TOTEepH BCEX (ABYX) PEIUIMK MAHHBIX, XPAHUMBIX B pa3-
HBIX y37ax nmamsth. [loTeps QyHKINOHATEHOCTH JTyOiH-
posannoit KC B pe3ynbsrare yTpaThl HAKOTUICHHBIX JTaHHBIX
MIPOUCXOANT, KOTAa KaXIbIH y3es maMsTH OTKazaj, Ju00
(bu3ruecKy BOCCTAHOBIICH, HO MH(OpMaLus, Tpedyemast
JUIA pPELICHUs TOCTaBJICHHBIX 3a/1a4, HE 3arpy’KeHa.

JluarpaMMa COCTOSHUI M NEepexo 0B MpesiaraeMoil
MapkoBcKoi Mozenn ayonuposannoit KC npexacrasiena
Ha puc. 2. [Ipy KoaUpOBaHNY COCTOSTHUI CHCTEMBI BEPXHSIS
CTpOKa 0TOOpakaeT paboTOCIIOCOOHOCTH Y3JI0B BHIYNCITH-
TeIeH, a HIKHsS — y3710B aMATH. COCTOsTHHE PaboTOCIIO-

coOHocTH 0003HaYeHO «1», oTkaza «0». Jlist y31m0B namsitu
JIOTIOJTHUTEIIBHO BBEICHO cocTosiHue «F» — y3en dpusnye-
CKH{ BOCCTAHOBJICH, HO JIaHHBIC, TPEOyeMBbIC JJIs1 00CTYKHU-
BaHUS 3allPOCOB, HE 3arpyKeHbI ((PU3HICCKU BOCCTAHOB-
JICHHAs MTaMsATh HHPOPMAIMOHHO HE BOCCTaHOBICHA). Ha
cxemMe Mofenu 0003HaYCHBI MHTCHCUBHOCTH OTKa30B BBI-
YHCINTENbHBIX Y371a M TTAMSITH A|, A,, @ HHTCHCUBHOCTH MX
(hM3MUECKOTO BOCCTAHOBICHNS — [y, y ;. IHTEHCUBHOCTD
MH(OPMAITMOHHOTO BOCCTAHOBIICHUS MMaMATH 0003HAYCHA
o), @ CHUXKEHHE MHTCHCUBHOCTH T10 pe3ysbTaTaM pe3epB-
HOTO KOTTMPOBaHUsA — b|,,. BeposTHoCcTH cocTosHuif 1, 2,
..., 13 nybnupoBaHHON cucteMbl 0003HaueHBl — P, Py,
P. s eee s P 13-

K paboTocrnocoOHBIM COCTOSIHUSIM CHCTEMBI, TIPU KO-
TOPBIX OHA CIIOCOOHA O0OCITYKHBATh TIOTOK ITOCTYIAFOIINX
3aMpoCOB, OTHOCATCS COCTOSHUS «O», «1», «2», «3», «O»,
«9». llpuuem s cocrossHuil «0», «1», «3» BO3MOXKHO
pa3zeneHre MOCTYIAIOIETO B CHCTEMY TIOTOKa 3aIlpOCOB
(HArpy3KH) MEXAY OBYMs BBIYUCIUTEIBHBIMU y3JIaMHU.
[Ipu >TOM 17151 COCTOSIHHS «1» MOXKET OBITH pa3feseHue
BBIUNCIIATENBHBIX PECYpPCOB ABYX Y3JIOB Ha BBITIOTHEHUE
3aMpoCcoB ¥ Ha HH(POPMAIIMOHHOE BOCCTAHOBIICHUE (PH3H-
YECKU BOCCTAHOBJIEHHOM NaMsTHU.

BoigenuMm cremyroiye BapuaHThl pacripeaesieHus! Bbl-
YHCITUTEIBHBIX PECYPCOB JJISI COCTOSHHS « 1»:

Al: pecypchbl OJTHOTO BBIYUCIIUTEIIS BBIICICHBI HA BOC-
CTaHOBJICHUC WH(OPMALIUH, & BTOPOTO — HA BBIIIOJTHCHUE
(hyHKIIMOHATBHBIX 337139,

Py Py
! 3“10 11
p v Fl
Hai
Py b Py
20/ 11\ buxn 11
10 _ FO
21
Ps 2 Py Py
M/ ST
Hi

o1 L 00
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0F / 1F
. 21
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P 1 2 111 1 12
10 l {2
00 01 /00
OF 00 OF

Puc. 2. MapkoBcKast MOZEIb TyOIHPOBAHHON KOMITBIOTEPHOM
CHCTEMBI C IByXITAITHBIM BOCCTAHOBJICHUEM Y3JI0B HaMSITH
Fig. 2. Markov model of a duplicated computing system with
two-stage recovery of memory nodes
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OueHka roTOBHOCTU KOMMbIOTEPHOM CUCTEMbI K CBOEBPEMEHHOMY 0OCNYXMBaHMIO 3aMNpPOCOB. ..

A2: nons ; pecypcoB OQHOTO BHIUHUCIIUTENS HAIIPaBIIe-
Ha Ha BOCCTaHOBJIeHHE uH(popManuy, a 101 (1-;) — Ha
BBINOJIHEHUE (YHKIIMOHAIBHBIX 33j1a4. Pecypchl BToporo
BBIUMCIIUTEIIS TIOJIHOCTHIO BBIJCIISIOTCS] HA BBITIOIHEHUE
(YHKIIMOHAIBHBIX 3371a4.

Jast cocrosiHust «9» BO3MOXHBI []Ba BapHaHTa pacripe-
JeJICHUsI PeCypcoB €TMHCTBEHHOTO paboTOCTIOCOOHOTO
BBIYMCIUTEIHLHOTO y37Ia:

B1: pecypchbl BEIMUCIUTENS TIOMTHOCTHIO 33/1€HICTBOBAHbI
B MH(OPMAIIMOHHOM BOCCTaHOBIICHUH (DU3MUECKH BOCCTa-
HOBJIGHHOTO y3J1a MaMsITH;

B2: Ha nH(pOpMaIIMOHHOE BOCCTAHOBJICHHE BbIICIICHA
101 B, pecypcoB paboTOCIOCOOHOTO BHIYUCTUTEIS.

ITpu B, = 1 Bapuant B2 cBogutcs k Bapuanty Bl.
BeienuM ciegyronie KOMOMHAIIMY BapUAHTOB OpTraHuU-
3aIlM BOCCTAHOBJICHUS paccMaTpUBaeMoi cuctemsl: (Al,
B1), (Al, B2), (A2, B1), (A2, B2).

Brlenenne Bcex pecypcoB BBIYHCIUTEIBHBIX Y3JI0B
Ha BBITIOJTHEHHUE (PyHKIIMOHAIBHBIX 3a/a4 HE paCCMOTPEHO,
TaK KaK 3TO MOJKET YBEJININTH PUCKU ITOTEPU HHPOPMALTIN
B JIBYX y3J1aX TaMSTH.

CocTaBuM IO N3BECTHBIM IpaBUIIaM [26] U3 AUarpam-
MBI COCTOSIHUI U TIEPEXOJIOB CUCTEMY aIre0panvecKux
(i uddepeHMaBHBIX TSl HECTAMOHAPHOTO PEXKUMA)
ypaBHeHui [26]. Pemum cucremy ypaBHEeHHU# (B 1000
CHCTeMe KOMIIBIOTEPHOI MaTeMaTuK1) M HaiIeM BEpOsIT-
HOCTH BceX cocTosHui Py, Py, P,, ..., P3.

Koa¢ppunment roroBHoctn nydmauposannoit KC pac-
CUHTAEM KaK CyMMY BceX pabOTOCIIOCOOHBIX COCTOSIHHUI,
T. €. COCTOSIHUH, IPH KOTOPBIX BO3MOXHO BBITIOJIHEHUE
(yHKIMOHATBHBIX 33124 [26].

K= ZPi:
iEW

rme W — MHOXKECTBO pabOTOCIIOCOOHBIX COCTOSHUH Ty-
OIMPOBaHHOM CUCTEMBI (I KOMOWHANNIT BOCCTAHOBJICHUS
CHCTEMBI, BKITIodatomiei Bapuantel B1 W = {0, 1, 2, 3, 6},
B2 —W={0,2,3,6,9}).

Koapuument K, onpenenim 1o BepoSTHOCTH IO-TOB-
HOCTU CUCTEMBI K OcyHleCTB.HeHI/I}O (byHKHI/IOHaJ'IBHBIX
3a1a4 HpI/I ch'IOBI/II/I, YTO OHHU 6y}IyT BBIITIOJIHCHBI C HEC
MPEBBIIICHUEM 33JJAHHOTO MPEACIbHO JOMYCTHMOTO Bpe-
MEHH

K=Y LRP=Y (Rj ) P,.),

]=1 IEWJ ]=l ZEWJ

1€ Z — YMCJIO BBIAEJIAEMbIX IPaJalliii COCTOSIHUN CUCTE-
MBI 110 pecypcaM, 3aeiCTBOBAHHBIM IPH BBIIIOJHEHUN
yHkunoHanbHbIX 3anpocos; W, — MHOXeCTBO pabo-
TOCTIOCOOHBIX COCTOSHUN CHUCTEMBI, OTHOCSIIUXCS K j-i
TpaJaliy, XapakTepu3yeMoil BEpOsITHOCTHIO CBOCBPEMEH-
HOT'O BBIIOJIHEHHUS 3aMPOCOB R;; P; — BEPOSTHOCTH [-TO
COCTOSIHMSI CHCTEMBI, OTHOCSIIIIETOCS] K MHOKECTBY pado-
TOCIOCOOHBIX cocTosHME W)

Just paccmarpuBaemoii pyomuposannoil KC Bbiiennum
MHOXecTBa coctossHuil W, = {0, 3} u W, = {2, 6}, s
KOTOPBIX MOTOK 3aIIPOCOB MOXKET OBITH pacHpenciicH Ha
BBITNOJIHEHHE B JBA UM TOJIBKO B OJIMH BBIYUCIIUTENbHBIN
y3ein. it coctostHnit «1» 1 «9» mpu olieHKe BEPOSTHOCTH
CBOEBPEMEHHOTO BBIIIOJTHEHHUS 3alIPOCOB yUTEM 0NN pe-

CYPCOB, BBIICJICHHBIC HA HHPOPMAIIMOHHOE BOCCTAHOBIIE-
HHE ¥ Ha BBINOJIHEHHE (PYHKIIMOHAIBHBIX 3aIIPOCOB.

Omnpenennm KI'CB3 mi1st paccmarpuBaeMbIx 1y0nnpo-
BaHHbIX KC:

KC:R2 z Pi+Rl z Pi+R2BP1+RIBP9’
iEW, IEW,

rie R, — BEpOATHOCTb BBIIONHEHHS (yHKIIMOHATIBHBIX
3aIIpOCOB 32 BpEMsl MEHbILIeE MPEAEIbHO JOIYCTUMOTO,
€CIIM MOTOK 3alpoCOB pacIpenessseTcss Ha Ba BbIUMCIH-
TENBHBIX Y371a; R| — TIOTOK 00CITY>KUBAETCsl OJJHUM BBIUHC-
JIUTEJILHBIM y3JI0M; RZB, Rlﬁ — BEPOATHOCTH BBIIIOJTHEHUS
(hYHKITMOHATBHEIX 3alIPOCOB 32 JOMyCTHMOE BPEMsI IS
cocTosHUH «1» U «9» ¢ yueTom Aoneil BEIYUCIUTEIBHBIX
PECYPCOB, BBIICIIIEMBIX Ha HH(POPMALIHOHHOE BOCCTAHOB-
JICHUE TIaMSTH.

BeposataocTtu R| u R, BbITIONHEHHS (YHKIIMOHATBHBIX
3aIIPOCOB 3a BPEMsI MEHBIIIEE () TP MHTEHCUBHOCTH BXO/I-
HOTO TMOTOKa (PYHKIIMOHAIBHBIX 3alIPOCOB A UMCIOT BU

R =1-Avexp(to(A—v1)),
R,=1-0,5Avexp(ty(0,5A — v1)),

IJe v — CpelHee BpeMsl BBIOTHCHUS (PYHKIIHOHAIEHOTO
3arpoca.

st BapranTa BocctanoBneHust B2 nist coctosiHust «9»
HUHTEHCUBHOCTb IIEPEXOA B COCTOSAHUE «2» gy = Pollys.
BrrancimM BepoSTHOCTS CBOCBPEMEHHOTO OOCITYKUBAHHUS
3aMpOCOB B COCTOSTHUU «9»:

v 1-
exp| zo| A— P

- B, v

Jlyist KoMOMHAUMI TUCIUIUINH, BKJIIOYAIOIINX BAPHAHT
obcayxusanus B1, BepostaocTs Ryg= 0.

Jns BapuanTa BoccTaHoBiIeHUsI Al pecypchl 0IHOTO
BBIUMCIINTEINS BBIJICIMM Ha pelleHHe (PyHKIMOHAIbHBIX
3a/a4, a BTOPOTO0 — Ha BOCCTAHOBJIICHNE MH(POPMAINU B
namsTH. B atom cinydae Ryg= Ry, a o= ).

Jlnst BapranTa BOCCTaHOBICHHUS A2 pecypchl OTHOTO
BBIYMCITUTEIISI PACHIPEETISIOTCS TOIBKO Ha BOCCTAHOBJICHUE
uH(pOpMALHH, a PeCypchl BTroporo B noysix B u (1 — ) Ha
BOCCTAHOBJICHHE HH(DOpMAIMK U PeHICHUE (YHKIIHOHAIIb-
HBIX 3a7a4. B aToM ciyuae o= PiLb,.

Hanwune AByX BBIYMCIIMTEIBHBIX Y3JIOB C Pa3HBIMHU
JIOJISIMH, TIPEAOCTABISIEMBIX JUIsl pelIeHUs (DYHKIIMOHAb-
HBIX PECYpPCOB, BBI3BIBACT IMIOTPEOHOCTH PALMOHAIBHOTO
(onTHMaIBHOTO) pacTpe/eNIeHUs TOTOKa 3alIPOCOB MEXKTY
STHMH y3JIaMH.

[Ipu mone o MOTOKA 3aPOCOB, PACIpEIEIIEMON B BbI-
JIETICHHBIN TOJIBKO /IS BBITIOJTHEHHS 3aIIPOCOB Y3€J, BEPO-
ATHOCTb CBOEBPEMEHHOTO BBIINIOJIHEHHS 3aIIPOCOB B HEM
UMEeT BUJ

1
Rzlﬁzl—(XAVeXp tO A—;

HOHy‘II/IM BEPOATHOCTH CBOCBPEMECHHOI'O O6CJ'Iy)KI/IBa-
HUS 3alIpOCOB I HUCIIOJIB3yEeMOI0 y3Jia, I/IH(l)OpMaHI/IOH-
HOI'O BOCCTAHOBJICHHUA IMaMATHU W BBIIIOJIHCHUA (l)yHK]_II/IO-
HaJIbHBIX 3alIPOCOB:
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Rypp=1-(1 — )A— exp(to(A(l —a)—l—Bl)).
1-p, v
PaccuuraeM mMaremarnueckoe OXHUJaHHUEC BEPOATHO-
CTHU BBIINIOJIHCHUA (l)yHKHI/IOHa.T[BHBIX 3a1pocoB € y4€TOM
HUCHOJb30BaHUA IJId 3TOTO BBIYHCIUTEIBHBIX PECYPCOB
JIBYX y3JIOB:

RZB = aRle + (1 — (X)RZZB‘

Onenka k03¢ PuiueHTa FTOTOBHOCTH
K CBOCBPEMEHHOMY BBINOJTHEHHIO 3alIPOCOB

Ha ocHoBe nmpeiokeHHOI MapKOBCKOM MOJENH OLe-
HUM BJIMSHHS BApUAHTOB AUCIUIUINH BOCCTAHOBJICHHS Ha
s dexruBHOCTS PyHKIMOHMpOBaHMS KyonnposanHoii KC ¢
BO3MOJKHBIM COBMEILIEHIEM HH(OPMAIIMOHHOTO BOCCTAHOB-
JICHNS! TAMATH ¥ pemIeHns: TpeOyeMbIX (yHKIMOHATBHBIX
3a7ad.

BrinonnuM pacdeTsl Ay CAENYIOMUN 1apaMeTpoB
M=104al ,=2-10%a yy=py=1ualu,=01al,
b=1.

Paccmotpum mpocrteiiinee coueTaHue TUCIUIIINH
(A1, B1), npu xotopom asns coctosaHuil «1» u «9» pasne-
JICHHE PECYpPCOB BHIYMCIIUTENEH Ha BBITOIHEHUE (DYHKIH-
OHAJTBHBIX 3aIIPOCOB U HA HH(OPMAIIMOHHOE BOCCTAHOBIIE-
HUE MaMATH HE PEaM3yeTCsl.

Jas KoMOWHAIMN NUCUUIIINH BOCCTAHOBICHHUS
(A1, Bl) 3aBucumocts KI'CB3 K, or unTeHcuBHOCTU A
TIOTOKA 3aITPOCOB Ha BBITTOIHEHNE (DYHKIIMOHAIBHBIX 33/1a9
npeacTasieHa Ha puc. 3. V3 rpadukoB BUIHO CyIIECTBEH-
HOCTb BIMAHUA fy HA K.

Hccnenyem BIusiHUE pa3feieHUs pEeCypCcOB BBIUUCIIH-
TeJIsl Ha BBITMOJIHEHUE 3allPOCOB U Ha MH(POPMAIMOHHOE
BOCCTaHOBJICHHE NMaMATH MPH PACCMOTPEHUH JUCIUITIIMHEI
(A2, B1). [Inst 5TON TUCHUIIMHBI B COCTOSIHUU «1» OfMH
BBIUMCIIUTEIb TTOJTHOCTHIO 33/IEHCTBOBAH B BBIITOJHEHUH
(YHKIMOHAIBHBIX 3aIIPOCOB, a PECYPCHI BTOPOTO pasje-
nensl B gonsix By v (1 — B) Ha nHpOpMAaIMOHHOE BOCCTa-

a
K.
0.98 »

! . . .

0,94

6\ 15 4L N
0,9 : : >

0 4 8 Ac!

K.

0,9

0,8

0 4 8 A,c!

Puc. 3. 3aBucumoctu K, OT UHTEHCUBHOCTH A I10TOKA 3aIPOCOB
Ha BBINOJHEHHE (DYHKIHMOHAIBHBIX 3a/1a4 JUIsl JUCLUIIINHBI
Boccranosnenus (Al, B1) npu ¢, paBubiM: 0,15 ¢ (kpuBas /);
0,2 ¢ (xpusas 2); 0,3 ¢ (kpusas 3); 0,4 ¢ (xpusas 4)

Fig. 3. Dependences of K. vs. the intensity A of the flow of
requests for the execution of functional tasks for the restoration
discipline (A1, B1) at ¢, equal to: 0.15 s (curve 7); 0.2 s
(curve 2); 0.3 s (curve 3); 0.4 s (curve 4)

HOBJICHHME TIaMATH W Ha BBIOJIHEHHE (YHKINOHAIBHBIX
3aIIpOCOB.

B 3aBucumocty oT HazHadeHHBIX poieh By u (1 — By)
U aucturinHET (A2, B1) mpeacraBiseT nHTEpeC aHATN3
BIIMSHMS Ha Ko duuneHt K, noneit nortoka QyHKIMOHAIb-
HBIX 3a1pocoB o U (1 — o), HampaBIsAeMBIX Ha BBIITOTHEHUE
B IIEPBBINA U BTOPOM BBIUUCIUTEIbHBIC Y3IIbL.

3aBucUMOCTh K, OT HHTEHCUBHOCTH ITOTOKA 3aIIpOCOB
A\ Ha BbITIIONHEHHNE (DYHKIIMOHANBHBIX 3a1a4 IpH 7, = 0,32 c,
v=0,1 c mpexacrasnena Ha puc. 4. Ha puc. 4, a xpussie /-6
COOTBETCTBYIOT JI0JIsIM IOTOKa 3arpocos o = 0,1, 0,2, 0.4,
0,5, 0,6, 1. Pacuer Bomonuen npu B = 0,9. Ha puc. 4, b
KpuBas / I0Ka3bIBAET 3aBUCUMOCTb K, OT HHTEHCUBHOCTH

b
D
57
4-107 ~ 2 e
2 4 1 6.}
103
2:10 =~ 7
8
o WK 10

8 A, c’!

Puc. 4. 3aBucumoctu K. u D ot A juis aucuurumissl (A2, B1) npu By = 0,9: xpussie /-6 coorserctsytor o.= 0,1, 0,2, 0,4, 0,5, 0,6,
1 (a); xpuBas I coorserctByeT K, 1pu o = 1, kpusble 2—/0 pazHuuam D kodpdunmentos K, qucuumud A2 u Bl npu o= 0,01, 0,2,
0,4, 0,6, 0,7,0,75, 0,8, 0,9 u 0,95 (b)

Fig. 4. Dependences of K.and D vs. A for discipline (A2, B1) at f; = 0.9: « — curves /-6 correspond to o= 0.1, 0.2, 0.4, 0.5, 0.6, 1
(a); curve I corresponds to K at o= 1, curves 2—/0 to the differences in D coefficients of K disciplines A2 and B1 at o = 0.01, 0.2,
0.4,0.6,0.7,0.75, 0.8, 0.9 and 0.95 (b)
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Puc. 5. 3aBucumoctu D ot A jist qucuurunst (A2, B1) npu ;= 0,5 (a) u B = 0,2 (b): s By = 0,5 xpuBbiMu 2—/() nokaszaHsl
pasuunst D npu o = 0,01, 0,2, 0,3, 0,35, 0,4, 0,5, 0,7, 0,9 u 0,95 (a); s By = 0,2 kpuBbiMu 2—/0 — pasuuust D npu o = 0,01, 0,1,
0,18, 0,2, 0,26, 0,4, 0,7, 0,9 u 0,95 (b)

Fig. 5. Dependences of D vs. A for discipline (A2, B1) at B; = 0.5 (a) and B; = 0.2 (b): for B; = 0.5, curves 2—10 show differences in
Data=0,01,0.2,0.3,0.35,04,0.5,0.7,0.9 and 0.95 (a); for B; = 0.2 curves 2—10 — D differences at a = 0.01, 0.1, 0.18, 0.2, 0.26,
0.4,0.7,0.9 and 0, 95 (b)

A npu o = 1 (korna Bech TpaduK pacipenessercs B BbIUKC-
JIUTEIIb, TOJTHOCTBIO BBIJICICHHBII Ha BBITOIHEHHUS 3aIpo-
coB). KpuBeiMu 2—/() ipeaicTaBieHbl pacueThl pa3HuIbl D
ko3 duLeHToB K, 1pu paclpeieIeHNH Ha BbIYUCIUTENb,
HE 33JcHCTBOBaHHBIN B MH(OPMAIIMOHHOM BOCCTAHOBIIE-
HUH MTAMSITH, COOTBETCTBEHHO, HA MOCTYNAIOMINH TpadHK
B nomsix a = 0,01, 0,2, 0,4, 0,6, 0,7, 0,75, 0,8, 0,9 u 0,95.
3aBucuMocTy K, OT HHTEHCHBHOCTH TTOTOKA 3aIIPOCOB
A Ha BBINIOJIHEHNE (DYHKIIMOHANBHBIX 3a1a4 npu B; = 0,5
u B; = 0,2 nokazansl Ha puc. 5, a, b, rae kpusble / npen-
CTaBJIAIOT 3aBUCUMOCTH K. OT MHTEHCMBHOCTH A nIpH o = 1
aust ciryqaes By = 0,5 u B; = 0,2 coorBercTBeHHO. Ha puc.
5, a nna By = 0,5 xpuBbiMu 2—/() OKa3aHbl pa3sHULBL D,

a
K.
.
0,84
//T\\
0,8
3
0,76

0 0,4 0,8 «

0,959

0,958

0,957
0

npu o = 0,01, 0,2, 0,3, 0,35, 0,4, 0,5, 0,7, 0,9 u 0,95. Ha
puc. 5, b nna By = 0,2 xpusbiMu 2—/ (0 — pazHuLs! D, Ipu
a=0,01,0,1,0,18, 0,2, 0,26, 0,4, 0,7, 0,9 u 0,95.

AHaJ3 MOJIy4YeHHBIX IPahMKOB 3aBUCUMOCTEHN MOKa-
3aJ pealibHOE BIIMSIHUE paclpesiesieHus Tpadruka Mexry
pabortocriocodonsMu y3namu Ha KI'CB3 npu coBmeriennn
MCIIOJIb30BAHNS BBIYNCIUTEIBHBIX y3J0B Ha 00CITYyXH-
BaHNE (YHKIIMOHAIHHBIX 3aIPOCOB M BOCCTAHOBJICHHE
naMsATH. Pe3yIbTaTsl pacieToB MO3BOIMIN MPENOI0KUTD
CYILLECTBOBaHHE ONTUMAJIBHOTO pacnpeneneHus Tpaduxa
Ha BBIYHUCIUTEIBHBIC Y3JIbI B 3aBUCHMOCTH OT CTETICHU
COBMEIIIEHHsI UX MCHOJIB30BAHMS TIPH WHPOPMAIIHOHHOM

0,4 0,8 a

Puc. 6. 3aBucumoctu K 0T foneit pacnpeienenus Tpaduka MEX/Iy BBIUUCIUTENLHEIMU y3naMu: ipu B; = 0,2 kpusble /-3
cooTBETCTBYIOT A = 6, 7, 8 ¢! (a); mpu A = 2 ¢! kpuBsle /-3 cooTBercTByIOT B, = 0,2, 0,5, 0,9 (D)

Fig. 6. Dependences of K, vs the shares of traffic distribution between computing nodes: at §; = 0.2, curves /-3 correspond to A = 6,
7,8 s71(a); at A=2 s curves /-3 correspond to ;= 0.2, 0.5, 0.9 (b)
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BOCCTAHOBIICHUH TIAMSATH U PEIICHUH (YHKIMOHAIBHBIX
3ajad.

3asucumoctu K. ot a npu ¢, = 0,1 ¢ npencrasieHa
Ha puc. 6. [Ipu B, = 0,2 xpuBsiMu /-3 Ha puc. 6, a npen-
crapieHbl pacyersl mpu A = 6, 7, 8 ¢1. Ha puc. 6, b npu
A =2 ¢! kpusbie /-3 coorsercTByioT B; = 0,2, 0,5, 0,9.
[IpencraBnennsie Tpadukn MOATBEPKAAIOT CYIIECTBOBA-
HUE ONTHMAaJHHON TONHU pacmupeneiaeHus Tpaduka QyHK-
LMOHATIBHBIX 33134 MEK/IY BBIYHCIUTEIbHBIMH y3JIaMH,
OJIVH 13 KOTOPBIX BBIMOIHAET TOJIBKO 3alPOCHL, @ BTOPOH —
B TOM YHCJIE, pealM3yeT 3aHeCEHHEe JaHHbIX B (M3UUYCCKU
BOCCTAHOBJICHHBIN y3€JI IaMSTH.

3akarouenne

st 0TKa30yCTONYMBBIX KOMIIBIOTEPHBIX KJIACTEPOB C
MIOCTPOEHHEM Y3JI0B Ha OCHOBE JyOIIMPOBAHHBIX BBIYHC-
JIUTCIIBHBIX CUCTEM MPOAaHAJIU3UPOBAHBI BO3MOXHOCTH
MOBBIIIEHNE TOTOBHOCTH Y3JIOB KJIacTepa K CBOEBPEMEH-
HOMY BBINIOJIHEHUIO 3alIpOCOB, KPUTUYHBIX K 3aACPKKaAM
00CITy>)KUBAHHS.
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[TpenosxeHbl MapKOBCKUE MOJIEIH AyOIUPOBaHHBIX
y3JI0B KJIaCTEpa, HA OCHOBE KOTOPBIX MCCIIEJTOBAHBI 3a-
BHCHUMOCTH TOTOBHOCTH CHCTEMBI K CBOCBPEMEHHOMY
BBITIOJTHEHUIO 3aIIPOCOB OT BapHUAHTOB PacIpeeICHHS
pecypcoB, COXpaHUBILUX PabOTOCIIOCOOHOCTD BBIYMCIIH-
TEJBHBIX Y3/I0B HAa BOCCTAHOBJICHUE HH(OPMALIUH B [IAMSTH
1 Ha BBITIOJTHEHNE (QYHKIMOHAIBHBIX 3a1a4. ViccnenoBanne
IPOBEACHO B 3aBUCUMOCTH OT JJOITyCTUMOT'O BPEMEHH OXKH-
Janus (QyHKIMOHAIBHBIX 3alIPOCOB M HHTEHCUBHOCTH HMX
tpaduka. [IpoaHann3upoBaHO BIMSHUE HA TOTOBHOCTH
CHCTEMbI K CBOEBPEMEHHOMY BBITIOJIHEHHUIO 3apOCOB Oa-
JAHCUPOBKH Tpaduka QyHKIMOHAIBHBIX 3aJlad MEXy
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BO3MOXXHOM HCITOJIb30BaHUY U1l HH()OPMAIIMOHHOTO BOC-
CTAHOBJICHUS y3JIOB TAMSITH.

[TokazaHo cymiecTBOBaHHE ONTHMAaJILHON JIOJIU pac-
npeneseHus Tpaduka QyHKIMOHAIBHBIX 3alIPOCOB MEKITY
BBIYMCIIMTEIEHBIMH Y3J1aMH, B 3aBUCHMOCTH OT BapHAaHTOB
pasneneHns uX pecypcoB Ha 00CTyXKuBaHHE (DYyHKITHOHATH-
HBIX 3a[IPOCOB M Ha BOCCTAHOBIICHHE HH(OPMALMH B y3JIax
HaMSATH M0CIIe UX (U3NYECKOI0 BOCCTAHOBICHUSL.
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AHHOTANMSA

BBenenne. bonpmenponernpie 000J09eUHbIe KOHCTPYKIMH IHPOKO HCIIONB3YIOT B PA3JIMUHBIX 00JACTAX
HNpOMBIIIIEHHOCTH. [t obecniedenns: 6e30MacHbIX PEKUMOB MX pabOThl BOZHUKAET HEOOXOAUMOCTh Pa3paboTKH
pacyeTHbIX METOIUK U UCCIIEIOBAaHUS 000JI0UEUHBIX KOHCTPYKLUHM Ha YCTOMYMBOCTD 1O/ JEHCTBUEM MPUKIIAAbIBAEMOM
Harpy3ku. TpaJuIIMOHHO TU JJaHHBIE TOMYYAIOT C UCTIONb30BAaHUEM AHAIUTUYECKHX U MOTyaHATUTHYECKUX METO/OB.
Omnucan npomnecce OnpeAeneHus KPUTHIECKUX Harpy30K MOTEPH YCTOMUHBOCTH H TOTyUYEHHs 3aBUCHMOCTEN «HArpy3Ka—
mporud» ¢ yaerom Oonpmmx aepopmanuii. [Ipeanokena MeToanka aHaIM3a yCTOHYMBOCTH OPTOTPOITHBIX 000I0UCYHBIX
KOHCTPYKIUH HAa OCHOBE (DYHKIIMOHAJIBHBIX BO3MOXXHOCTEH KOHCIHOIEMEHTHBIX TPOrpaMMHBIX KOMILIEKCOB. MeTos.
PacuerHas Mozenb MIMHAPUIECKOH 000JI04eUHOM KOHCTPYKIHUH IIPE/ICTAaBICHa HA OCHOBE METO/Ia KOHEUHBIX MJIEMEHTOB
B nporpammuoM komiuiekce ANSYS Mechanical APDL 2020. [IpoBeeHbI BEIYUCIUTEIBHBIE YKCIIEPUMEHTEI U
CpaBHEHHUE YCTOIYMBOCTH KOHCTPYKILMH U3 Pa3iIMYHbIX MaTtepralioB: cTaib C345, oprerekio (MojauMeTHIMeTaKpyIarT),
yreruactuk M60J/Epoxy, crexnormactux T-10/YI1922-27. OcHoBHBbIe pe3yabTaThl. [TokazaHo, 4To mporpaMMHBIN
komiiekc ANSY'S Mechanical APDL 2020 no3BoJisieT mosty4uTh He0OX0MMbIe JaHHBIE IS [TIOCTPOCHUSI 3aBUCUMOCTEH
«Harpy3ka—tporuo». g ananmsa Gonpmux aedopMannii KOMIUIEKC MOXKHO MCIOIb30BaTh TOJIBKO MPU JOCTATOUHO
JeTaIbHOM OTMCaHUH MapaMeTPOB pacueTa M CACTAHHBIX JOMYIIEHUH T pa3HbIX MaTepranoB. I1omydeHs! 3HaueHNs
KPHUTHUYECKOI PaBHOMEPHO paclpeAeneHHoN Harpy3Ku. [IpencraBiens! rpadikn 3aBUCHMOCTH MPOTHOA OT HATrPy3KH.
HcenenoBan mporecc ae(hOpMHPOBAHHUS C YIETOM FeOMETPHUIECKOH HETMHESHHOCTH U COOCTBEHHOTO Beca 000I0YETHBIX
KOHCTpYKIHH. ObcyKkaeHne. Pe3ylsTaTsl pacyeToB MOTYT OBITh IPUMEHEHBI [T aBTOMATH3AIUK PACY€TOB 000JIOUEUHBIX
KOHCTPYKLUH KaK aJlbTepHaTUBA aHAJUTUYECKUM METO/IaM.

Kirouesble ciioBa

WIMHIpUYECcKas 000J04YKa, OPTOTPOIHEIH MaTepHal, YCTOHUYNBOCTh, METOJ KOHEUHBIX dyeMeHToB, ANSYS,
reoMeTpUUEeCcKasi HEIMHEHHOCTh, MOIIAroBOe NMPUIMKEHUE HarPY3KH, KpUTHUYEeCKas Harpy3Ka

Ccblaka aasa nurtuposanus: I[lerpos [.C., CemenoB A.A. AHanu3 yCTOHYMBOCTH OPTOTPONHOMU
LIJIHHPUYECKOiT 00010uedHO# KoHCTpyKIK B niporpammuoM komiuiekce ANSYS Mechanical APDL // Hayuno-

TEXHUYECKUI BECTHUK MH(POPMALMOHHBIX TEXHOIOTUN, MeXxaHuku U onTuku. 2023. T. 23, Ne 3. C. 618-627. doi:
10.17586/2226-1494-2023-23-3-618-627

Buckling analysis of an orthotropic cylindrical shell structure in the ANSYS
Mechanical APDL software package
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Abstract
Long-span shell structures are widely used in various industries. To ensure safe modes of operation, it becomes necessary
to develop calculation methods and study shell structures for buckling under the applied load. Traditionally, these data are
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obtained using analytical and semi-analytical methods. This paper presents a description of the process of determining
the critical buckling loads and obtaining the “load-deflection” dependences, taking into account large deformations.
For this purpose, a method for analyzing the buckling of orthotropic shell structures based on the functionality of finite
element software systems is proposed. The computational model of a cylindrical shell structure is presented based on
the finite element method in the ANSYS Mechanical APDL 2020 software package. Computational experiments and a
comparison of the buckling of structures made of various materials were carried out: steel S345, plexiglass (PMMA),
CFRP M60J/Epoxy, GFRP T-10/UPE22-27. It is shown that the ANSYS Mechanical APDL 2020 software package
makes it possible to obtain the necessary data for obtaining the “load-deflection” dependencies. For the analysis of
large deformations, it can be used only with a sufficiently detailed description of the calculation parameters and the
assumptions made for different materials. The values of the critical uniformly distributed load are obtained. Graphs of
the dependence of the deflection on the load are presented. The process of deformation is studied, taking into account
the geometric nonlinearity and the self-weight of shell structures. The calculation results can be used to automate the
calculations of shell structures as an alternative to analytical methods.

Keywords
cylindrical shell, orthotropic material, buckling, finite element method, ANSY'S, geometric nonlinearity, step-by-step
load application, critical buckling load

For citation: Petrov D.S., Semenov A.A. Buckling analysis of an orthotropic cylindrical shell structure in the ANSY'S
Mechanical APDL software package. Scientific and Technical Journal of Information Technologies, Mechanics and

Optics, 2023, vol. 23, no. 3, pp. 618-627 (in Russian). doi: 10.17586/2226-1494-2023-23-3-618-627

BBenenue

BonbiernposerHbie 000104eUHbIe KOHCTPYKIUH ILTHPO-
KO HCIIOJIB3YIOT B PA3IMYHBIX 00JIACTSIX MPOMBIIUICHHOCTH,
HanpumMmep, B CTpOUTEIbCcTBE. brarogapst ocobeHHOCTIM
(opMBbI M TTapamMeTpaM NPHUMEHSIEMbIX MaTepUaIoB, OHH
MTO3BOJISIIOT MTEPEKPBIBATH OOJIBIINE TTPOCTPAHCTBA MPH
OTHOCHTEJIEHO HU3KOM pacxoze pecypcoB. CymecTByoT
pa3IMYHbIE TUIBI 000I0YEK, IPUMEHSIEMBIX Ha MPAKTHKE,
HaIpUMED, B CTPOUTENBCTBE UCTONB3YIOTCS KOHUYECKHE,
chepuueckne, NUIMHIPUYECKHE, TTOJIOTHE JTBOSIKON KpH-
BU3HbI, TOPOOOpA3HbIC U JpYyTHE.

PasBuTue COBpEMEHHBIX TEXHOJIOTUN U JOCTUKECHUS B
pa3IMYHBIX 00JacTsIX HAYKH M TEXHUKH PACIIUPSIOT 00-
JaCTh MPUMEHEHHS] TOHKOCTEHHBIX KOHCTPYKLHH, Tepe-
KPBIBAIOIINX OOJIBIIIME TPOCTPAHCTBA. Takue KOHCTPYKIUH
JIOJ’KHBI BBIITOJHATHCS U3 JIETKOTO MaTepuaa, UIMEIOIIEro
BBICOKYIO IIPOYHOCTb.

OO6ono4edHbIC KOHCTPYKIIMU UMEIOT CIieruduye-
CKO€ MPOCTPAHCTBEHHOE HAINpPSIKEHHO-Ae()OPMHUPOBaH-
Hoe coctossHue (HJIC) mox nmeiictBmem Harpysku [1].
[ToBbImeHHBIE TPEOOBAHUS K MPOYHOCTH U HAJCKHOCTH
MIPY YMEHBIICHHN MaTEePUaIOEMKOCTH CO3/IAt0T MPOOIEMbI
aHanu3a HJ/IC TOHKOCTEHHBIX 3JIEMEHTOB B 30HE KOHIICH-
Tpauuy HanpsKeHUi. B cBsI3u ¢ 3TUM OHOM M3 IVIaBHBIX
3a/1a4 MEXaHUKHU TOHKOCTEHHBIX KOHCTPYKIIU sSBIsSETCS
COBEPILICHCTBOBAHUE METO/JIOB PacueTa U MPOEKTUPOBAHMUS
TUTACTHH M 000JI0YEK CIIOXKHOM (hOPMBI U CTPYKTYpHI [2]
I0J] pa3IMYHBIMHU BUJaMH Harpy3ox [3—8].

B HEKOTOpPBIX ciaydasx HOTepsi yCTOWYNBOCTH 000J10-
YEYHOW KOHCTPYKLUU MPOUCXOIUT PaHbILIE, YEM MPEBBI-
LIEHNE BHYTPEHHUMHU HANpPSHKEHUAMH MPEIENbHO JOIy-
CTHMBIX 3HAYE€HUH, MOJYYEHHBIX IIPH PacdyeTax COITIACHO
HUCXOJHOM pacyeTHOU cxeme.

B mpomecce yBenuueHus Harpy3Kku Ha 00O0JIOUKy ee
HOBEPXHOCTH Jedopmupyercs. [Ipu 10CTHKEHUN KPH-
THYECKOr0 3HAYeHHs 000J0YeUHas KOHCTPYKIIHS MOXKET
MOTEPATh YCTOMYMBOCTH BCIEACTBUE TOTO, UTO TIEpeMeltie-
HUE TOYEK MTOBEPXHOCTHU MEPEXOUT IPAHUILY JOMYCTHUMBIX
nedopmaryii 1 ckaukooOpa3Ho yBenuuuBaeTcs. B pesyib-
Tare JAHHOTO Ipoliecca pealibHas reoMerpudeckas Qop-
Ma KOHCTPYKLHH IOA J€HCTBUEM Harpys3kH IepecTaer

COOTBETCTBOBATh HCXOAHOW pacueTHOU cxeme. Benencreue
M3MEHEHUS PacdeTHOM CXEMBI IIPOMCXOJUT TIepepactipe-
JIeTICHNE yCUIINH, HE COOTBETCTBYIOIIEE TIEPBOHAYATEHBIM
pacueram. KoHIIEHTpaIHs HAPSHKEHNS B 2JIEMEHTE MOXKET
MPUBECTH K MPEBBILICHHIO TIPeJieIa IIPOYHOCTH MaTepuaa
U pa3pyIInuTh AIIEMEHT, YTO TTOBJICYET 3a COOON NatbHEeN-
IMe pa3pyIIeHus.

Taxum 00pa3oM, BO3HMKAET HEOOXOAMMOCTh HCCJIe-
JIOBaHMsI 000JIOYEYHBIX KOHCTPYKIIMH Ha YCTOWYHBOCTh U
yueTa n3MEHEHHsI TeOMETPHIECKOH (OpMBI TIOJT JIeHCTBHEM
MIPUKJIIAIBIBAEMON Harpy3KH.

CoBpeMeHHbIE IPOTPAMMHbIE KOMILIEKCHI Ha OCHO-
BE METO/1a KOHEUHBIX 2JEMEHTOB I103BOJISIIOT IPOBOJUTH
WCCIIEJIOBAHNS PA3JIMYHBIX KOHCTPYKUMHA. Ha mpakTuke
HanboJIee YacTo NCTIONB3YIOTCS TPOTrPAaMMHBIE KOMIUICKCHI
NASTRAN [9, 10], ABAQUS [11-13], ANSYS [14, 15].

OpmanM u3 Hambollee pacIpoCTPaHEHHBIX THUIIOB 000-
JIOYEYHON KOHCTPYKIUH, IPUMEHSIEMBIX B CTPOUTEIILHOM
oTpaciy, SBIAETCS NUIHMHIpHYEcKas 0007I09Ka. ITO 00-
YCIIOBJICHO €€ KOHCTPYKIIMOHHBIMH, MOHTQ)XHBIMU M KC-
IUTyaTallHOHHBIMU NTpeuMyIiecTBaMu [ 16].

B nocnennee BpeMs Bce yallle NPUMEHSIOTCST 000110-
YE4HbIE KOHCTPYKIUH, BBIOTHEHHBIE U3 KOMIIO3UIIMOHHBIX
Marepuanos [17-21].

Llemnpio aHHOM paOOTHI ABISIETCS anPOOAIINS METOUKH
uccnenoBanus ycrounBoctu U1 HAC nununapuyueckoi
000JI04eYHOM KOHCTPYKIIUH, BBIITOJTHEHHOW U3 OPTOTPOII-
HOTO MaTepHaa, Moj IeHCTBUEM pacIpeIe]ICHHBIX HATPy-
30K B IporpaMMHOM Komriekce ANSY'S.

MaTepuan bl U ME€TOAbI

B kauecTBe MeTOza MccienoBaHus B paboTe MPUHST
METOJI BBIYUCIIUTEIBHOTO IKCIIEPUMEHTA C HOMOIIBIO
(YHKIMOHAIBHBIX BO3MOKHOCTEH MPOrpaMMHOTO KOM-
miekca ANSYS Mechanical APDL 2020 (ANSY'S 2020).
BeraucnurensHoe SApo KoMILIEKca 6a3upyeTcst Ha MeToe
KOHEYHBIX JICMEHTOB.

C TouKH 3pECHUA BBIYUCIIUTEIbHON MaTCMaTuKHu, UACA
METOJa KOHCYHBIX 3JICMCHTOB 3aKJIFOUACTCA B MUHHUMMU3A-
uK QyHKIMOHANIa BapUAIIMOHHON 3a/1a4n. 3ajaqa ocy-
IIECTBJICHA HA COBOKYITHOCTH (DYHKIIMI, KaXKIasi U3 KOTO-
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AHanm3 ycTtoM4nBoCT! OPTOTPOMHOWN LIUIMHAPUYECKON 060/1I04EHYHO KOHCTPYKLIMN. ..

PBIX OIpeJIesieHa Ha CBOEH 10100J1acTH, YTO COOTBETCTBYET
OJTHOW M3 KOHKPETHBIX BETBEH AMAKONTHKU — OOIIEero
METO/Ia MCCIIEI0BAHUSI CHCTEM IyTeM UX PacUICHEHHS
[5]. dmst MmomenmupoBaHHs M pacdeTa TOHKOCTEHHBIX 000-
souedHbIX KoHCTpyKnuid B ANSYS 2020 ncnonb30BaHBbI
anemenTsI Kareropunt SHELL, KOTOpbIe yYHTHIBAIOT TaKne

BHYTpPEHHHE CHJIOBEIC (haKTOPHI, KaK MEMOpaHHOE pacTsi-

JKeHre—cxarne u u3ruo [6, 22-26].

DopMy KOHCTPYKIUH 3a]1aJIM F€OMETPUUECKH, IO TOU-
KaM, C IOMOIIbI0 BCTPOSHHBIX HHCTPYMEHTOB IIPOrpaMM-
Horo komIuiekca. CHOpMUPOBAHHYIO T€OMETPUUECKYIO
MO/IeIb 000JIOYEYHON KOHCTPYKIUH Pa3JesiuM Ha CETKY
KOHEYHBIX DJIEMEHTOB U BbIOepeM Turl aementa Shell 181.
JlaHHBII 2J1eMEHT 000JI0UKH C KOHEUHBIMH JIe(OpMALHIMH
HMMEET YeThIpe y3J1a, B KaXKJIOM U3 KOTOPBIX OINPECIICHEI
IIeCTh CTETeHel CBOOOBI, M TTO3BOJISIET yUYUTHIBATH TTOJI-
HBIl Ha0Op HENMWHEHHBIX 3P PEKTOB, BKIFOUYAsl OONbIINE
nedopmaru [6].

CeTka KOHEUHBIX AJIIEMEHTOB BHIOpaHa PeTyIspHO.
DneMeHTBl IMEIOT NIPSIMOYTONBHYTO (hopmy. CozmaanM cBs-
3H 3JIEMEHTOB, COOTBETCTBYIOININE BEIOPAHHOMY CIIOCOOY
3aKperieHHs: KOHTypa KOHCTPYKIMU. 3a/laIuM Harpy3Ky
OT COOCTBEHHOTO Beca W MPUKJIAJbIBAEMblE BHEIIHUE Ha-
IPY3KH.

BbInonHuM pacdyer KOHCTPYKIUH MO CIIETYIOIEMY all-
TOPUTMY:

— pacueT yCHJIHMH B KOHCTPYKLUH OT IUHUYHON CHIIBI
(Static), ¢ yuyerom ManbIx mepememeHuit (Small
Displacement Static);

— pacuet Ko3(punnenTa cOOCTBEHHOTO 3HAYCHUS yCTOM-
gnBocTH KoHCTpyKInH (Eigenvalue Buckling);

— pacueT yCWINH B KOHCTPYKIIMM OT CHJIbI, YMHOXEH-
HOW Ha MOIy4YeHHBIH ko3 durment (Static), ¢ yueTom
6onbmnx nepemerniennii (Large Displacement Static) n
aHaJIM3a MOBEJCHUS] KOHCTPYKIUH;

— 1oa0op HArpy3KH, IpU KOTOPOIl KOHCTPYKIMS TepsieT
YCTOWYHBOCTbD, IIyTEM TOATAITHOTO YBEJIUUCHHS TPH-
JlaraeéMoi Harpys3ku M pacdyera yCHIMH B KOHCTPYK-
iy (Static), ¢ yuerom Oonbrmx nepemerneHmii (Large
Displacement Static) u anaim3a moBeaeHust KOHCTPYK-
LUK 10 TpauKy Harpy3Ka—IiepeMelIeHue.

Pesyn bTaThbI UCCJICAOBaAHUSA

Moaeans HUJIMHAPHYECKOH 00010uKkn. PaccMoTpum
LMIUHAPUYECKIE MTaHeln TOJIIIMHON /1, Haxoasuecs
10J] ACWCTBUEM BHELIHEH paBHOMEPHO paclpe/elIeHHOH
MOTIEPEYHON HATPYy3KH M HMIAPHUPHO 3aKPEIUICHHBIE 110
BceMy KOHTYpY (puc. 1). JlaHHBII Bua 0007I09EK IUPOKO
TIPUMEHSIETCS B CTpOUTENbCTBE. CPEMHHYIO TOBEPXHOCTD
00O0JIOYKH MPUMEM 3a KOOPIUHATHYIO.

JUis IpoBeIeHUsT BBIYUCIUTENbHBIX SKCIIEPUMEHTOB
BbIOEpEM IMIMHAPUYIECKYIO TAHENb C TapaMeTpaMHu: Ipo-
TSHKEHHOCTBIO @ = 16 M, pagiycoM KpUBHU3HBI Ry = 16 M,
tomuuoi 4 = 0,08 M, yriiom pa3sopora b= 1 pax (57°18").
PacueTs! BBINOIHUM /ISl YETHIPEX MATEPUANIOB: CTaJIU
C345, oprerekna (momumermwiMeTakpmiat, [IMMA), yrie-
rtactuka M60J/Epoxy, crexiomnactuka T-10/Y11322-27.

Co31auM KOMITBIOTEPHYIO MOJIEINb C ITOMOIIBIO MH-
CTPYMEHTOB NMPOCKTUPOBAHMS B KOHEUHO-3JIEMEHTHOM
nporpaMMHoM komruiekce ANSY'S 2020.

Puc. 1. CxemarnyHOE N300paKCHHIE TTAHEIN IAIAHAPHYECKOM
000JI0YKH

Fig. 1. Schematic representation of a cylindrical shell panel

J171s1 KOHEYHBIX 3JIEMEHTOB KOHCTPYKIUH 3a/aluM T1a-
paMeTpsl (PU3MUECKOTO HArPYKEHHUS OT YCKOPEHHUS CBO-
60HOTO MaJeH!s: HA3HAUYUM IIOTHOCTh MaTepHuaia, U3
KOTOPOTO COCTOUT 000I04eyHass KOHCTPYKIIHS, ¥ 3HAYCHUE
yCKOpeHusi cBOOOIHOTO azenus. Hactpoum Tum pacuera:
BBIOEPEM pacyeT ¢ y4eTOM OOJIBIINX MepeMelleHni 1 Ma-
TeMaTH4YeCKUI HHCTPYMEHT pacuera — METO JUTUHBI JIyTH.
JlanHble mapaMeTpsl M03BOJAT mpoussectu aHanu3 HJAC
000J104€YHOM KOHCTPYKIUU C yUYETOM I'€OMETPHUIECKON
HEJIMHEWHOCTH.

[NommaroBo 106aBUM Harpy3Ky, O3BOIMB IPOTPAMMHO-
My KOMITJIEKCY PACCUHUTATh HAIPSDKCHNS B KOHCTPYKIIUH U
MEePEeMEIICHNS Y3JI0B IEMEHTOB OTAEIBHO ISl KaXKI0TO
mara 3arpyxeHust. /il BBIMOTHEHHs TIOIIaroBOro pacue-
Ta 3aaiuM OOIIWH IIar 3arpyKeHus, paBHBIA €IMHHUIIE.
Takum 00pazoM, NONYYUM, YTO MaKCUMalIbHOE 3HAYCHUE
3arpy’KE€HUsl PACCUUTHIBAEMOM KOHCTPYKLIMM PaBHO INPU-
JIO)KEHHOW Ha 000JI0UKY Harpy3ke. Ha3HaunM KoJIMuecTBO
MOAILIATOB: JUIsl TTOJyYECHUs] 3HAaUCHUH pacyera B KaKIoM
miare (70Jis1 3HaYCHHSI TIPUKIIaIbIBAEMOM Ha 000JI0YCUHYTO
KOHCTPYKIIMIO Harpy3Ky B paMKax OIHOTO II1ara). 3HauyeHHue
KOJINYECTBA TO/IIIAroB MOA0EPEM BPYUHYIO, C LIENIbIO yTOU-
HEHUsI IPOMEXKYTOUHBIX, ITOJyYCHHBIX B PE3YIbTATE pacye-
Ta, 3HAYEHUI NIEpEMELICHUI aHAJIM3UPYEMBIX y3710B. B pe-
3yJbTaTe 3HAYEHUE KOJIMUYECTBA MOAIIATOB B IIPOBEICHHOM
pacyeTHOM PKCTIEPUMEHTE MPUHATO paBHBIM 150.

B Hawane pacdera MpUIOKUM Harpy3Ky, IPEBBIIIA0-
HIYIO HECYIIYIO CIIOCOOHOCTH 000JI04€UHON KOHCTPYKIIHH.
ITo pe3ynbraraM pacueToB B IPOrPAMMHOM KOMILIEKCE
MIPOBE/IEM aHaJIM3 BEJIMYMHBI HArPY3KH, IPH KOTOPOIl KOH-
CTPYKLUSI TEPSIET YCTOWYMBOCTD. MICXOIHYIO MPUIIOKEHHYTO
HarpysKy 3aJlaJluiM paBHON Harpys3ke HOTEpPH YCTOHYHBO-
ctr. [IOBTOPHO BBIMOJIHNAM pacyeT — IOIyYUM 3HAYCHUS
HepeMeIIeHUH y3JI0B 000I0YEYHON KOHCTPYKIMHU /10 U BO
BpEMsI NTOTEPU yCTOWIMBOCTH. KOppeKTHPYs KOINIECTBO
TIOAIIIATOB, TIO10EPEM TOYHOCTH OIIPEAEIICHHS TIOBECHUS
0001104eIHOM KOHCTPYKINH B YCIOBHAX ITOTEPH yCTOHYIH-
BOCTH.

B 3aBucHMOCTH OT BapHaHTa pacueTa KOHEUHO-3JIe-
MEHTHOM MOJCIIU IPUCBOMM 3HAYCHHUA MaTr€purajia B COOT-
BETCTBHHU ¢ Ta0J. 1. BoloKHA OPTOTPOITHBIX MaTEPUAIIOB,
obnaiaronx HanooabIMM MoyineM FOHra, HanpaBieHbI
B TIONIEPEYHOM HaIpaBiIeHUH, (POPMUPYSI KOHCTPYKIIHIO
YCIIOBHOH apKHu.

[ToydeHHyI0 TeOMeTpUYeCcKyI0 MOJEIbh 000JI0UeTHOM
KOHCTPYKIIMH Pa3elIMM Ha CETKY KOHEUHBIX AJICMECHTOB
16 x 32 (o6ocHOBaHUE JaHHOTO BHIOOpA Oy/IeT PUBEICHOB
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Tabnuya 1. ITapaMeTpsl MaTepHaIoB

Table 1. Material parameters

W3orponHelii MaTepra OpTOTpOIHBI MaTepual
XapakTeprcTuka Crans C345 Oprcrexiio VYrennactuk CTeKomIacTuk
(IIMMA) M60J/Epoxy [27] T-10/Y11222-27 [28]
Monyns ynpyrocru E|, MIla 2,1-105 0,03-105 3,3-105 0,294-105
Monyns ynpyroctu E,, MIla 2,1-105 0,03-105 0,59-104 1,78-104
Koa¢pduuuent ITyaccona i, 0,3 0,35 0,32 0,123
[lnoTHOCTS p, KI/M3 7800 1190 1500 1800

nonpaszene «Pe3yapTarsl BEIYUCIUTEILHOTO SKCIIEPH-
MEHTa» IpH pacuere KOHCTPyKIuK u3 crtanu C345). B ka-
YeCTBE NCXOIHBIX HATPY30K, IS yUeTa COOCTBEHHOTO Beca
KOHCTPYKIINH, 33Ia7IM TTapaMeTp TPaBUTALINHN: YCKOPCHUE
CBOOOIHOTO MA/ICHHUS 110 BEPTHKAIBHON OcH Z (T100anbHas
crcTeMa KoopanHarT). 11 yCKOpeHust CBOOOTHOTO TTaJICHUS
npumMeM 3HadeHue 9,8065 H/kr.

Pe3ynbTaThl BHIYHCIUTEIBLHOTO IKCIIEPUMEHTA.
B pe3synbrare npoBeneHUs] BBIYUCIUTEIBHOTO SKCIIEPU-
MEHTa I0JIyueHbl IaHHBIE O TT0Tepe YCTOWYMBOCTH H, B
OJIHOM CJTy4ae, HPOYHOCTH IIMINHIPHIECKUX 000JI0UETHBIX
KOHCTPYKIUI. AHAIN3 ITOBEICHUS MTPOBE/ICH HA OCHOBE
3HAYEHUH MPUKIIAIBIBAEMON K TOBEPXHOCTH PAaBHOMEPHOM
pacrpeneieHHON Harpy3KH U MIePeMEIICHUS XapaKTePHBIX
Y3JIOBBIX TOYEK 000IOYCTHON KOHCTPYKIIUH: y3I1a B IICHTPE
(x=a/2, y=b/2) u y31a B 4eTBEPTH KOHCTPYKIHH (X = a/4,
y=D>b/4).

B cootBercTBHu ¢ Tabn. 1 chopMupoOBaHEI M paccUHTa-
HBI YEThIPE MOJIENH [IMINHIPHIECKUX 000I0UEK, HMEIOIIHX
OIMHAKOBBIC TCOMECTPUUCCKUEC IMTapaMETPhbl, HO BBITIOJHCH-
HBIC U3 PA3JINYHBIX MAaTCPUAJIOB.

Moodens yununopuueckoi 060104KuU, 6bINOTHEHHOU
u3 uzomponnozo mamepuana (cmanv C345). Ilomaroso
MTOBBICHM 3HA4YCHUE MPUIOKEHHON paBHOMEPHO pacrpe-
JEJICHHOW HATPY3KH (g) MO MOBEPXHOCTU OOOJIOUKH JI0
0,8 MIIa. DTansl yBelnHUeHUs1 HArPy3KH IPUBEICHBI Ha
puc. 2 — rpaduK 3aBHCUMOCTH «HATPY3Ka—TIPOTHOY.

ITo rpaduky B meHTpe KOHCTPYKIHHA (pHC. 2), BUAHO,
4yTOo Tipn Harpyske no 0,4 Mlla mepemenienne uccieny-
eMBIX y3JI0B HOCHT MPaKTUYECKHU JINHEHHBIN XapakTep.

P4

—e— Llentp —o— YerBepTh

0,2 0,4 0,6
W, m

Puc. 2. Tpaduk «Harpy3ka—Iporuod» s KOHCTPYKIHHU 13
Mmarepuana Crans C345

Fig. 2. Graph “load-deflection” for a structure made of
Steel S345 material

[Ipu manpHEeWIIEeM yBEIWYEHUN HArpy3KH KO3 HUIEHT
HAKJIOHA KacaTeNIbHOW K TpauKy HAYMHACT WHTCHCHBHO
Menatbes. [Ipu noctmxennu 3nauenus 0,6562 MIla BbI-
OpaHHBIE y3IIBI IOTYYAIOT CKAYKOOOpa3HOE IepEeMEIICHIE,
MCXOJIS U3 YeT0 MOJKHO CIIeIaTh BEIBOJ O ITOTEPE KOHCTPYK-
Lued yCTOMUMBOCTH.

JlanbHeiiiee yBearueHue Harpy3Ku IPUBOAUT K YBEJIH-
YCHHUIO MEePEMEIICHHUS TOUEK U MOCIEAYIOMIEMY pa3pylie-
HUIO KOHCTpYKUMHU. [Tpu 3TOM HanpapieHus nepeMenieHus
BBIOpAHHBIX y3JIOB Ha IIEPBOM JTale HarpyKeHus Mocre-
MIEHHO CMEIIAl0TCs B MPOTHUBOIIONIOKHBIC HAIIPABICHUS.
[Tpu moTepe yCTOHYNBOCTH MEpEMEIICHHUE Y3JI0B HOCHUT
CKauKoOOpa3HbI XapakTep, a 3aTeM MOCTEIICHHO Y3JIBI
HAYMHAIOT CMEIIAThCS B OJHOM HAIIPABICHUN — BCS KOH-
CTPYKIIHS TIPOCEIaeT BHU3 MO ACHCTBHEM BO3pacTarOIICH
pacupenesIeHHON Harpy3KH.

BrimoxanM aHanm3 BIUSHAS BRIOOpa pa3oneHwst o0ma-
CTH KOHCTPYKIIMH KOHEYHBIMHU 3JIEMEHTAMH Ha IOITydae-
MBbI€ 3HAUCHHU KPUTHYECKUX HArPy30K.

B pesynbrare nonyyum, 4to AJisi MAJIOrO YUCIIa KOHEY-
HBIX 2JIEMEHTOB (4 X 8) 3HaUeHHE KPUTUUECKON Harpy3KH
MOJYYHUTh HE YIAIOCh (BEIYUCIUTEIBHBII IPOLIECC IPEphI-
Baercst panbine). [Ipy yBenuMYeHU dnciia 3JIeMEHTOB 3Ha
YEeHUE KPUTUYECKOI Harpy3KH JOCTHTAaeTCsl, a KPUBBIE 3a-
BHUCHMOCTEH «Harpy3ka—porno» HOCST CXOKUH XapakTep,
AHAJIOTUYHBIN TIpe/icTaBIeHHOMY Ha puc. 2. [Ipu BbIiOOpe
CETOK 2J1eMeHTOB 8 X 16, 16 x 32,32 X 64, 64 x 128 3Hade-
HUS KPUTHIECKOW HATPY3KH MOTEPH YCTOWIMBOCTH MMEIOT
yxe ommskue 3HadeHus (0,729, 0,656, 0,634, 0,641 MIla
COOTBETCTBEHHO), YTO MTO3BOJISIET [T JATBHEUIIINX pacde-
TOB KOHCTPYKIINH JTAHHOTO BU/IA BEIOPATh CETKY 2IIEMEHTOB
16 x 32.

OTMCTI/IM, YTO 3aKPUTHUYCCKOC MOBECACHUEC NUIUHAPH-
YeCcKHUX MaHesnel (T. e. mocie noTepu yCTOMYMBOCTH) NPU
BBIOOPE PA3HBIX CETOK pa3OMEHUs B PsiJie CIIydaeB 3HAYHU-
TEJIHO Pa3inyanoch.

Ha puc. 3, a npencrasieH pe3ynsrar MPUIIOKEHHUs Ha-
rpy3ku B 0,6562 MIla misa cranu C345. 3amereH cymie-
CTBEHHBIN MPOTHO MEHTPAILHOW YacTH 000I0UKH, 00pa-
30BaBLIMMICS B pe3yabpTaTe MoTepu ycroiunBoctu. Ilone
WHTEHCUBHOCTH PACIpeAeiICHIUs BHYTPSHHIUX HANPSUKCHUH
B 0007109€YHON KOHCTPYKIIUU MOCJE MMOTEPH YCTOWUIHU-
BOCTH, B MOMEHT NpuJIokeHus Harpysku 0,6562 Mlla,
MoKa3aH Ha puc. 3, b.

Mooenv yununopuueckoii 000104KuU, 6bINOTHEHHOU
u3 uzomponnozo mamepuana (opzcmexno (IIMMA)).
[ToBbIcMM 3HaUEHME MTPUIOKEHHOW paBHOMEPHO pacmpe-
nenenHoit Harpysku 0 0,011 MITa. CoracHo rpaduky
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a MepeMeIIeHne, UCXOA U3 Yero MOXKHO CJIeNaTh BBIBOJ O
noTepe KOHCTPYKLUeH yCTOHUUBOCTH.

JlanpHeliee yBennueHne Harpy3KH MPUBOIUT K YBEIIH-
YEHHIO MEePEMELIECHUS TOUEK U MOCIENYIOUIEMY pa3pylie-
Huto. Ha rpadukax MOXXHO YBU/IETb, UTO IIPU YBEITHUCHUN
NEUCTBYIOMIEH HArpy3KH Y3JIBI B IIEHTPE 000I0YCUHON
KOHCTPYKIIMH U B €€ YETBEPTH UMEIOT B ITPOECKIINH Ha BEp-
THUKaJbHYIO OCh pa3HOHAIpaBIeHHOE ABIKeHHE. [Tocie
MOTEPH yCTOWIMBOCTH MPOUCXOANUT CKauKOOOpa3HOE Ie-
peMeIIeHre, U 3aTeM HalpaBiIeHHE ABHKCHHUS COBMAaa-
€T — Y3JIbl CMEIIAIOTCS BHU3, TI0 HAIIPABICHUIO ACHCTBHUS
CHJIBI TSDKCCTH ¥ TIPUIIOKCHHOM Harpy3ku. Takum o0pasom,
rpaduk, MOIy4eHHBIH B pe3yJbTaTe BHIYMCIUTEIBHOTO
SKCHEPUMEHTA, NOATBEPIKAAET CUTYALUIO0, PEAIU3yEMYIO
Ha MPaKTUKE: TIPU YBEIMUYCHUH HArPy3KH KOHCTPYKIUS
porudaeTcst BHU3.

Ha puc. 5, a npeacraBieH pe3yabTaT NPUIOKECHHS
Harpy3ku B 0,0105 MIla. 3ameTeH cemmooOpa3HbIi BHIT
nedopMarii KOHCTPYKIIMHU: JTBA IPOTHOA COOKY OT IICH-
TPaJIbHOW YacTH 00OJIOYKH M BBHITHO BBEPX IIEHTPATBHON
4acTH 000JI0UKH, 00pa30BaBIINECS B PE3ylIbTaTe IMOTe-
pu ycrouuBocTH. Ilosie ”HTEHCUBHOCTH HANPSIKEHUI
npu npunoxenun Harpysku 0,0105 MIla nmokasano Ha
puc. 5, b.

‘ Mooenv yununopuueckoit 060104KU, 6bINOTHEHHOI U3
82,8 284 485 686 887 1090 1290 1490 1690 1890 OpMOmMPONHO20 Mamepuana (ya/lenﬂacmuKM60J/Epoxy).
VYBenuuuM 3Ha4E€HUE MPUIOKEHHON PAaBHOMEPHO pacIpe-

12 7. M

Puc. 3. Cxema nedopmupoBanus npu Harpyske 0,6562 MITa
(a) ¥ 1oJIe MHTEHCUBHOCTH HANpPsDKEHUH (b) 1715t 0007I0UKN U3
cramu C345

Fig. 3. Deformation scheme at 0.6562 MPa load (@) and stress
intensity field (b) for the Steel S345 shell

3aBUCHMOCTH «HArpy3Kka—Tporuo» (puc. 4) npu Harpyske
10 0,002 MIla nepemelieHrne UCCIETYEMBIX y3JI0B HOCUT
MIPAKTUYECKH JTUHEHHBIN XapakTep.

16
IIpu nanpHeieM yBeIMUYEHUHU HArpy3Kd BUIHO, UTO
k03D (QUIMCHT HAKIIOHA KacaTeIbHOW K rpaduKy HadMHA-
€T UHTEHCUBHO MeHAThCs. [Ipu noCcTHXKEeHUH 3HAUEHUs
0,0105 MITa BEIOpaHHBIE Y3JIBI MOTYIAIOT CKAYKOOOpa3HOE
g, MIla
0,012
16
. Llentp
0,004 (x=al2,y=>/2)
0.002 —o— YeTBepTh
(x=al4,y=0>b/4) o, MITa 0 e AT
,00
—0,04 0,02 0,00 0,02 0,04 0,7 18,6 36,5 544 2,3 90,2 108,4 126,1144,3 162,1
W, m
Puc. 5. Cxema nedopmupoBanus npu Harpyske 0,0105 MITa
Puc. 4. Tpaduk «Harpy3ka—mporuod» s KOHCTPYKIHHU 13 (a) v mosie MHTEHCUBHOCTH HanpspkeHuit (b) 11t 060I0UKHY U3
oprerexna (IIMMA) oprerekna (IIMMA)
Fig. 4. “Load—deflection” dependence for the panel of Fig. 5. Deformation scheme at 0.0105 MPa load (@) and stress
plexiglass shell (PMMA) intensity field (b) for plexiglass shell (PMMA)
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g, MIla JeneHHoi Harpysku o 0,642 MIla. CoracHo rpaduky
3aBHCHMOCTH «HArpy3Ka—porud» (puc. 6), Ipx Harpyske
0.6 10 0,26 MIla nepemMenieHue UCCIeNyeMbIX y3JI0B HOCUT

JUHEHHBIN XapakTep.
IIpu nanpHelIEM yBEeIUUYEHUN HArpy3KH XapaKkTep rpa-
(bmka HHTEHCHBHO MeHsieTes. [Ipyu JoCTHKEeHNN 3HAYCHUS
0.4 0,3151 MIIa BeIOpaHHBIE Y36 MOTYIAIOT CKAIKOOOpa3HOe
HnepeMelleHne, HCXOA M3 YETO MOXKHO CJIENATh BBIBOJ O
[0TEpe KOHCTPYKLMEN yCTOMYMBOCTH. JlanbHelliee yBenu-
YEHHE HArpy3KU MTPUBOJIUT K YBEIWYECHHUIO NIEPEMELICHUS
0,2 TOYCK U MOCICAYIOMIEMY Pa3pyIICHNIO KOHCTPYKIMH, IIPH
9TOM HarpaBJIeHHE TIepeMEIeHUS TSl IEHTPAJIbHOTO y3/1a
MocJje MoTepr yCTOWYNBOCTH MEHSAETCS Ha IPOTUBOTIOIOXK-
HOE, a JUIs y3J1a YeTBePTH COXpaHseTCs.

0,0 PaccmoTpuM pe3ynbTarsl IPUIIOKEHUS HATPY3KH B MO-

0,04 0,02 O’I/(I)/O 0,02 0,04 MeHThl Bpemenu 0,99 u 1,00 npu BenuunHe Harpy3ku B
M 0,64 MIla. B momenT Bpemenu 0,99 (puc. 7, a) obonmouka

Puc. 6. I'paduk «Harpy3ka—1porud» s KOHCTPYKIUK HaYMHAET pa3pylICHUE B COOTBECTCTBUU C OPTOTPOIHBIMU

n3 yriemnactiuka M60J/Epoxy CBOMCTBaMM MaTepHaia: B TIOTIEPEIHOM HaINpaBICHUH (op-

Fig. 6. “Load — deflection” dependence for the panel of CFRP MUPYIOTCS apKH JKCCTKOCTH, B IPOJOIBLHOM HaIIpaBJICHUH
M60J/Epoxy MPOUCXOAUT PA3HOHAINPABICHHOE CMCILICHUE Y3JI0B, IIPOH-

30LI€1IEE B PE3YJbTaTe IOTEPU YCTONUYNBOCTH. B MOMEHT
Bpemenu 1,00 (puc. 7, b) MOXKHO HAOIFOAATH Pa3pyIICHUE
000JI04eYHOI KOHCTPYKIIHH.

16

8 IM
12 o Yo
o, MITa 0 16 ’

-30,5 -27,1-23,7 20,3 -17,0 -13,6 10,2 6,8 -3.4 0,1

Puc. 7. Cxema nepopmupoBanus npu Harpyske 0,64 MIla B moments! Bpemenu 0,99 (a) u 1,00 (b) u mone MHTEHCUBHOCTH
HarnpshkeHunit (¢) st obonoukn u3 yrreractuka M60J/Epoxy

Fig. 7. The scheme of deformation at a load of 0.64 MPa at times 0.99 («) and 1.00 (b) and the stress intensity field (c¢) for the shell of
carbon fiber M60J/Epoxy

Hay4HO-TeXHNYECKNI BECTHUK MHDOPMALMOHHbBIX TEXHONOMUIA, MEXaHUK1 1 onTukn, 2023, Tom 23, N2 3 623
Scientific and Technical Journal of Information Technologies, Mechanics and Optics, 2023, vol. 23, no 3



AHanm3 ycTtoM4nBoCT! OPTOTPOMHOWN LIUIMHAPUYECKON 060/1I04EHYHO KOHCTPYKLIMN. ..

g, MIla
(= 0,06

\

0,00
-0,2 0,1 0,0 0,1 0,2

W, m

Puc. 8. I'paduk «HArpy3Ka—Tporud» s KOHCTPYKIUHU U3
crexioriactuka T-10/YI1322-27
Fig. 8. “Load — deflection” dependence for the panel of GFRP
T-10/UPE22-27

ITosie UHTEHCUBHOCTH BHYTPEHHUX HAIPSDKEHUM, BO3-
HHUKAOUIUX B 000JI04€YHON KOHCTPYKIINM B MOMEHT Bpe-
menn 0,99 mokaszano Ha puc. 7, c.

Mooenv yununopuveckoii 000104KU, 6bINOTHEH-
HOIl U3 OpMOMPONHO20 Mamepuana (CMexkaIonIACMUK
T-10/YI1322-27). TloBbicUM 3HAUYCHUE TPUIOKEHHOMN
PaBHOMEpPHO pacmpeeneHHoil Harpysku 1o 0,060 MIla.
CornacHo rpaduKy 3aBUCUMOCTH «HArpy3ka—Iporuo»
(puc. 8), mepemeIIeHHe NCCiIeayeMbIX y3JI0B HOCHUT JINHEH-
HBII Xapakrep npu Harpyske g0 0,03 Mlla.

[Ipu nanpHEHIIEM yBEIMYCHUN HArpy3KH KpPHBH3HA
rpaduka yBennuuBaercs. [Ipu 1oCTHIKEHUN 3HAUYCHUS
0,0571 MIla neHTpaJbHEIA y3eI U y3el B YeTBEPTH I10-
JIy4JaroT CKa4Ko0Opa3Hoe MepeMenieHne, NCXOAs U3 YEeTo
MOKHO CJIETIaTh BBIBOJL O ITOTEPE YCTOWINBOCTH 000109eU-
HOM KOHCTPYKLHUEH.

JanbHelilee MOBBILICHUE HATPY3KU IIPUBOIUT K yBe-
JIMYCHUIO MEPEMEIICHHUS TOUEK U MOCIEIYIOIEMY pa3py-
LIEHHIO KOHCTPYKIMu. [1py 3TOM HanpasiieHue nepemertie-
HUSI JUISL HEHTPAJIBHOTO y3J1a MOCIIe TIOTEPU YyCTOWYNBOCTH
MEHsIETCS Ha NMPOTHBOMOJOXKHOE, a JUIS y3Jla YeTBEPTH
CoXpaHsieTcsl.

Ha puc. 9, a npencrasien pe3ynbrar IpHIOKSHUS pac-
npeneneHuoi Harpy3ku B 0,0571 Mlla. [pu nedhopmannu
KOHCTPYKIIHS IPHOOpETAeT ceyI000pa3HbIil BUA: ABa TIPO-
ruba cOOKy OT IEHTPATBHOW YacTH OOOJOYKH, M BHITHO
BBEpX IICHTPAJIBLHON YacTH 000JOYKH 00pa30BaBIIMECsS B
pe3yabrare 1noTepu ycToiuuBocTU. [lose MHTEeHCHBHOCTH
HamnpsDKeHUH mpu npuioxkennn Harpysku 0,0571 MlIla
OoKa3aHo Ha puc. 9, b.

56 23,6

41,6 59,6 77,6 95,6 114,1 132,1 150 168

Puc. 9. Cxema neopmupoBanust npu Harpyske 0,0571 MIla
(a) v moJIe MHTEHCUBHOCTH HampshKeHuit (b) 1t 0007109k U3
crexiomtactuka T-10/YI1222-27
Fig. 9. Scheme of deformation at a load of 0.0571 MPa (@) and
the stress intensity field (b) for the fiberglass shell T-10/UPE22-27

B Tabmn. 2 mokazaHbl 3HAYEHHUS HATPY30K ITOTEPU YCTON-
YUBOCTH (., 3HAYECHUs] IPOTrMOOB U NHTECHCUBHOCTHU Ha-
IIPSKEHUM, BBIIBICHHBIC [IPYU MaKCUMAJIbHON pPacyeTHOU
Harpyske. 3Haue€HHe MaKCUMaJIbHON pacdeTHOW Harpy3Ku
nono0OpaHo B mpouecce dkcrnepumenta. OKolo JaHHOTO
3HaYeHHsI 000JI0UeUHass KOHCTPYKIHS TepseT yCTOHIn-
BOCTb, CTPEMSCH K HEH, HO HE JOXOJs 10 Hee. 3HaUeHUe
Harpy3KH Iog0upaeTcs NTepauoHHO, KaKk MOJKHO OJIvKe
K KPUTHUYECKOH Harpyske. Kak BUHO U3 MOTyYEHHBIX JaH-
HBIX, JUIs1 000JIOUEK, BBHITTOJIHEHHBIX M3 PA3IMIHBIX MaTepH-
aJI0B, 3HAUEHHsI MAKCUMAIIbHBIX BHYTPEHHHUX HAIPSKEHUI
3HAYUTENIBHO PA3JINYAIOTCS.

Tabnuya 2. Pe3ynbTaThl pacdeToB

Table 2. Numerical results

IIporu6 KoHCTPYKIUH, M
Marepnan MITa MakcumanbHas pacueTHas MakcumansHOe
P v Harpyska, MIla entp Herseprn nanpskenue, MITa
(x=al2,y=>b/2) | (x=ald,y=>b/4)
Cranp C345 0,6562 0,800 0,5725 0,0555 1892,0
Oprcrexio (ITIMMA) 0,0105 0,011 0,0457 0,0372 144.,0
VYrrenmactuk M60J/Epoxy 0,3151 0,642 0,0412 0,0156 3.4
Creknoractuk T-10/YI1922-27 | 0,0571 0,060 0,2021 0,2715 168.,0
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[.C. Netpos, A.A. CemeHoB

3aki04eHne u 00cy:KAeHNe

IIpoBeneHHBIN BBIUNCIUTENBHBINA SKCIIEPUMEHT C 110-
MOIIBIO (PyHKIMOHAIBHBIX BO3MOXKHOCTEH MPOrpaMMHOTO
rxommaekca ANSYS Mechanical APDL 2020 mo3Bosnnn
MIpOaHaJM3UPOBATh MOBEICHHE IIMIMHAPUIECKON 000710~
YEUHOU KOHCTPYKLIMH B IIPOLIECCE MOBBILIECHUS IPUIIOKEH-
HOMU Harpy3kH.

B cooTBeTcTBUM € MOTy4YEeHHBIMU PE3yJIbTaTaMU, MOXK-
HO CJIeJIaTh CJIEAYIOIINE BBIBO/IBL.

[IpennoxeHHast METOANKA UCCIEJOBAHUS YCTOMUYHUBO-
CTH 1 HANPSDKEHHO-e(OPMUPOBAHHOTO COCTOSIHUS MOXKET
OBITH MCIIONIB30BaHA [UIsI aHAJIN3a Ipolecca aeGpopmu-
POBaHUS MWINHAPHUYECKUX 000JIOUEUHBIX KOHCTPYKIIHH,
BBINOJTHEHHBIX U3 PA3IMYHBIX MATEPHAIOB, O] JEUCTBHEM
PaBHOMEPHO PACHPENEICHHON HArPy3KH.

IIpu pacueTax mojesnel BceX BApUAHTOB BbISIBIICHA
oTCpsA yCTOﬁ‘IHBOCTH MUIUHAPUYCCKUX 000JI04E€YHBIX
KOHCTPYKLMH U [10JIy4EHbI 3HAYEHUSI KPUTUYECKON paBHO-
MEPHO PACIPENEICHHON Harpy3KHu.
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[Mporpammusblit kommieke ANSYS Mechanical
APDL 2020 1o3BoHII MOAYYUTh HEOOXOAMMBIE JIaHHBIE
JUIsl IOCTPOCHMUS 3aBUCUMOCTEH «Harpy3Ka—I1poruoy, oj-
HaKO, BO3HUKAIOT CJIOKHOCTH C MOJTyYEHHEM 3HAUCHHUH B
3aKpUTHYECKOI 00acTu. Y4acTKH KPUBBIX MOCIIE KPH-
THYECKOH Harpy3KH CyIIECTBEHHO MEHSIOTCS IIPH HE3HA-
YUTEIbHBIX N3MEHEHUSAX B MapaMeTpax pacueTa, HallpH-
Mep: IIPU N3MEHEHNH CEeTKH pa30MeHus, 11ara Mo Harpyske
U T. 1. B cBS3U ¢ 9TUM qaHHBI Bomipoc TpeOyeT OTAeTbHOTO
nccnenoBanus. Mcxons u3 3Toro, NpeiosKeHHbIN TOIX0
JUTS aHaJIM3a O0JIbIINX Ae(opMariuii MOYKHO HCIIOIb30BaTh
TOJIBKO C JIOCTATOYHO JICTaJIbHBIM OIIMCAHUEM T1apaMeTPOB
pacuera u cJielaHHbIX JOMYIICHUI.

Jlyist Bcex paccMaTpUBaeMbIX BApHAHTOB KOHCTPYKINH
MOJTy4eHBbI IpaMKK 3aBHCUMOCTH TIPOruda OT Harpy3KH.
Hccnenoan nporecce aeGopMUpOBaHUS C YIETOM TeoMe-
TPUUYECKON HEIIMHEHHOCTH M COOCTBEHHOTO Beca 000110-
YEYHBIX KOHCTPYKIIHH.

Pesynbrarsl pacdeToB MOTYT OBITH HCIONB30BAHBI IS
JTATbHEHINIET0 CPAaBHEHUS C PE3yNbTaTaMHy, MOTy4YCHHBIMU
AQHATTMTHYECKUMH U TOJIyaHATUTHIECKUMH METOAAMH.
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AHHOTAIUS

Beenenue. [IpuBesien aHaau3 KauecTBa X3HIOBEPA B CETAX PAJUOCBA3H BBICOKOCKOPOCTHOTO JKEIE3HOAOPOKHOTO
TpaHcropTa. PaccMOTpeHbI MapaMeTpsl MOZIENH, BIUSIONINE HAa BEPOATHOCTh YCIENTHOTO X3HAoBepa. [IpencTaBnen
aHAJN3 BO3MOKHOCTH HCIOIB30BaHUs TEXHOIOTHI ceTeil obmero moib3oBanusa Long-Term Evolution (LTE) u
gacTHOH cetd p-LTE B ceTsAx paanocBsI3u KeNIe3HOAOPOKHOTO TpaHcmopTa. MeTol. AHann3 BBITOTHEH Ha OCHOBE
AQHAINTHIECKOTO METO/a, ONPE/IeIIIONIEro 3aBHCUMOCTh KauecTBa XIH/I0BEpa OT BEIOPAHHOTO YaCTOTHOTO JHAara30oHa
n gucna nogHecymux curHana Orthogonal frequency-division multiplexing (OFDM). OcHoBHBIE pe3yJbTaThI.
PaccMOTpeHbI U ITpoaHaIM3UPOBaHbl BO3MOYKHBIE ITapaMeTphl CeTel CBS3M OOIIETo MOJIb30BaHMs, KOTOPHIE MOTYT
OBITh TIPUMEHEHBI Ha JKEJIE3HOAOPOKHOM TpaHcnopTe. [loka3aHo, YTO TEKyIHe YacTOTHBIC AMANa30Hbl M MapaMeTphbl
KaHaJIoOB CeTel CBA3M OOIIEro rmoiab30BaHUs POCCUICKUX ONEpaTopoB JAr0T HEYIOBIETBOPUTENIBHbIE PE3yNbTaThl Ul
BBICOKOCKOPOCTHBIX TI0€3/10B. [IpOIeMOHCTPHUPOBAHO, YTO MPU CKOPOCTH 1moe310B 10 50 m/c (180 km/4), muprHa MOI0CH!
curana LTE nomxna OprTe He MeHee 20 MI'n g nuanasona actor 800 MI'm u me menee 5 MI'm amst 450 MI'm.
Paccmotpens! 1 mpoananuzupoBaHbl mapameTpsl cerei p-LTE B quamazonax 1800 u 350 MI'w, KoTOpbIe BBIICIEHBI IS
MIPUMEHEHUS Ha JKeJIe3HOJOPOXKHOM TpaHcropre. [loka3zaHo, 9To ISt BEICOKOCKOPOCTHBIX TOE3/I0B CO CKOPOCTBIO 710
70 m/c (252 xm/9), HeOOXOMMO HCIOIB30BaTh Anana3oH He Beime 350 MI'. O6cy:xaenue. [lorydeHHbIEe pe3yabTaThl
MOTYT OBITH HCTIONB30BAHBI ISl 000OCHOBAHWS TEXHUYECKHUX XapaKTEPUCTHK CETH PaJHOCBI3H Ha KEJIE3HOH JJopore JUIs
MO€3/I0B C Pa3HBIMH CKOPOCTHBIMH PEKHMaMHU.
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LTE, p-LTE, a¢dexr Homnepa, XaHA0BEP, HECYIIasi 4aCTOTA, JKEJIE3HOTOPOIKHBIN TPAHCIOPT, BEPOSITHOCTh YCHELIHOTO
X9HJ0BEpa
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Abstract

The analysis of handover quality in radio communication networks of high-speed railway transport is given. The
parameters of the model that affect the probability of successful handover are considered. An analysis of the possibility
of using technologies of public networks LTE and private network p-LTE in radio communication networks of railway
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transport is presented. The analysis is based on an analytical method that determines the dependence of the handover
quality on the selected frequency range and the number of subcarriers of the OFDM signal. Possible parameters of public
communication networks that can be applied in railway transport are considered and analyzed. It is shown that the current
frequency ranges and channel parameters of public communication networks of Russian operators give unsatisfactory
results for high-speed trains. It has been demonstrated that at train speeds up to 50 m/s (180 km/h), the bandwidth of the
LTE signal should be at least 20 MHz for the frequency range of 800 MHz and at least 5 MHz for the frequency range
of 450 MHz. The parameters of LTE bands 1800 and 350 MHz, which are allocated for use in railway transport, have
been considered and analyzed. It is shown that for high-speed trains with speeds up to 70 m/s (252 km/h), it is necessary
to use a range no higher than 350 MHz. The obtained results can be used to substantiate the technical characteristics of
the radio communication network on the railway for trains with different speeds.

Keywords
LTE, p-LTE, Doppler effect, handover, carrier frequency, railway transport, probability of successful handover
For citation: Medvedev A.S., Raspaev Yu.A. Justification of the choice of mobile broadband access

technology for building radio communication networks of railway transport. Scientific and Technical Journal
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BBenenue

CoBpeMEHHBIE CHCTEMbI TEXHOIOTHYECKOIH PainOCBsI3H
KEJIE3HOJOPOKHOTO TPAHCHOPTa 0OECIIEUNBAIOT PEIICHNE
CJEeYIONINX 3aJ1a4: aBTOMATU3aIMs KOHTPOJSA U yIpaB-
JICHUS JBMKEHHEM, 00eCIeunBaronias MOBBIIICHUE CKO-
pocTel IBMKEHMs MOE3/10B U MPOIYCKHON CIIOCOOHOCTH
JKEJIE3HBIX JOPOT; Pa3BUTHE CUCTEM KOHTPOJISI COCTOSHUS
MHPPACTPYKTYPHI U TOJBIKHOTO COCTaBa; pa3BUTHE CHU-
CTEM ONOBELIEHHs] 1 THPOPMUPOBAHHS ACCAKUPOB; KOOP-
JVHALMS JIBYDKCHUS TTOABHKHOTO coctasa. [is pemenus
TEXHOJIOTHUYECKHX 3a/1a4 JKEJIC3HOI0OPOXKHOTO TPaHCHIOpTa
HEOOXOJIMMO TIOCTPOCHHUE ITI00aTBHON CHCTEMBI PAIHOCBS-
3M C 3aJJaHHBIMHU XapaKTePHCTHUKAMH HaJISKHOCTH | TIPO-
MyCcKHO# criocoOHocTH. B HacTosmee Bpems Poccuiickne
JKEJIE3HBIE JIOPOTH MCHOJIB3YIOT CETH PAANOCBI3U HA OCHO-
Be TexHostorur GSM-R, KoTopbie 00eCIeUnBarOT IIepeaaTy
roJI0coBOi MH(GOPMAIIMKM U HU3KOCKOPOCTHBIX JAHHBIX
JUIsL OCHOBHOTO TapKa KeJIe3HOAOPOKHOIO TPAHCIIOPTa,
JBIDKyIIErocs co ckopoctsamu a0 100 km/u (27 m/c). dust
peLIeHHUs IEPCIEKTUBHBIX 33/1a4 TPeOyIOTCs TEXHOJIOTUU
ces3u ypoBHs Long-Term Evolution (LTE), obecnieunBa-
IOIINE BBICOKYIO HPOITYCKHYIO CIIOCOOHOCTB /10 JIECSTKOB
MOuT/c M yBepeHHBINH XOHIOBEP NPH ABIKCHUH TOE3/1a
co ckopocThio 1o 250 xM/g (70 m/c). [locTpoeHue ceTn
panuoCBA3M AT Helell KETE3HOAOPOKHOTO TPAHCIIOpTa
BO3MOJKHO I10 JIByM BapHaHTaM: MCIIOJIb30BAHMUE CETEH
CBSI3H OOIIETO MOIb30BAHUS CO CTAaHJAPTHBIMHU YaCTOTAMHU
LTE u ucnonb3oBanue yactHbix ceteil p-LTE Ha BbineneH-
HBIX 4acTOTax.

B ycioBusX BBICOKHX CKOPOCTEH JABUMKEHHUs 110€31a
HMeEeT MECTO Jerpajanus KauecTBa CBSI3U MO pALy MpU-
yuH: 3¢ dexr Jlomnepa, MexcCUMBOIBHA HHTEpdEpeHINS,
CHIDKEHHE OTHOIICHHUS! CUTHAJ/IIYM IPU OTAAJICHUH OT
6a3oBoii craniui [1]. OCOOEHHO CHITFHO JIerpaialiiisi CBs-
3W TMPOUCXOUT NP XIHAOBEepax (MPOIEaypax Meperadn
AKTHBHOTO COEIMHEHUS MEK/Iy COTaMH), KOT/ia CBsI3b Ipe-
PBIBACTCSI MITH YBEITMUMBACTCS KOJIMYECTBO MOBTOPOB. [10
9TOH MpUYHMHE, IS 00eCIeUeHNSI HEPEPBIBHOW CBS3H,
HEOOXOAMMO HAaNTH PEIICHHUS, KOTOPBIE MOBBICAT BEPOST-
HOCTh X9H/I0BEPa JJa’Ke TPH BBICOKUX CKOPOCTSX IBHKCHUS
AOOHEHTCKOH CTaHIUH.

B coBpeMeHHBIX HayuHBIX paboTax IPUBEICHBI PE3YIlb-
TaThl PA3HOCTOPOHHUX MCCIIEOBAaHUM yCIOBUI U Tapame-

TPOB CHCTEMBI CBSI3H, BIUSIIONIMX Ha X3HI0Bep. B padore
[2] pazpaboTana HMHUTALMOHHAS MOJENb B MPOTrPAMMHON
cpeae QualNet, ¢ MOMOIIBIO KOTOPOI M3Yy4CHBI J1Ba Mapa-
merpa xanpoepa — TTT (Time-To-Trigger, Bpems cpada-
teiBanust) U Hys (Hysteresis, addexr rucrepesnca). Padora
[3] mocBsimena ontumuzanuu xaua0sepos it LTE-cereit
C TTOMOUIBIO AaBTOMATHUYECKON MOACTPOMKH MapaMeTpoB
TTT u 3anaca MOLIHOCTH C UCIOJIb30BAHUEM METOJOB
HEUYeTKOM JToruku. B pabore [4] pazpaboTaHa UMHUTAIIHOH-
Has MoJieNb B mporpaMMHoil cpexe MathCAD, mo3Bons-
I0IIasl aHAJIM3UPOBATH PONU3BOJUTEIBHOCTD XIHI0BEPOB
A0OHEHTOB MEXIY COTAMHU B CETH 4-I0 MOKOJICHHS MO-
6mnsHOM cBa3u LTE. B [5, 6] BbImonHeH aHaIu3 BIUSHUSL
BBICOKOW CKOPOCTH JBHKEHHs aDOHEHTa Ha BpeMsl Hayasia
xaH10Bepa. KoMIuiekcHoe peleHye npeyiokeHo B paboTe
[7], tne mpencTaBieHa MOJEIb BEPOSITHOCTH YCIIEIIHO-
TO XPHJIOBEpA, B 3aBUCUMOCTH OT YHCJIA TOJAHECYIIUX B
OFDM-cumBoie, 4aCTOThl HECYIIEN U CKOPOCTU IBUKEHUS
a0OHCHTA.

B mpuBeneHHBIX MOJEISAX paccMOTpeHa CKOPOCTh
IBIKeHNUS aboHeHTa He Oosiee 100 kM/4. DTa BEIUYH-
Ha HE JJOCTAaTOYHa JJIs1 00eCIeueHNs] HEMPEPHIBHOCTH
CBSI3H C BBICOKOCKOPOCTHBIMH 0OBEKTaMH, HAallpHMep, T0-
e3za.

Llenb paboThl — MOMCK TEXHOJOTHHU U IAapaMeTPOB
CUTHaJIa, KOTOpble OynyT 3(h(HEeKTHBHBI IPH CKOPOCTSIX
JBIDKeHUs aboHeHTa (roe3na) 10 250 km/4. [Tox kauecTBOM
CBsI3M Oy/1leM IOHUMATh HENPEPBIBHOCTH CBSI3H, ONpe/erIsie-
MOH YCIICHIHBIM BBIOJTHEHHEM TIPOLETYPhI XOH/I0BEpa —
nepesiady 00CITy>)KUBaHUS ADOHEHTA BO BPEMsI BBI30BA HIIH
CECCHH TIepeJjadn JIaHHBIX OT OAHOM 0a30BOH CTAHINU K
JIpyrou.

Mogenb BepOSITHOCTH YCIICIIIHOTO XJH/10Bepa

HenpepblBHOCTh CBSI3W BO MHOTOM OIpE/eisieT-
Csl YCHEUIHBIM BBIITOJIHEHHEM MPOLEIYPhl XOH0BEpA.
PaCCMOTpI/IM H3BCCTHYIO MOJECIIb BEPOATHOCTH YCIICIITHOTO
xaH10Bepa [7]:

M-1| N, ‘
Py= 1| (1= [1 = 02y 1y 1[1 - 002y | (1)

=0 Lj=1
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rae vy, = — cpeaHee OT-

1
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No
HOIIEHWE HPHEPTUHU CHUTHAJa K MOIIHOCTH IIyMa Ha
JIHTENBHOCTh OMTa mepenaBaeMoil mHdopmamuu,

s

log,K

I—E[N+2Y]+

N-1
Y=y (N - i)Jy(2nf,,Ti)), N — 4uCi0 NOAHECYIIHNX Ka-

=1
Hanaj OFDM, J, — ¢dynaxuns beccens HyneBoro nopsia-
Ka, Ty — IPOIOKUTENBHOCTh CUMBOJIA HCITONB3yEeMOMN
CXEMBI MOIYJILIUH, IIEPENAHHOTO Ha MOgHECyIel, Ny —
CIEKTpasIbHasl MIIOTHOCTh I'ayccoBa IIyma, £, — 3Heprus

SV
curnana, K — 4ucyio Out B CUMBOIIE, f,, = ——— — 4acToTa
c

Homnepa, V,,— cKOpocTb IBUKEHUSI a0OHEHTA, ¢ — CKO-
pPOCTh CBETa; Q(\/2T(b) — BEPOSITHOCTh OIIMOKK Ha OWT;
L;— nnuna cooliienus B Outax; M — 4ucio ynpasisio-
KX COOOIIEHUH; N;— YHCII0 HOBTOPOB IPH Nepeaade i-ro
COOOIIICHHUS XOHI0BEPA.

Ha ocHoBanuu ananusa (1) MOXHO cienaTrh BBIBOJ,
YTO 3HAYUTEIHHOC BIUSHUEC HA BEPOSTHOCTH YCIICITHOTO
XJHJI0BEpa OKa3bIBaeT KOJMYCCTBO MOMHECYIUX N U Ya-
CTOTa HEeCyIIeH /- DTo CBSA3aHO C TEM, UTO MIPH U3MCHEHUH
YaCTOTHOTO JTHama3oHa MEHSIETCs 3aTyXaHWe CHTHala B
CBOOOIHOM TIPOCTPAHCTBE, a MPHU M3MEHEHHUH YHCIIa IO/~
HECYIINX, N3MEHIETCS SHEPTHsI CUTHANA. Taxke, C yMEeHb-
HICHHEM HECYIIEH YacTOThI, CHIKACTCS BIustHUC dhdeKrTa
Homnepa [8]. LleneBoe 3HaueHME Yncia MOBTOPOB JOJKHO
CTPEMUTLHCA K €AUHULIC, TIOTOMY YTO YBEJIMUYCHUE [TIOBTOPOB
CHIYKAET CKOPOCTB Iepeiaudl HHPOPMALIUH.

Ha puc. 1 mpezacraBiena cxema JABWXCHHS 110€37a
Boib 6a3oBbIx cranuuii (BC), rae mokasan BeKTOp CKOpo-
CTH BOITHOBOTO (PPOHTA IIEKTPOMATHUTHOTO H3ITyYCHUS,
BEKTOp JIBIDKCHUS TI0€3/1a 1 MECTO COBEPIIICHUS XIHIOBE-
pa. M3 cxeMbI BHIHO, YTO Ha TPaHUIE 30H 0OCITyKHUBa-

No

MHUHUMaJIBHBIN U cocTaBisieT —80 nbM. JlaHHBINA cUTHAI
WCIIOJB30BaH Ha TPAaHUIIC 30H OOCITY)KUBAHHUS [IPH MTPOCK-
THPOBAHUU 0A30BBIX CTAHIIMIA BIOJIb JKEIC3HOLOPOKHBIX
nytei. Taxke Ha rpaHune coT HU3Kass Moryisiiust QPSK

Hust BC1 u BC2 otHomenune curnan mywm (OCHUIII

BCl1

I'panuiia 308 06CITyKUBAHHST
(coBepIiaeTcst XOHI0BEP)

(Quadrature Phase Shift Keying/kBanparyphast ¢azoBast
MaHMITYJISIIKSA ), IPUMEHEHa TIPU COBEPIICHUH XAH0BEpA.
Yucyio OUT B cUMBOJIE TIPH TAHHOH MOIYJIALUK PAaBHO 2.
Taxum oOpa3oM, mpH OTHAJCHUU OT 0a30BOM CTAHIINH
YPOBEHb CHUTHAJIA YMEHBIINUTCS, & MOIYIISIIUS CHU3UT-
cs oT BeIcOKOH 64 QAM (64-ary Quadrature Amplitude
Modulation/64-mo3uninoHHas KBagpaTypHass aMIUTUTYI-
Has MOIy/sinusA) K Hu3Kkoi. Anroputmel LTE mo3BomnsioT
MEHSITh MOIYJISIIIMIO ABTOMATUYECKN B 3aBUCHMOCTH OT
ypoBHs curHana. [lpu npubnmxernn Kk 0a30BOM CTaHITUN
YPOBEHb CUTHAIa U3MEHHUTCS OT HU3KOTO K BBHICOKOMY, a
MOJIYJISILMSL OT HU3KOH K BbICOKOW. UTOOBI CBSI3b HE TIPEPhI-
BaJIaCh, YMCJIO TIOBTOPOB HEOOXOAMMO MTPUHSTH PaBHBIM 1.
Ecnu B3s1TH Oo0JIbIIIEE YMCIIO TOBTOPOB, TO XHI0BEP OyJieT
BBIMONHSTHCS € 3aA€PKKON, HO 9TO MO3BOJUT MOBBICUTH
BEPOSITHOCTD €0 YCIEIIHOTO BBITOIHEHHUSL.

Mogens (1) He UMeeT CyIIEeCTBEHHBIX OTPaHUYCHUH U
MOXKET TIPUMEHSTHCS [UISI CHCTEM CBSI3H KEJIE3HOIOPOKHO-
ro TpaHcnopTa. Mozesnp sBIsIeTCs aHAIUTUIECKON U OTpa-
’KaeT HanboJee CyIIeCTBEHHBIE MTapaMeTPhl, BIUSIOIINE
Ha KaueCTBO X?HJ0BEPA, TAKHE KaK CKOPOCTh JBMKEHHS
aboHeHTa, YacToTa Hecymiel, uncno nognecymmx LTE-
CHUTHAJa, YUCJIO OBTOPOB. Mofienb aIeKBaTHO pearupyeT
Ha TIpeJiesIbHbIC 3HaYEHHsI CKOPOCTH JIBH)KCHHUSI aDOHEHTa
(BEpOsITHOCTH YCHENIHOTO X?HJI0BEpa OKa3bIBAeTCs B HYIIE).
Pesynprarsl MogenupoBanus [7] Xopomio COBHNAJAOT C
pe3ynbTaraMy MOACIMPOBAHUS, OITYYEHHBIMHU APYTHMHA
aBropamu. B padore [9] nmpoBeneHo ucciieoBaHie BIUSTHUS
CKOPOCTH JABMKEHHSI a0OHEHTOB HA MHTEHCUBHOCTH OOPBI-
Ba cBsi3u B ceTu LTE, Tae OBIIN MONYYEHBI CIEAYIONTNE
pe3yIbTaThL: IpH Hecyiel gactote 6omee 1800 MI't cetn
LTE He cniocoOHBI TOAAEPKUBATH CBA3b 0€3 00PHIBOB IpH
CKOpOCTH JBWXeHHUs aboHeHTOoB Oonee 30 m/c. B monenn
(1), mpu Tex ke TaHHBIX, Pe3yJbTaT MoTy4YeH He Oonee 35
Mm/c. B paborte [4] pa3paboTaHa UMUTAIIMOHHAS MOJICIIb, B
KOTOPOH MCCIE0BaHa BEPOSTHOCTH MO3/IHETO XIHI0BEpa
B cersix LTE B 3aBHCMMOCTH OT CKOPOCTH ABHMKEHUS a00-
HEHTa, IIPU KOTOPOM CBsI3b IpephIBaeTcs. MojenupoBaHue
nposeaeHo npu yactore 2100 MI'y u mimpuHe Monockl
15 MI'u. Pesynbrar nmokasai, 4To CBs3b IPEPBIBATHCS HE
OyzieT npH JaHHBIX NApaMETPaX MPH CKOPOCTU JABHIKECHHS
abonenTa He Oosree 70 xm/4 (= 20 m/c). B ananuTHyeckoi
mozenu (1) pe3ynmsrat, Ipu TeX Ke mapameTpax, MoIydIeH
He Goiee 25 M/c.

BC2

[

TToe3n

il

Tloe3n
N\

3onHa obcmyxuBanus bC1

Bricokast momymsimus 64 QAM
OCHII -30 nbm

3onHa obcmyxuBanust bC2

Bericokast momymsimus 64 QAM
OCHUI -30 nbm

Hwuskas mogymsmus QPSK
OCHII —80 nbm

Puc. 1. Cxema X3HI0BEpa JUIS )KEIE3HOH JOPOTH

Fig. 1. Handover scheme for the railway
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Takum o0pa3oM, UMeeTCst OCHOBaHHUE T10JIararh, 4TO MO-
nenb (1) siBiseTcst aieKBaTHOM, TOHATHON U YIOOHO! Jist
paboThI, €€ MOYKHO HCIIOIB30BaTh /IS [IOMCKA TTapaMeTpoB
CHUTHAJIA, JOCTATOYHBIX ISl PCIICHUS 3a1a9l 00CCIICUCHUS
HENPEPBIBHOW CBSI3U MPH BBICOKUX CKOPOCTSIX TBHKCHUS
moesa.

ITocTpoenue cereil paguocCBsI3u KeJIe3HOLOPOKHOTO
TPaHCTIOPTa UMEET HEKOTOPHIE 0COOCHHOCTH U OTINYHS
110 CPABHEHMIO C MMOCTPOEHUEM OOIINX ceTel MOOMILHOM
cBa3u. [Ipexae BCero — 3TO BBICOKOCKOPOCTHBIE CPEIBI.
JKene3HomopoXHBIN TpaHCIIOPT pabOTAaET B BRICOKOCKO-
POCTHBIX Cpefiax, I7ie Moe3/a MOCTOSHHO HaXOATCS B JIBH-
KeHUH. Takxke ceTh PaJMOCBA3M Ha KEJIC3HOAOPOKHOM
TPAHCIIOPTE JOJDKHA OBITh BHICOKOHAJIC)KHOU, MOCKOJIBKY
OHA UCHOJIB3YETCs Il KPUTUUECKU BasKHBIX MPUIIOKEHUH,
TaKMX KaK yrpaBJICHNE N0e3/1aM1 1 obecriedenue de3omnac-
HOCTH. OUYeHBb Ba)KHO, YTOOBI CBSI3b HE MpEphIBajach Ha
MIPOTSDKCHUN BCETO TTYTH, B TOM YHCIIC U ITPH COBEPIICHUN
XJHJIOBEpA.

ITockonbKy CylIECTBYIOLIME CETH CBSI3U POCCUMCKUX
omneparopoB u cetu p-LTE paboraror B AnamazoHax, Ko-
TOpBIE CYIIECTBEHHO OTIMYAIOTCS APYT OT JApyra, BO3HHU-
KaeT HeOOXOAMMOCTbh CPABHUTEIBHOIO aHAJIN3a U OLEHKH
BO3MOKHOCTH IIPUMEHEHUS CeTel pa3iuuHON NMpUHa-
JICKHOCTH ISl BEICOKOCKOPOCTHOTO KEJI€3HOJOPOKHOTO
TpaHCHOPTA.

AHAaJIN3 TEXHOJOTHH ceTeil 001ero moJib30BaHus

PaccmoTpuM mapaMeTpbl CHTHaja, Ha KOTOPBIX CTPO-
arcsi cetu LTE o0mero monb30BaHusi pOCCUMCKUX OTIe-
paropos (tabiu. 1), rae TDD (Time Division Duplex) —
BPEMEHHON Pa3HOC BXOJSIIEr0 M UCXOASAIEro KaHaja, a
FDD (Frequency Division Duplex) — uacToTHbI# pa3HoC
BXO/ISIIIIETO M MCXOASIIETO KaHaa.

B psine nmuanazonos (Harnpumep, LTE-450) ucnomns3o-
BaHa I10JI0CA YacTOT TOJIbKO 5 MI'1, a B HEKOTOPBIX JHa-
na30Hax MOYKHO HCIIONB30BaTh 4acTOThl 5 MI'1u 20 MI'.
Texnomorus LTE npenycmarpuBaet Boinenenue 300
nmogHecymux B mosoce 5 MI'm u 1200 B monoce 20 MI'ng
[10].

B Tabun. 2 npeacraBiieHbl TapaMeTpbl CUTHAJA, MPH
KOTOPBIX coBepiIaeTcsa x3HnoBep B ceTsax LTE obmero
MOJIb30BaHUS.

Ha puc. 2 npuBeaeHbl 3aBUCUMOCTH BEPOSITHOCTH
YCIIEIIHOTO XOHA0BEpa Ul BCEX MapaMeTpoB CUTHaa,
pea3yeMbIX B CeTsIX CBsI3M 001ero pocryna Poccun.

W3 puc. 2 BuAHO, 4TO Xy[AMIUN PEKUM XIHIOBEPA IMO-
ayyeH Ha yactote 2600 MI'u pu uncie noguecymux 300.
OH obecnednBacT yCHEIIHbBIH X3HI0BEP HA CKOPOCTIX
TBIDKSHMS 1Toe371a /1o 24 m/c. Jlydmmme peskuMbl 00ecTieur
YCIICIIHBIN X2HIOBEP Ha CKOPOCTSX 10 50 M/C Ipu yacToTe
800 MI'm m xonmuectBe mogHecymux 1200, a Taxke mpu
gactote 450 MI't u uncne nmoguecymmx 300. [TyHKkTHpHOMI
JuHHEH 0003HaUYEHA CKOPOCTh, MPU KOTOPOW XIHAOBEP
JIOJDKEH YCIICIIHO BBIMOJIHSATHCS MPU CKOPOCTH JIBHIKCHUSI
70 m/c (B moe3nax «Camncan»). Buano, uyto naxe Jrydimii
pexxum cetu LTE o01ero nosbp30BaHus HE yI0BIETBOPSIET
9THM TPeOOBAHMSIM.

Amnanm3 texHosorui p-LTE

PaccMoTpuM BapuaHT MCIIOIB30BAHUS BBIACICHHBIX
JIMana3oHoB 4acToT Juist noctpoenus cetu p-LTE sxenes-
HOIOPOXKHOTO TpaHCTOpTa. [ocynapcTBeHHass KOMUACCHS T10
pamunogacroram (I'KPY) Bemenmia mBa muama3oHa 4acToT
JUISL JKEJIE3HOIOPOAKHOro TpaHcnopra: noiocy 10 MI'n B
nuanasone 1800 MTI'u! u monocy 20 MI'u B guanasoHe
350 MI'u2. Ha OCHOBaHWH YCJIOBHI IPUMEHEHHS YaCTOT B
nuanazone 1800 MI'y ucnonbssyercst 600 momHecymux, a
B nuanazone 350 MI'nm — 1200 nmonHecymux.

B tabn. 3 npencTaBieHbl MapaMeTphl CUTHAJA, TPU
KOTOPBIX coBeplIaeTcst X3H10Bep B cersax p-LTE.

Ha puc. 3 moka3aHbl 3aBUCUMOCTU BEPOSITHOCTHU
YCHEIIHOTO X9HJ0BEpPa OT CKOPOCTH MOe3/a AJid CeTeH,
paboraromux B nuamazonax 1800 u 350 MI.

U3 rpaduka BugHO, uTo B nuanazoHe 1800 MI'm Be-
POATHOCTH XPHJIOBEPA IJIT BEICOKOCKOPOCTHBIX ITOE3I0B
npu ckopoctu 70 M/c OIM3Ka K HYJIO, a B AUAMa30HE
350 MI'm — 0,8. Taxyro BEpOSITHOCTH MOKHO CUHTATh
MIPUEMJIEMO.

PaccMmoTpuM paccTosHUS, HAa KOTOPBIX PACIIONararoTCs
6azoBbie cTanuu npu yactorax 1800 MI'tu 350 MI, B
3aBHCHMOCTH OT ypoBHA curHana —80 n1bm, koTopsie mpe-
TepreBaeT CUrHaj Ha 6a30BbIX yactorax. Haiiiem norepu
MyTH:

A 2
oo ) )
rne D, u D, — xo3(h(pUIHeHTH yCUICHUs epeaaonei u
TIPUEMHON aHTEHH; A — JUIWHA BOJIHBI CUTHANA; d — pac-
CTOSIHUE MEKy aHTEHHAMH.

Ha puc. 4 nokazaHbsl 3aBUCUMOCTH MOTEPH IIyTH OT
paccTOsIHUS Moe3/a M OT 6Aa30BOI CTAHIMH [UIS TUAMIA30HOB
1800 u 350 MI'm.

W3 puc. 4 BugHO, uro npu yacrore 1800 MI'1 xsH10-
Bep OyZeT BBINOJIHEH Ha paccTostHuu 1,6 KM OT 0a30Boi
ctanuuy, a npu 350 MI'ni — Ha paccrosHuu 5 kM. Takum
00pa3oM Ha ITyTH CJIEJ0BAHUs I0€3/1a IIPOIecC XIHI0BEpa
B ceTsix 350 MI'y mpoucXoUT B HECKOJIBKO Pa3 pexe, YeM
B ceTsix 1800 MI'm1. A 6a30BBIC CTAHITH HA MPSIMBIX Y9acT-
Kax MOYKHO pacrnonarats npu 350 MI'11 Ha paccTostHUHM 10
10 xM, B orianunu ot 1800 MI', roe 6a30Bble CTaHIIUU
HE0OXOUMO pacroiararh Ha PaCCTOSTHAM 710 3,2 KM.

I Pemenne 'KPY or 11 centsa6ps 2018 roma N 18-46-02
«O BBIZENEHUN TONOCH paguodactoT 1785-1805 MI'n mius
PaJMOAIICKTPOHHBIX CPEICTB CYXOIMYTHOH TTOIBHKHOM CITyKOBI
JUISL CO3/IaHMUsI TEXHOJIOTHUYECKHX CETEil CBSI3M Ha JKEJIe3HOI0POXK-
HOM TpaHcropte» [DnekrponHsiid pecypc]. URL: https://docs.
cntd.ru/ document/551218941 (nara obpamenus: 12.10.2022).

2 Pemenune 'KPY Ne 20-55-06-2 ot 13 urons 2020 roaa
«O BpIIEneHUN nonockl paguoyactot 350-370 MI'n qnst uc-
MOJIB30BaHUS PAJAHOIEKTPOHHBIX CPEICTB MOOMIBHOTO IIIH-
POKOITOJIOCHOTO OECIPOBOAHOTO JOCTYIA IOJBHKHON CIYX-
Obl, IpeAHA3HAYCHHBIX IS MOCTPOCHUS TEXHOJIOTHYECKOIT
ceTH cBs3M (elepanbHOil CHCTEMBI TPAHCIIOPTHOMW TeeMa-
tuku» [DnexTporHbIil pecypce]. URL: https://docs.cntd.ru/
document/565438828 (nara obparmenus: 12.10.2022).
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Tabnuya 1. Tlapamerpsl cursana cet LTE o6utero nons3osanus B Poccun’

Table 1. Signal parameters of the public LTE network in Russia

0611;;1;1;1[};?% Howmep [,T:[F[IiI]gHaSOHa J'IHHIK/;[I llslllaepx, Junus srus, M HlnpAH;i/}Il?IJ:ocm Bu Momysim Tymnexc
LTE-2100 1 1920-1980 2110-2170 5; 20 QPSK 16 QAM, FDD
LTE-1800 3 17101785 18051880 5,20 64 QAM FDD
LTE-2600 7 2500-2570 2620-2690 5; 20 FDD
LTE-900 8 880-915 925-960 5; 20 FDD
LTE-800 20 832-862 791-821 5; 20 FDD
LTE-450 31 452,5-457,5 462,5-467,5 5 FDD
LTE-2600 38 2570-2620 5; 20 TDD
LTE-2300 40 2300-2400 5; 20 TDD

! Yro takoe LTE Band 3, Band 7, Band 20? Bauapt LTE B Poccnn [Dnexrponnsiii pecype]. URL: https://gsm-repiteri.ru/chto-takoe-
Ite-band-3-band-7-band-20-bendy-lte-v-rossii (gaTa obpamenus: 12.10.2022).

Ta6auya 2. Tlapametpsl B cetsix LTE o61ero nonb3oBanus

B Poccun

Table 2. Signal parameters in public LTE networks in Russia

Tabnuya 3. IlapameTpsl curnana B cetsix p-LTE

Table 3. Signal parameters in p-LTE networks

ITapamerp 3HadyeHue
Iapaverp 3HateHue Hecymas gacrora, MI'g 350, 1800
Hecymas 1acrora, MI'n legg’oégg’ofé 0 I}g(;f:qecmo nonuecymux B OFDM-cum- 1200, 600
KonnuectBo noxnecymu B OFDM-cum- 300, 1200 Inprsa moocs: chraana, M 20. 10
BOJIE ’ ’
Bricora nojBeca aHTEHHBI, M 20
[Iupuna nonocs! curnana, MI'g 5,20
Koadpdunuent ycunenus npueMHol aH- 7,15
BricoTa mogBeca aHTEHHBI, M 20 rermbr. dbi
Koapdunment ycunenus anteHHsl, dbi 10 Kod(hHIHenT yeuenns nepearomeii an- 10
MonynaiuoHHO-KOI0Bast cXeMa QPSK TeHHbI, dbi
OTHOIIEHHE CUTHAJ/IYM, 1bM -80 MonaynsaunoHHO-KOI0Bask cXema QPSK
Yucno aHTeHH: OTHOIIICHHE CUTHAN/TITYM, 1bM -80
Ha NepeiartmKe 2 Yucno aHTEHH:
Ha HpHEMHUKE 1 HAa TepeaaTianKe 2
Ha IPHEMHHKE 1
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BeposarnocTs ycnemnoro xanjaosepa (P,)
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CKOpOCTh JBIDKCHUS 1TOE3/1a, M/C
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——IIpu f=2600 MI', N=300
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—«—IIpu f= 2100 MI'y, N=300
Ipu f= 800 MI', N =300
—— [pu /=450 MI'u, N=300
——IIpu /= 2600 MI', N= 1200
——TIIpu /=800 MI'u, N= 1200
----- Cxopocts noesna Carcan

Puc. 2. T'padykn 3aBUCHMOCTEH BEPOSTHOCTH YCIEIIHOTO XPHIO0BEPA OT CKOPOCTH JBIDKEHHs moe3na 1t cereit LTE obmero
[10J1b30BaHUs

Fig. 2. Graph of the dependence of the successful handover probability vs. the speed of the train for public LTE networks
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Puc. 3. I'paduku 3aBUCUMOCTEH BEPOSTHOCTH YCIEITHOTO XOHI0BEPA OT CKOPOCTH ABMKECHUS M0€3/1a [UIs BBIACICHHBIX UAa30HOB

1800 MI'yu 350 MI'g
Fig. 3. Graph of the dependence of the successful handover probability vs. the speed of the train for the allocated bands of 1800 MHz
and 350 MHz
0 Ha CHUTHAJ CeTH padodvero nuama3oHa U KOJTUYecTBa MOJI-
= Hecymmx curaaga OFDM.
" 20 Paccmotpens! 1 mpoaHaIM3upOBaHbl IapaMeTpbl CUTHA-
g Ja ceTeld CBA3H OOILEro MOIb30BaHuUs, KOTOPBIE MOLYT ObITh
> —40 _
E — f=1800MI'l  ppumeHeHE! Ha KENE3HOAOPOKHOM TpaHcHopTe. Crenan
fo,- 60 — /=350 MI BBIBOJI, YTO [JIs1 BBICOKOCKOPOCTHOI'O TPaHCIIOPTA CTaH-
5 JIapTHBIE apaMeTpbl CETH CBS3HM OOLIETO MOJIb30BAHUS
= 80 MOKa3bIBAIOT HEMIPUEMIIEMBIE PE3YIbTATEL. BeposATHOCTH
0 2000 4000 6000 X2HI0Bepa Ha ckopocTu 70 M/c cTpeMuTcs K Hyiro. s

Paccrosaue, m

Puc. 4. I'padmku 3aBHCUMOCTEN TIOTEPH Iy TH OT PACCTOSHHS
rpu yacrorax 1800 MI'u u 350 MI'n

Fig. 4. Graph of path loss dependence vs. the distance at
frequencies of 1800 MHz and 350 MHz

[TonydeHHBIE BETUYUHBI SBISIOTCS PE3yIbTaTOM
YUCJICHHOTO MOJCIHPOBAHUA. AJCKBaTHOCTh PE3yIIbTa-
TOB TpeOyeT YTOUHEHHs MPH MPAKTUYECKONW peau3aluu
CeTH.

3akiarouenne

[IpoBeneH aHaMM3 MOAETH BEPOSTHOCTH yCIEITHOTO
X9HIOBEPA B 3aBUCUMOCTH OT CKOPOCTH JIBHKCHUS JKeIe3-
HOJIOPOXKHOTO TpaHcmopTa. /laHo 0600CHOBaHME BIHSHUSA
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Isa LN.M., Baba M.D., Rahman R.A., Yusof A.L. Self-organizing
network based handover mechanism for LTE networks // Proc. of the
2015 International Conference on Computer, Communications and

TI0E3/10B, CKOPOCTH KOTOPBIX He TpeBbIaeT 50 M/c meme-
coobpa3Ho ucmonb3oBath Texaonoruto LTE B nuamasone
800 MI't ¢ mmpuHOH monockl He Meree 20 MI 1 wu B -
anazone 450 MI'11 ¢ mMpuHON TIOJI0CH! He MeHbIe 5 MI.
Wccnenosans! TexHonoruu p-LTE 11s aByx n1uana3zoHos,
BBIJICTIEHHBIX JIJIS 1IEeTIEH JKEIe3HOAOPOKHOTO TPAHCIIOPTA.
Ha ocHOBaHWU MONYyYeHHBIX PE3yIbTATOB CAENaH BBIBOJ,
YTO ISl BBICOKOCKOPOCTHBIX MOE3/I0B, CKOPOCTh KOTOPBIX
nocruraet 70 m/c, HEOOXOAUMO HCIIONIL30BAThL JUAIA30H
He BhIe 350 MI'm.

PacueTHBIM ITyTeM MOKa3aHBI PACCTOSIHUS, HA KOTOPBIX
TpeOyeTcst pacmonararb 0a30BbIC CTAHIIMH, paOOTAIOIINe
Ha yactorax 1800 u 350 MI'1. Tak qisg wactorsl 350 MI'g
paccTosiHHEe MEXIy 0a30BBIMH CTAHITUSAMH HE TOJDKHO
npeBbeImarh 10 kM.

PesynbTartel MOIETNPOBAHNS TPEOYIOT YTOUHEHHS MTPH
MIPAKTHUYECKOHN peaan3auy CeTH.
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Abstract

The progress in the stream of the power electronic converters has led to the expansion of various protection devices for
the distribution system. This also has led to an assortment of flexible transmission devices aiming to enhance the stability
of the system throughout a variety of power quality issues and, furthermore, for enabling flexible uninterrupted power
transmission during turbulences. This paper augments the employment of two Custom Power Devices, namely, Dynamic
Voltage Restorer and Distribution Static Compensator for dealing with various power quality issues associated with
distributed generation systems. This paper also involves analysis of performance of proposed Custom Power Devices
with various algorithms, like gravitational search algorithm, BAT algorithm and ANT colony optimization algorithm
for improving the stability of the power system. The proposed system has been tested with various distributed systems,
fault conditions, and assessment has been performed among different algorithms in terms of supply voltage, supply
current, active power, reactive power, and power factor. The design and analysis of entire system has been executed
using MATLAB/Simulink.
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AHHOTAIUA

Pa3zBuTHe 00/1aCTH CHIIOBBIX JIEKTPOHHBIX ITPpeoOpa3zoBareriell BEI3BANIO YBEINUCHNE KOIMYECTBA 3aIUTHBIX YCTPONHCTB
JUTS PACIIPEACIMTEIHON CHCTEMBL. DTO NMPHBEIO K CO3IaHUIO ACCOPTUMEHTA THOKUX yCTPOICTB Nepe/iaun, HalpaBIeHHbIX
Ha MOBBIIICHUE CTAOMIBHOCTH CHCTEMBI IIPU MPOoOIeMax ¢ Ka4eCTBOM JIEKTPOIHEPTHH, U Ha oOecreueHue THOKOH
OecriepeOoiHON Mepesaun YHEPTUH BO BpeMs TypOylIeHTHOCTH. PacCMOTpeHBI BO3MOXKHOCTH HCIIOIBb30BAHHS ABYX
TIOJTE30BATENIFCKUX CHJIOBBIX YCTPOICTB: AMHAMHYIECKOTO BoccTaHoBUTeNs HanpshkeHns (Dynamic Voltage Restorer,
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DVR) u pacnpenenutenbHOTO cTaTHueckoro kommencaropa (Distribution Static Compensator, DSTATCOM).
an/IMeHeHl/Ie CHJIOBBIX yCTpOﬁCTB NpeaAHasHa4YCHO Jid PCIICHUA npoﬁneM Ka4y€CTBa DJICKTPOOHEPIUH, CBA3AHHBIX C
CHCTeMaMH pacrpe/eieHHON renepannu. [IpoBeeH aHamu3 NpOU3BOANTENFHOCTH MPEATOKEHHBIX MMOB30BATEbCKIX
YCTPOWCTB HAIPSDKSHUSI TIMTAHUS ¢ TIPHMEHEHHEM aJITOPUTMOB: TPaBUTALMOHHOTO MOKMCKA, JieTyunx mbiieii (BAT)
u MypaBbuHOTO asroputma (ANT) ist moBbIIeHNsT CTA0MIBHOCTH CUCTEMbI TUTaHus. [Ipe/uioKeHHas cucrema
MPOTECTHPOBAHA C PA3TMYHBIMH PacIpe/IeIeHHBIMI CUCTEMAMHU U YCIOBHUSMHU OTKa3a. BhIMOTHEHa OIleHKa BRIOPAHHBIX
QITOPUTMOB C TOYKH 3PEHUS HAPSOKECHUS IUTAHUS, TOKA TUTAHNS, aKTHBHOW MOIIHOCTH, PEAKTUBHON MOIIHOCTH
u k03 unmenta MoHOCTH. [[pOEKTHPOBAHNE U aHAJIM3 BCEH CHCTEMbI OCYIIECTBIIEHBI C UCIIOIB30BAHUEM MAKETa
MATLAB/Simulink.

Kanrouessie cioBa

JUHAMUYECKUH BOCCTAHOBUTEIb HANPSKEHUS, PaCIpeeIUTE]bHbIH CTaTUUECKUI KOMIIEHCATOP, aIrOpUTM
IPaBUTALIMOHHOTO MOMCKA

Cepuika as nutupoBanus: bxasesa K., Pama Pao [1.B.B., Pasu lllpunusac JI. CpaBHUTENbHBINH aHATIU3 IPOU3BO

qutensrocTt DVR n DSTATCOM jtst pactipe/ieNieHHOM reHepariy ¢ aJlrOPHTMOM TPaBUTALIMOHHOTO rovcka // HaydHo-
TEXHHYECKUI BECTHUK MH(POPMAIIMOHHBIX TEXHOJIOTUH, MexaHuku U onTuku. 2023. T. 23, Ne 3. C. 635-645 (na anr.

s13.). doi: 10.17586/2226-1494-2023-23-3-635-645

Introduction

The power requirement has been ever-increasing since
last few years, and also still there have been numerous areas
which undergo power interruptions and power disturbances
tribulations. Furthermore, there has been enormous raise in
the research towards the stream of power semiconductor
devices which intends to condense numerous power quality
troubles like voltage sag, swell, and interruptions providing
continuous, stable power supply through the transmission
and distribution systems. The contraption in the vicinity of
semiconductor devices led to novel transmission devices
well-known as Flexible AC transmission systems (FACTS),
which diminishes the higher power surge, infuses the
required quantity of power where the majority of the loads
guzzles reducing the transient conditions and losses in
the system with less cost. The FACTS devices engross
the usage [1] of a variety of semiconductor devices, like
thyristors, IGBT’S, GTO’S, which inject the power and
also take up the power based up on the control signal
provided to the switches, which also reduces the loading
of lines, better flexibility for power transfer, damping out
of bigger oscillations.

The custom power devices are categorized into
different types, namely, static VAR compensator, static
series compensator, Unified Power Flow Controller,
Interline Power Flow Controller, and thyristor-controlled
compensators. The series compensators holding capacitors
[2] can be worn in the transmission lines which are allied in
series with the lines with increased transmission capacity,
higher power transfer capability, larger improvement
[3] in the stability of the system, economical solution
providing reduction in the generators, conductors and
enlarged parallel paths for the power flow. However, the
drawbacks with the series compensators are superior fault
current, malfunctioning of relays, generation of larger
reverse voltages across the breakers leading to the damage
of the arrangement. The shunt compensators employing
capacitors [4] in parallel with the lines can be utilized,
which injects the reactive power during larger loading
conditions and dipping the voltage drop [5] at the load
side, although engage certain disadvantages like increase
in the handling of generators, conductors leading to higher
investment. The static var compensators supplies [6]

enhanced transient stability, damping of power swings,
abridged power losses, other than require larger values of
inductors and capacitors. Static synchronous compensators
can be equipped for lowering power quality problems
which doesn’t need larger passive elements, requiring
smaller area and generating privileged reactive power at
their output terminals. Thyristor switched capacitors [7]
are one of the classifications of static var compensator
utilizing thyristors whose turn ‘on’ and ‘off” connects and
disconnects the capacitor to the line thereby controlling the
reactive power of the power system and acquiring benefit
of advanced dynamic stability [8]. But the disadvantage of
these devices is necessity of a greater number of thyristors
and so increased cost of the system. So Distribution Static
Compensator (DSTATCOM) is preferred as a custom
power device for the power system which encompasses
coupling transformer and also voltage source converter for
voltage balancing for the period of abnormal conditions [9,
10]. Also, in addition to DSTATCOM, Dynamic Voltage
Restorer (DVR) has been elected as one more custom
device for analyzing diverse abnormal conditions and
loading circumstances.

For the scheme of voltages and power at the power
system, it is required to manage the converter which
provides the voltage balancing; so control techniques have
been adopted for the two proposed custom power devices.
Control algorithms are required in power electronics for
voltage generation and reference signal generation. Some
control algorithms, such as Instantaneous Active-Reactive
(IAR) algorithm, Synchronous Reference Frame (SRF),
Unit Vector Template (UVT) generation, and Exponential
Composition Algorithm (ECA). IAR and SRF are generally
applied for the generation of reference signals but the
drawback of TAR algorithm is the cutoff frequencies. SRF
algorithm does not work well in unbalanced voltage supply.
However, filtering techniques, such as high pass filter and
low pass filter, is used for the extraction of DC signal [11].
UVT can be used for frequency synthesizer and it requires
a Phase Locked Loop (PLL) that makes process more
complex. Genetic algorithm deals effectively with many
optimization problems [12] but the disadvantages with
this algorithm are complicated mutation and crossover
operators along with the speed of convergence. ABC
algorithm can be used where honey bees moves until they
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attain certain optimum solution, but the disadvantages are
larger objective functions [13], slower convergence speed,
lower nature of exploration. Gravitational Search Algorithm
(GSA) in [14, 15] uses agents as particles moving with
certain velocity, it has been proposed for controlling the
voltage source converter. The work utilizes GSA, Ant
Colony Optimization (ACO), and BAT algorithms for
the optimization of power quality. Three optimization
algorithms are used to solve the optimal reactive power
dispatch problem. ACO is one of the popular techniques
for approximate optimization problem proposed by
[16]. Real ant colonies are the inspiration source for this
algorithm. Foraging behaviors of the ants are exploited
in this algorithm to solve discrete optimization problems.
There are several algorithms [17-19] evolved for the
improvement of original ACO algorithms. BAT algorithm
was introduced by [20] and it depends on the features of
microbats. The DSTATCOM and DVR have been tested
with three algorithms, namely, GSA, BAT, ANT algorithms
for various conditions like fault occurrence, switching of
synchronous generator, switching of induction generator,
switching of RLC load.

DVR and DSTATCOM for dealing with power quality
issues

The power system has been designed with the FACTS
devices and also with various algorithms for reducing
power quality issues.

DSTATCOM

This is a custom device which is designed to condense
the harmonics with the switching of nonlinear loads
and also reins the power factor and bus voltage with the
regulation of reactive power into the lines. The one line
illustration representing the static compensator with the
power system is given below. It consists of grid providing
supply for the loads and to the entire power system. At
the load side, a wind mill with induction generator, one

synchronous generator-based wind mill, one RLC load
and a faulted condition have been considered and they
will be switched with diverse timings. At the position
of common coupling, DSTATCOM is associated which
injects at the point of common coupling through coupling
transformer. The basic principle in the rear of STATCOM
is that it can inject or absorb the reactive power and also
exchange the active power with the assist of DC source.
The DSTATCOM consists of voltage source converter
[1-4] coupled to the point of common coupling through
transformer, and the switching for the converter will be
generated with the control approach of voltage control.
The DSTATCOM generates and injects reactive power
at PCC acting as a capacitor if the measured voltage
of the line is less in comparison with the DSTATCOM
voltage. The active power exchange occurs with the faulted
conditions, as soon as the voltage of the compensating
device leads the supply voltage to organize [5] the voltage
of the system and in addition at the voltage terminals of
the DSTATCOM. When any one of the load shown in
the Fig. 1 is switched to ON, power quality issues like
voltage sag or swell occurs. Then that voltage magnitude is
collected and evaluated with the reference voltage, and the
difference is aimed towards the controller. The controller
processes the error and generates gate pulses for all the
six switches of the converter, which, by voltage source,
injects or absorbs the required voltage and reactive power.
In addition, the compensating device acts as a shunt filter
which eliminates harmonic content at the load side and also

at supply side.
The variables used in Fig. 1 are represented as follows:
XS — Synchronous Reactance; IS — Synchronous

Current; T/F — Transformer; XL — Line Reactance; IL —
Line Current; S1-S6 — Switches used in DSTATCOM;
CB1 — Circuit Breaker 1; CB2 — Circuit Breaker 2;
CB3 — Circuit Breaker 3; CB4 — Circuit Breaker 4;
SG — Synchronous Generator; IG — Induction Generator;
Vref — Reference Voltage; Vabc — Three Phase Voltage.

= R load I

PCC CB1

I XS I XL —

(V) < CB2

e -

Grid ,—-- IL Wind mills

Lol CB3

_/

CB4

DSTATCOM

Vref

Fig. 2. One line diagram of power system with DSTATCOM
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DSTATCOM equations are given as follows

dft 1

7:;(7Rflfa + Via - Vta)s
f

dft 1

i :L_(_Rflfb Ve = Vi),
f

dft 1

i =L—(—Rf1fc tVie=Vi)
’f

where I, I, and ;. are the currents in the three phases of
the DSTATCOM system. These currents are controlled by
the VSC in order to regulate the reactive power injected by
the DSTATCOM and to filter out harmonics. V,, Vy,, V. are
the phase voltages for output and V,,, V', V,. are the phase
voltages in PCC bus with respect to neutral. The converter

output phase voltages are

Via = Vcha’
Vie=VacUp
Vic = Vchc’

where, V;,, V;;, and V,_ are ‘switching functions’ generated
by Hysteresis band control method.

diand fare the current and flux variables, respectively,
of the coupling transformer in the DSTATCOM system.
These variables describe the magnetic field in the
transformer and the current flow through it. L,is the
inductance of the coupling transformer in the DSTATCOM
system. This parameter affects the rate at which the current
and flux variables change over time. R,is the resistance of
the coupling transformer in the DSTATCOM system. This
parameter affects the power losses in the transformer and
the efficiency of the DSTATCOM system. U,, Uy and U,
are the output voltage phase angles of the DSTATCOM
system. These voltages are controlled by the VSC in order

IL

to regulate the reactive power injected by the DSTATCOM
and to filter out harmonics. V. is the DC voltage source
that powers the VSC in the DSTATCOM system. This
voltage source is typically derived from a capacitor or
battery bank, and its value affects the overall power
capacity and efficiency of the DSTATCOM system.

DVR

The DVR is a custom device regulating harmonics at
the side of source voltage and also managing the enormity
of voltages. It is essentially employed for the voltage
sag mitigations at the supply side. It is identical to static
compensator comprising of voltage source converter and
a transformer, but the difference is that the transformer is
connected in series with the distribution system and load
as shown in Fig. 2. So, a DVR [6] is a power electronic
converter utilizing gate turnoff thyristor or insulated gate
bipolar transistor as a toggle with the DC supply and
injection transformer. Three single phase transformers [7]
are coupled in series through the line to couple the voltages
into the system. It controls as well the active power and
reactive power by absorbing or injecting into the line for a
very slighter duration of milliseconds. It injects voltage in
series with the line with injection transformer [9] by means
of forced commutated converter. Furthermore, with the
help of transformer, the restorer can be isolated from the
system at any period of time. Underneath normal operating
conditions, as the error between the reference voltage and
actual voltage is very little, converter injects very little
voltage compensating the device losses. Beneath power
quality issue like voltage sag occurrence, as the error will
be extremely larger value, it generates larger voltage in
series with the line with controlled magnitude and phase
angle. GSA, ACO and BAT algorithms are utilized in the
work to identify the optimal settings of RLC load and
to minimize the voltage stability of all the load buses.
Parameters, such as L-Index, voltage error/deviation Extra
High Voltage (EHV), are calculated to improve the voltage
profile and voltage stability.

CBI
/.
CB2

DVR

AAA

T/F

=¥

Wind mills
CB3
e
CB4
_/+

Fault

Vref

Fig. 2. One line diagram of power system with DVR
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Proposed GSA for controlling the FACTS devices

GSA

This algorithm is an optimization method based on
the Netwon’s law of gravity and associated interactions of
masses. It represents the interactions among the number of
agents by the force of gravity.

It employs agents which are acknowledged as objects
and whose performance will be deliberated by their
inertial and gravitational masses which are also identified
as solutions. The heaviest mass represents the optimum
solution and the remaining lightest masses get attracted
towards the heaviest mass. Because the heavier masses
have greater fitness values, they represent good solution
for the problem and it works slowly during worse solutions.
Therefore, effective configuration can be obtained using
GSA in the optimization of power quality issues. This
GSA[11] is a heuristic method which depends on the law
of gravity and law of motion. According to the principle of
gravity law, one particle exerts force on other particle due to
force of attraction [12, 13] or repulsion. That force exertion
can be distinguished as the product of gravitational constant
and fraction of two masses with the square of distance
between the two masses [14]. The force of attraction or
repulsion of one mass on other mass can be expressed as

MM,

F=G I

where F is the force of one mass on other mass; MM, are
the masses of two particles; R is the distance between the
two particles; G is the gravitational constant which is a
fundamental constant of nature that determines the strength
of the gravitational force.

The GSA also obeys the law of motion which states that
the velocity of any particle depends on the previous state of
velocity with certain change in time. The variation in the
velocity with respect to time is also known as acceleration
which is defined in [15] as the force acting up on the masses
of the particles and can be expressed as

F
a=—.
M

Consider a system consisting of » number of particles
with their respective masses, the location of the i-th particle
can be given as

— (vl 2 n
AX;_(Xi,Xi,X?, '--5xi)a

where x? is the location of the i-th particle in the d-th
dimension and # is the dimension of search space. At a
precise time period of #, the force acting on the particle 7
from particle j can be given as

M, (M (1)

Fj( = GO Ry(1)+€

where M, (7) is the gravitational mass linked to the particle
J in period of #; M,,(#) is the inactive gravitational mass
associated to the particle 7; G(¢) is gravitational constant at a
period of #; R;(7) is the Euclidian distance between particles
iandj; and € is a small constant to prevent division by zero

in case the two particles are at the same location. Here,

particles are considered as objects whose performance is

represented by their feature of masses. The flow chart for
the GSA is given below.
The following are the steps for the working of GSA on

the power systems as shown in Fig. 3.

— The initial numbers of agents are considered and
positions are identified with the initial population.

— The fitness of all the particles are determined to find the
best and worst fitness among all the particles either by
applying maximization or minimization principle.
Minimization problem:

Pbest (¢) = max fiti(¢),j € {1, 2,..., N}
Worst (f) = max fiti(?),j € {1, 2,..., N}.
Maximization problem:

Best (f) = max fitj(¢), j € {1, 2,..., N}
Worst (£) = min fitj(¢),j € {1, 2,..., N}.

— At iteration of period ¢, the gravitational constant is
updated by the following equation

—at

G(t)=Gye T,

where, G, represents the initial value of the gravitational
constant and 7 is the maximum number of iterations

Mpi(t)Maj(t) d

F{6) = GQ) o) —x ().
v Ry(t)+€ A

Euclidian distance among two particles i and j could
be given by:

Ri(0) = [[R(0) * RD)].

f
I Consider Initial number of elements ‘

!

’ Determine fitness for each agent ‘

!

I Update G(7), best, worst agent }

!

| Determine mass and acceleration for each agent ‘

!

| Update velocity and position of each agent ‘

All the iterations
completed?

Fig. 3. Flowchart of GSA algorithm
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— The total force on particle i at iteration period of # can
be given as

d d
Fi(t) = Yrand Fy(1).
— Depending on the best and worst values, the

gravitational and inertia masses are calculated for each
particle and can be given as

B fit(t) — worst(t)

M= best(t) — worst(t)
_ m)
O3
J=lton

— After the calculation of masses, the acceleration of thei-
th particle at iteration t is determined as

Fi(1)
d oy _
O aey

— Then the velocity and the position of each particle 7 at
next iteration (¢ +1) is updated.

vi(t+ 1) =randi x vi(¢) + ai(?),
xi(t+ 1) =xi(t) +vi(t + 1).

— Repeat the process by increasing the iteration counter
until the termination criteria set at beginning are
satisfied and consider the best optimal of all iterations
as the optimal solution of the algorithm.

Discussion of Results

The simulation of the proposed power system with two
FACTS devices, namely, DSTATCOM, DVR has been
implemented with various test cases like switching on of
loads, occurrence of fault conditions and controlled with
three algorithms, namely, GSA, ACO, BAT.

DVR in Power System

The power system has been simulated with grid at
source side and load at the end side, and the waveform
in Fig. 4 show the PCC parameters at rated value where
(and later on the graphs legend) / represents current,
V represents voltage, P represents active power and O
represents reactive power.

The Table 1 shows the rated parameters of the power
system.

With fault condition in the power system. The LLL
(3-Line) fault has been created in the system at £ = 0.1 s to
t=0.65 s, and various algorithms have been tested for DVR.

The voltage has been almost remained constant, current
has been increased by 26 times from the rated value, active
power has been increased by 7 times from the rated value
and reactive power is almost zero as shown in Fig. 5.

GSA. This algorithm has been used for the DVR and
the waveforms below show the PCC parameters under
faulted conditions with DVR.

The voltage has been almost remained constant, current
has been maintained at 3.5 times of the rated value, active
power has been maintained at 3.5 times of the rated value
and reactive power is almost zero, as shown in Fig. 6.

2
2 1.6
8 L
£12f
S L
£08 %
U o
— P
8 0.4 — 0|
0 0.2 0.4 0.6 0.8 1
Time, s
Fig. 4. PCC Parameters of power system
Table 1. PCC Parameters of power system
Parameter, pu Rated values
Voltage 1
Current 1
Active power 1.5
Reactive power 0
Power factor 1
30
5
< 20+
=
<
g
o 10
QO
&
0 L 1 L 1 1 L 1 L
0 0.2 0.4 0.6 0.8 1

Time, s

Fig. 5. PCC Parameters of power system under faulted condition

Table 2 represents the various parameters observed for
different algorithms at PCC.

With wind based synchronous generator. The wind
turbine based synchronous generator has been connected to
the system at = 0.1 s to £ = 0.65 s and various algorithms
have been tested for DVR.

The voltage has been almost remained constant, current
has been increased to 0.3 times of the rated value, active

6
5
g 4l
g
£
O 27
O
£ e
0 i 1 L 1 L 1 L 1 L
0 02 0.4 0.6 0.8 1

Time, s

Fig. 6. PCC Parameters of power system under faulted condition
after applying DVR and GSA
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Table 2. PCC Parameters with fault for GSA, BAT, ANT algorithms

Parameter, pu Without FACTS devices GSA BAT ANT
Voltage 0.256 0.989 0.990 0.99
Current 25.900 3.440 2.974 2.99
Active power 10 5.140 4.460 4.54
Reactive power 0 0.040 0.042 0.05
Power factor 0.990 0.999 0.900 0.99
power has been increased to 0.3 times of the rated value 5[ I I ]
and reactive power has been increased to 0.4 pu, as shown "
in Fig. 7. % L—
GSA. This algorithm has been used for the DVR and = / \
. S 1t
the waveforms below show the PCC parameters with g N7
connection of wind turbine based synchronous generator & — 7|
with DVR. 2 - P
The voltage has been almost remained constant, current 0 0
has been reduced to 0.11 times of the rated value, active 0 ' 0.‘2 ' 0.‘ 4 ‘ 016 ‘ 018 ‘ 1
power has been reduced to 0.11 times of the rated value Time. s

and reactive power has been reduced to 0.23 pu as shown
in Fig. 8, and in Table 3 represents the various parameters
observed for different algorithms at PCC.

With wind based induction generator. The wind
turbine based induction generator has been connected to
the system at #=0.1 s to = 0.65 s and various algorithms
have been tested for DVR.

The voltage has been almost remained constant, current
has been increased to 2 times of the rated value, active
power has been maintained at rated value with oscillations
and reactive power has been increased to 2.45 pu, as shown
in Fig. 9.

GSA. This algorithm has been used for the DVR and
the waveforms below show the PCC parameters with
connection of wind turbine based induction generator with
DVR.

The voltage has been almost remained constant, current
has been reduced to 1.3 times of the rated value, active
power has been reduced to 0.16 times of the rated value and
reactive power has been increased to 1.2 pu, as shown in
Fig. 10. Table 4 represents the various parameters observed
for different algorithms at PCC.

With RLC load. The RLC load has been connected to
the system at 7 = 0.1 s to # = 0.65 s and various algorithms
have been tested for DVR.

The voltage has been almost remained constant, current
has been almost remained constant, active power has been
increased to 0.02 times of the rated value and reactive
power has been almost remained constant at zero as in
Fig. 11.

Fig. 7. PCC Parameters of power system with synchronous

generator
.16} ]
E \ i
12 ]
g

508 j 7

QO ] Il
041 l
27 —P||
0 —0|
o 02 04 06 08 1

Time, s

Fig. 8. PCC Parameters of power system with synchronous
generator after applying DVR and GSA

w B
——T

\9)
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T

PCC Parameters

S

0 0.2 0.4 0.6 0.8 1
Time, s

Fig. 9. PCC Parameters of power system with induction
generator

Table 3. PCC Parameters with synchronous generator for GSA, BAT, ANT algorithms

Parameter, pu Without FACTS devices GSA BAT ANT

Voltage 0.980 0.992 0.989 0.989

Current 1.249 1.093 1.167 1.168

Active power 1.810 1.620 1.696 1.700

Reactive power 0.400 0.315 0.360 0.350

Power factor 0.980 0.980 0.970 0.980
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Table 4. PCC Parameters with induction generator for GSA, BAT, ANT algorithms

Parameter, pu Without FACTS devices GSA BAT ANT
Voltage 0.935 0.97 0.9685 0.968
Current 1.212 1.3 1.385 1.4
Active power 2.4 1.6 1.660 1.6
Reactive power 1.5 1.07 1.180 1.2
Power factor 0.935 0.83 0.810 0.815

GSA. This algorithm has been used for the DVR and
the waveforms below show the PCC parameters with
connection of RLC load with DVR.

The voltage has been almost remained constant, current

PCC Parameters

L

has been reduced to 0.92 pu, active power has been reduced
to 1.399 pu and reactive power has been almost remained
constant at zero as shown in Fig. 12. Table 5 represents
the various parameters observed for different algorithms

L L L L L L

0 02

Fig. 10. PCC Parameters of power system with induction
generator after applying DVR and GSA

1 at PCC.

DSTATCOM

The power system has been simulated with grid at
source side and load at the end side and the waveforms
below show the PCC parameters at rated values.

With fault condition in the power system. The fault
has been connected to the system at = 0.1 s to £ =0.65 s

0.4 0.6 0.8
Time, s

ho I j and various algorithms have been tested for DSTATCOM.
212} i GSA. This algorithm has been used for the DSTATCOM
g and the waveforms below show the PCC parameters with
£08 occurrence of fault with DSTATCOM.
8 As per the Fig. 13, the voltage has been almost remained
Q 0.4 constant, current has been maintained at 7.7 times of the
rated value, active power has been maintained at 4.2 times
0 ‘ . ‘ . ‘ . of the rated value and reactive power is almost zero. Table 6
0 0.2 04 . 0.6 0.8 1 represents the various parameters observed for different
Time, s algorithms at PCC.
Fig. 11. PCC Parameters of power system with RLC load
’ !
é 1.2 ; é Lol i g |
S 08¢ s
& SE ]
©04 S
& &
0 , , ‘ e 0 ! ; ! 1
0 0.2 0.4 0.6 0.8 1 0 0.2 0.4 0.6 0.8 1
Time, s Time, s

Fig. 12. PCC Parameters of power system with RLC load with

Fig. 13. PCC Parameters of power system under fault condition

DVR and GSA after applying DSTATCOM and GSA

Table 5. PCC Parameters with RLC load for GSA, BAT, ANT algorithms

Parameter, pu Without FACTS devices GSA BAT ANT
Voltage 0.998 0.998 0.998 0.998
Current 1.018 0.9255 0.926 0.920
Active power 1.526 1.390 1.391 1.400
Reactive power 0.0001 0.0037 0.0005 0.0003
Power factor 0.999 0.990 0.990 0.990
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Table 6. PCC Parameters with fault for GSA, BAT, ANT

algorithms
Parameter, pu GSA BAT ANT
Voltage 0.950 0.960 0.6
Current 7.780 7.780 4.9
Active power 14.900 1 5.1
Reactive power 0.002 0.0037 0.0037
Power factor 0.946 0.940 0.99

With wind based induction generator. The wind
turbine based induction generator has been connected to
the system at #=0.1 s to = 0.65 s and various algorithms
have been tested for DSTATCOM.

GSA. This algorithm has been used for DSTATCOM
and the waveforms below show the PCC parameters
with connection of wind based induction generator using
DSTATCOM.

The voltage has been almost remained constant, current
has been maintained at 7 times of the rated value, active
power has been maintained at 4 times of the rated value and
reactive power is increased to 1.8 pu as shown in Fig. 14.
Table 7 represents the various parameters observed for
different algorithms at PCC.

With wind based synchronous generator. The wind
turbine based synchronous generator has been connected to
the system at £= 0.1 s to = 0.65 s and various algorithms
have been tested for DSTATCOM.

GSA. This algorithm has been used for the DSTATCOM
and the waveforms below show the PCC parameters with
connection of wind based synchronous generator using
DSTATCOM.

PCC Parameters

Time, s

Fig. 14. PCC Parameters of power system with induction
generator condition after applying DSTATCOM and GSA

Table 7. PCC Parameters with induction generator for GSA,
BAT, ANT algorithms

Parameter, pu GSA BAT ANT
Voltage 0.952 0.953 0
Current 7.695 7.7 3.5
Active power 14.670 14.6 5
Reactive power 1.8 2 1
Power factor 0.950 0.9 0.95

As in Fig. 15, the voltage has been almost remained
constant, current has been maintained at 7.4 times of the
rated value, active power has been maintained at 4 times of
the rated value and reactive power is increased to 7.4 pu.
Table 8 represents the various parameters observed for
different algorithms at PCC.

With RLC lead. The RLC load has been connected to
the system at #=0.1 s to £ = 0.65 s and various algorithms
have been tested for DSTATCOM.

GSA. This algorithm has been used for the DSTATCOM
and the waveforms below show the PCC parameters with
connection of RLC load using DSTATCOM.

The voltage has been almost remained constant, current
has been maintained at the rated value, active power has
been maintained at 1.2 times of the rated value and reactive
power is maintained at zero pu.as shown in Fig. 16. Table
9 represents the various parameters observed for different
algorithms at PCC.

The DSTATCOM and DVR have been tested with three
algorithms, namely, GSA, BAT and ANT algorithms for
various conditions like fault occurrence, switching of

12+

PCC Parameters

0 0.2 0.4 0.6 0.8 1
Time, s

Fig. 15. PCC Parameters of power system with synchronous
generator after applying DSTATCOM and GSA

Table 8. PCC Parameters with synchronous generator for GSA,
BAT, ANT algorithms

Parameter, pu GSA BAT ANT
Voltage 0.88 0.89 0.59
Current 7.30 5.20 2.70
Active power 12.10 8 1.80
Reactive power 7.40 7.10 3
Power factor 0.70 0.60 0.38
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Fig. 16. PCC Parameters of power system with RLC load after
applying DSTATCOM and GSA
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Table 9. PCC Parameters with RLC load for GSA, BAT, ANT

algorithms
Parameter, pu GSA BAT ANT
Voltage 0.970 0.970 0.610
Current 0.998 0.990 0.630
Active power 1.9 1.9 1
Reactive power 0 0.0037 0
Power factor 0.920 0.926 0.975

synchronous generator, switching of induction generator,
switching of RLC load where at every case DVR shows
the better performance with GSA than DSTATCOM with
comparison of remaining two algorithms.
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AHHOTANMSA

Beenenne. 3HaunTeIBHAS YACTh HCCIIEAOBAHUM ITPOOIEM KBAHTOBAHHS CITy4YaifHBIX BEJIMUMH HOCBSIICHA IIPAKTHIECKUM
acreKkTaM ONTHMAaJIbHOTO 3alloJHEeHUs] HH(OpMalyu KBaHTOBaHMs. J{JIsl 9THX 11eel HCIOJIB3YIOT KOJINYEeCTBEHHBIC
XapaKTEPUCTUKU KBAHTYEMbIX CHyHaﬁHle BCJIMYUH, TAKUE KAaK MATEMATUYCCKOC OXKXKHUJAAHUE, NUCIIEPCUA U CPEAHEC
KBaJIpaTHYecKoe OTKIOHeHHE. [Ipu 3TOM MPUMEHSIOT U3BECTHBIE TapaMETPUUECKUE PACIIPEIEIeHNs: PABHOMEPHOE,
9KCTIOHEHINATbHOE, HOPMAIbHOE U Ap. B peanbHbIX cUTyalMsaX HAEHTH(HUIHMPOBATH HCXOAHOE MAPAMETPHUUECKOE
pacmpezienieHue 1Mo UMeIomelcs CTaTUCTHIEeCKOl nH(OpPMAIHK HEe MPEACTaBIACTCS BOSMOXKHBIM. [Ipennoxena
HemapaMeTpHUIecKasi MOJCNb ONPEACICHNs TAKUX YHCIOBBIX XapaKTePUCTHK KBAHTYEMOH CIIy4alHON BEITMYHHBI
KaK BBICIIHE HadaJlbHbIe MOMEHTHL. MeToa. Maremarnueckas GpopMaan3anus 3a1adi OLEHKH BBICIINX HadaJbHBIX
MOMEHTOB KBAHTOBAHHOH CITy4aiiHOW BEJIMYNHBI B YCIOBUSIX HEIOJIHBIX JAHHBIX, IIPEICTABICHHBIX MaJIbIMH BEIOOPKAMH.
dopmanuzanus BbIIIOJHEHA B BUJE MOJEJIU ONTUMHU3ALUYU ONPEJCICHHOIO UHTErpaja OT KyCOYHO-HEeIPEPbIBHOM
(YHKIMH, YIOBIESTBOPSIOIIEH OIPE/ICIICHHBIM YCIOBHSIM. ITOroBbIe OLIEHKH BBICIINX HAYaJ bHBIX MOMEHTOB KBAHTYEMOI
CllyyaifHO} BETMUYMHBI HAWIEHBI KaK SKCTPEeMasbHble (HMXXHHE U BEPXHME) OLIEHKH ONpPENEIeHHOr0 HHTerpana Ha
MHOXKecTBe (QyHKIMH pacnpeesaeHus ¢ 3aJaHHbIMA MOMEHTAMH, PABHBIMU BBIOOPOYHBIM MOMEHTAM KBaHTYEMOM
ciy4aiinoii Bennuunsl. OCHOBHBIE pe3yJbTaThl. [IpecTaBaeHa MOaeNb BBICIINX HAYaTbHBIX MOMEHTOB KBAHTOBAHHOIT
CITyJaifHOM BEIMUHMHBI B BUJIE OTPEICICHHOTO HHTETpalla OT KyCOYHO-HEeNpephIBHOH (GyHKnuy. Perrena B o01meM cirydae
3aJa4a HaXOXK/JCHUS SKCTPEMAIbHBIX (HIDKHHX U BEPXHUX) OLIEHOK BBICIIMX HA9aJIbHBIX MOMEHTOB KBAHTOBAHHOMN
Clly4aifHOW BEJTMYMHBI HA MHOXKECTBE (YHKIMH paclpeneIeHus ¢ 3aJaHHbIME MOMEHTaMu. [IpuBeeHbl IpruMephl
HAXOXJICHUS BBICIIUX HAYaJbHBIX MOMEHTOB U ONTHMAJbHOIO KBAaHTOBaHUs CilydaiiHON BeauuuHbl. QOcyskaeHne.
HOJ’Iy'—{eHHble pe3ynabTaThl MOTYT 6]>ITI) UCIIOJIb30BAaHbI CICMAJIMCTaMU IIPU OLUCHKE U ONTUMU3ALUU KBAHTOBAHUSA
paznuuHoi HHBOPMALIUH, IPEICTABICHHON CITy4allHBIMU CUTHATIAMH.
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Abstract

A significant part of the research on the problems of quantization of random variables is devoted to practical aspects
of optimal quantization in the sense of filling in information. For these purposes, certain quantitative characteristics of
quantized random variables are used, such as: mathematical expectation, variance and mean square deviation. At the
same time, to determine the quantitative characteristics of quantized random variables, as a rule, well-known parametric
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M.N. JlomakuvH, A.B. OKYKMH

distributions are used: uniform, exponential, normal and others. In real situations, it is not possible to identify the initial
parametric distribution based on the available statistical information. In this paper, a nonparametric model is proposed
for determining such numerical characteristics of a quantized random variable as the highest initial moments. The
mathematical formalization of the problem of estimating the higher initial moments of a quantized random variable
in the conditions of incomplete data represented by small samples of a quantized random variable is performed in the
form of an optimization model of a certain integral of a piecewise continuous function satisfying certain conditions. The
final estimates of the highest initial moments of the quantized random variable are found as extreme (lower and upper)
estimates of a certain integral on a set of distribution functions with given moments equal to the sample moments of the
quantized random variable. A model of the higher initial moments of a quantized random variable is presented in the
form of a definite integral of a piecewise continuous function; in the general case, the problem of finding extreme (lower
and upper) estimates of the higher initial moments of a quantized random variable on a set of distribution functions with
given moments is solved. Examples of finding higher initial moments and optimal quantization of a random variable
are given. The obtained results can be used by specialists in evaluating and optimizing the quantization of various

information presented by random signals.

Keywords
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BBenenue

[IpeoOpazoBanue, HaKoIUIeHNHE U niepenada HHpopma-
LM — OCHOBHBIE MPOLIECCHl B MH(OPMAIIMOHHBIX CHUCTE-
Max, onpezessiomnue 3QHeKTHBHOCTD X (DYHKIMOHHPOBA-
Husl. B HacTostee BpeMst JaHHBIE TIPOLIECCHI PEATTH3YIOTCS
B 1IppoBOit hopme. DTo 00yCIOBICHO TEM, UTO I(pOBast
nHpopManus Ooiee MOMEX0yCTOWYHBA, JIeTde MepeaaeTcs
u obpabareiBaeTcs. s mpeoOpa3oBaHUS UCXOTHON HH-
(opmarmu, Kak paBuIlo, MPEACTaBICHHON HEIIPEPHIBHBIMU
CHTHaJIaMH, B IU(POBYIO (GOpMY BBITIONHSIIOT €€ JUCKPETH-
3allUI0 1 KBAHTOBAHUEC 110 YPOBHIO. KsanroBanue 1o YPpOB-
HIO COCTOMT B MEPEXO/IC OT HEMPEPHIBHOTO CUTHAJIA K €ro
JUCKPETHOMY aHAJOry, KOT/la MHOXKECTBO HEMPEPBIBHBIX
3HAUYEHUH 3aMEHAETCS] HEKOTOPBIM JTUCKPETHBIM 3HAYCHU-
eM — ypoBHeM. Pa3niuaror paBHOMEpHOE KBaHTOBAHHE 110
YPOBHIO, IPU KOTOPOM IIIar MOCTOSIHEH, U HEPABHOMEPHOE
KBaHTOBAHHUE 110 YPOBHIO, KOT/Ia IIar KBAHTOBAHMS HETIO-
CTOosiHeH. Ha mpakTike nmpenMyIiecTBeHHOE TPUMEHEHHUE
TIOJTyYHIIO PABHOMEPHOE KBAHTOBAHHUE B CBSA3H C MPOCTOTOM
TeXHUYECKoU peanm3anuu [1, 2].

Bormpocs! oLeHky napaMeTpoB KBAHTOBAaHHOM Cllydaii-
HOW BEJTMYMHBI PACCMOTPEHBI B OOJIBIIIOM KOJHYECTBE Ha-
yuHbIX pador [2—16]. Pabora [5] — oxHa 13 nepBbIX padoT,
B KOTOPOM OBLIN M3y4YEeHBI BOTIPOCHI OLIEHKU XapaKTepH-
CTHK KBAaHTOBaHHOI! CiTydalfHOIN BEIMYUHBI, T7Ie HA OCHOBE
HCII0JI30BAHMS anmnapara XapakTepuCTHUeCKUX (QyHK-
LU BBIBE/ICHBI COOTHOIICHHUS, CBSI3bIBAIOIINE MOMEHTEI
KBAaHTYEMBIX ¥ KBAaHTOBAHHBIX CIyJalHBIX BETMUUH. DTH
COOTHOILICHNUS MTO3BOJISIFOT OLIEHUTH BEINYNHY OCTaTOYHON
OIMOKY, BO3HUKAIONIEH MPH MCIIOJIb30BAaHUH TOTIPABOK
lermapna [5], a BO MHOTHX CIIy4asx HalTh Ooiee TOY-
HBIE MTONIPaBOYHBIE PopMyIibl. HauanmbHbIM MOMEHT (nasee
MOMEHT) MOpsAKa 7 KBAHTOBAHHOM CITy4aiiHOW BETMYUHBI
IPEACTABICH B BUJAC CYMMBI JIBYX COCTABJIAIONINX. HepBaﬂ
COCTABJISIIOILAsSI SIBJSIETCS JIMHEIHON KOMOMHAIIMEH MepBbIX
MOMEHTOB HEKBAHTOBAHHOM CIIy4alHOW BEJIUYMHBI U CO-
BIIQ/Ia€T C BBIPAKEHUEM, KOTOPOE OOBIYHO HCIIOJIB3YETCS
JUUISI MOMEHTOB KBaHTOBaHHOM BenuuuHsl [5]. Bropas —
KOMOMHaIel 3Ha4eHUH XapaKTepUCTHYeCKOl (QyHKINU
HCXOJHOW BEJINYMHBI U €€ MEePBBIX 7—| MPOU3BOIHBIX B
OIIpeJIeNICHHBIX TOUKaxX U OIpeIessIeT OCTAaTOUHYIO OLINOKY

JUIl MOMEHTOB KBAHTOBAHHOH BEIMYHMHBI TIPU UCTIOJIb30BA-
HuH. ECrii orpaHMYUTHCS TONBKO MIEPBOI COCTABIISIONICH,
TO TTOTYYHM MPUOIIKEHHOE COOTHOIICHUE ISl CBSI3H MO-
MEHTOB KBAHTYEMOU U KBAaHTOBAHHOM CIIy4ailHOM BEJINYH-
HEL [Ipr 3TOM 0TMEUYEHO, YTO HCIONB30BAHNE IPHUOTKEH-
HOTO BBIPa)KCHHS, CBSI3BIBAIOIIETO MOMEHTHI KBAHTYEMOM U
KBAaHTOBaHHOU CIIy4allHON BEJIMUMHBI, JACT MPUEMIIEMYIO
TOYHOCTb HE AJIsl «BCSIKOM CIIy4allHOM BEJIMYUHBD), T. €. HE
JUISL JTI000TO pacIIpe/ieNieHUs] KBAHTYEeMO# ClydaifHOM Beu-
4yrHbI. Pa3zpaboranHblil B padote [S] MOIX0M I OLCHKU
MOMEHTOB KBAaHTYEMOM Cly4ailHON BEJIMYUHBI SABISIETCS
napaMeTpUUECKUM U MperoaraeT 3HaHUe PacpeeIeHuUst
KBAaHTYeMOH CITy4ailHON BEIMUYHMHBL, KOTOPOE, KaK IPaBHIIO,
HEW3BECTHO.

B [6, 7] pemiena 3a1aua pa3paOOTKH ONTUMAIEHON MO-
TN KBAaHTOBAHMSI CIIyIalHOW BEIMYMHEI TT0 MUHUMYMY
OIIMOKM KBaHTOBAHU, KOTOpPAask MOJKET 00eCIIeunBaThC:
YBEIWYCHHUEM YHCIia yPOBHEH KBaHTOBAHUS; BHIOOPOM
ONTHMAJBHBIX YPOBHEH KBAaHTOBAHUS WM KOMOMHAIHEH
9THX JBYX MeTozoB. [Ipu 3TOM M3BecTHa anmpuopHasi nH-
dhopmarust 0 PyHKIUH PACIPECICHHS WIH O MIIOTHOCTH
pacnpezeneHus CIry4aifHOW BeJIMYUHBI (BXOHOTO CUTHAJIA)
U UCHOJIb30BAaHO HOPMAJILHOE paclpesielieHue s pas3pa-
OOTKM ONTHMaJILHOI MOJIEIN KBAaHTOBAHMSI.

B [8] npemnoxken MoguduIIMpOBaHHBIN aJITOPUTM CTa-
TUCTHYECKOTO MOACTHPOBAHUS CUCTEM CO CITyYaiHBIM TIe-
pHroIoM KBaHTOBaHMSA. [IpeioyKeHHBIH alropuT™M OCHOBaH
Ha YUCIIEHHBIX METO/aX PEIICHHUS CTOXaCTHICCKUX In-
(hepeHIIMaNBHBIX YPaBHEHUH U HCIIOIB3YeT MOTUPHUIIHPO-
BaHHBIN METO]] MAKCHMAJIbHOTO CEUEHUSI, KOT/Ia HHTCHCHB-
HOCTb Mepexojia 3aBUCUT OT BEKTOpa COCTOSAHUS. J[aHHBIN
MOJU(UIIMPOBAHHBIN aJITOPUTM OCHOBAaH HA UMHUTAIHU
KOHKPETHBIX MTapaMeTPUUECKUX PACTIPEACTICHUHN.

B pa6orax [9-14] B kauecTBe OCHOBHOW MOJIE/IH KBaH-
TOBaHUs CIIy4aiiHOH BeNMYMHBI IPUMEHEHA MOAETb, TOJTY-
yeHHas B [9] cneayrolero Buaa:

M) = e+ o[ [E[ L]+ 1)dFa),
0 X

rae Mf(x) — MaTeMaTHYeCcKOe O)KHaHHE KBAHTYEMOMH CITy-
YafHOW BeTHMYHHBL, F(f) — QYHKIHS pacripeaeeHus KBaH-
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OueHka MOMEHTOB KBAHTOBAHHOW Cy4alriHOM BENYMHbI

TYEeMOH CIIy4allHOM BEJIMYMUHBL; X — BEJIMUYMHA KBAHTA; C —
BeJIMYMHA Npoleria MeXAy KBaHTaMu; £ — HauOosbIIast
1eNast 9acTh Yyuciia (OTHOILICHHUE /X).

B [9-14] uccnenoBan Gpynkunonan Mf{(x) npu pasnud-
HBIX pacupezaeneHusx F(f): paBHOMEpHOM, HOPMaJIEHOM,
runepaensTHOM. Pactipenenenne F(f) B pealbHON CHTya-
1LIMH, KaK IPaBUIIO, HEU3BECTHO, TOT/IA MTOJyUCHHBIE PEe3yIlb-
TaThl CI0XHO MPAKTUYECKH HCHOIB30BaTh. OOBIYHO U3-
BECTHBI TOJIBKO BBIOOPKH 3HAYCHNI KBAHTYEMOW BEJTUUHHBI.

IlocTanoBka 3aga4u

OO003HaUNM CITy4aifHyI0 KBAaHTyEeMYIO BEIMUHHY KaK V, a
BCJIMYMHY KBAHTA — X. Ha ocHoBanuu BbI60pOK 3HAUYEHU N
BEJIMYWHBI ) ONIPEACIIUM €€ MOMEHTBI ITI0 COOTHOIICHUAM!

1n

mi==Yylj=1;11>0,
nj=1

rae m; — j-i BBIOOPOUHBIA MOMEHT (MOMEHT IOPsiIKa /);
V; — I-ii 2neMeHT BbIOOpKH y; > 0 cocTaBiLitomue BEIOOP-
Kku yv = (¥y, V3, ..., ¥,) € R", cocTaBisiomue BbIOOPKH
y; > 0 ecTh HE3aBUCUMBIC OJMHAKOBO PACIIPE/ICICHHBIC
BEJIMYHMHBI U3 HEKOTOPOTO HEM3BECTHOTO PACHPEAEICHUS
F(f); y— xBanTyemas ciydvaifnas senuauna (y € [0, V7],
Vr < 0); n — 00beM BBIOOPKH; / — KOTMYECTBO MOMEHTOB.

B Hacrosiieit pabore HCroib30BaHbl IEPEMEHHBIE C
MH/EKCaMU (MHJEKCHBIC MJIM WHICKCUPYEMbIE ITepeMEeH-
HbIC), HAIIPUMED, J; ¥ IEPEMEHHbIC B CTEIICHHU, HALIPUMED,
y{ amm ().

OmnpenenuM MHOXXeCTBO (DyHKIME pacrpeneneHus F
KBaHTYEMOH BEJIIMYMHBI Y, MOMEHTBI pactpe/ieNIeHNs] KOTO-
poii paBHBL BEIOOPOIHBIM MOMEHTAM 71;

Fy= {F(0): [UdF(@6)=mj =T, 1 1> 0.
0

3a,uaqa COCTOUT B NOUCKE HUKHUX U BEPXHUX OLCHOK
MOMEHTOB KBAHTOBAaHHOW BEJIMYNHEI

J
a=||ent 2+ I|x
X
Ha MHOXecTBe F(, pyHKImMIl pacnpenenenns KBaHTYeMOH

s g w2 )

rae M — oneparop MaTeMaTHYeCcKOTo OKUIAHUS; ent(c) —
Lesas 4acTh C.

min (max)
F(HEF,

Mjgmin(max) ~—

Mertoj peuieHusi NOCTABJIEHHOM 3a1a4u

Haiinem MOMEHTBI IUCKPETHON CIyyallHOW BEJIMUMHbI
¥ J
b=|ent[=]+ 1| .B cooTBeTcTBUU C OmpeneIeHUEM Ma-
X

TEMATHYECKOTO OXKUIAHUSI JIUCKPETHOM CIy4ailHOM Besu-
quHbI b, nMeeM [15, 16]
)+ 1=1i );

SR RERIAS

= <

S

VYcnosue ent + | =i TO)KIECTBEHHO HEPABCHCTBY

=

x(i—1)<y<xi,

BEPOATHOCTH BBIITOJTHEHUSA KOTOPOTO OIPEACIIAETCA COOT-
HOIICHUEM

P(x(i— 1) <y < xi) = F(xi) — FGx(i — 1)),
TOoraa UMeemM
iy = i LI(F i) — Fx(i— 1), 1)

BrInoHUB IpeoOpa30BaHust MPABOi YaCTH BBIPAKEHUS
(1), momyamm

mj, = iiJ(F(xi) —-Fx(i-1))=
= fkilF(xi)((i + 1)/ —iJ) + kI(F(xk) +
i=1

£ 3 U(FG) - Fix(i - D).

i=k+1

C yuetom Toro, uto y € [0, Vr], Vr <o, 151 HEKOTOpPOro
k < o0 MOXKHO TIOJIOXKUTH F(kx) =1, Torma

k-1
m, = kJ = ¥ Fxi)((i + 1)/ = i/). 2)
i=1
IIpeobpa3yem BrIpaxeHHE (2) U MOITyIUM
k-1
S E@i)((i+1)/—i))=
i=1
x ) 2x ) 3x
= [(kJ = V)dF(t) + [ (k7 = 2)dF(¢) + [ (k/ = 3)dF(f) + ...
0 X 2x
k-x _ (k-1)x
+ [ (K =(k=1))dF(t)= [ fe(dF(0),
(k=2)x 0
e fc(f) — KycouHO-HenpepbiBHast QYHKIMS BUJIA:

k/—1Vnpn 0<zt<x;
ki —2 mpu x <t <2x;
Je(®) =
ki —(k—1y npu (k—2)x <t < (k—1)x.

B urore nonyuum

(k=1)x
{) JS@dF (). 3)

OmnpenenrmM u3 BeipaxkeHus (3) dynxmumio fs(f) cnemy-
FOIIIUM 00pa3oM:
Vnpn 0<t<x;
‘ 2/ mipu x <t < 2x;
S0 =k - folt) = 4)
(k— 1y mpu (k—2)x <t < (k- D)x.

Bocnonbe3yeMcst HEKOTOPBIMU pe3yabTaTAMU U3 «TEO-
puu pemeHust mpodiemMbl MoMeHToB Mapkosay [17]. Oxna
n3 (hOPMYIIMPOBOK MPOOIEMBI MOMEHTOB MapKoBa COCTOUT
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M.N. JlomakuvH, A.B. OKYKMH

B CIIEAYIOIIEM. «3a1aHbl IBC KOHCUHBIC MOCIICJ0BATCIIb-

HOCTH — TI0CIIEI0BATEIbHOCTD YHCeN {m,}) 1 mocieso-

BaTEJIbHOCTHh HENPEPBIBHBIX (DYHKIUI {ul-(t)}f)(a <t<bh).

TpeGyercs:

1) HaiiTh KpUTEpUil MPEACTABUMOCTH ITOCIICI0BATEIbHO-
cti {m;}} B BHIE:

m; = f“i(t)dF(t)s i=0,1; 5)

2) HaWTH yCIOBUS, IPU KOTOPHIX pa3pernumas mpoodaema
SIBJISIETCS] ONPEAEICHHON WM HEONPEACIEHHOM;
3) omucarh yCIOBUS pa3pelieHus Wik He pa3pelieHus
npooiemb» [17].
[lepBast n3 sKCTpEeMaIbHBIX 3a/1a4 MPOOJIEMbI MOMEHTOB
MapkoBa — 3aj1a4a HaXOXKIACHHUS HKCTPEMaJIbHBIX 3HAYe-
HUI UHTErpana

7= [0WdF(,

rne a < 1 < b; Q(t) — moAgMHTETpaTbHasI HETpephIBHAS
(hyHKIHS, IMEIOIIasl HeOTpUIaTeNpHyto / + 1-10 mpon3BoI-
Hy10; F(f) — QyHKIUS pacTpenieNieHns, yIOBICTBOPSIOMIAs
ycioButo (5).
HNwmeet mecTo crenyroniee yreepxaenue [17].
YrBep:xkaenne 1. «[Ipu 3a1aHHbIX 3Ha4eHUsX [ +1 Mo-
MEHTOB

m;= f”i(t)dF(t), i=0,1 (6)
a
CYILIECTBYeT HaMMEHbIIIee 3HAYeHHE J, ;,, HHTerpaja
J= jI: Q(dF (1), (7
Y OHO HAXOAUTCS [0 TPABUITY:
ecmu [ =2v—1,10 Jp, = iij(rj), (8)
J=1

raeancnap; >0 (=1, v)n0<t <1, <... <1, <0 ompe-
JEJSAI0TCS U3 PAaBEHCTB

ilpjui(rj) — my, (i =0, D). ©)
J=

Ecmu [ = 2v — 2, To MUHMMYM MHTErpajia Takxke oIpe-
pensiercst cootHomenueM (8), uncna p; > 0 (j =1, v) u
0=1; <1y <...<7T, <00 ONPEAEIAIOTCS U3 paBeHCTB (9).

Haiinem makcumanbpHoe 3HaueHue uHTerpaia (7) u
BOCIIONIb3yeMcsl yTBepKaeHueM [17].

YT1Bep:kaenue 2. «Ecinu BHIIONTHAETCS YCIOBHE

lim (@)=c<oo,
u,()

n—oo

TO Jyax TIPH 38JJAHHBIX MOMEHTAX, ONPEIEIIeMbIX BbIpa-
KeHueM (0), CyIecTByeT M HAXOAUTCS 0 CISAYIOMIEMY
npaBuiy: ecnu [ =2v — 1, T0

o = ilp,-Q(r,) oM, (10)
2

raeaucnap;>0(G=1,v),M>0,0=1, <1, <...<1,<o0
ONPEIEIISIOTCS U3 PABCHCTB

ﬁlpju,.(rj)=m,., (i=0,1-1). (11)
2
zvlpju,(rj) M= m, (0= ). (12)
2

Ecmu [ = 2v — 2, To MaKCHMyM HHTErpaa TakxkKe oIpe-
nemsiercst cooTHourenueM (10), uncna p; > 0 (G = 1, v),
M>0,0<71 <1y <..<71,<00 ONPEACISIIOTCA U3 pa-
BeHcTB (11), (12).

Oynknust Q(t) nomxkHA OBITh HEMPEPHIBHONH M UMETh
HeoTpuIarenpHyto / + 1-10 mpoussonuymo» [17].

Jlannble yTBepxkeHus B pabore [18] 06001meHs Ha
ciydail KyCOuHO-HENpepbIBHBIX QyHKIMH O(f), KOTOpbIE
JIOJDKHBI Ha y4acTKaxX HENpPEepbIBHOCTH WUMETh HEOTPH-
HaTeJbHYI0 [ + 1-10 MPOU3BOIHYIO, YTO COOTBETCTBYET
paccMaTpuBaeMol 3ajade, B KOTOPOH MOAMHTETpasibHas
(dyHKIWMA f5(f), onpenensemMas COOTHOMICHUSIMU (4), SBIIS-
eTcs KyCOYHO-HETIPEPhIBHON M UMEET Ha yJacTKax Hempe-
PBIBHOCTH HEOTPHULIATENIBHYIO [ + 1-10 TPOU3BOIHYIO.

JlaHHBIE YTBEP)KCHUS UCTIONb30BAHbI B PA00TaX aBTO-
POB ISl PELICHUS Pa3InYHBIX ONTUMHU3AIMOHHBIX 3a]1ad
B YCJIOBHSX HETOIHOW WH(YOpPMAINU, MPEACTABICHHON
MaJbIMH BBIOOpKAaMH CITy4alHBIX BeTHuuH [19-22].

YucJieHHBIH pUMep

[lycTp U3BECTHBI JaHHBIE IO MOMEHTaM CIy4ailHOI
BEJINYUHBI ) COOTBETCTBEHHO /M, My, M3, TIOMOXKAM X = 1.
Haiinem HW>XHHE OLIEHKU MOMEHTOB CIIy4aiiHOW BEJIMYMHBI

Al

J11st HaxOXKICHNSI HIDKHHAX OIIGHOK MOMEHTOB CITydaii-
HOW BENIMYMHEI b 3amuiieM ypaBHeHHS (9) s mepeMeH-
HBIX p; > 0(G=1,2)u0<1 <1,y <00 CIEAYIONUIETO BUJA:

Prtp=1,
Pit TPty = my,
Pyt +pyts = my,
piT +pot3 = ms.

Torma MUHUMAaNBEHOE 3HAYEHHE (PYHKITOHATA (COOTHO-
menue (8)) OyzeT paBHO:

Mjpmin = PIfS(T)) + pofs(ty), /= 1,2, 3.

(13)

BennuuHbl HUSKHUX OLEHOK MOMEHTOB CIIy4YailHON Be-
JIMYMHBI b TIPU PA3INYHBIX UCXOTHBIX 3HAYCHUSIX MOMEHTOB
my, my, my NIpuBelieHsl B Tabnuue. Ipu x = 1 umeet MecTo
PABEHCTBO Mjpnin = Mjgmin. OLICHKH MOMCHTOB HalJeM 13
peIIeHHs CUCTEMbI HeTMHEHHBIX ypaBHeHwM (13) ¢ momMo-
mpio nporpammMel Excell. B kauecTBe onTuMusupyemMoit
¢ynkmn pacemorpuM ¢ynkuuto CF = p; + p, — 1 coor-
BETCTBYIOIIYIO TIEPBOMY yPaBHEHHIO CUCTEMBbI YpPaBHEHUH
(13). MuHMMaIbHOE 3HAUCHHE DTOU I1eNIeBOM (PYHKIIUU
JIOJDKHO OBITH paBHO 0, OCTaNTbHBIC YPAaBHEHUS — OTPaHH-
YEHMSI B OITUMU3ALMOHHON 3aa4e.

I Tlynkr «Ilouck peurenus», noanyHkT «IIouck peuieHus
HenuHenHbIX 3aga4 MetoxoM OIII™ (OII" — o6o0mmeHHbli npu-
BE/ICHHBIH I'PaIUCHT).
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Tabnuya. HiwkHIE OLICHKH MOMEHTOB

Table. Lower bounds for the moments

m my 3 M| pmin M2bmin M3pmin
5 50 750 5,191 55,131 877,122
98 2058 7,782 105,692 2131,174
128 3072 8,368 136,153 3321,492
9 162 4374 9,661 171,463 4547,158
10 190 5500 10,706 200,949 5690,859
11 240 6100 11,952 262,522 6847,336

[Tomy4eHHbIE OLIEHKH MOMEHTOB MOTYT OBITH UCIIOJIB30-
BaHbI JUIsl PELICHHS Pa3JINYHbIX 3a/1a4 ONTHMH3aLUH KBaH-
ToBaHMs. Hanpumep, 3a1a4a ONTUMH3AIMN KBAaHTA MOXKET
ObITH chopMyTHPOBaHA CIEAYIOMIMM 00Pa30M: HAWTH X
Takoe, u4To x = argmin ((x + ¢)m(1bmin)).

Ilycts M3BECTHBI JaHHBIE IO MOMEHTAM Cly4alHON
BEJMYUHBI ) COOTBETCTBEHHO m| = 120k, m, = 148004,
¢ = 5h, KOTOpBIE COOTBETCTBYIOT pe3yasraraM padoTs [13].
Haiinem HM)KHUE OLIEHKM MOMEHTOB CJIy4aliHON BEJINYU-
HBI b.

Jl1sl HaXOXKIEHUsI HUKHUX OLEHOK MOMEHTOB Cllydai-
HOW BeJMYMHBI [} 3anumieM ypaBHeHus (9) st nepemMeH-
HbIX p; >0 (= 1,2) n 0 = 1) <1, < o0 Crnefyrowero Buza:

rtp=1,
Pty = my, (14)
PzTg = my.

Torna MuHMMabHOE 3HAUCHKE TIEPBOTO MOMEHTa (CO-
otHomeHue (8)) OymeT paBHO:

Mgmin = P1fS(T)) + pofs(ty).

Brimonuum npeobpazoBanus cootHomenus (14) u no-
JIy4UM CJEYIOLIee COOTHOILEHHE ISl HAXOXKICHUS ONTH-
MaJbHOTO KBaHTa
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Ilocnennssa 3agaya — 3a1a4a OAHOMEPHOTO HEIMHEN-
HOTO TIPOTPAMMHUPOBAHUS, KOTOpAs PEIIaeTCs YHCICHHO.
[Ipu nMeromMXCs ICXOTHBIX JaHHBIX ITOTydaeM

Xowr = 37h, My, = 82,864h.

3akJ/ioueHnne

IIpennosxeHa MoeNb OLIEHKH MOMEHTOB KBAaHTOBAaHHOM
Ciay4yallHOM BENMYUHBI B YCIOBHUSAX HENOJHBIX JAaHHBIX,
MPEACTABICHHBIX OTPaHUYEHHBIMH MaJIbIMU BEIOOpKaMHU
KBAaHTyeMOM cIy4aliHOM Benn4auHbl. Ha 0CHOBE Meromux-
Cs1 BBIOOPOK KBAaHTYEMOH CITy4alHOM BEITMUMHBI ITOTyYCHBI
€e MOMEHTBHI U pelieHa sl O0IIEeTro ciydast 3a1a4a HaXox-
JIEHHs] HIKHUX U BEPXHHMX OLICHOK MOMEHTOB CITy4aiiHON
KBAaHTOBAaHHO! BEJIMYMHBI C HCIOIb30BAHUEM PE3YIBTATOB
pemenus nmpodieMbl MOMeHTOB MapkoBa. IIpuBeneHbl
IIPUMEPBI HAX0KJIECHHUS COOTBETCTBYIONIUX OLEHOK MO-
MEHTOB CJIy4allHOM KBaHTOBAHHOW BEJIMYMHBI, [IOKa3aHA
BO3MOXKHOCTh MCIOJIb30BaHUS OIICHOK MOMEHTOB KBaH-
TOBAHHOM CJTy4alfHON BEJMYMHBI B 33/ja4aX ONTUMH3ALUN
KBAHTOBAHMUSL.
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AHHOTAIUA

Bgenenmne. PaccMOTpeHBI CyIIEeCTBYIONIME METOIBI M 000PYI0BaHHE JUISl ONIPEISNICHUS ANHAMUYECKUX XapaKTePUCTUK
npubopoB u cucteM. [IpeokeH HOBBIH METO/T OIICHKH JUHAMHUYCCKON MOTPEITHOCTH HABUTAIIMOHHBIX MPHOOPOB.
MeTos MO3BOJUT YHPOCTUTH 3KCIEPUMEHTANbHYIO OLIEHKY AMHAMHUUYECKOH MOTpemHOCTH MPU KOHTpPOIe
XapaKTEepPUCTUK CEPUIHBIX H3/ETNH, a TaKKe OIEHUTh 3HAYEHHUE TOTPEITHOCTH B YCIOBHUSIX PEalbHBIX BO3MYIIAIOMINX
BO3ACHCTBHUH, COOTBETCTBYIOMINX YCIOBHSAM SKCILUTyaTal[MH C UCTIOIB30BAHHEM HCIIBITaTEILHOTO 000pyTOBaHHUSA.
Merton. [TpemtoxeHHbIH METO OCHOBAH HAa H3MEPEHNH IPHOOPOM BOCTIPOM3BOIUMBIX CTEH/IOM ICEBIOCITyIalHBIX
HCTIBITATENBHBIX BO3/ICHCTBHUI B 33 JAHHOM CIIEKTPE YaCTOT, COOTBETCTBYIOIINM YCIIOBHSIM dKCIUTyaTaluy mpudopa. [Ipn
9TOM JIUCIEPCHst ANHAMHYECKOH ITOTrPEITHOCTH UCCIIEyeMOoro prudopa onpeerseTcs Kak IUIona b o/ rpadukoM ee
CHEKTpaJIbHON MIOTHOCTH. OCHOBHBIE pe3yabTarhl. /i peanu3anuy METOAa UCIOIb30BaH CIEeLUaIN3UPOBaHHbIN
CTEH/I, TIO3BOJISTIOIIMI BOCIIPONU3BOUTE KOJIEOAHHsI B 3a/JAHHOM CIIEKTPe 4acToT. [IpuBeeHbI pe3ynbTraThl IPUMEHEHUSI
pa3paboTaHHOrO METOJa MPH PEHISHUH 3a/1a4u OIIEHKU JUHAMHUYECKHX MOTPEIIHOCTEHN IEKTPOHHOTO KPEHOMETpA.
Pe3ynbpraTsl SKCHEPUMEHTATBHBIX HCCIETOBAHUI COTIACYIOTCS C MONyUYeHHBIMH PaHee PEe3yNbTaTaMU HaTyPHBIX
nccienoBanuii. O0cy:kneHue. PazpaboTaHHbI METOM TTO3BOJISET COKPATUTE BPEMsI OLICHKH THHAMWYECKON MTOTPEITHOCTH
CEpHITHO BBITYCKACMBIX JaTYMUKOB U MIPUOOPOB 10 15-20 MuH, Tak Kak He TpeOyeT BHITOTHEHHS H3MEPEHII Ha KaXKI01
4acToTe B OT/eIbHOCTH. [ToiydeHa BO3MOXKHOCTD OIIEHKH HOTPEITHOCTH IPHOOPOB B PEaTbHBIX PEXKUMAX SKCILTYaTaIAN.
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Experimental method for estimating the dynamic error of devices
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Abstract
Existing methods and equipment for determining the dynamic characteristics of devices and systems are considered.
A new method for estimating the dynamic error of navigation devices is proposed. It makes it possible to simplify
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the experimental assessment of the dynamic error of serial products as well as to evaluate its value under conditions
of real disturbing influences corresponding to operating conditions using test equipment. The method is based on the
measurement by the device of pseudo-random test effects reproduced by the stand in a given frequency spectrum
corresponding to the operating conditions of the instrument. In this case, the variance of the dynamic error of the
device under study is determined as the area under the graph of its power spectral density. To implement the method, it
is proposed to use a specialized stand that allows to reproduce oscillations in a given frequency spectrum. The results
of the application of the developed method in solving the problems of estimating the dynamic errors of the electronic
inclinometer are presented. The results of experimental studies are consistent with the results of field tests obtained
earlier. The developed method makes it possible to reduce the time for estimating the dynamic error of sensors and
devices to 15-20 minutes because it does not require measurements at each frequency separately, and also allows to

evaluate the error of devices in real modes of its operation.

Keywords

dynamic error, spectral density, operating conditions, stands, tests, electronic inclinometer.
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BBenenue

Teopernyeckne OCHOBBI MCCIIEIOBAHMI JUHAMUYE-
ckux norpenHocteit (1) mpu pa3nuvHbIX BHIaX BXOAHBIX
BOSHeﬁCTBHﬁ MMPEAJI0KEHBI B MHOTOYUCIICHHBIX HAYYHBIX
pabotax, Hanpumep B [1-4]. J{ist cynoBbix nmpubopoB u
JATYMKOB XapaKTEPHO MOJIUTAapPMOHHUYECKOE BXOHOE BO3-
JieficTBHE B HEKOTOPOI! MOJI0CE YaCTOT.

XapaKkTepuCTHKN N3MEPHUTEILHBIX KaHAJIOB TPHOOPOB
U JTaTYNKOB HOPMUPYIOTCS B TEXHUYECKUX YCIOBUSAX IJIS
THPOCKOIMYECKHUX MTPUOOPOB M MHEPIHAIBHBIX JaTINKOB.
[Tpu 3TOM K YHCITy HOPMHPYEMBIX XapaKTEPUCTHK BO MHO-
THX CITy4asX OTHOCSTCSI: BpeMsI TOTOBHOCTH; MacIITaOHBIIH
K03((OUIMEHT 1 eTo N3MEHEeHNE; CPEIHSISI KBaApaTHIecKas
TIOTPEITHOCTh; YPOBEHB IITyMa; Apeii( B MycKe; yCTOWIH-
BOCTb K BHEIIIHMM BO3MYLIAIOIIMM (haKkTopaM; H3MEHEHHUE
XapaKTepUCTUK OT ITycKa K IycKy u ap. [5, 6]. B cBs3u co
CJIO)KHOCTBIO HKCIIEPUMEHTANBHBIX Pab0T U MPOIOIIKH-
TeNbHOCTHIO m3Mepenuit 11 u momoca pabovnx 4acToT, Kak
MIpaBUJIO, He HOpMUpYytoTcs. [Ipu mpoBeaeHUH KOHCTPYK-
TOPCKUX UCHBITAHUN ITH XapaKTEPUCTUKU ONPEIENIOTCS
pacUeTHBIM IIyTEM UM KOCBEHHBIM METOAOM, HallpuMmep
110 BPEMEHHU NEPEXOIHOTO Ipouecca [7].

PazpaboTka BCEIIMPOTHBIX aBTOMAaTH3NPOBAHHBIX CH-
CTEM YIIPaBJICHUs JBMKEHHEM MOPCKHX CyHOB, paboTaro-
WX B YCIOBHUAX 3HAUUTENBHON Ka4KU Cy[HA, CIIEMHHTA 1
BHOpaIMK €ro KOpIryca, MOSIBICHHUE BBICOKOCKOPOCTHBIX
CYIIOB Ha MOJBOJHBIX KPBUIbAX U BO3AYILIHOH MOIYIIKE,
HpI/I60pLI KOTOPBIX UMCIOT 3HAYUTCIIbHBIC TUHAMUYCCKUC
BO3MYILCHUS, TIPUBEIN K HEOOXOAMMOCTH JTIOCTOBEPHOI
oueHku I cOBpeMEHHBIX TUPOCKONMYECKUX JaTUUKOB B
LIUPOKOH mosnoce yacTtoT. OTaenbHON 3aaueil apiasercs
onenka /II1 nadopmarronHoro kaHama npudopa, HalpH-
Mep U3MEPUTEIIS KPEHA, B PEalIbHBIX YCIOBHSIX dKCILTyaTa-
LIMM Ha KOHKPETHOM CY/THE B yCIIOBHSIX KOHKPETHOM KauKH,
KOTOpast MOJKET OTIIMYAThCS OT 3asIBIICHHOM B TEXHUUECKHX
ycnoBusix JI1 B momoce pabouynx gactoT. OTMETHM, YTO
nHpopmatus o peansHo [T nH(DOPMATMOHHBIX KaHAIOB
THPOCKOITMYECKHUX MPUOOPOB U UX JATUUKOB MO3BOJSAET
TIOBBICUTB KaY€CTBO MPOEKTHPOBAHMUS CUCTEM YIPaBICHUS
cynnoMm. Kpome Toro, mogo0Hasi oleHKa MOrpeiHOCTH

MOYKET HOCHTb apOMTpaXKHbIH XapakTep MpH IpoBeie-
HUM aHalli3a HELITaTHBIX cUTyalui. B HacTosiiee Bpe-
Ms IIOCTPOEHHbIE B Poccuu rpaxkianckue cyaa He pelKo
OCHAI[AIOTCS] UMIIOPTHON HABUTAIlMOHHOW anmaparypoi.
OrneHka METPOJIOTHYECKUX XapAKTEPUCTUK COBPEMEHHBIX
TUPOCKOMMUYECKUX JAaTYMKOB M MOIYyJIEH B JUHAMUYECKOM
pexuMe OyzeT crocoOCTBOBATh CO3/IaHNIO HOBBIX CHCTEM
yYHpaBIeHUs TPAAUIMOHHBIME U BBICOKOCKOPOCTHBIMU
CyJlaMu, MOBBIMICHNIO Ka4eCTBA BIITyCKAEMbIX IPHOOPOB,
HO U TO3BOJINT CEPTH(GHUIMPOBATE MPUOOPHI U AATUUKH
B cootBeTcTBUH co ctanmapramu IEEE, uto 6e3ycioBHO
IIPUBEJIET K BBITECHEHUIO C OTEYECTBEHHBIX CYJI0B MIMITOPT-
HOW amnmaparypbl U pacUIMpUT KpPYT ee NoTpeduTelneil Ha
MEX1YHapOIHOM PBIHKE.

OueBuaHo, uto ucciaeaosanue Il n3mepureabHOro
KaHalla THPOCKOIMYECKOTO NMpUOOopa M MHEPIHAIbHBIX
JIATYUKOB B HOPMHUPYEMOH MOJIOCE YACTOT JIsl PEeIlIeHUs
MOCTaBJICHHBIX 33/1a4 TpeOyeT pa3paboTKH HOBOTO METO/Ia
U TEXHUYECKUX CPEJICTB ISl €r0 pealn3alum.

ITocTaHOBKA 327244 HCCJIeI0BAHUI

Kak ussectro JII1! onpenesnsiercs: pa3sHOCTBIO MEXKIY
MOTPEUIHOCTBIO CPEJCTBA U3MEPEHUN B JTHHAMUUYECKOM
PEKUME U €r0 CTaTUYECKON MOrPELIHOCTBI0, COOTBETCTBY-
ollel 3HAYEHUIO BEJIMYMHBI B IaHHBI MOMEHT BpEMEHHU.
Ee 3HaueHuMe ABISICTCS ONPENCISIONIAM TIPH SKCILTyaTallui
HaBUTAI[HOHHBIX MTPHOOPOB TIOABIKHBIX 00HEKTOB.

Jus onenxn JII1 mprGOpoB B CBSI3U € IPOCTOTOH pea-
JU3AIHA HanOOJbIee PACcIIpOCTPAHEHUE TOTYIHI METOJ
COTIOCTABJICHHS ITAPAMETPOB IOCIEAOBATEIHHO 3aperu-
CTPUPOBAHHBIX TAPMOHUYECKUX BXOAHBIX BO3ICHCTBUI
Ha BBIOPAHHOM YacTOTe, B UHTEPECYIOIIEH M0JI0Ce YacToT,
C COOTBETCTBYIOIIIMMH MapaMeTpaMH BBIXOJJHOTO CUTHajIa
npubopa [8].

st uccrnenoBanus 11 npuOopoB, BeIpaOaTHIBAIOIINX
YIIIBI KpeHa 1 TudPepenTa, a TAakKe CHCTEM CTaOMITN3aIiN

I PMI" 29-2013 TocynapcTBeHHas cucteMa obecredeHus
eanHCTBa u3Mepenuil. Merposnorus. TepMuHbl ¥ onpeeneHus..
M. Crannapruadopm, 2014. 55 c.
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Puc. 1. Tpexocnbiii Acutronic AC33V-T450! (@) u marnocnsiit Acutronic HD55H-T65.602 (b) cren bt

1 — nnaropma Julsl 3aKpeIIeHHs UCIIBITYeMON CUCTeMBI; 2 — Iaiba Juls yCTaHOBKH LeIH

Fig. 1. Three-axis Acutronic AC33V-T450 (a) and five-axis Acutronic HD55H-T65.60 () stands
1 — platform for fixing the system under test, 2 — table for setting the target

U YIIPaBJICHUS MOJBUKHBIMU OOBEKTAMH YaCTO HCIOJb-
3YIOT CIICIUAIM3UPOBAHHBIC MHOTOOCHBIC CTEHIBI KAYKU
[9, 10].

Ha puc. 1, @ mpencTaBieH TpexXOCHBIH CTEH]T (pUPMBI
Acutronic?, ucronb3yeMblii 118 KaiuOpoBKK Gecruiar-
(hOpMEHHBIX HHEPIHATbHBIX HABUTAIIMOHHBIX CHCTEM, a
Ha puc. 1, b — TATHOCHBIIN CTEH, TpeTHA3HAYCHHBINA IS
HCIBITAHUSI CUCTEM aCTPOKOPPEKLUHU MO/IBHIKHBIX 00b-
€KTOB M TOJIOBOK camMoOHaBeaeHus pakeT. OcCOOEHHOCTh
MATHOCHOTO CTCHIa — BO3MOYKHOCTh BOCIIPOU3BEICHUS
HE TOJIBKO KOJICOaHUI B TPEX IJIOCKOCTSAX HCIBITYEMOM
CHUCTEMBI, 3aKpEIUICHHON Ha rmiar¢opme /, HO ¥ YIIIOBOIO
pa3BOpOTa IETU OTHOCHTEIBHO MPHOOpa B JBYX IUIOCKO-
crsix. [lpu 3TOM 1eTh — ONTHYECKUN UMUTATOP 3BE3MIbI
WM TEPMOU3Iy4aTelb, yCTAHABIUBACTCS HA OTACIBHBIX
pamMkax Ha mmaiioe 2.

3aciy’)KMBaeT BHUMAHUS CTCH[ ISl OIICHKH BIUSHUS
OUHAMHYECKHAX BO3JCHCTBUI Ha CHCTEMBI yIPAaBICHUS
SIIEPHBIMU YHEPTeTHYECKUMH ycTaHOBKaMu (puc. 2) [11].
OH npezcraBisier cO00H pacKauMBaIOIIYIOCS B JIBYX ILIO-
CKOCTSIX Pamy, YCTaHOBJICHHYIO Ha KPECTOOOPa3HOM I10/IBe-
ce, Ha KOTOPYIO MOMEIIACTCs UCCIeAyeMblit 00beKT. CTeHT
MOXKET OCYIIECTBIIAThH KOJICOaH s, U3MCHSIFOIIUECS 10 rap-
MOHHYECKOMY 3aKOHY, B JIByX OPTOTOHAJIBHBIX IIOCKOCTSIX.

Takum oOpasom, 3amaya uccienoanus JI1 naBura-
LUOHHBIX TIPUOOPOB U CHCTEM YIIPABJICHHUS MOJBIKHBIMU
00BeKTaMH OOBIYHO PEIIACTCSI C MIOMOIIBIO TPHMCHEHUS
Pa3TUYIHBIX CTEHIOB, B OONBIINHCTBE CBOCM CITCI[HAIH-
3UPOBAHHBIX. BEIMOIHACTCS COMOCTABICHUE TApaMETPOB
MTOCTIEAOBATEIBHBIX TAPMOHIIECKIX BXOTHBIX BO3ICHCTBHI
C COOTBETCTBYIOIIMMH MapaMeTpaMH BBIXOJHOTO CUTHA-
na npubopa B pabouem auanazoHe yactoT. Hemocrarok
JIAHHOTO MeTo/a — HEBO3MOKHOCTh oueHku Il nmpu-

1 Acutronic [Dnekrponnsiii pecypc]. Pexxum nocryma: https://
www.acutronic.com/simulation-test/3-axis-rate-tables/swiss-3-
axis-rate-table-series-ac33v-t, cBoOOIHBIN (1aTa oOpaleHus:
20.11.2022).

2 Acutronic [DrektponHslii pecypc]. Pexum pocrymna: https://
www.acutronic.com/, cBo6oHbI# (1ata obpamenus: 20.11.2022).

OGOpOB M CHCTEM TIPU BO3JICHCTBUU HA HUX KOHKPETHBIX
BO3MYIICHNH, COOTBETCTBYIOLINX YCIOBHSIM UX KCILTY-
aranuu. Hanpumep, Kauku KOHKPETHOTO Cy/HA Ha pas-
JMYHOM BOJIHEHHH C TTapaMeTpaMHt, XapaKTepU3yIOINMU
peanbHBIE YCIOBHUS dKCIUTyaTanuu mpubdopa. OTMeTnM,
yT0 Tipu uccrenoBarnu 1 mpubopos HEoOX0aMMO 3a1a-
BaTh FAPMOHMYECKUE BO3ACHCTBUS MOCIEAOBATEIBHO HA
Ka)XI0l1 4acToTe BO BCEM HMCCIIEyeMOM AMAIa30He, YTO
IpeCTaBIsIeTCs 3aTPATHBIM.

3ajavya HacToseil paboThl — pa3paboTka MeToaa
ouenku JI1 ruponpubOpoB, MO3BOJISMIONIET0 COKPATHTD
BpEeMsI SKCIIEPUMEHTAIBHBIX PabOT NMPU CEPUIHOM HpO-

Puc. 2. O6uwmii BU CTEH/A sl UCTIBITAHUN SIICPHBIX
9HEPTeTUYECKUX YCTaHOBOK [11]

Fig. 2. Overall view of the test stand for nuclear power systems
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H3BOJICTBE, a TAK)KE YTOUHUTH 3HAYCHUE MOTPEIIHOCTH B
KOHKPETHBIX YCJIOBHUSX JKCILTyaTalluu MpUOOpOB IpH HC-
CJIC/IOBATEIIbCKUX U apOUTPAKHBIX METPOJIOTMYECKUX pa-
6orax. Pernrenne ykasaHHOH 3a1a4n MO3BOJIUT YMEHBIINTD
TIPOM3BOJICTBEHHBIE 3aTPATHI U c€0ECTOMMOCTD IIPHOOPOB,
a TaKke MPEAOCTABUT JOMOJHUTEIBHYIO HH()OPMAIHIO O
JUHAMHYIECKON TOYHOCTH NTPHOOPOB.

MeToz OLlleHKHM AMHAMHYeCKOIi MOrPelHOCTH
NpuOOpOB U AATYUKOB

Jnst cokpamienusi BpeMenu otieHku JI1 naBuraumnon-
HBIX IIPUOOPOB M MCCIICIOBAHMS €€ 3HAUCHNI B PEaIbHBIX
peXUMax HKCIUTyaTalllH IeJIecCO00pa3Ho 3a/1aTh BO3MY-
HIAIOIHE BO3IEUCTBUS HE MOCIEI0BATEIbHO HA KaXKI0U
13 YacTOT, a C/IeJIATh UX IICEBIOCTyYaiHBIMHU, CTAllNOHAP-
HBIMH 1 COOTBETCTBYIOLIMMH 33laHHOMY CIIEKTPY YacTOT.
3aaBaeMbIil CTIEKTP 9acTOT HEOOXOAMMO BBIOPATH UCXOSI
U3 peajbHbIX YCIOBHUU JKCIUTyaTalMu NMpudopa uiu xa-
PaKTEepHUCTHUK, YKa3aHHBIX B JIOKYMEHTAIMH Ha MpuOop.
HccnenoBanus CIeKTPOB MEPUOAUUECKUX, HETIEPUOIU-
YECKUX U MOYTH NEPUOJUUECKUX (DYHKIIMI BBITOJTHEHBI
B paMKax CO3/1aHMsI KJIaCCHYECKOH TEOpHH MH(OpPMALIUH
[12, 13], onn moyuwsu pa3BuTHe B padore [14], a mpume-
HUTEJNBHO K PELLIEHUIO HHKEHEPHBIX 3a1a4 — B [15, 16].

[IpensmaraeMblif METO OIEHKH HMCIIOIB3YET PacdeT
CTHEKTPAJIbHBIX XapaKTEPUCTHK MOTPEITHOCTH MyTEM Te-
pexofia N3 BPEMEHHOH 00/IaCTH B YaCTOTHYIO C TIOMOIIBIO
npeobpazoBanus Oypse [17, 18]. ITO MO3BOIHUT OICHUTH
JUCTICPCHUIO MTOTPEIIHOCTH MPHOOpa B 3a1aBACMOM YaCTOT-
HOM JIMana3oHe.

ITycTb X(f) — BXOJHOM CUIHA UCIIBITATEIFHOTO CTEH A
(9TanoHHOE BXOJHOE BO3NeHcTBHIE), V(1) = X(£) + &(f) — BBI-
XOIHOU curHai npubopa, rae &(f) — JII mpubopa. Torna
&(t) = y(t) — x(2).

OmnpenenyM CHEKTPaIbHYIO INIOTHOCTh MOIPEITHOCTU
S,(f), B coorBeTcTBUU C TeopeMoil Bunepa—Xunduna [13],
KakK OJHOCTOpOHHEee npeobpazoBanne Pypre oT Koppes-
LHOHHOH (DYHKIMU TTOTPEITHOCTH:

S(®) = 2] R (x)eordr, (1)
0

rae Ry(t) — KoppersiiuoHHas (PyHKLHsI TOTPEIHOCTH; T —
WHTEPBAIl KOPPETSIUH; () — KPYroBasi 4acToTa.

ITockonbKy CUTHAIBI Ha BXOJIE U BBIXO/IE MPUOOpA SB-
JISTFOTCSL KOPPETUPOBAHHBIMHU, TO

R =R+ R Ry -Ry(®, ()

rae R, (1) u R (t) — aBTOKOPPEISLUOHHBIC (YHKIUH CUT-
HaJla CO CTEH/IA M BBIXO/IHOTO CHrHana mpubopa; R, (1) n
R,(T) — B3anMHBIC KOPPEISILHOHHBIC QYHKIIMH CHIHAIIA
CO CTeHJa 1 mpubdopa.

[ToncrasuB Bepaxenue (2) B (1), momydnM cieKTpaib-
HYIO TUIOTHOCTH MOTPEIIHOCTH HUCCIeAyeMoro npubopa,
KOTOpasi XapaKkTepu3yeT JUCIEPCHIO ero MOrPEeIIHOCTH BO
BCEM YaCTOTHOM Juara3oHe. Mckomylo aucnepcuto onpe-
JIeJIUM KaK IJI0NIab 1Mol rpauKOM MOJTYYeHHOH Crek-
TpaJbHOMU IJIOTHOCTH:

L

T

D=02=—[S(w)do.
0

CpenunekBaaparuunoe otkionenue (CKO) AIT ¢ mu-
KPOMEXaHWYECKOTO IaTYHKa WM HHEPIUAILHOTO H3MEPH-
TENHHOTO MOy HaiiaeM Kak 6 = \D.

Meron npeamnonaraeT NCToIb30BaHUE UCTIBITATEIIBHOTO
000py10BaHMs, CIIOCOOHOTO BOCTIPOM3BOIUTH KOJICOAHHS B
CIIEKTPE YaCTOT, OXBATHIBAIOIIEM BECh YaCTOTHBIN Anara-
30H paboTHI HccaenyeMoro oorexTa. MeTon peann3oBaH
CIIEIYIOIINM 00Pa30OM.

1. Tlocne ycTaHOBKHM MprOOpa Ha CTEH]T BBITIOIHNAM 3aIHCh
XapaKTEePUCTHUK, 3a/1aBa€MbIX CTEHJIOM X(7), U XapakKTe-
PHUCTHK, BOCIIPOU3BOIUMBIX AATYMKOM MM MOJYJIEM
).

2. C noMmolIbIo NporpaMmbl 00pabOTKH JaHHBIX, PEATU30-
BaHHOH, Hanpumep, B nporpammHoi cpene MATLAB,
MIPOM3BEJIEM pacCyeT aBTO- M B3aMMHBIX KOPpEJSIH-
OHHBIX (PyHKIMII BXOJHOTO CHT'HAJa CO CTEHJIA U CHT-
HaJla C UCCIIEYyeMOro npudopa, U KOppesIuOHHON
dyakaun 11 mo ¢opmyne (2). IIpu sToM mHTEpBAI
KOPPEJSIUH T ONIPEAEINM B 3aBHCUMOCTH OT YaCTOTHI
JMICKPETU3aINHU JaHHBIX U BPEMEHH 3aITHCH.

3. Ilyrem mpeobpazoBanus Oypbe momydeHHON Koppe-
nsiionHoM Gyukimu JIIT ocyniecTBUM pacyer criek-
tpanbHo#l miotHocTH JIT mo popmyne (1), mromans
1oz rpa)iKoM KOTOPOH ONPEJENIUT HCKOMBIE JHCIIep-
cuto u CKO AIT.

OTMeTHM, YTO BHJI ITOJY4YEHHOTO rpaduka CrieKTpalib-
HOH IUIOTHOCTH Xapakrepusyer ocodennoctu JI1 nccre-
JlyemMoro npuoopa, ¥ MO3BOJISIET ONPEACINTh, HallpuMep,
HaJIMYMe HU3KOYAaCTOTHOTO Jipeiha nimm BEICOKOUaCTOTHBIX
IIyMOB. DT JaHHBIC MOYKHO HCIIOJIb30BATh MIPH HCCIIEI0BA-
TEJILCKHUX WIIM apOUTPaKHBIX METPOJIOTMIECKUX padoTax.
OnHako B OOJBIIMHCTBE CIy4acB B yCIOBUSX IPOU3BOI-
cTBa JjoctatouHo 3HaHus 3HaueHus CKO [IIT.

[IpeumytecTBa pa3pabOTaHHOTO METOA 3aKITIOYAI0TCS
B TOM, UTO BpeMs, HeoOxonumoe st onpenenenns JI1
pUOOPOB, COKPAILAETCSI B HECKOJIBKO pa3 3a CUeT UCKITIO-
YEHUsI HEOOXOJUMOCTH UCIIBITAHUN Ha Ka)kKIOW 4acToTe B
OT/IENIBHOCTH U cocTaBisieT He 6onee 10—15 mun. Kpome
TOrO, MeTOA 103BoJsieT oneHuTh JIT mpubopa B pexnme
KOHKPETHBIX BO3MYIIAIONINX BO3ACHCTBUI Ha CyaHE, IPH
9TOM CIIEKTPBI Ka9KH CyAO0B M3BECTHBI MM MOTYT OBITh
paccuuTaHbI.

Bepudukanus npemioxkeHHOro MeToga

[pomsBeneM Bepr(UKAIHIO METO/IA C HCIIOIB30BAHUEM
anekTpoHHoro KpeHometpa (IK), mpencrasmsromniero ma-
JorabapuTHYIO THPOBEPTUKATH HA MHKPOMEXaHUIECKUX
THUPOCKOTIAX M aKCEIIePOMETPaXx.

C nensio onenkn 3Hadenus JI1 OK npumennm crenn
[19], umuTupyrommii 60pTOBYIO KauKy cyaHa. [Ipu aTom
CTEHJI MO03BOJIIET BOCIPOU3BOAUTH KauKy KaK C OJHUM
3aJIaHHBIM NIECPHUOJAOM, TaK U MOJIUTAPMOHUYCCKYIO Kad-
Ky C 3aJlaHHBIM CIIEKTPOM YaCTOT. YIpaBJIEHHE CTEHIOM
OCYIIIECTBUM C ITOMOIIbI0 KomIbloTepa (puc. 3). Ilpu sxc-
MepPUMEHTAIIBHBIX WCCIICIOBAaHMSX Ha IUIaTopMe CTeHIa
ycraHoBuM DK, curHam KOTOpOro CHHXpPOHHO 3aIIIeM
Ha BTOPOM KOMIbIOTEpe. MccienoBaHus COCTOSAT U3 IBYX
JTAIloB.

[IpennoxeHHbld METOA MPENIIOIAraeT, YTO UCCIeaye-
MBI IPHOOP UMEET JTHMHEHHYTO MTepeIaTOuHyI0 XapaKTepH-
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Puc. 3. CTen] Kaukyl ¢ yCTAaHOBJIEHHBIM 3JIEKTPOHHBIM
KPEHOMETPOM

Fig. 3. Pitching stand with installed electronic inclinometer (EI)

cruky. Ha repBom srare npoM3BeIeM OLCHKY YKa3aHHOTO
pPeAnoIoKeHUs. sl 9TOTO BBIIIOJIHUM HCCIIEIOBAHUE
kodhduuuenta nepenadn DK npu rapMOHHYECKUX BXO[I-
HBIX BO3ICHCTBHUSIX, 33[aBAEMbIX C TOMOII[BIO CTCH/IA KAYKH
B paboueMm auanasoHe 4acTot. MccrieoBanust MpoBeaeM
TPaJUIIHOHHBIM CITOCOOOM, MyTEM CPaBHEHHUS BOCIIPO-
M3BOJIMMBIX CTCH/IOM KauKH FAPMOHHYCCKUX KOJeOaHuit

C U3BECTHOHN 4acTOTON M aMIUIUTYJOH C pe3ynbTaTaMu
n3MepeHnit mpudopa. YCIoBUsI HCTIBITAHUN: IMANa3oH T1e-
puoznoB kauku ot 3 g0 10 ¢ u ammautyasr +2°, £5° u £10°
(Tabmuma).

W3 Tabnuibl BUIHO, YTO MACIITaOHBIH KOd(PQHUIIHEHT
OK B nmana3zoHe 3a7aBaeMbIX 4acTOT MMEET 3HAYCHHC
0,995, a ero morpemHocTh cocraBmaeT + 0,005, uTo mox-
TBEPKJAET JIMHEHHOCTb CUCTEMBI U3MEPEHHS yIIa KPEHa.

Ha BTopom sTane uccinenoBaHui BBIITOJIHUM HENOCPE-
CTBEHHbBIE MCCIIEI0BaHMs MPEI0KEHHOTo MeTona. s
9TOTO UCIIONB3YEM PE3y/bTaThl IPOBEJCHHBIX PaHee HaTyp-
HBIX MCIBITAaHUN. B HaTypHBIX yciIoBHsIX ObljIa BBIIIOJHEHA
oleHka norpemHocTy DK METo10M CpaBHEHUS C ATAJIOH-
HBIM NTPUOOPOM. DKCHEPUMEHT BBIIOIHSIICSI Ha CyJIHE,
BogousmenienreM 100 . Bo Bpemst akcniepumenTa ObuH
3amucanbl peanu3anuu 6oproBoil kauku ¢ DK, a Taxke ¢
OecruraT(hOpMEHHON MHEPIIATBHON CHCTEMBI, TIOCTPOCH-
HOW Ha BOJIOKOHHBIX THPOCKONAX M MMEIOIIEH TOYHOCTh Ha
TIOPSZOK BBIIIE MCCIESTYyeMOH. 3aliCh peai3anii pon3-
BOAMJIACH 32 MHTEpBaI BpeMeHH 15 muH. [lorpemHocTts
OK, nomnyueHHast IpH HaTYPHBIX UCTIBITAHUAX ITyTEM CPaB-
HEHUSI ¢ 3TAJIOHHBIM MPUOOpOM, cocraBuiia 0,28°.

OueBHIHO, YTO YKa3aHHBIE Pealli3allii XapaKTepU3yIoT
peaJibHbIe YCIIOBHSI DKCILTyaTaluy npudopa, Ha X OCHOBE
MOCTPOUM aMILTUTY/HBIN CIIEKTP (Jlajiee — CIIEKTP) KauKH
cynHa (puc. 4, a). [lanee B 1a00OpaTOPHBIX YCIOBHUSIX BBI-
MTOJIHUM TI0/100p aMIUIUTYA U MEPUOJ0B TapMOHUYECKHUX
ronebanuii crenna. [locne ycranosku DK Ha crenn 3a-

Tabnuya. KoadhuuneHT nepeaadn 3IeKTPOHHOTO KPEHOMETPa MPH Pa3INYHBIX YCIOBUSIX KauKn
Table. EI gain at various pitching parameters

Ilepuon kauku, ¢
AMIuuTya Kauku 3 5 | 7 10
Kosddumuent nepegaun
+2° 0,994 0,992 0,992 0,990
+5° 0,997 0,994 0,994 0,995
+10° 0,997 0,998 0,997 0,995
a b
0,8 . T - : :
o A | 0.8+ \ -
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Puc. 4. AMIINTY/THBIE CIIEKTPbI Ka4KH, TOCTPOCHHBIE 110 PEaIU3aLMAM, MOJIyYeHHBIM Ha: HATYPHBIX UCIIBITAHUSX (&)
1 BOCIIPOM3BOAUMBIE Ha cTeHe (b)

Fig. 4. Pitching amplitude spectrum: based on data from field tests (a); set at the pitching stand (b)
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Puc. 5. I'paduk crieKTpaabHON TIIOTHOCTH MOTPEITHOCTH
SMEKTPOHHOTO KPEHOMETpa

Fig. 5. Power spectral density of EI error

JIaJIUM TTOJIMIAPMOHNYECKUE KOJIeOaHMUs1, CIIEKTP KOTOPBIX
NPUOJIMKEH K PEaIbHOMY CHEKTPY KauyKH, IMOJyYCHHOMY
Ha cynHe (puc. 4, b).

C Hcronbp30BaHNEM pealin3aliii, BOCIPON3BOIUMBIX
CTEH/IOM KoJieOaHuM, IIUTEIBHOCTRIO 15 MUH | 3amucei
BBIXOAHOTO curuaina DK paccuntaemM KOppesUOHHYIO
(hYHKITUIO ITOTPEITHOCTH C UCTIONE30BaHUEM (hOPMYIIHI (2).
C momotsio npeodpazoBanns Pypre mocTponm rpadux
CHEKTPaTbHON TUIOTHOCTH MOMIHOCTH MOTpemHoCcTH DK
(puc. 5). U3 rpaduka BugHO, uTO B mMoka3zaHusx DK or-
CYTCTBYET HU3KOUACTOTHBIN Apeii) M BEICOKOUACTOTHBIC
LTyMOBBIE COCTABJISIOIIHE.
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cucremamu ynpasieHus. Caparos: CapaToOBCKHII roCylapCTBEHHBII
texHudyeckuil ynusepcutet um. FO.A.T'arapuna, 2021. 240 c.

8. I'pszun I.I' Pacuer u nmpoektrpoBaHue OyeB /isi H3MEPEHHSI MOPCKO-
ro BonHeHus. CI16.: CIIGTUTMO (TVY), 2000. 134 c.

9. Kamuxman J[.M. [Ipenn3noHHbIE yIIpaBIsieMble CTEHbI ISl JUHAMU-
YECKHUX HCHBITAaHUI TupocKonuueckux npudopos. CI16.: IHI[ PD
IMHUU «Dnexrponpudop», 2008. 296 c.

Hucnepcuro norpemuoctu DK onpeaenuM kak mio-
maap noj ykazaHueM rpadukom, CKO norpemmocti DK
npu 3ToM coctaBuiio 0,36°, 4To coracyercsi ¢ nmorpeul-
HocThio DK, MOy4eHHOH py HaTYPHBIX UCCIIEIOBAHUSIX.
OueBUAHO, YTO pa3HULA B yKa3aHHbIX 3HaueHusx CKO
0OBSICHACTCS TIOTPEITHOCTHIO SKCTIICPIMEHTA U BOCIIPOU3-
BEJICHUS 32/1aBACMOT0 CIIEKTPa KauKH.

Pe3ynbraTsl SKCTIEpUMEHTATBHBIX HCCIIEIOBAHUHI TTOKa-
3aJH, 9TO Pa3padOTaHHBIA METO]] TIO3BOJISET MPOM3BOANTH
oreHky J[IT mpuOopoB B ycinoBusiX, Haubosee mpuoOIu-
KEHHBIX K PEaJIbHBIM YCIOBUAM dKCIUTyaTaruu. [Ipu sTom
BpeMsi, HEOOXOAMMOE I IPOBEJICHUS UCCIICJOBAHMIA,
coKpamiaercs B 5 paz u cocTaBisieT He Odosee 15 MuH ¢
nocieayrouei oopadorkoi qanHbIX. [Ipu 3TOM MOIYyUeH-
HBIE PE3yJbTAaThl XOPOILIO COINACYIOTCA C pe3yJIbTaTaMu
TIOJTyYCHHBIX PaHee UCCIICOBaHMUH.

3akiaouenune

[IpennoxxeHHbId METOJ OLIEHKU JUHAMUYECKOH 1O-
TPENTHOCTH THPOIPUOOPOB HE TPeOyeT MCIBITAHUH TPH-
0opa Ha KaXOW 9acTOTE B OTAEITBHOCTH U TO3BOJISET CO-
KpPaTHUTh BPEMs SKCIIEPUMEHTAIBHBIX HCCICIOBAHNN MPH
CEpUITHOM IPOU3BOJICTBE.

Merton 1aeT BO3MOYKHOCTh YTOUHSITH 3HAUCHHE TIOTPEIIl-
HOCTH U IOJIyYaTh AOIOJHUATEIbHYIO HH(OPMALIUIO O JU-
HAMHUYECKOU TOYHOCTH MPHOOPOB B KOHKPETHBIX YCIIOBHSIX
WX 9KCIUTyaTalyH.

OcyuiecTBiieHa ycnelHas Bepudukanms MeTona Ha
CIICIUAIM3UPOBAHHOM CTCHJIC, CIIOCOOHOM BOCIPOU3BO-
IIUTH KOJICOAHUS B 3aIaHHOM CIEKTPE YacTOT, IPU ITOM
OBLITN HCIIOTH30BAHBI XaPAKTEPUCTUKH PCATbHON KAUuKU
CyZlHA U Pe3yIbTaThl HATYPHBIX MCIBITAHUH armaparypsl.
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Abstract

Common practice methods of tank design for transportation of liquefied natural gas don’t take into account the specifics
of the gas carriers operation under the condition of partial filling of cryogenic tanks. A new method for designing of
type-C tank is proposed. Method is based on solving the problem of increasing the volume of transported liquefied
natural gas by small-scale inland carriers. The method is based on usage of a number of limiting parameters: minimal
allowable ventless operation time, allowable values of the ship’s draft, and the actual duration of voyages between
neighboring consumers. The method allows optimizing type, shape, wall thickness, and heat insulation thickness of
cryogenic tank. The proposed method is aimed at enlargement of usage of the ship’s hull dimensions. This is achieved by
changing the diameter, the distance between centers of the bi-lobe tank, the thickness of the insulation, and the maximum
allowable working pressure. An increase in the volume of the tank is achieved by coordination such parameters as the
maximum allowable draft of the vessel, the minimum time of ventless storage, and the time of ventless operation under
partial filling conditions. The calculation of the ventless operation time is determined by the operating conditions of
type-C tanks. The calculation of the heat ingress into the tank takes into account the contact area of liquefied gas and its
vapors with the metal wall of the tank. The calculations do not take into account the assumption of thermal equilibrium
between the liquid and vapor fractions, which leads to the need to take into account heat transfer from vapor to liquid.
The implementation of the method is shown on the example of the modeling of the two-way river-sea type vessel. It is
shown that optimization of tank parameters in accordance with proposed criteria can lead to an increase in the volume
of transported natural gas by more than 4 %. The method can be used in the development of new and modernization of
existing vessel projects to transportation of liquefied natural gas operating in water basins of Lena and Yenisei rivers in
the East Siberian region. The described method can also be used in the design of road and rail tanks as well as small-
scale bullet tanks for liquefied natural gas.

Keywords
cryogenic tank design, type-C tank, partial filling, tank optimization, inland carrier, small-scale tanker, liquiefied natural
gas, ventless operation
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AHHOTaNMS

Beenenne. PacripocTpaHeHHbIE HAa MTPAKTHKE METOABI MPOEKTUPOBAHUS TAHKOB TSI TPAHCIIOPTUPOBKH CHKMKEHHOTO
MPUPOJHOTO Ta3a He yUUTHIBAIOT CIEU(UKH SKCIUTyaTallud TAHKEPOB-Ta30BO30B MPU YACTHUHOM 3aIMOTHEHUHU
KPHOTEHHBIX pe3epByapoB. [IpeanokeH HOBBIA METOJ MPOSKTHPOBAHUS CYIOBBIX TaHKOB THNa C, OCHOBaHHBINA Ha
peIIeHNH 3a1a9i yBEIWICHUs] 00beMa MePeBO3UMOro CHKIKEHHOTO MPUPOIHOTO ra3a PeUHBIMH MAJTOTOHHAKHBIMU
pE4YHBIMU TaHKepaMH. MeToJ OCHOBaH Ha INPUMEHEHUU PsAJla OTPAHUYUTEIbHBIX IapaMeTPOB: MUHUMAIbHOIO
JIOIyCTUMOTO BpEeMEHHN Oe3/IpeHa)KHOTO XPaHEHHs! KPUOIPOTYKTa, JOITyCTHMBIX 3HAYEHHH OCa/IKU Cy/IHA U peallbHON
MPOIOJKUTEIBHOCTH MEPEX0JJ0B MEKIY COCEAHUMH MOTpeOuTeNnsIMu. BelnonHeHa onTuMu3anus tuna, Gopmsl,
TOJIIIMHBI CTEHOK M TEIUIOBOTO OTpax<IeHUus KpuoreHHoro TaHka. Meroa. [IpenioxeHHbIil MeTO HallpaBleH Ha
yBEINYEHNE UCTIONb30BAaHNS FabapuTOB KOPITyca CyaAHa. DTO JOCTUTaeTCsl N3MEHEHHEM JIMaMeTpa, PACCTOSHHS MEXIY
LEHTPAaMH JABYOIBHOTO TaHKA, TONIIMHBI M30JSIIUH ¥ MAaKCHMaJIbHO IOMyCTUMOTO JaBICHUsS. YBEIHUCHHE 00beMa
TaHKa 00ECMEeYeHO COTIaCOBAaHMEM TAaKHX MapaMeTPoB, KaK MAKCHMAIILHO JOMYCTUMAsl 0CaaKa CyAHA, MUHUMAIbHOE
BpeMst 0€3/IpEHAKHOTO XPAaHEHHs ¥ BpeMsI Oe3APEHaKHOTO XPAHESHHS TIPH Pa3IMIHOM HaYaIbHOM YPOBHE 3arlOTHEHUS.
Pacuer BpemeHH Oe3peHaKHOTO XpaHEHHsT OIPEIEeNIeH YCIOBUSIMH dKCINTyaTanny pesepByapos tuma C. Pacuer moxgsozna
TeIUla K pe3epByapy YUHMTHIBAET IUIOIIAAb KOHTAKTA CKMXKEHHOI'O I'a3a M ero IapoB CO METaIIMYECKUMH CTEHKaMU
pe3epByapa. B pacuerax He mpUHUMAETCs TOMYIIEHHE O TEIJIOBOM PABHOBECHH MEKTY JKHIKOM M ITapOoBOH (PpaKkiusiMu,
YTO MPUBOJHUT K HEOOXOIMMOCTH yueTa Terulonepeayn oT napa K skuakoctd. OCHOBHBIE pe3yJbTaThl. Peanu3zanus
MEeToa TT0Ka3aHa Ha MIPUMepe pacueTa TAHKOB ISl CYJI0B THMa peka—mope. [loka3aHo, YTo onTHMH3AIMY TapaMeTPOB
pe3epByapoB B COOTBETCTBHH C MPEUIOKEHHBIMU KPHTEPHAMH MOXKET IIPUBECTH K YBETWIEHHIO 00beMa MePEeBO3NMOTO
TIPUPOAHOTO CHKIKEHHOTO Trasa Ooiee ueM Ha 4 %. O6cy:kaeHue. MeTox MOXKET HATH MPUMEHEHHE TPH pa3padoTke
HOBBIX ¥ MOICPHU3AIMH CYIIECTBYIOIINX IPOEKTOB CY/IOB JUIS TIEPEBO3KHU CHKIKCHHOTO TIPUPOJTHOTO Ta3a, padoTaIomiX B
BOAHBIX OacceifHax pek Jlena n Enuceit Bocrouno-Cubupckoro pernona. OniucaHHBIH METOI MOXKET OBITh HCIIONE30BaH
IIPY MPOSKTHPOBAHUN aBTOMOOWIJIBHBIX M JKEJIE3HOAOPOXKHBIX MUCTEPH, a TAaKXKe CTAI[MOHAPHBIX MaJorabapuTHBIX
LWINHAPUYECKUX LIUCTEPH AJIsl TPAHCIIOPTUPOBKU M XPaHEHUsI CXKMKEHHOIO IPUPOJHOIO rasa.

Kirouesbie ciioBa
MPOCKTUPOBAHUE KPUOTCHHOI'O TaHKA, TAHKW TUIIA C, YaCTUYHOC 3aIlIOJIHECHUE, ONITUMH3AlMs TaHKA, petmoﬁ ra3oBo3s,
MaJIOTOHHQKHBIN ra30B03, CKMKEHHBIM NPUPOIHBIN ra3, Oe3apeHakHOe XpaHEeHHe

Ceplaka a1 nutupoBanusi: Visanos JI.B., bapanos A.1O., Hosunkast A.B. Merox MoznennpoBaHus pe3epByapoB
CKMKEHHOTO MPUPOAHOTo ra3a Tuna C Ha OCHOBE OMTUMU3AIMK oObeMa Juid Oyaylel sKCIulyaTalluy B pexuMe
YaCTHYHOTO 3arnoiaHeHus // HayqHo-TexHn4ecknii BECTHUK HH(POPMAIMOHHBIX TEXHOIOTHIA, MEXaHUKHU 1 onTUKH. 2023.
T. 23, Ne 3. C. 592—600 (una anrn. 513.). doi: 10.17586/2226-1494-2023-23-3-592-600

Introduction

Liquefied Natural Gas (LNG) has become a new major
clean energy source! [1]. Distant settlements are in need
of fuel supply. Fuel supply chain in North-Eastern Siberia
has name “Northern delivery”. Due to logistic problems,
the fuel price transportation fee may be up to 70 % of
total price [2]. Since in such places usually there are no
developed railways or roads, the only reliable way of LNG
transportation is naval one: by sea or river.

Due to multiple unique factors specific to North
Siberia region, existing methods of technical analysis and
optimization of LNG tanks are not effective. Such specific
factors include: long distances between each point of LNG
consumption, shallow draft on majority of waterways,

I GIIGNL. Annual Report. 2020 URL: https://giignl.org/
document/giignl-2020-annual-report/ (accessed: 08.12.2021).

and lack a single large consumers [3]. Based on analytical
papers [4-6], the conception of “milk-run” delivery is the
most rational solution. Milk Run concept means that LNG
carrier moves along the distribution route and unloads
parts of LNG. Afterwards, vessel continues movement with
partial filled tanks. The main problem with partial filling
is faster self-pressurization. When inner pressure reaches
peak number of Maximum Allowable Working Pressure
(MAWP) safety valve opens and Boil-Off Gas (BOG) is
released. Discharge of BOG is a big problem that harms
economic efficiency of LNG transportation and causes
environmental damage.

Different method of modeling of small-scale LNG tank
was developed. Paper [7] described an original method
of projecting inland small-scale LNG carrier based on
usage of standard ISO insulated LNG containers. Boundary
conditions are selected by specific of a waterway of river
Danube: ship’s length, breadth and draft. Maximum
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allowable draft defines maximum weight of cargo. Different
variants of vessel hulls were analyzed to find the best one.

Although standard ISO! containers are reliable way
of LNG storage, the coefficient of effective displacement
usage is lower than any other Cargo Containment System
(CCS). That’s why this method cannot be used to design
LNG carriers for main rivers. Also described method does
not suit for reconstruction and modernization projects.

LNG carriers on Lena and Yenisei will be exploited in
“milk-run” based logistics supply chain. By that reason
the CCS for these vessels must be designed in view of
this feature. Different models were already designed: for
small pressurized vessels and large ones. For example,
in [8] model, the case has been presented without phase-
equilibrium between LNG and its vapor. Separated heat
ingress is calculated towards vapor phase and liquid phase:
vapor overheat in large LNG reservoir reaches up to 10 K.
Heat transfer from vapor to liquid phase has been calculated
by integrating the heat flux from the vapor phase to the
vapor-liquid interface. The main mechanism of heat transfer
is conduction. LNG is presented as multicomponent liquid.
Although this method is reliable for the full-scale LNG
reservoirs — for the small-scale ones it needs to be adjusted.

In paper [9], evaporation rate under different loading
condition is calculated with ANSY'S Fluent software. With
assumption of different initial filling, the authors did not
consider the change of the liquid level due to change in
density of LNG due to the increase of temperature.

Lee et al. [10] present experimental data from nitrogen
tank self-pressurization. This paper stated that equivalent
thermal conductivity is a convenient calculation method
of heat ingress through the wall to BOG and from BOG to
LNG (if sloshing effect is neglected).

Ferrin et al. [11] calculated convective heat ingress
under different filling conditions. The modeling object
in this paper is small vertical cylinder tank. Although the
described method of heat transfer calculation is accurate,
it’s hard to apply Computational Fluid Dynamics (CFD)
calculations for the full-scale tank holding time calculation
due to the necessity of high-performance computer.

Paper [12] presents the whole algorithm of calculation
LNG evaporation from a reservoir. Heat transfer coefficient
between BOG and LNG is presented as a steady number.
Heat ingress rate is a steady number as well. REFPROP
wrapper was used to perform the modeling. With static
number of heat transfer coefficient, it is not reliable for
the calculations with constant change in thermodynamic
parameters of LNG and its vapor.

All the methods described above cannot be utilized
effective enough under specific conditions that require
taking into consideration partial filling of tank. Described
methods include simplifications making obtainable
data unusable in such conditions. Presented method is
based on the usage of ship’s hull parameters and drain-
free operation time under different filling conditions,
so it may be implemented in development of new ship
and modernization of the existing ones. Method allows

1 ISO VAC 40 LNG: 40 ft LNG Iso Container. URL: https://
wessingtoncryogenics.com/products/liquefied-natural-gas-
containers/iso-vac-40-Ing/ (accessed: 27.01.2023).

adjusting tank dimensions, volume, thickness of tank walls,
and thermal insulation. Proposed method allows achieving
enlargement of LNG volume and prevent LNG loss due
to BOG discharge under any specific conditions of tank
exploitation.

Model development

The enlargement of LNG tanks is achieved by
optimization parameters of tank: its shape, length, diameter,
thickness of wall, and insulation. Volume enlargement is
achieved when following parameters are matched:

— Draft of the fully loaded vessel matches with maximum
allowable draft for the unique waterway.

— Ventless operation holding time under maximum filling
condition matches 15 days.

— Ventless operation holding time under partial filling
condition is more than time set by operational
conditions.

Current draft of vessel is determined by weight of the
CCS. Weight is determined by volume of tanks and wall
thickness. Type and shape of tank are determined by the
available space in the ship’s hull. Total weight of CCS is
limited by maximum allowable draft:

Draft=fW, . L, B, H) < Maximum allowable draft,

where W,,,,,— total weight of CCS; L — length of the
ship; B — breadth; H — vessel’s board height.
Total weight of CCS:

Wtotal =W, LNG + Wtank’

where W yc— mass of LNG; W,

ank

Wing=AV, FL, n);
W gk =SV, n, Wall, Ins),

mass of tanks.

where V' — volume of tank; F/ — filling limit; n —
number of tanks; Wall — thickness of the tank walls; Ins
— thickness of the tank insulation.

Volume of tank:

V=AD l,, Wall, Ins),

max>
where D
length.

MAWP is determined by the thickness of tank walls
and volume of a tank. Ventless operation holding time is
determined by MAWP, surface area of tank, and thickness
of heat insulation. Second parameter of optimization
determines thickness of heat insulation. If holding time
is more than required 15 days, insulation thickness gets
diminished, volume of tank increases, and thickness of
tank walls gets calculated again. Holding time is limited
by minimal ventless operation time and maximal time of
voyage under partial filling conditions (MTPFC).

max — overall diameter of the tank; /, — tank’s

Holding time = f(V, Wall, Ins, MAWP, Fl) > required time.

Maximum allowable filling limit is 0.98. Maximum
filling limit is one under which maximal ventless holding
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time is reached. For maximum filling level minimal
required time is 15 days.

When second optimization parameter is matched,
thickness of heat insulation is adjusted for partial filling
conditions when minimal time is determined by the future
of exploitation conditions.

Optimization of tank volume is achieved when all the
following conditions are matched:

Holding time > 15 days whatever

Holding time under partial filling > MTPFC ;Onzes
rs
Draft = Maximum allowable draft

Overall algorithm of tank optimization is based on
maximization of volume of LNG carried by the vessel.
This algorithm is presented in Fig. 1.

A method for specifying the type-C tank shape was
chosen based on paper [13]. Accessible space is determined
by IGC and DNVGL codes regulation!. Upper-deck part of

! The International Code of the Construction and Equipment
of Ships Carrying Liquefied Gases in Bulk (IGC Code). URL:
https://www.imo.org/en/Our Work/Environment/Pages/IGCCode.

tank cannot be higher than 3 meters above the upper deck
(or tank radius, whatever number is smaller). For bi-lobe
tanks distance between cylinders centers is 0.35rt0 0.75 r
[14].

Maximum diameter of type-C LNG tanks is the sum of
below-deck space height (/) and upper (/) deck space
height.

Dy = Hy+ H,.

max

Hence, tank shape is chosen by the following
conditions:

B
— < 1.35 — cylinder shape of the tank;

max

B
1.35 <——<1.8 — bi-lobe shape;

max

— > 1.8 — multi-lobe shape.

max

Maximum tank length:

aspx (accessed: 27.01.2023). linax < 0.2L.
Initial Parameters: L, L;, B, H, maximum
allowable draft,
wall thickness, insulation thickness
Calculation of the overall dimensions
(volume and surface area) )
> Calculation of wall thickness, MAWP
and weight of CCS
Enlarge wall
thickness by 1 mm
Enlarge
Draft < Maximum allowable draft thickness
Yes of insulation

Holding time calculation

Holding time < 15 days .
Yes

No

Holding time < MTPFC

Yes
No
End

Fig. 1. Modeling algorithm
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Hence, number of tanks:
Ly
n=—.
lmax
where L, — length of the vessel’s hull.
The number of tanks is obtained by rounding this
number up.
Tank length:

Lh — ZZcojf'
t n
where /., — length of cofferdam.
Type-C tanks work under high pressure. MAWP is
a function of tanks walls thickness. Therefore, maximum
thickness of tanks walls is limited by maximum allowable
weight of CCS. Weight of CCS is a sum of metal parts
weight, insulation layer weight, and LNG stored in the
tanks with maximum allowable filling. Tanks wall thickness
is calculated by GNVGL guideline'. Sloshing effect is
neglected due to the high thickness of the walls that cannot
be damaged by LNG sloshing. Sloshing is taken under
consideration only when dealing with membrane tanks.
Vessel lightweight (LWT) is calculated by the following
formula [7]:

Mmyyr=—4.44-10-(LBH)? + 0.195LBH.
Deadweight (DWT) of vessel:
mpyr=1.2(m; + myye),

where m; y; — mass of LNG stored in tanks; m, — total

mass of the tank; 1.2 is a coefficient that includes weight of

the fuel, water supply, weight of the ship’s crew, etc.
Therefore, total displacement of the vessel:

A=myyr+ mpyr.

Loaded draft of the vessel:

Draft=A(LBCgp,,),

where Cz — is cubic coefficient of vessels hull; p,, —
relative density of water.

Second limiting parameter is minimum allowable
holding time. This parameter is set by IGC code and equal
to 15 days.

Assumption is made that LNG is pure methane.
Heat ingress into the tank calculated as conduction only.
Insulation is made from sprayed polyurethane foam (PUF).
Density of PUF is 40 kg/m3. Thermal conductivity is a
function of temperature:

Appr = —0.0003Tpy 2 + 0.1908 Ty — 4.2758.

This equation is based on experimental parameters
[15], in range from 95 to 220 K. Mean deviation of

I DNVGL-CG-0135 Liquified gas carriers with independent
cylindrical tank of type C. 2016. URL: https://rules.dnvgl.com/
docs/pdf/DNVGL/CG/2016-02/DNVGL-CG-0135.pdf (accessed:
08.12.2021).

presented polynomial equation from experimental results
is R2=0.9983. PUF temperature is average temperature
between cold LNG side and warm outer side.

Type-C tank is made from 304L stainless steel.
Since thermal conductivity does not change much,
Ay =24.21 W/(m'K) is a constant.

Insulation layer is covered by a thin layer of coating that
prevents water contact with PUF. Thickness of this layer
is 5 mm and thermal conductivity is A, = 0.5 W/(m-K).

Metal in contact with LNG assumed to have
temperature of LNG. Metal in contact with BOG assumed
to have temperature of BOG.

Fourier’s law calculates heat ingress Q through
insulation.

Q _ T, out Tins

- )
dm + dins dcoat
)\'mFm.av }"PUFFPUF_av )\'coathoat

where d,,, d;,,, d.,,; — thickness of metal layer, PUF
insulation and primer coating; F,, ,, — mean contact
surface between liquid and outer side of walls; Fpy/p,, —
mean contact surface between outer surface of metal and
outer surface of the heat insulation; F,,,,— mean contact
surface between outer surface of the heat insulation and
outer surface of coating; T,,,,— temperature outside of the
tank; 7;,,— temperature inside the tank.

Heat ingress is calculated separately towards vapor
phase and liquid phase. To calculate mean surface for
cylinder tank body and hemisphere tank head following

formulas were used:

F,+F,
Favcil: 2 ’
Fav.hs: ‘FtFmﬂ

where F',— surface area of contact inside the tank; F,, —
surface area of wall outside the tank.

Heat ingress to vapor and liquid phase are calculated
separately since there is no equilibrium state and vapor
phase is overheated.

Surface area is a variable parameter. Heat ingress
towards liquid and vapor are different and based on the
area of contact between fluid and tank wall. Since shape of
a tank is not an ordinary vertical cylinder, contact surface
calculation is a complicated task. Height of the interface
between liquid and vapor allow calculating area of contact
between liquid and tank wall. LNG and BOG liquid (p;)
and vapor (pj) densities are functions of temperature and
pressure:

pr=AP, Tp);
py=AP,T).

Height of the interface is a function of liquid density:
hiwe=Rpr) — AP, Tp).
Hence, area of contact between wall and liquid:

FL :f(hint) _)f(pL) _)f(P’ TL):
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FV:FI()tal_FL'

Evaporation heat is also a function of pressure and
temperature:

Hvap :f(P, TL)~

Saturation temperature of liquid methane is a function
of pressure:

Tsat :f(P)

Heat transfer from overheated BOG to liquid LNG is
assumed by mechanism of conduction since convection
part in negligible [9].

oT,

Oy =Fyhy—
0z 12=0

>

where or _ temperature gradient in the stratified vapor
zone. 0z

Vapor-liquid interface area is function of height of
interface if sloshing effect is neglected. For the cases of
vertical cylinder reservoirs, F'; is constant.

Fyp=ffhi) — Apr) — AP, Ty).

Evaporation condition calculation algorithm follows.
If at the beginning of a time step 7; < T,,, evaporation
on this time step does not occur. Change of the masses of
liquid and vapor are 0.

Temperature and density of liquid on the next time step:

+ At
roog, s QO
CmeL
p,' =AT;, P).

Volume of liquid on the next time step:
m
VL, = _1;
PL
Volume of vapor on the next time step:
VV’ = Vtotal - VL,-

Temperature and density of vapor on next time step:

TieT +(QV* QVL)AZL.
v Coymy
s
Py v,
Enthalpy of vapor:
, hymy +(Qy— Op)At
hV - .
my

New pressure at the end of a time step:
Pr=flpy, hy)).

If at the beginning of time step 7 > T,,, evaporation

— sat>
occurs. Changes of masses on the next step:

_ (Or + Op)At
Hy

Am

Enthalpy of liquid and vapor:

Bt = (hLmL + (QL + QVL)At - AmHvap)
=

>

m; —Am

Bt = (thV+ (QVf QVL)At + AmHvap)
V - .

my+ Am

If enthalpy of liquid on the next step is more than
enthalpy of saturated liquid /;' > A,
(he' = heaymy,

m=
Hvap

And enthalpy and temperature of liquid on the next
step is:

Density of liquid on the next time step:
m; — Am
Vi

’

PL

Therefore, volume of liquid and vapor:
V' = (mp—Am)pr';
VV, = Vtotal - VL"

Hence, density of vapor:
my+ Am

Py v,

Pressure on the next time step:
P =flpy', hy).

Calculation algorithm is based on one used in paper
[12]. The main difference is calculation of changed surface
area of tank contact with LNG and BOG and interface area
between vapor and liquid phase.

Maximal holding time is obtained from calculated data
under different initial filling level. The graph of changes
in holding time dependent of filling limit is presented in
Fig. 2.

Graph from the Fig. 2 repeats the pattern for self-
pressurized cryogenic reservoirs from the book [16].

However, “milk-run” transportation requires partial
filling conditions. Since holding time of partially filled
tank is much lower than fully filled, it is necessary to
calculate drainless time under partial filling conditions.
Such conditions depend on logistics: future area of work of
the vessel. To prevent LNG loss by BOG discharge, such
modes of operation must be taken into account.

Results and discussion

As an example of this method usage, vessel RSD62
was set as a case. RSD62 is small-scale inland oil carrier
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Fig. 2. Holding time under different filling conditions
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Fig. 3. Pressure build-up under different filling conditions

Table. Parameters of CCS

Step Tank Volume, Total Volume, Wall thickness, {Ef:éigg: MAWP, MPa Holding time, days -
vV, m3 Viotaly M3 Wall, mm Ins. mm FL % Ventless operation
’ time, days

91.8 24.46

1 1769.1 7076.5 31.94 300 0.34 50 19.12
30 12.87

92.8 17.46

2 1826.6 7306.5 29.43 200 0.29 50 11.50
30 7.62

93.6 6.46

3 1880.8 7523.4 25.43 100 0.25 50 5.17
30 333

93 16.17

4 1837.7 7350.8 27.68 180 0.28 50 10.17
30 6.75

932 15.29

5 1845.9 7383.9 27.16 165 0.27 50 9.12
30 6.04

used for northern delivery in North-Eastern Siberia. Main
dimensions of this vessel are L — 141 m, B — 16,92 m,
H—6,3m, L,— 100 m, Draft — 3,5 m!.

For the initial cycle of tank modeling, volume of a

tank is set as 1200 m3. Initial insulation thickness is set
as 300 mm.

To obtain thermodynamic properties of liquid methane
and its vapor, CoolProp wrapper for Python was utilized.
All parts of the algorithm were realized with Python
programming.

Initial conditions for modeling are: LNG temperature
is 110 K and vapor temperature is 112 K. Before loading,
LNG tank is cooled with methane vapor and after loading
of LNG its vapor is slightly overheated. Environment
temperature is 290 K.

1 Project RSD62. Dry-cargo vessel of river and mixed (river-
sea) with a deadweight of 5640 tons URL: https://www.meb.com.
ua/dry/RSD62.html (accessed: 12.10.2022).

Partially loaded tank conditions were analyzed. Longest
trip with 50 % filling is 4 days. Longest trip with 30 %
filling is 3 days.

After the modeling, the preferable tank shape appeared
to be bi-lobe one. Maximal filling level is 93.2 %. All
iterations of calculated CCS are presented in Table.

After modeling, it was investigated that optimal design
is tank with insulation thickness of 165 mm. Fig. 3 shows
pressure build-up inside the tank under different filling
conditions of the tank after last iteration.

With presented method, on the first iteration total
volume of LNG carried by vessel is 7076.5 m3. After
volume optimization this number was increased to 7383.8
m3. Extra 307.3 m3 generate additional positive economic
effect on whole vessel project.

Conclusion

This paper presented new method of type-C LNG tank
modeling. Proposed method is easy to use and it may be
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completely automated. New method is not only suitable
for new vessel projects but also for reconstruction and
modernization projects. Optimization is based on the
maximal usage of allowable space in vessel’s hull and a
close approximation of draft of fully loaded vessel up to
maximum allowable draft on the waterway. Heat insulation
is modeled to match minimum requirement of holding
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